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Abstract  

Today’s risk management practices necessitate looking beyond a single business line, organization or even a 
single industry due to trends such as outsourcing, global supply chains and just-in time inventory management. 
A National Critical Infrastructure Interdependency Model (NCIM) was developed to assist Public Safety 
Canada and Critical Infrastructure (CI) owners and operators in identifying dependency relationships and 
recognize the associated and attributable risks with a view to informing and enhancing resiliency. Developing 
a taxonomy that characterized the key elements of each of the ten national CI sectors while providing a 
common analytical framework across all ten sectors was an important first step. The taxonomy was based on 
functional decompositions and logic models that describe the “business models” of each sector. The utility of 
the taxonomic framework was test in two case studies. This report describes the taxonomy of the Safety Sector 
(one of the 10 CI Sectors) and offers a high level analysis that distinguishes and ranks vulnerabilities. 

Significance to Defence and Security  

This work has significant importance for Public Safety. The NCIM was developed in response to a request 
from the National Cross Sector Forum via the Department of Public Safety.. The requirement for a cross-sector 
interdependency model was noted in the 2014–17 National Critical Infrastructure Action Plan. The need to 
understand risks due to cascading failures that cross industry and sectoral boundaries is evident given events 
such as the 2003 electrical blackout or natural hazard events such as the 1998 ice storm. However, beyond 
stating a requirement for an interdependency model there was no clear indication of what type of model would 
be required or the types of decisions such a model would inform. This is not unusual for complex problems 
such as understanding risks due to cross-sector cascading critical infrastructure system failures. 

The lack of a clear purpose for an interdependency model indicates a need for a better understanding of the 
problem space or problem formulation. This is implied by one of the two research and development areas the 
United States Department of Energy identified, which was the need for “a comprehensive framework for 
interdependency modeling and simulation to help (1) integrate the multiple and disparate models, tools and 
simulations that already exist for different infrastructure; and (2) facilitate cross-sector analysis to address the 
threat assessment, protection, mitigation, response and recovery issues associated with interdependencies” 
(Electric Grid Security and Resilience – Establishing a Baseline for Adversarial Threats, June 2016).  

This paper proposes an operational level taxonomy for the Safety Sector as part of a ten-sector taxonomy. 
It brings a capability-based planning approach widely used in defence analyses to public safety. As a 
critical tool for capability-based planning the taxonomy can aid interdependency analyses through the 
provision of a comprehensive, integrating framework. 

It should be noted that unlike the other sectors the Safety Sector is not an established day-to-day industry 
with a common agreed business model of Sector operations. The proposed taxonomy draws on a number 
of different perspectives within the Safety Sector to provide an operationally focussed framework than 
can be utilized for analyses to identify capability gaps and evaluate corresponding solutions. 

Finally, the proposed taxonomy will benefit defence by providing a framework for evaluating the 
resilience of Canadian Forces infrastructure.  
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Résumé  

Les tendances telles que l'urbanisation croissante, la spécialisation, l'externalisation et l'importance 
grandissante des chaînes d'approvisionnement mondiales, l'adoption généralisée d'une philosophie juste à 
temps d'optimisation des stocks pour réduire les coûts d'entreposage et l'association des systèmes de 
contrôle industriel aux télécommunications pour permettre une gestion centralisée et générer une 
efficacité opérationnelle sont autant de facteurs de dépendance. De nos jours, les pratiques de gestion du 
risque exigent de voir au-delà d'un seul secteur d'activité, d'une seule organisation ou même d'une seule 
industrie. Un modèle national des interdépendances entre les infrastructures essentielles (MNIIE) a été 
élaboré pour aider Sécurité publique Canada et les propriétaires et exploitants d’infrastructures 
essentielles (IE) à déterminer les relations de dépendance et à reconnaître les risques connexes et 
attribuables en vue de favoriser et de renforcer la résilience. La caractérisation des dix secteurs nationaux 
d’IE a constitué une première étape importante. Des décompositions fonctionnelles et des modèles 
logiques ont été élaborés pour décrire chaque secteur comme prélude à l'élaboration d'une base de 
données relationnelle et d'un modèle intégré. Par la suite, une application logicielle (RiskOutLook®) a été 
utilisée pour calculer le risque cumulatif/en cascade. Ce rapport décrit la caractérisation du secteur de la 
sécurité (l'un des 10 secteurs de d'IE) et offre une analyse de haut niveau qui distingue et classe les 
vulnérabilités. 

Importance pour la défense et la sécurité  

Ce travail revêt une grande importance pour la sécurité publique. Le MNIIE a été élaboré en réponse à une 
demande du Forum national intersectoriel, et la nécessité d'un modèle a été mentionnée dans le Plan d'action 
national sur les infrastructures essentielles. Les joints structuraux et les transferts organisationnels présentent 
des risques, y compris des possibilités de malentendus. La caractérisation et les modèles logiques décrivant 
les secteurs d’IE aideront à façonner l'évaluation des dépendances fonctionnelles par les intervenants 
internes et externes, et peuvent servir à promouvoir le dialogue et à harmoniser les hypothèses. L'ordre des 
dépendances et la reconnaissance de la nature et de l'importance des risques externes pour une organisation 
peuvent être utilisés pour orienter les plans d'urgence et d'investissement. 

De nombreux secteurs appartiennent en grande partie au secteur privé et sont exploités par celui-ci, et 
sont bien définis dans la pratique, par exemple le secteur financier. Par contre, le secteur de la sécurité 
englobe les secteurs public, privé et bénévole, les administrations et le spectre de la gestion des urgences 
(prévention, préparation et atténuation, intervention et rétablissement). De plus en plus, en particulier 
dans le cas de catastrophes de grande ampleur, on s’attend à une collaboration et une coordination pour 
mobiliser une réponse « de l'ensemble de la société ». Par conséquent, la caractérisation du secteur de la 
sécurité était au cœur de l'élaboration d'un modèle intégré d'interdépendance des IE. Il offre une 
description complète du secteur et des fonctions connexes – un point de départ pour l’élaboration d’une 
évaluation commune de la sécurité.   

L'utilisation d'études de cas pour élaborer et valider la caractérisation du secteur de la sécurité a indiqué 
que le modèle national de référence peut être adapté et appliqué pour relever et ordonner les risques 
associés à des menaces précises et pour appuyer les analyses coûts-avantages des options d'amélioration 
des capacités. 
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1 Introduction 

1.1 Project Background 

In 2009 the Federal Government, the Provinces and Territories agreed on a National Strategy1 and Action 
Plan for Critical Infrastructure (CI).2 The intent of the Strategy was—and remains—to strengthen 
resilience through building partnerships, applying an all hazards risk management approach and 
promoting the timely sharing and protection of information. The National Strategy identifies ten (10) 
national CI sectors3 while the Action Plan outlines a number of initiatives supporting implementation of 
the National Strategy, one of which was the creation of sector networks and establishment of a cross sector 
forum as the basis for collaborative work and information sharing. As a result the National Cross-Sector 
Forum (NCSF) comprising representative leads of all ten national critical infrastructure sectors was 
formed.  

CI is at risk from natural, intentional and accidental hazards, and risks can be propagated and exacerbated 
by the complex system of interdependencies leading to cascading effects across sectors and across 
jurisdictional borders. This interdependence and increasing societal dependence on connectivity, services 
and just-in-time supply chains pose concerns and challenges and place a premium on communications, 
collaboration and coordination i.e., a whole of society response to major emergencies/disasters. 

A CI interdependency modeling effort led by Emergency Management Ontario (EMO), using 
RiskOutLook® software confirmed the benefits and underscored the requirement for an equivalent 
national model. At the 2012 NCSF meeting, it was proposed that this methodology be imported, extended 
and exploited, and that sector models and an integrated national model be developed to support an 
analysis of CI interdependencies within and between sectors. It was agreed that Public Safety Canada 
(PS) and the Centre for Security Science (CSS) would partner and lead the project. 

The first phase commenced in April 2013 and was led by the RiskOutLook® software developer. Inputs, 
actors and outputs were identified through workshops and models of three sectors were developed and 
aggregated. The focus was on data collection and data entry and the initial results were disappointing. The 
deficiencies in the software developer’s approach were: 

 The effort primarily focussed on collecting data for their software tool, RiskOutLook®; 

 Sector Subject Matter Experts (SME) determined the what “elements” would compose or describe 
their sector, which resulted in inconsistencies across sectors in terms of variations in “element” type, 
resolution of the “elements,” and consistency in how the “elements” were structured (i.e., the 
relationships among the “elements”); 

                                                      
1 National Strategy for Critical Infrastructure, 2009. 
2 2014–17 Action Plan for Critical Infrastructure, 2014. 
3 The National Strategy (2009) identifies ten (10) sectors. It should be noted that the United States (US) identifies 
sixteen (16) (Critical Infrastructure Sectors, US Department of Home Security) and the United Kingdom thirteen 
(13) (Critical National Infrastructure, Centre for the Protection of National Infrastructure). However, the National 
Strategy provides no explanation or reference as to why Canada has ten sectors compared to the sixteen US sectors 
since it would seem reasonable for Canada to have some consistency with the US for interoperability purposes. 
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 There was no overarching framework which meant that it was difficult to integrate across sectors or 
to facilitate cross-sector analysis; and 

 The RiskOutLook® software tool was populated with values determined independently by each 
group of sector SME without a commonly agreed context (i.e., “scenario”), which meant that the 
resulting risk values had no meaning. 

The above approach was contrasted with best practice for operational research analyses (NATO Code of 
Best Practice for C2 Assessment,4 October 2002) which indicated that, while “risk” would be an 
appropriate measure of merit for the domain, the approach neglected to first identify the problem (i.e., 
“problem formulation”) and to provide context (i.e., an integrating set of “scenarios”). It was decided to 
reorient the approach by following best practice and to repatriate development of the model (i.e., in-house 
Public Safety Canada (PS) and CSS resources assumed responsibility for model development). 

The focus of the project was on the proof of concept—development and demonstration—of an integrated 
national CI interdependency framework or conceptual model. Reference is made to representative 
functions in published Government of Canada literature but a comprehensive and agreed description(s) of 
the CI Sectors was lacking. This was an essential starting point that was required to enable modelling. 
Characterization of the 10 CI Sectors through an operational or functional taxonomy approach was thus 
an initial step in developing an integrated national conceptual model. Open source literature was 
supplemented by consultation with Subject Matter Experts (SMEs) and logic models developed to 
describe sectors, critical activities and functional relationships. These logic models were used to inform 
the development of a taxonomy for each sector that had a common structure across all sectors. The 
consultation included workshops with representatives of firefighting, paramedic and police communities 
and validation of the model’s utility for the Safety Sector with an external focus group. 

A stakeholders’ workshop was held 26 October 2016 to increase exposure to the NCI model and to solicit 
feedback on the methodology, determine if continued development was warranted and, if so, inform what 
the priorities should be and how the model might be used. Comments and the exit surveys provided 
valuable and timely feedback offering suggestions on how the model could be improved and practical 
advice received on presentational prerequisites and governance preferences. Attendees underscored the 
continuing requirement for a risk assessment tool to support disaster resiliency planning and which was 
capable of identifying vulnerabilities, considering risk tolerance thresholds and investigating risk 
reduction investment trade-offs. Notably, participating stakeholders affirmed that the NCI model had 
potential and further cases studies should be conducted and used to help raise both the technology 
maturity of the model and an appreciation of its value. 

1.2 Objective 

The objective of this report is to describe a proposed functional taxonomy for the Safety Sector that 
characterizes the Safety Sector’s operations, This taxonomy is the Safety Sector’s portion of a ten-sector 
CI interdependency conceptual model. In addition to a taxonomy of functions for the Sector the 
conceptual model also includes dependency relationships among the functions. The utility of the 
taxonomy and set of relationships was test in two case studies for evaluating cross-sector risk issues in the 
context of emergency management situations. 

                                                      
4 While the NATO Code of Best Practice for C2 Assessment was developed for command and control analyses it is 
easily generalized as a best practice for other operational research or decision support analyses. 
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1.3 Document Structure 

This document consists of a number of discreet sections: 

 Section One outlines the project objective and scope; 

 Section Two discusses theory, the modelling approach adopted and the key concepts which 
informed and framed development of the model; 

 Section Three provides both an overview of the Safety Sector, describing key aspects such as 
incident response, recovery, protective services (i.e., police, paramedic and fire services) and public 
information and warning, which was used to guide the development of a sector function model; 

 Section Four describes RiskOutLook®, the software application which was used to quantify risk and 
explore risk dependency pathways for the case studies; 

 Section Five offers insights into the case studies which were used to validate the Incident Response 
portion of the taxonomic conceptual model; and 

 Section Six summarizes the conclusions reached relating to both the methodology and the model, 
and notes the proposed Way Ahead.  
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2 Modelling Approach 

2.1 Theoretical Basis 

As discussed above in the Project Background section a prior effort failed due to a focus on the input 
requirements of the RiskOutLook® software tool. This is counter to what is recommended by best 
practice for operational research studies. The NATO Code of Best Practice for C2 Assessment 
(October 2002) was specifically designed for “command and control” (C2) studies but drew upon 
extensive experience in the practice operational research and is broadly applicable to such studies. The 
Code describes the steps for best practice as: 

 Preparing for Success: Identify stakeholders, study participants, relationships, dynamics, funding, 
who has the problem, who will implement solutions, who will decide on options, etc.; 

 Problem formulation: Identify the real question, constraints on the problem, viable options, what 
determines a better or worse option, etc. The output is a solution strategy for the project; 

 Measure of merit: Identify measures of merit from system performance through to high level (i.e., 
operational, institutional or political) success; 

 Scenarios: Identify the contexts in which the options are to be evaluated. Scenarios are also useful 
for capturing contextual assumptions needed for the study; 

 Human and organizational factors: Identify the human and organizational factors that affect not only 
the analysis of problem options but also those that affect the decision making and implementation 
with respect to the options; 

 Models, tools and data: The set of models or tools to be used in a study is determined not only by 
the above steps but also by the availability and quality of the data. Data are not only a key constraint 
on models and tools but also on the measures of merit and chosen scenarios. As mentioned in the 
NATO Code, “Data transcend all phases of an assessment and may be seen as the ‘glue’ that holds 
the phases of an assessment together”;  

 Risks and Uncertainty: Risk and uncertainty should be explicitly dealt with in all assessments; 

 Conduct of the Study: After evaluating the above steps the study can be conducted. This will include 
peer review of the results and communication of those results to the decision makers and other 
stakeholders. 

This framework was used to develop a solution strategy for the “problem” of developing a “national” CI 
interdependency model. 

2.2 Problem Formulation 

In discussions with Public Safety Canada, it quickly became clear that there was no direction from the 
NCSF as to what type of problems or decisions the CI interdependency model would inform. Given that 
the NCSF seldom met and even then for a limited time, it was not possible to engage the NCSF for 
clarification. However, it was possible to consult staff of Federal Government lead departments for each 
sector as well as sector representatives. A list of the stakeholders consulted as well as other stakeholders 
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can be found at Annex A. Public Safety agreed that the model would primarily be used to inform 
investment and planning decisions pre-disaster or CI disruption event rather than resource allocation 
decisions during such an event. It was also agreed that the high level measure of success would be 
societal risk reduction which is that better decisions will lead to fewer losses in terms of lives, injuries, 
economic losses, environmental damage, etc. due to disruption of CI. 

The NATO Handbook on Long Term Defence Planning (April 2003) lists several types of planning 
approaches for defence purposes. The most suitable for planning approach for CI interdependency 
modelling, given the lack of problem specificity, was a capability-based planning approach due to the 
generic nature of capability-based planning (CBP) and the similarity of the Public Safety definition of CI 
being similar to the defence definition of “capabilities” as the ability to produce an effect (i.e., to produce 
essential goods and services in CI terms). In addition a defence CBP approach had been successfully 
applied to assessing the risk due to CI disruption for the Vancouver 2010 Winter Olympics (Verga et al, 
December 2008). 

The Technical Cooperation Program (TTCP) published pragmatic guidance for the implementation of 
CBP (Guide to Capability-Based Planning, 1 October 2004). Several features of CBP make it suitable as a 
framework for CI interdependency modelling. In particular the focus of CBP on the analysis of functional 
requirements for operations, the recognition of the interdependence of systems, the use of scenarios and, 
significantly its recognition that the components capability include more than physical assets. People, 
doctrine, information, regulations, logistical support, etc. all are vital for adequate functional 
performance. One item recommended in the guide is a capability partition (i.e., a taxonomy) to 
decompose a complex problem into manageable pieces. 

A conceptual model based on the decomposition of the complex CI interdependency problem into a 
partition or taxonomy of CI functions which, in turn, are composed of components (i.e., physical assets, 
information, workers, etc.) was proposed to Public Safety Canada and accepted by them as the deliverable 
for the NCSF requirement for a national CI interdependency model (NCIM). While one would still 
require quantitative tools for the assessment of specific problems, the conceptual model was agnostic as 
to which quantitative tools should be used as that would depend the study analyzing the specific problem 
in question. However, based on the experience in the use of CBP in defence, a conceptual CI taxonomic 
model would be useful in providing an operational framework for integrating more detailed, industry 
specific models, providing a common framework for comparing results of different studies and 
facilitating more efficient use of study resources through an a priori problem decomposition. 

The choice of a taxonomy is not necessarily easy as there are many ways to partition a complex problem. 
The TTCP Guide noted that none are ideal but some are worse than others. The Guide recommended the 
following criteria for designing a partition or capability taxonomy: 

 Similarity: A domain should contain elements that have similar characteristics; 

 Partitioning: A domain should be partitioned so as to minimise the interfaces between the 
components of different domains; 

 Aggregation: A domain should be structured hierarchically in an appropriate manner; 

 Stable intermediate forms: The domain should be assembled from stable intermediate components; and 

 Form, Fit and Function: The structure of the domain should resemble a related functional structure 
in the organisation. 
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Another set of criteria for evaluating a taxonomy (How to Validate a Taxonomy, 2009) suggests three 
criteria: 

 Validating design by the degree of stakeholder satisfaction using a walk-through of the taxonomy; 

 Validating usability by the degree of stakeholder satisfaction through scenario testing; and 

 Validating use in a collection by facilitating the collection of statistical data and quantitative 
analyses. 

The first of these three criteria can be done through means such as influence diagrams or logic models 
that represent generic business models for an industry. The other two criteria require use of the taxonomy 
in scenarios or case studies. 

The first level of the taxonomy in this paper was predefined by Public Safety, which identified ten (10) 
national CI Sectors5 and the interdependency model aspired to develop a more fulsome appreciation of 
the relationships between Sectors. The ten CI Sectors which provided the basis for the taxonomy are: 

1. Energy and Utilities; 

2. Finance; 

3. Food; 

4. Government; 

5. Health; 

6. Information and Communications Technology (ICT); 

7. Manufacturing; 

8. Safety; 

9. Transportation; and 

10. Water. 

Neither the National Strategy nor Action Plan presents a detailed description of CI Sectors, although the 
latter does provide for the establishment of sector networks and a cross sector forum and proposes the 
collaborative development of sector-based risk profiles and work plans. An earlier Government of Canada 
Position Paper did describe illustrative “sample sub-sectors”.6 The National Strategy does stipulate that 
critical infrastructure refers to processes, systems, facilities, technologies, networks, assets and services 
essential to the health, safety, security or economic well-being of Canadians and the effective functioning 
                                                      
5 As noted earlier there is no explanation in the National Strategy of why, in particular, Canada has ten sectors. The 
US has identified sixteen (16). This includes some, for example, Dams, Defence Industrial Base and Nuclear 
Reactors/Material & Waste which are not distinguished as separate CI sectors in Canada’s framework. 
6 Government of Canada Position Paper on a National Strategy for Critical Infrastructure Protection, November 
2004, Appendix B. 
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of government. One of the challenges the project team charged with developing the NCIM faced was to 
describe Sectors in sufficient detail to support modelling efforts. This involved making several somewhat 
arbitrary decisions, e.g., should pipelines be considered as an integral component of the Energy Sector or 
the Transportation Sector? (In the event, it was decided to place pipelines in the Energy Sector, 
recognizing that it was far more essential to understand and represent dependencies than debate 
placement.)  

The above concepts for best practice, capability-based planning and taxonomic development were 
incorporated into a methodology for developing the NCIM, which outlined below (Figure 1). The first 
step involved orientation, scoping and assessing options for structuring each of the ten sectors (e.g., 
identifying potential utility of the conceptual model as it related to each sector) and ensuring that over all 
sectors the combined taxonomy would be a suitable, integrating framework. Open source literature 
research followed. Characterizations for each CI Sector were generated with logic models describing key 
functions and relationships.  

 
Figure 1: Modelling Approach. 

2.3 Focusing On Functions 

Intuition, research and discussions with U.S. Department of Homeland Security (DHS) staff and industry 
subject matter experts confirmed that several issues derailed past efforts which adopted a national 
asset-based approach: many CI owners and operators were reluctant to disclose (what they considered) 
proprietary details (e.g., inventory, location and network structure—underlying their operations); 
significant staff effort would be required to maintain an asset-based model; knowledge of assets alone is 
insufficient to understand the effect on critical infrastructure; one needs to have knowledge of the 
business operations (i.e., processes or functions) to which the assets contribute; and there might be a 
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temptation to exploit such a model to provide (near) real time decision support and liabilities could be 
incurred if plans were based on outdated and incorrect information. The German approach to modelling 
and simulation (Schäfer, 2009) highlighted the need for modelling of business processes in addition to 
modelling assets. Given the challenges with collecting and maintaining national level databases of assets, 
it seemed reasonable to approach taxonomic development of the NCIM from the perspective of modelling 
“business processes” or critical “functions” for each industry or sub-sector. Assets would still be 
important but only those relevant to the context of specific scenarios or case studies.  

Figure 2 illustrates the relationship between scenarios, assets and functions underlying the adopted 
modelling approach. Scenarios invoke functional requirements—most of which can be described in terms 
of services or the transfer of information in addition to the typical provision of goods. Employing 
functional requirements as Ends introduces a level of abstraction which avoids a premature focus on 
specific Ways and Means. An integrating functions-based framework promotes semantic interoperability 
and provides an organizing or ordering structure. It also enables decomposition, analysis, aggregation, 
and synthesis. Functional performance, of course, will still dependent upon the state physical, human and 
virtual assets in a given situation or scenario. Risk scenarios are used in applying the model. 
Representative scenarios provide context, bound the scope of a study and define functional requirements. 
Assets are the third leg in the stool. The scenario situates data collection requirements and the functional 
framework provides a schema for organizing and structuring information. This approach offers several 
advantages, notably adaptability and scalability.  

 
Figure 2: Scenarios, Functions and Assets. 

Furthermore a functional approach complements the shift from threat based to capability based planning 
as a means to address environmental uncertainties and the increasing interest in fostering resilience—the 
ability to adapt and recover quickly from misfortune. “Resilience is a so-called strengths-based construct, 
focusing on capabilities and assets and how these can be mobilized and/or enhanced in order to reduce 
vulnerability and risk” (page 6, Cox, June 2015). It involves a consideration of broad array of factors 
across intersecting networks. Focussing on functions opens up the possibilities for alternative ways and 
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means for delivering essential functionality for a community, industry or sector. The immediate challenge 
lay in establishing a framework for describing and cataloguing functions.  

2.4 The North American Industry Classification System 

The North American Industry Classification System (NAICS, 2012) was adopted and adapted. It provides 
an exhaustive and authoritative characterization of national economic activities. Adoption involved 
1) tweaking the NAICS to establish a service rather than industrial perspective and 2) extending the NAICS 
to covered activities, particularly those invoked in emergencies, which are not significant day-to-day, 
routine economic activities, which are not captured by the NAICS. These include functions related to 
preparedness, planning and response for major incidents or disasters. Nonetheless, the NAICS provided a 
comprehensive, integrating framework and a basis for cataloguing and relating CI functions. It offered a 
standardized schema for classifying and collating data and provided both an organizational structure and 
agreed definitions for developing profiles of the 10 CI Sectors. Two other key advantages are worth 
noting: 1) the hierarchical structure of the NAICS (Table 1) helped to ensure a consistent level of 
resolution when defining functions/model entities, 2) the NAICS is used by Statistics Canada and the 
associated data bank provides a sound basis for assessing the economic impact of a risk event. 

Table 1: NAICS Extract. 

 

The NAICS taxonomy was only a starting point for the development of a CI functional taxonomy. An 
extension of the NAICS was anticipated and was required for some Sectors such as Water and Safety. 

2.5 Adopting the Approach 

Using, insofar as possible, economic activities defined by the NAICS as the building blocks, logic models 
and characterizations describing key functions and relationships were generated for each of the 10 CI 
Sectors.7 In many cases sub-models were required and introduced e.g., Electricity, Petroleum and Natural 
                                                      
7 The US has 16 CI sectors; Ontario does not distinguish Manufacturing as a CI sector. 
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Gas models to characterize the Energy Sector; Watershed Management, Potable Water and Wastewater to 
characterize the Water Sector. Sector and sub-models are shown below (Table 2). 

Table 2: National CI Sector and Sub-models. 

National CI Sector NCI Sub-models 
Energy Electric Power 

Petroleum 
Natural Gas 
Steam Heating 

Finance Banking—Credit Intermediation 
Investment 
Insurance  
Brokerage 

Food  Agricultural Suppliers 
Crop Production 
Animal Production 
Aquaculture & Fishing 
Food Processing 
Food Distribution 

Government International 
Federal 
Provincial & Territorial 
Aboriginal 
Municipal, Regional & Local 

Health Ambulatory Heath Care (i.e., Primary Health) 
Hospitals (i.e., Secondary Health) 
Long-Term Health Care 
Medical Support Services (e.g., labs, blood/organ banks)  

ICT Telecommunications 
Cyber & Information Services 

Manufacturing Basic Materials 
Chemical 
Machinery & Construction 
Technology 
Transportation 
Pharmaceuticals 

Safety Environmental Protection 
Emergency Preparedness 
Incident Response 
Protective Services 
Professional Services 
Correctional Services 

Transport Air 
Marine & Inland Waterways 
Rail 
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National CI Sector NCI Sub-models 
Road Infrastructure 
Trucking 
Urban Transit 

Water Watershed Management (including Flood Control) 
Potable Water 
Wastewater 

 

The NAICS (Canada 2017 iteration) consists of 20 sectors, 102 subsectors, 322 industry groups and 
707 industries). The focus in developing the NCIM and Sector characterizations was on leveraging the 
NAICS, not mapping all activities to Sectors. Judgement based on the recommendations of the Guide to 
CBP (2004) was applied in determining the appropriate NAICS level to use. For example, to date, there 
has been no demand to expand the Insurance subsector. In some cases, e.g., Manufacturing, the NAICS 
offered a comprehensive and well-organized listing of entities. In others, e.g., Water, the NAICS had to 
be substantially expanded. The Public Administration sector has been tailored to accommodate each of 
the 3 signatories. In Canada’s case, the NAICS distinguishes economic activities by jurisdiction e.g., 
Federal, Provincial/Territorial, Aboriginal and Municipal. The NAICS does not distinguish a Safety 
Sector. Some functions such as Fire and Police Services are included in the Public Administration sector 
(by jurisdiction); others have routine day-to-day roles but their importance often increases in an 
emergency and they have been included in the Safety Sector e.g., Engineering & Building Inspection. 
NAICS to NCIM mappings have been captured in a relational database. 

An initial Safety Sector characterization was generated then forwarded to Subject Matter Experts (SMEs) 
for review, a scenario—reflecting an excursion from the baseline model depicting everyday 
dependencies—was developed, and a workshop was held to review the logic models. Following the 
workshop the NCIM was modified to address concerns raised and the characterization documented. 

2.6 A Networked Taxonomy for the NCIM 

The taxonomy of functions categorized by industry provides a basic model for CI sectors. However, using 
the information in the logic models or influence diagrams for each industry allow the identification of 
potential linkages between functions in that the degradation or “failure” of an “upstream” will affect the 
performance of a “downstream” function. Populating the taxonomy with data for a case study for the 
expected degree of degradation or probability of “failure” of functions based on initial conditions, the 
conditional degradation or probability of “failure” of a function given the degradation or “failure” of an 
upstream function, and the potential loss due to degradation or “failure” provides an initial directed graph 
model for that case study. Evaluating the directed graph model for how risk “propagates” in the network 
(i.e., models cascading CI system failures) can be challenging as a typical CI independency network can 
by highly cyclic which precludes powerful techniques such as Bayesian methods. Evaluating highly 
cyclic directed graph model is challenging, as noted by Häring et al (2017): 

“Despite the success of network models in the analysis of complex systems, resilience 
approaches to interconnected systems are still at their infancy and a unified approach to 
resilience in networked systems is yet to be formulated.” 
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This should not be unexpected given that the CI interdependency problem is a true “system of systems” 
problem.8 The proposed networked taxonomy is proposed as a network model that can service as a high 
level, unified approach and a framework for a structured decomposition of the complex CI resilience 
problem.  

The extending the NCIM taxonomy to a directed graph that has the taxonomic functions as vertices or 
nodes and the dependency relationships and directed edges allows for an explicit representation and 
assessment of risks due to cascading CI system failures. As such it supports the recommendations of The 
Sendai Framework for Disaster Risk Reduction 2015–2030 (2015) which has four priorities for disaster 
risk reduction: 

 Understanding disaster risk; 

 Strengthening disaster risk governance to manage disaster risk; 

 Investing in disaster risk reduction for resilience; 

 Enhancing disaster preparedness for effective response, and to “Build Back Better” in recovery, 
rehabilitation and reconstruction. 

                                                      
8 “System of systems” is often confused with a “system of sub-systems.” Originally “system of systems” was coined 
to refer to the set of complex systems somewhat akin to CI sectors (e.g., the financial system, electric grid.). 
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3 The Safety Sector 

3.1 Overview  

Safety touches all aspects of the lives of Canadians—at home, at work, and in our communities. While 
safety per se is an amalgam of individual responsibility and broader public and private sector 
responsibilities, ensuring the collective safety and security of Canadians and “managing” emergencies is a 
government responsibility. In short, federal and provincial/territorial governments and local authorities 
and CI owners and operators all have roles to play. This cross-sector and multi-jurisdictional nature of the 
Sector make it particularly challenging to model Safety. Safety itself is an abstract concept open to 
subjective interpretation. It is often described in terms of a guarantee or standard of insurance (i.e., 
physical, occupational and/or economic protection from a gamut of malicious threats and/or natural 
hazards). With respect to significant incidents, Safety Sector practitioners describe four or five distinct 
phases for emergency management. Public Safety Canada’s Emergency Management Framework 
distinguishes four phases, which are Prevent and Protect (grouped into a pre-incident “risk mitigation” 
phase), Prepare, Response and Recovery9 (An Emergency Management Framework for Canada—Third 
Edition, May 2017), as shown below in Figure 3. There is not universal agreement on terminology (e.g., 
“prevent” and “protect” may be termed “mitigation”) or the number of phases (“prevent” is differentiated 
from “mitigate”). Regardless of this lack of unanimous agreement, there is a general view that Safety 
spans the Emergency Management Spectrum which is understood to involve both a reduction of risk to 
known dangers and an efficient and effective reaction to incidents to mitigate consequences. 

                                                      
9 Public Safety Canada, An Emergency Management Framework for Canada – Third Edition, 
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/2017-mrgnc-mngmnt-frmwrk/index-en.aspx, accessed 16 July 18. 

https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/2017-mrgnc-mngmnt-frmwrk/index-en.aspx
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Figure 3: Emergency Management Spectrum. 

Safety and security go hand-in-hand, with security (e.g., the resistance to threats) providing the means to 
ensure safety (e.g., freedom from danger). Being a very broad concept, it is not surprising that safety-related 
services and infrastructure, while well-defined and well understood, are inherently diverse and 
semi-autonomous. Many Safety Sector elements are relatively self-sufficient and are designed to operate 
independently for some period of time during emergencies. One of the challenges in bounding and 
modelling the Sector is that many safety-related services support other CI Sectors on a routine basis in 
addition to affording a standing—and often expandable—capability for responding to larger scale 
emergencies. Paramedic services are a prime example. On a day-to-day basis they might well be 
considered an integral component of the Health Sector. In the case of a disaster, they provide Emergency 
Medical Services which is generally viewed as an integral component of Incident Response as well as day 
to day public safety. 

The range and autonomy of safety-related services is noteworthy. The range from first response/first 
receiver services to oversight of the handling of hazardous substances (including nuclear material) to 
search & rescue and include incident or emergency management. Safety services encompass but are not 
limited to Police Services, Fire Services and Paramedic Services. Key assets include highly trained and 
dedicated work forces and specialized vehicles and equipment. The demands major emergencies (e.g., 
regional crises, mass casualty events) pose typically span organizational boundaries and require both a 
combination of expertise and equipment and the harmonization of efforts. The Incident Management 
System (IMS) provides a standardized approach to organizational structures, functions, processes and 
terminology in order to facilitate interoperability, integration and collaboration for use at all levels of 
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emergency response. It was first developed by firefighters in the Southwest United States10 and has been 
adopted widely. The US Department of Homeland Security has published a guide to a National Incident 
Management System.11 However, in Canada, use has not been adopted universally across all Sectors with 
a responsibility for safety, or even necessarily within the Safety Sector. 

Reflecting best practice, the Safety Sector is based on a bottom-up approach. “Incidents typically begin 
and end locally, and are managed on a daily basis at the lowest possible geographical, organizational, and 
jurisdictional level.”12 However, there are instances in which because of scale or severity local authorities 
are unable to cope and incident management operations involve multiple jurisdictions, levels of 
government, and/or emergency responder disciplines. As a rule of thumb, operations are managed and 
decisions made at the lowest appropriate level. Municipalities and regions deal with most emergencies 
with little or no input from provincial/territorial or national level. Over time and reflecting experience, all 
three levels of government have developed protocols and most have fashioned dedicated facilities 
(operations centres) for coordinating responses to emergencies. In cases of larger municipalities, 
provinces/territorials and the federal government, provision has been made for standing staffs to oversee 
preparations and planning, monitor activities and provide a core staff familiar with supporting systems 
and protocols to facilitate “managing” emergencies. 

The IMS distinguishes levels of “command.” The On-Scene Commander directs first responders and 
coordinates tactical activities. For example, Fire Services will likely focus on evacuating people at risk 
and extinguishing and containing fires; the police on establishing cordons, maintaining security and 
managing traffic and paramedics on treating the injured. Common objectives for first responders include: 

 Saving and protecting lives and relieving human suffering; 

 Containing the emergency i.e., limiting its escalation and mitigating its impact; 

 Protecting the health and safety of responders; 

 Safeguarding the environment; 

 Maintaining and/or restoring critical services; 

 Facilitating investigations and inquiries e.g., preserving the scene and recording evidence; 

 Identifying and implementing lessons learned (HM Government Emergency Response and 
Recovery, October 2013). 

Area Command may be required to oversee the management of multiple incidents or incidents that are not 
site specific. At this higher, operational level, the focus is on supporting the Incident or On-Scene 
Commander. Area Command can be viewed as an extension and expansion of On-Scene Command. No 
single agency or group will have the authority, or capability, to exercise full command. The US National 
IMS (NIMS) has introduced Unified Command as an aspirational concept. The aim of Unified Command 
is to provide an integrated management structure and allow stakeholders to exchange information, 

                                                      
10 http://www.emsics.com/history-of-ics/ accessed 9 July 2018. 
11 U.S. Department of Homeland Security. National Incident Management System, Third Edition, October 2017, 
https://www.fema.gov/media-library-data/1508151197225-
ced8c60378c3936adb92c1a3ee6f6564/FINAL_NIMS_2017.pdf accessed 23 January 2019. 
12 U.S. Department of Homeland Security. National Incident Management System, December 2008, page 5, 
https://www.fema.gov/pdf/emergency/nims/NIMS_core.pdf accessed 10 December 2015. 

http://www.emsics.com/history-of-ics/
https://www.fema.gov/media-library-data/1508151197225-ced8c60378c3936adb92c1a3ee6f6564/FINAL_NIMS_2017.pdf
https://www.fema.gov/media-library-data/1508151197225-ced8c60378c3936adb92c1a3ee6f6564/FINAL_NIMS_2017.pdf
https://www.fema.gov/pdf/emergency/nims/NIMS_core.pdf
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encourage a collective approach and coordinate response efforts without compromising 
organizational authorities, responsibilities, or accountabilities. These levels and distinctions were 
proposed by the first responder community and, typically, Unified Command is a more apt descriptor 
for control of public—albeit multiagency—than private responder resources.  

Increasingly, and particularly on a national scale, there are instances where private sector stakeholders 
(e.g., CI owners and operators) have both an interest and resources which can contribute to response 
efforts. Groups will be convened to identify and allocate resources and synchronize activities reflecting 
collective decision making. For modelling purposes we have termed this Unified Command and Control. 
Often sector representatives are granted access to government emergency operations centres (EOC) and 
invited to assist in developing response plans and coordinating response efforts.  

The focus of the highest, strategic, level is on considering the longer term and broader impacts and risks, 
defining and communicating an overall strategy and objectives and on establishing the framework, policy 
and parameters for operational commanders. Core to the IMS On-Scene and Area Command and the 
model’s Unified Command & Control13 concept is the notion of shared objectives, unity of effort and 
coherent direction. The robustness of the command structure and procedures and resiliency of work force 
and equipment is obviously essential to Canadians’ safety 

3.2 Describing the Safety Sector 

The focus of the required modelling is on interdependencies between CI Sectors; intra-Sectoral, 
inter-Sectoral and international interdependencies were considered in developing a representative model 
to assist in appreciating challenges and assessing risk. The NAICS can be used to define the structure of 
an economy, an industry, and/or a specific Sector. It was used to assist in defining functions and 
determining model entities; it helped to ensure common definitions across Sectors and provided access to 
statistical data. It was developed to provide a standardized taxonomy for characterizing and collating data. 
It serves as a common language and an organizational structure for knowledge management to: 

 Characterize and categorize the problem space; 

 Describe and order natural relationships; and 

 Specify a hierarchical classification capturing the object concepts of a domain. 

Elements of Safety-related functions are scattered throughout the NAICS. Each CI Sector has 
responsibility for its own protection & mitigation, preparedness, response and recovery. Since the 
functions within each Sector, other than the Safety Sector, are the same as those with day-to-day 
responsibilities (e.g., maintenance and repair), it was decided to focus the Safety Sector on collective 
preparedness, response and recovery functions along with functions that constitute a day-to-day public 
safety responsibility (i.e., protective services) or functions with a contribution to safety but not found in 
the other CI sectors (e.g., Environmental Protection and Professional Services that conduct safety provide 
safety advice or conduct safety related testing or inspection). Similarly, pre-incident protection of industry 
assets and industry specific mitigation are typically the responsibility of each CI sector and the relevant 

                                                      
13 Unified Command and Control has subsequently been relabeled Collective Decision-Making and Coordination to 
better reflect not only the aspirational nature of Unified Command and Control but that realistically across the 
Sectors the implied fusion of authorities has significant cultural and even legal barriers. Nonetheless, Unified 
Command and Control remains a popular term amongst some parts of the response community. 



  

DRDC-RDDC-2019-R223 17 
 

  

functions are found within those sectors. Hazard or threat specific mitigation and protection against 
specific hazards are difficult to generalize, with the exception of Protective Services that provide for 
day-to-day public safety, and are best treated within a scenario context. So while prevention and 
mitigation functions are not specifically modelled, it is expected that the CI model will be able to provide 
insights inform pre-incident prevention and mitigation options. 

With the above in mind, several distinct Safety Sector functional groupings14 were identified for 
modelling purposes: 

 Environmental Protection, which includes public standards for environmental protection as well as 
waste management and remediation which includes hazardous materials;  

 Preparedness: comprising pre-event collective risk assessment, planning, exercises and cross-sector 
coordination; 

 Incident Response comprising services which may be “activated” in the case of an emergency  
e.g., operations centres, emergency broadcasting; 

 Community Resilience comprising both functions to provide immediate support of the population 
(i.e., community sustainment—shelter, food, etc.) and longer term recovery15 for the non-CI part of 
the economy as well as for private citizen; 

 Protective Services whose primary function is to ensure the safety of people and property  
e.g., police forces and security guards; 

 Professional Services whose primary function is to apply supporting architectural, engineering 
and/or technical/scientific advice; 

 Correctional Services responsible for the incarceration and reformation of convicted criminals.  

The most important of these groupings for modelling the Safety Sector, with respect to CI dependencies 
and interdependencies, are Preparedness, Incident Response and Protective Services due to the 
reliance of other CI sectors on the these groups. The other groupings have importance but are less 
relevant to the dependencies of the other CI sectors. 

With respect to the NAICS, key elements of the NAICS taxonomy relating to Safety are depicted below 
(Table 3). To realize sufficient definitional fidelity, different NAICS levels16 have been applied, i.e., in 
some cases two digit sub-sectors or three-digit industry groups were sufficient levels for modelling 
purposes. In other cases it was necessary to use the five-digit industries or a requirement to amplify to 
further degree of fidelity than a five-digit industry. The table indicates where amplification of an industry 
was required. Colour codes (Figure 4) have been used to differentiate the NAICS elements according to 
functional groupings above: 

                                                      
14 Functions have and “output” (i.e., a function provides a type of goods, service, information or resource that can be 
used by other functions, the population or the general economy. A functional grouping is a collection of functions 
with a common theme, such as an industry (e.g., the petroleum industry) or the pillars of emergency management. 
15 Functions related to recovery of CI industries are captured within each of the industries.  
16 The NAICS levels are sector (two-digit), which are not the same as the CI sectors, subsector (three-digit), industry 
group (four-digit) and industry (five-digit). 
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Figure 4: Safety Sector—Functional Groupings. 

In Table 3, the distribution of colours for the Safety Sector functional groupings illustrates that the 
responsibility for public safety is dispersed across jurisdictional levels of government, across different 
services (fire, police and paramedics) and even across sectors since most sectors also have roles in 
Preparedness, Incident Response and Community Sustainment. It highlights the importance of 
emergency preparedness and response, but even when done well, will still tend to be a case-by-case 
assembly of components from different protective services, government jurisdictions and other CI sectors. 

Environmental Protection

Preparedness

Emergency Response

Community Resilience

Protective Services

Professional Services

Correctional Services
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Table 3: Safety Sector—NAICS Mapping. 

NAICS Sector NAICS Component 

Safety Sector Relevance Code Sector Title Code Sub-Sector, Industry Group or Industry Title 

11 Agriculture, forestry, fishing and hunting 
1153 Support activities for forestry Forest fire fighting services 

54 Professional, scientific and technical 
services 54133 Engineering services Engineering and building inspection 

    
54135 Building inspection services Engineering and building inspection 

    
54137 Surveying and mapping (except geophysical) services Marine and land surveying 

    
54138 Testing laboratories Testing laboratories 

    
54162 Environmental consulting services Environmental consulting 

    
54169 Other scientific and technical consulting services Scientific & technical consulting 

    
54199 All other professional, scientific and technical services Pipeline, powerline & communication line inspection 

56 Administrative and support, waste 
management and remediation services 

5616 Investigation and security services Private security 

  
562 Waste management and remediation services Waste management & remediation (includes hazardous waste) 

62 Health care and social assistance 
62191 Ambulance services Preparedness 

    
62191 Ambulance services Emergency response 

    
621911 Ambulance (except air ambulance) services Paramedic services 

    
621912 Air ambulance services Paramedic air evacuation services 

    
6241 Individual and family services Psychological & social support (disasters) 

    
6242 Community food and housing, and emergency and other relief services Community sustainment (food, shelter, water, etc.) 

721 Accommodation and food services 
721 Accommodation services Community sustainment (shelter) 

81 Other services (except public 
administration) 8122 Funeral services Fatality management 

  
81291 Pet care (except veterinary) services Community sustainment (companion animal care) 

91 Public administration 
91122 Federal correctional services Correctional services 

    
91123 Federal police services Police services 

    
91123 Federal police services Security & intelligence services 

    
91123 Federal police services Preparedness 
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NAICS Sector NAICS Component 

Safety Sector Relevance Code Sector Title Code Sub-Sector, Industry Group or Industry Title 

    
91123 Federal police services Incident response 

    
91129 Other federal protective services Preparedness 

    
91129 Other federal protective services Incident response - emergency management 

    
91212 Provincial correctional services Correctional services 

    
91213 Provincial police services Police services 

    
91213 Provincial police services Preparedness 

    
91213 Provincial police services Incident response 

    
91214 Provincial fire-fighting services Fire services 

    
91214 Provincial fire-fighting services Preparedness 

    
91214 Provincial fire-fighting services Incident response 

    
91219 Other provincial protective services Preparedness 

    
91219 Other provincial protective services Incident response - emergency management 

    
91312 Municipal correctional services Correctional services 

    
91313 Municipal police services Police services 

    
91313 Municipal police services Communications & dispatch (911) 

    
91313 Municipal police services Preparedness 

    
91313 Municipal police services Incident response 

    
91314 Municipal fire-fighting services Fire services 

    
91314 Municipal fire-fighting services Preparedness 

    
91314 Municipal fire-fighting services Incident response 

    
91319 Other municipal protective services Preparedness 

    
91319 Other municipal protective services Incident response - emergency management 

    
914 Aboriginal public administration Fire and police services 

    
914 Aboriginal public administration Preparedness 

    
914 Aboriginal public administration Incident response - emergency management 
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3.2.1 Safety Sector Dependencies 

A diverse range of hazards and threats, including natural disasters, accidents and intentional attacks, pose 
challenges to the public’s safety which, in turn, pose a challenge for the Safety Sector’s ability to prepare 
for and respond. The Safety Sector is highly dependent on its human resources (e.g., paramedics, 
firefighters, police) to ensure delivery of emergency services. The safety of its personnel, essential to 
preserving the capability to extend protection to others, is a constant concern and priority. The Safety 
Sector is also vulnerable to any threat that could affect the availability and/or mobility of its workforce 
(e.g., a pandemic and/or destruction of road infrastructure).  

Mobilization and surge capacity represent another concern. Local emergency services may be unable to 
cope with some emergencies. The ability to access additional capacity and respond effectively is 
situationally dependent. The location of the disaster, nature and scale of the incident, availability of 
transportation, and mutual assistance protocols will factor in, as will the availability and reliability of 
supporting infrastructure. Licensure, certification, and reimbursement issues can restrict or delay aid.  

Communications and information sharing enable situational awareness and coordination on tactical, 
operational and strategic levels. The Safety Sector relies heavily on networks and database systems, and 
increasingly on the Internet and social media to disseminate information, alerts and warnings to the 
public. In addition to public information and situational awareness, social media platforms and 
applications are being exploited to engage communities and empower “virtual volunteers.” Cyber threats 
(e.g., any disruption in service or misinformation) represent a major concern for the Safety Sector. 

The CI Sectors most heavily relied on are:  

 Transportation (including local distribution of gas and road infrastructure);  

 Energy (electricity including for services such as traffic lights),  

 Information and Communication Technology (telecommunication networks);  

 Water (potable water and waste water); and 

 Government (overall strategic direction, as well as administrative and logistical support). 

In addition there are intra-sectoral dependencies such as mutual aid provided by other jurisdictions or 
emergency services. 

Some of the key upstream dependencies17 are shown in Table 4. 

Table 4: Safety Sector—Upstream Dependencies. 

Safety Sector Function Upstream dependency 
Emergency Response (protection operations to 
contain and eliminate immediate hazards, 
including CBRNE hazards) 

Local petroleum product distribution 
Surface transportation infrastructure 
Air transportation  
Water supply (for decontamination) 

                                                      
17 Upstream dependences are those functions on which a given function depends. If upstream functions are degraded 
or have “failed” the given function will have a degraded performance or will “fail.” 
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Safety Sector Function Upstream dependency 
Emergency health services 
Blood supply 
Pathogen identification 
Pharmaceuticals 
Medical supply 
Hospitals and clinics 

Protective Services (Fire) Water supply 
Electronic communication 
Surface transportation infrastructure 
Local petroleum product distribution 

Protective Services (Police) Electronic communication 
Surface transportation infrastructure 
Local petroleum product distribution 
Court system and correctional services 

Emergency response (monitoring and 
coordination) 

Electronic communication 
Voice communication 
Electricity 
Emergency response operations 

Emergency Response (search and rescue—ground) Electronic communication 
Local petroleum product distribution 
Mutual aid—heavy urban search & rescue 
Surface transportation infrastructure 
Pharmaceuticals 
Medical supply 
Hospitals and clinics 

Emergency Response ( search and rescue—air and 
sea) 

As above 
Air transportation infrastructure 
Marine transportation infrastructure 

Emergency Response (logistics) Local petroleum product distribution 
Government administration 
Government public works 

Community Sustainment (social services, 
relocation, evacuation, support for vulnerable 
populations) 

Shelter for vulnerable population 
Emergency Response 
Surface transportation infrastructure (access to 
vulnerable pop) 
Health services 
Emergency health services 

Emergency Response (protection) Dams—flood control 
Emergency Response (CBRNE capability) Government—defence (training) 

Mutual aid—CBRNE 

As discussed previously, the focus of the modelling of the Safety Sector has been on Preparedness, 
Incident Response as well as Protective Services. Figure 5 situates these groups as well as other Safety 
Sector functional groups with respect to each other and to relevant functional groups of other sectors. 
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Figure 5: Overview of Safety Sector Functional Groupings. 

Pre-incident functional groups include not only Preparedness within the Safety Sector but Protection 
& Prevention functions18 (or other measures, such as capital investment in protective assets) within other 
CI Sectors to reduce the likelihood of service disruptions. Protection & Prevention directly reduce the 
frequency and severity of incidents lessens the demand on response and recovery functions. 
Preparedness through risk assessment, planning, training and exercising, can enable response, for 
example, by building trust and communication links within responder and CI communities or by shoring 
up social infrastructure to accelerate recovery. 

Post-incident response and recovery functions aim to minimize damage and to reduce the duration of 
disruptions and dislocation. They are divided into three groups—two belonging to the Safety Sector 
(Incident Response and Community Resilience) and functions embedded within each of the other 
sectors (CI Sector Response & Recovery). 

Incident Response is further divided into: 

 Incident Command; 

                                                      
18 Examples include construction of levees, dams and/or spillways can mitigate the risks posed by floods; and 
screening at airports can reduce the risks of aircraft hijackings and bombings. 



  

24 DRDC-RDDC-2019-R223 
 

  

 Incident Operations; 

 Incident Logistics; and 

 Incident Finance, 

This particular decomposition corresponds to the components of the Incident Command System (ICS) 
used by many emergency management organizations. 

Community Resilience is divided into: 

 Community Sustainment, which includes functions for the provision of shelter, food and water as 
well as for services such as psycho-social assistance and pet care; and 

 Community Recovery, which includes functions for the rebuilding of homes, recovery of non-CI 
businesses and non-commercial organizations (e.g., schools, churches) and the provision of 
long-term health and psycho-social assistance.  

While it may be challenging to measure the outputs of response and recovery, functional success will: 

 Mitigate adverse consequences for the population through Physical Protection and Social 
Protection. This includes a corporeal dimension to public safety and security which involves 
protection of people and property from disease, accidents and/or attacks; and a socio-political 
dimension through initiatives to avert deprivation and safeguard those who are disadvantaged19; 

 Contribute to Environmental Protection through the prevention of environmental damage or 
contamination and maintaining ecosystems, including the preservation of biodiversity and averting 
of species loss); 

 Minimize losses in the General Economy through a rapid resumption of economic activities; and 

 Aid in the restoration of utility services and other CI functions (i.e., provide protection that enables 
the continuity of operations in All CI Sectors). 

Government plays a key leadership role for the Safety Sector through establishing a framework that 
includes regulations, standards, policies and a governance framework as well as facilitating cross-sectoral 
pre-incident coordination and information sharing. In addition, public administrative services play a key 
role in Incident Response and Incident Finance. Financial and other types of government services can 
aid a swift Community Recovery. 

Professional Services and Protective Services provide the expertise and equipment to assess and react to 
incidents. Incident Response also relies—increasingly—on support from the Other CI Sectors (e.g., 
Energy to power vehicles and equipment, ICT to satisfy information and communications demands, 
Manufacturing to augment stockpiles, Transportation for mobility). In an era of competing priorities and 
budget constraints, optimization and specialization have prompted increased reliance on mutual aid as 
well as humanitarian donations (Domestic & Foreign Aid).  

                                                      
19 This is commonly understood as all public and private initiatives that provide income or consumption transfers to 
the poor, protect the vulnerable against livelihood risks and enhance the social status and rights of the marginalized; 
with the overall objective of reducing the economic and social vulnerability of poor, vulnerable and marginalized 
groups. 
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3.2.2 Preparedness  

Preparedness functions include: 

 Emergency Preparedness, which includes planning, all hazard risk assessments, prior incident 
evaluations, and collective training and exercises; 

 Cross-sector Preparedness, which includes efforts at local, regional and national levels to share 
information across CI sectors and to help ensure, as much as possible, that sectoral plans are 
harmonized; and 

 Development of Mutual Aid or Emergency Assistance Agreements, which provides the basis for 
facilitating the support of industries or organizations in an area disaster affected by external 
industries and organizations. 

The success or failure of these functions can have a significant effect on the efficacy of response and 
recovery operations. These are mostly dependent upon the emergency management components of each 
sector and on governmental emergency management organizations to provide a trusted network for 
cross-sector engagement. 

3.2.3 Incident Response  

A flow chart of the Incident Response sub-model is depicted at Figure 6. It reflects a more detailed 
analysis of functions and the dependent relationships. 

As shown, Incident Operations rely on: 

 Essential Emergency Services and Resources provided in turn, by Fire Fighters, Defence and 
Volunteers who rely on fuel, water and equipment/material supplies; 

 Public Health and Medical Services which include ambulances, hospitals and medical supplies; 

 A subset of transportation allowing access to impacted sites and egress to services; 

 On-scene security and protection to establish perimeters (isolating and containing threats) where 
possible, control entry and limit exposure/constrain damage;  

 Operational Coordination to avoid interference and synchronize activities. Operational 
Coordination is dependent, in turn, on situation awareness and communications to support public 
messaging (e.g., alerts and warnings) and implementation of policy direction and plans; and 

 Emergency funding arrangements, specific services such as Search & Rescue and Fatality 
Management. 

Reciprocal dependencies are noteworthy. CI sectors rely on the Safety Sector to limit damages and allow 
access to repair crews and the Safety Sector itself relies on core services and what DHS calls “lifeline 
functions” i.e., those essential for business continuity (National Infrastructure Protection Plan, 2013).  
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Figure 6: Incident Response Sub-Model. 

3.2.4 Protective Services  

A further elaboration has been developed to illustrate key functions and dependent relationships 
associated with Protective Services. As shown below (Figure 7), Security & Intelligence, Border, 
Correctional, Communications & Dispatch, Paramedic, Firefighting and Police Services are all 
considered integral functions contributing to Physical, Social and Virtual/Cyber Protection. These are 
core services which, in turn, support CI sector planning, risk management, prevention (e.g., supply chain 
integrity—goods and information), protection (e.g., access control) and situational awareness. Protective 
Services have a number of upstream dependencies. These include a trained workforce and equipment, 
vehicle and facility maintenance and basic (e.g., electricity, water and wired communications) services.  
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Figure 7: Protective Services Sub-Model. 

3.2.5 Prevention and Protection 

Prevention and Protection are not included in the model as a functional grouping. These tend to be 
associated either with specific hazards or specific assets and less so related to functions. The methodology 
treats these within the context of a specific scenario whereby the effects of specific preventative and 
protective measures on functional vulnerability and performance can be evaluated. 

3.2.6 Common Functions: Emergency Public Information and Warnings 

One of the key services that the Safety Sector provides is Emergency Public Information and 
Warning. It is worth high-lighting as an example of a function that extends across all phases of the 
emergency management. The Federal Emergency Response Plan (FERP) identifies Communications as 
one of the Emergency Support Functions (ESP). Public Information and Warning is one of the core 
capabilities identified by the US Department of Homeland Security. The objective is to deliver 
coordinated, prompt, reliable, and actionable information to the whole community through the use of 
clear, consistent, accessible, and culturally and linguistically appropriate methods to effectively relay 
information regarding any threat or hazard, as well as the actions being taken and the assistance being 
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made available, as appropriate. Important distinctions can be drawn between public information, alerts, 
warnings and notifications: 

 Public information refers to any text, voice; video or other information provided by an authorized 
official and includes both general information and crisis or emergency risk communication (CERC) 
activities. CERC incorporates the urgency of disaster communication with risk communication to 
influence behaviour and adherence to directives; 

 Alert refers to any text, voice, video or other information provided by an authorized official to 
provide situational awareness to the public and/or private societal sector about a potential or 
ongoing emergency situation that may require actions to protect life, health and property. An alert 
does not necessarily require immediate actions to protect life, health and property and is typically 
issued in connection with immediate danger; 

 Warning refers to any text, voice, video or other information provided by an authorized official to 
provide direction to the public and/or private sector about an ongoing emergency situation that 
requires immediate actions to protect life, health and property. A warning requires immediate 
actions to protect life, health and property and is typically issued when there is a confirmed threat 
posing an immediate danger to the public; and 

 Notification refers to any process where Federal, Provincial, Aboriginal, local and 
non-governmental organization, department, and/or agency employees and/or associates are 
informed of an emergency situation that may require a response from those notified.  

Emergency Public Information and Warning can sometimes be overlooked because it is more the focus of 
Area and Strategic Commands than On Scene Commanders. Nonetheless the importance of developing, 
coordinating, and disseminating information to the public, coordinating officials, and incident 
management and responders across all jurisdictions and disciplines effectively under hazard conditions is 
recognized as a critical capability (Target Capability List, 2015). 

Emergency Public Information and Warning is an enabling function which supports pre-incident 
activities as well as response and recovery activities during and post-incident. Therefore, within the 
model, pre-event information sharing and risk awareness are included within the Emergency 
Preparedness part of the model, while that related to a particular incident are included within the 
Response & Recovery component. This was done partly because of the different nature of the information 
and mechanisms for sharing information, and partly because pre-incident information sharing tends to be 
all-hazard information while incident-related information and warnings are hazard specific and, as such, 
will be defined by the scenario to which the model is applied. Note that, while not strictly so, warnings 
just prior to an incident are treated as part of Response & Recovery since these will be hazard specific. In 
essence the model’s separation can be thought of as pre-incident when “all hazards” must be considered 
and just immediately prior to an incident and post-incident when the hazards in question are very specific. 

A more detailed description of the Sector decomposition is provided at Annex B. 
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4 Applying the Model 

The decomposition of a probability estimation problem requires—and starts with—distinguishing what 
constitutes critical nodes/failure points. An integrating framework is required to ensure definitional 
consistency and support synthesis. As discussed, the NAICS provided such a framework. Obvious 
advantages were that it was mature, alleviating any requirement for creating taxonomic structure and 
definitions and, secondly, the data being gathered by Statistics Canada using the NAICS provided a 
departure point for assessing economic consequences. A software application called RiskOutLook® was 
used to instantiate the NCIM network of functions and dependency relationships. While a number of 
tools20 could be used to instantiate the NCIM, RiskOutLook® has the advantages of being based on 
directed graph theory and being able to manage large, cyclic networks.21 

RiskOutLook® represents system and relational dependencies as a directed graph (see Figure 8). Entities 
are distinguished as nodes and linked in a network. Each entity/node is considered to have an independent 
likelihood and consequence of failure. The connections between entities in turn are represented as 
directed edges, and each is assigned a dependency strength i.e., an evaluation of the likelihood that a 
downstream entity, node at the head of the directed edge, will fail if the upstream entity, node at the tail of 
the directed edge, fails. 

The dependencies depicted in the sector logic models (the simplified Microsoft PowerPoint “flow” charts) 
were subsequently interpreted in more detail in terms of NAICS codes and a relational database generated 
using Microsoft ACCESS. The key nodes and relationships identified were then entered into 
RiskOutLook®.  

 
Figure 8: RiskOutLook®. Permission for use granted by Deep Logic Solutions. 

                                                      
20 Examples of other tools include economic input-output modelling, simulation, and Bayesian, Event Tree and Fault 
Tree assessment tools. 
21 In addition, Public Safety Canada requested that the development team use RiskOutLook® to fulfil their obligation 
to test the software under the Build in Canada Innovation Program. 
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RiskOutLook® uses ordinal numbers to represent likelihood and consequence assessments.22 Normalized 
values are used and, hence, an agreed scale was needed to frame estimates and inform subjective 
judgement. The first challenge was to determine what constitutes failure and to assess the likelihood and 
impact of failure i.e., facilitate knowledge elicitation and ensure scoring consistency. A logarithmic scale 
was adopted and a word ladder developed to facilitate scoring and promote consistency. The word ladder 
and consequence descriptions were based on those used in support of Public Safety’s All Hazard Risk 
Approach (2102). Impact scoring, in turn, was informed by a statistical analysis of available Gross 
Domestic Product (GDP) data, as well as other relevant data, such as labour force data, published by 
Statistics Canada. The data is specified by province, municipality and industry. 

Using these entries, RiskOutLook® calculates cumulative risk and generates a heat map.23 Upstream 
dependencies can be traced and exploratory analysis conducted e.g., what is the effect of reducing or 
eliminating the likelihood or impact of failure at an upstream node. 

The RiskOutLook® entities are listed and can be ordered. The entities in the NCI model have been 
hierarchically structured by CI sector. The structure reflects in large part the NAICS ontology. A 
duplicate list is reproduced to enable dependency relationships to be recorded. Colours are used to 
represent visually the strength of the dependencies. As shown in the screenshot below (Figure 9), the 
upstream and downstream dependencies related to a selected entity can be viewed. This, in itself, is useful 
to confirm completeness of the model and serve as a checklist for emergency planners ensuring that key 
vulnerabilities are not overlooked. In cases of mutual dependence (represented in the PowerPoint logic 
models as double-headed arrows), a distinction is drawn between reference and downstream dependencies 
and separate values may be entered. 

                                                      
22 The ordinal numbers each have an associated numerical weight which can have values between zero and one. The 
orders of the weights must be according to a monotonically increasing function. The weights represent probability of 
failure for “likelihood,” a conditional probability of failure for dependencies, and a normalized value for 
consequences based upon the maximum defined loss on the consequence scale. Word ladders are used to capture 
assumptions on the quantitative equivalent loss for more qualitative consequence categories. 
23 Comparative risk assessments are often depicted as a risk matrix with hazard & threats positioned in a two 
dimensional Likelihood versus Impact axes graph. Often colours are added to distinguish higher order from lower 
order risks. These Heat Maps offer a tangible output and an intuitively appealing visualization and ordering of 
identifies risks.  
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Figure 9: RiskOutLook® Screenshot—Illustrating Upstream and Downstream Dependencies. 

Permission for use granted by Deep Logic Solutions. 
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5 Assessing Incident Response 

Day-to-day basis reliance on emergency services is limited. Investment, as with Defence Services, is seen 
as a form of insurance and assurance. Context is important in determining dependencies. To frame the 
initial development of a Safety model, RiskOutLook® entries and scores, assumptions were based on a 
hypothetical earthquake in the Lower Mainland of British Columbia: both topical and timely as this was 
premise of Exercise Pacific Quake 2016 held in June 2016. The incident was chosen because it was 
complex and would likely include most required Safety Sector functions and would, therefore, be useful 
as a case study for assessing Safety Sector stakeholder satisfaction with the model’s Safety Sector 
networked taxonomy. 

5.1 Illustrative Modelling—BC Earthquake 

Relationships and (averaged) representative (day-to-day) dependencies values were estimated and a 
national baseline model created. This national model provided a useful departure point. An illustrative 
emergency scenario was employed to validate the model. The chosen scenario was an earthquake 
affecting the British Columbia (B.C.) Lower Mainland. The assumptions for the scenario were taken from 
the B.C. Earthquake Immediate Response Plan (2015) and Study of Impact and the Insurance and 
Economic Cost of a Major Earthquake in British Columbia and Ontario/Quebec (2013). 

The functions likely to be impacted directly by an earthquake were distinguished and RiskOutLook® 
scores modified accordingly. This was done by creating two new “functions”—one entitled Earthquake 
and, another Tsunami; linking them to NCIM functions they could be expected to impact and, then, 
entering dependency values to represent the degree of direct effect. Next, functions which were not 
relevant to the scenario were excluded. For example, there is no nuclear power electricity generation so 
there is no need to include this function in the analysis. Similarly, there is little if any vehicle 
manufacturing in the Lower Mainland so this function would not be impacted directly, although closure 
of the port of Vancouver would have an indirect impact on automotive imports. 

An illustrative heat map was generated and high risk functional vulnerabilities identified (Figure 10 and 
Figure 11). Figure 10 illustrates a RiskOutLook® screen shot. NCIM functions are shown on the left and 
the heat map generated in the centre. An area of interest can be indicated on the heat map and functions 
within the area will be listed (on the left.). As shown, the highest risks relate to direct impacts e.g., deaths 
& injuries and damage to Private Residences. An earthquake would also impede Public Protection 
Operations (e.g., Fire, Police and Paramedic Services) and degrade Electric Power Distribution, 
Telecommunications and Water Distribution.24 

These findings are largely intuitive and not surprising. The NCIM’s value is that it goes further and, not 
only orders risks, it also considers and calculates indirect impacts and includes these in determining the 

                                                      
24 Public Protection Operations refer to actions taken to contain, stabilize and reduce hazards and risks as well as 
on-scene security and protection. 
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overall cumulative likelihood & impact; for example in this case, the reliance on Maintenance & Repair 
functions—which, in turn, rely on Road access.25  

 
Figure 10: Illustrative Earthquake Scenario—Heat Map. 

Permission for use granted by Deep Logic Solutions. 

The cumulative likelihood and impact scores generated can be imported into a MS EXCEL spreadsheet, 
cumulative risk calculated (cumulative likelihood X cumulative impact), the results ordered and bar 
graphs or pie charts generated to distinguish higher order vulnerabilities and illustrate the relative risk 
rankings (Figure 11).26 

                                                      
25 Prior research supporting preparations for the 2010 Vancouver Olympics was exploited. For example, this 
identified Vancouver’s reliance on a single RPP terminal with a one access point. This informed Likelihood and 
Impact valuations for this function. 
26 In figures showing relative entity risk, CI sector entities are shown blue, non-CI sector entities in orange and 
hazards in red. 
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Figure 11: Illustrative Earthquake Scenario—High Risk Entities. 

The model permits the upstream dependencies to be identified and ranked, and imported vulnerabilities 
and opportunities for risk reduction to be identified and resilience addressed.27 As illustrated below 
(Figure 12) and, using illustrative values, it can be seen that there may be more merit (i.e., greater 
potential risk reduction) in investing in Health Care Services, Road Infrastructure, Logistical Support 
and/or Command & Control arrangements than in investing in more Public Protection (e.g., directly in 
Fire & Police Services). 

                                                      
27 A distinction can be drawn between intrinsic and imported risks. Intrinsic risks define the internal likelihood and 
impact of function failing even if there is no likelihood of upstream functions failing. Conversely, as the name 
suggests, imported risk is the risk of a downstream function failing attributable solely to upstream dependencies i.e., 
there is no likelihood of internal failure of the function of interest.  



  

DRDC-RDDC-2019-R223 35 
 

  

 
Figure 12: Earthquake Scenario Public Protection Operations—Vulnerabilities & Opportunities.28 

A second example, dependencies related to wireless telecommunications, are depicted at Figure 13. In 
this case there is no intrinsic marker as Wireless Telecommunication Services rely on a combination of 
access, switching, transport and network maintenance functions. An earthquake in the Lower Mainland is 
likely to topple microwaves towers and damage the mainstay of the telecommunications system Analysis, 
based again on illustrative values, confirms that Wireless Access represents the greatest vulnerability 
followed by Telecommunications Transport e.g., the infrastructure backbone all telecommunications 
services exploit. 

                                                      
28 This graph and the ones that follow show the relative contribution of sources of vulnerability for a function in the 
context of the scenario. The larger the source of vulnerability the greater the potential risk reduction benefit if that 
source of vulnerability can be eliminated or at least substantially reduced.  
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Figure 13: Earthquake Scenario—Wireless Telecommunications Functional Dependencies. 

An initial examination of the vulnerabilities and opportunities for risk reduction of Water Distribution 
was conducted. In this case (Figure 14), direct damage from an earthquake presents the greatest risk. An 
interruption in electrical supply presents the next greatest risk followed by the risk of an inability to 
conduct repairs. Further analysis could be conducted and determine if this is attributable primarily to a 
difficulties in accessing breaks to affect repairs, the lack of parts/interruption in the supply chain, or 
challenges in mobilizing the workforce who may be dealing with the effects on a personal level following 
an earthquake. Identification and ordering of vulnerabilities represents a first step towards identifying 
opportunities for risk reduction. 
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Figure 14: Earthquake Scenario—Water Distribution Vulnerabilities & Opportunities. 

An initial case study provided a contextual background for discussion and the identification and 
organization of Safety related functions. Indicative data (based the EPQ’ 16 scenario and open source 
literature) was used to frame the discussion and demonstrate and intuitively confirm model performance. 
It was noted that further validation based on a different scenario and operational evaluation would be 
extremely useful.  

5.2 Validating the Model—County Flood Scenario 

An opportunity arose in the spring of 2016 to further validate the approach and establish that the 
methodology and model—concepts, database and software instantiation – could be scaled and tailored to 
support analysis of regional and/or municipal risk. Interdependencies relating to flooding in an Ontario 
county were examined and the Safety Sector model further refined (Chouinard et al, 2017).  

The county case study affirmed the merits of a functional approach and use of the North American Industry 
Classification System (NAICS, 2012). Assets were related to functions and the flood scenario provided 
context for identifying impacts and evaluating dependencies. It also underscored the importance and 
complexity of functional relationships relating to Incident Response. The highest risks are depicted below 
(Figure 15) and functional relationships in the Safety Sector were then studied in more depth. The 
RiskOutLook® software application allowed for the upstream and downstream dependencies to be isolated. 
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Figure 15: County Flood Scenario—Highest Risks. 

Not surprisingly, preventing and/or mitigating “failure” relied heavily on Public Protection measures such 
as sand bagging. Equally easily explained was the risk flooding posed to residences and to the local 
economy in terms of goods and services. The focus group suggested substituting Collective Decision 
Making for Unified Command and Coordination, recognizing that in most emergencies unity of effort is 
achieved more through collaboration than command. This overview elicited interest in scrutinizing and 
better understanding the dependencies between functions and appreciation of how much of the cumulative 
risk associated with a function such as Collective Decision Making (and Coordination) was imported. The 
results (Figure 16) suggest that investment in improving Situational Awareness, Incident Communications 
and/or Cross-Sector CI Coordination may provide offer greater return than direct investment in Collective 
Decision Making.  
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Figure 16: County Flood Scenario—Collective Decision Making—Imported Risks. 

Following the County case study, the original logic model was reviewed and refreshed and Incident 
Command, Operations and Logistics logic models were created to describe and illustrate these 
dependencies. The first of these, Incident Response—Command is shown below (Figure 17). Several 
points are worth noting: 

 Pre-incident risk assessment contributes to Situational Awareness as does reports “from the field,” 
professional (SME) advice and access to historical data and projections/models (Information 
Services); 

 On site/responders communications, exchanges between emergency management organizations and 
operations centres, information sharing between CI sectors and intelligence gleamed from 911 calls 
all contribute to Incident Communications; and 

 Management in each of the sectors, ad hoc and/or established pre-event as part of Emergency 
Preparedness, contribute to mutual support and a harmonization of the response activities. CI 
Coordination, in turn, informs Collective Decision Making and Collective Decision Making informs 
sectoral responses. This can be considered in simple terms and in large part a closed loop. 

It may also be worth noting that the Response Operations listed are intended to be illustrative not 
inclusive. 
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Figure 17: Incident Response Logic Model. 

The Incident Response—Operations logic model is somewhat more straight-forward than Incident 
Command. As depicted, Response Operations have a number of upstream dependencies i.e., Emergency 
Preparedness, Incident Communications, Incident Logistics, and Collective Decision Making in addition 
to the availability of First Responders and access to the site (Road Network). Incident Mutual Aid 
provides for augmentation to First Responders and supplementation (Specialized Capabilities). See 
(Figure 18) for a representation of the Incident Response – Operations logic model. 
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Figure 18: Incident Response—Operations. 

The third elaboration, Incident Response—Logistics logic model, is shown below (Figure 19). The 
“success” of Logistical Operations hinges on both tangibles (Incident Communications, Finance, 
Emergency Supplies & Donations (including food, beverage and food), Emergency Volunteers, Mutual 
Aid and Transportation) and intangibles (Collective Decision Making, Government Administration). 
Downstream, functions such Community Sustainment, Response Operations and Fatality Management 
rely on Logistical Operations.  



  

42 DRDC-RDDC-2019-R223 
 

  

 
Figure 19: Incident Response—Logistics. 

The second case study proved extremely successful. It provided an opportunity to prove the model was 
tailorable and scalable, establish an exploitation process and define the level of effort involved in 
applying the model, and investigate how it could be used to support analyses of risk treatment options.  

5.3 Establishing a Baseline Model 

Creating a baseline model (i.e., establishing probability, impact and dependency scores) for the Safety 
Sector reflecting day-to-day reliance on Emergency Management Organizations and Fire, Police and 
Paramedic Services posed a challenge. The underlying analysis made use of the Canadian Disaster 
Database (CDD) maintained by PS.29 It records “significant disaster events” i.e., disasters meeting one or 
more of the following criteria: 

 10 or more people killed; 

 100 or more people affected/injured/infected/evacuated or homeless; 

                                                      
29 The Canadian Disaster Database is a publicly accessible web-based 
(https://www.publicsafety.gc.ca/cnt/rsrcs/cndn-dsstr-dtbs/index-en.aspx) repository of historical information about 
natural and man-made disasters that have taken place since 1900 in Canada or abroad that have directly affected 
Canadians. 

https://www.publicsafety.gc.ca/cnt/rsrcs/cndn-dsstr-dtbs/index-en.aspx
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 An appeal for national/international assistance; 

 Historical significance; or 

 Significant damage/interruption of normal processes such that the community affected cannot 
recover on its own.30 

The CDD is updated semi-annually and describes the type of incident, where and when it occurred, and 
the number of deaths, injuries and evacuations, as well as a rough estimate of the costs. It provides a 
departure point for estimating likelihood and consequences of demands on Safety-related functions based 
on a historical record, although it should be noted the only catastrophe recorded reflecting the enormity of 
the scale of disaster a major earthquake in British Columbia or significant nuclear incident presents 
relates to 1919 Spanish Flu pandemic. “Minor” events—those with an impact rating of less than 1 on the 
All Hazard Risk Assessment (AHRA)31 scale (e.g., less than 20 fatalities or $200M damage) were 
excluded from the analysis. 

Examination of significant disasters in Canada over the past 40 years (Table 5) suggests an average 
occurrence of 4 disasters per year with wildfires (25%) and floods (24%) dominating, followed by rail 
accidents (10%), storms—including hurricanes and tornadoes—(9%) and explosions (4%). Average and 
“worst case” figures for deaths, injuries, evacuation and costs are shown at (Table 6).32 

                                                      
30 The NCIM project was “sponsored” by Public Safety, and the initial intent was to focus on “national” 
emergencies. Canada has been fortunate and there have been extremely few formally declared national emergencies. 
The last time was when the War Measures Act – precursor to the Emergencies Act – was invoked was in response to 
the 1968 FLQ Crisis.  It is noteworthy that the Emergencies Act establishes a threshold and precludes the federal 
government from declaring a public welfare emergency “where the direct effects of the emergency are confined to, 
or occur principally, in one province unless the lieutenant governor in council of the province has indicated to the 
Governor in Council that the emergency exceeds the capacity or authority of the province to deal with.”  Formal 
declarations are made in order to empower governments and grant them extraordinary authorities to respond to a 
crisis or impending threat to public welfare i.e., serious harm to people and/or substantial damage to property. The 
CDD provides first order definitional criteria of what constitutes a Canadian i.e., national emergency. The NCIM 
project team has discussed but not resolved at what point an aggregation of incidents; for example a series of 
ransomware attacks on major hospitals, might become an emergency of national significance. Nonetheless, the CDD 
criteria offer an established starting point. 
31 All Hazards Risk Assessment: Methodology Guidelines 2012-2013, 2012. 
32 It could be argued that the CDD reflects a look into the past rather than a look into the future. For example, recent 
RAND reports project national (US) exposure to infrastructure from natural resources and consider changes in 
frequency, severity or impact area due to climate change (Narayanan et al, 2016). A similar approach was applied in 
this analysis. The effects of both Climate-Adjusted (coastal flooding, extreme temperature, meteorological drought 
& wildfires) and Non-Adjusted (earthquakes, hurricanes, ice storms, riverine flooding, tsunamis, tornadoes 
& landslides) Hazards were related to sectoral functions. The focus of this report was on sector characterization. 
Additional research would be required to conduct an equivalent study and determine the exposure of Canadian 
infrastructure to natural hazards. That said, the model could readily be adjusted to anticipate changes in how 
exposures are expected to change in the future.  
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Table 5: Disasters in Canada 1986–2016. 

 

Table 6: Fatalities, Injuries, Evacuations & Costs—Disasters in Canada 1986–2016. 

 

First, impacts were examined. Illustrative events were related to sectors; events outside Canada were 
included to incorporate a consideration of terrorist incidents. The consequences of “failure” were then 
related to the AHRA scales developed by PS and CSS. This helped determine what the maximum 
“consequence of failure” score warranted (see Table 7). For example, the 2013 train derailment at Lac 
Megantic which resulted in 57 deaths represents a “worse case” and merits a maximum score of 5.33  

                                                      
33 A separate and unpublished analysis based on the CDD suggests that deaths and injuries are declining likely as a 
result of more advanced monitoring and surveillance. Costs are difficult to calculate but appear to be rising likely as 
a result of increased exposure (more infrastructure) and expenses related to evacuations. 

Incidents from 1986 to 2016

Type of Incident Total Filtered

Likelihood 

for Filtered Fatalities

Injured or 

Infected Evacuated Cost

Customers 

Affected

Wildfire 83 35 25% 5                 -            307,197    6,491,571,421$    3,896              

Floods 163 33 24% 26               4                220,837    8,823,672,134$    4,944,402      

Rail Accidents 23 14 10% 85               318           12,380       58,000,000$          -                   

Air Accidents 6 6 4% 302             48              -             325,000$                -                   

Explosions 8 6 4% 31               30              16,800       -$                         -                   

Storm - Thunderstorm 80 6 4% 70               3                32,247       2,762,219,991$    585,999          

Chemicals 30 5 4% -             26              27,550       44,065,484$          -                   

Tornado 22 5 4% 41               794           3,904         1,071,803,141$    4,695,955      

Biological 12 4 3% 543             11,627     1,270         34,596,706$          -                   

Marine Accidents 8 4 3% 37               12              170             -$                         -                   

Winter Storm 33 4 3% 100             1,021        18,343       6,556,614,299$    29,811,176    

Terrorist 3 3 2% 13               1                -             -$                         -                   

Drought 9 3 2% -             -            -             1,951,653,796$    -                   

Civil Disturbance 2 2 1% 1                 144           10,000       -$                         -                   

Arson 1 1 1% -             -            1,700         -$                         -                   

Trucking Accidents 6 1 1% 11               35              260             -$                         -                   

Transit Accidents 2 1 1% 49               21              -             -$                         -                   

Avalanches 7 1 1% 62               29              71               8,524,604$            -                   

Geomagnetic Storm 1 1 1% -             -            -             -$                         6,925,128      

Extreme Heat 2 1 1% 148             -            -             -$                         128,169,014 

Hurricane / Tropical Storm 17 1 1% 21               -            600             267,229,663$        1,906,000      

Storm - Other 18 1 1% 3                 1                -             433,718,344$        70,000            

Communications Disruption 1 1 1% -             2                -             -$                         -                   

Electric Grid Failure 1 1 1% -             -            -             -$                         -                   

Other 33 0 0% 62               117           9,727         103,402,995$        1,200              

Total For All Incident Types 571 140 1,610         14,233     663,056    28,607,397,579$  177,112,770 

Incidents Losses for Entire Period by Incident Type

Type of Loss Per Year Equivalency

Equivalent 

Cost Worst Case Event

Damage and response costs $954 M $1 / $1 $954 M $6 B 1998 Ice Storm

Fatalities 54 $10 M / Fatality $540 M 425 fatalities 2010 pandemic influenza

Injuries and sickness 474 $50 K / Injury $24 M 8,582 injured or sick 2010 pandemic influenza

Evacuated 22,102 $10 K / Evacuee $22 M 100,000 2013 Southern AB flood

Utility disruption  - customers affected 5.9 M $250 / Customer $1,476 M 128 M customers 1988 ON & MB heat wave

Losses per year from CDD Incidents $3,211 M

Estimated lossses due to Cyber Crime $3,458 M

Losses per Year from all Threats & Hazards $6,669 M
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Table 7: Baseline Safety Related Consequences. 

 
 

Sector Sub-Sector Reference Disaster Year Comments Max Score Justification

Energy Electricity Electrical Outage 2003 55 M people affected - approx 2 days 7 Similar incident - loss of 1-2 days GDP

Petroleum Deep Water Horizon 2010 Estimated cost = $61 B 7 Lesser incident assumed off east coast

Natural Gas East Harlem Explosion 2014 8 fatalities, 70 injured 4 Similar incident plus 10% NG distribution GDP loss

Finance Banking Cyber 6 Loss of 1 week's worth of banking GDP plus effect on general economy

Securities Exchanges Cyber 3 As above

Food Crop Production Infestation 5 15% of annual production lost

Animal Production UK Hoof & Mouth 2001 Livestock - 10 million destroyed 5 Cost of herd plus lost GDP

Food Processing Listeriosis 2011 30 fatalities 3 Similar incident plus economic losses

Food Distribution 3 As above

Government Federal Facilities Oklahoma City Bombing 1995 168 fatalities 4 Similar incident

Aboriginal Facilities Oklahoma City Bombing 2 As above but smaller facility

Provincial Facilities Oklahoma City Bombing 4 As above

Municipal Facilities Oklahoma City Bombing 4 As above

Health Health Care Services Edmonton Tornado 1987 600 injuries 4 25% of injuries not treated in time

ICT Telecoms Cyber 6 Loss of 1 week's worth of GDP plus effect on general economy

Information Services Cyber 3 Equivalent to 25% of GDP for industry

Manufacturing Chemicals Danlin Oklahoma 2013 3 Assumed human and economic loss

Basic Materials 3 As above

Machinery 3 As above

Technology 3 As above

Transportation 3 As above

Medical 4 Higher value assigned for epidemic consequences

Safety Environmental Protection Exxon Valdez Spill 1989 Estimated cost = $2 B 5 Similar disaster in north or on west coast

Correction Services Kingston Riot 1971 2 killed, extensive damage 1 Similar incident

Transport Air Air India 1985 329 fatalities 5 Aircraft accident - 400 fatalities

Maritime Costa Concordia 2012 Ship lost, 37 fatalities, ship = $600 M 4 Equivalent disaster on West Coast

Rail Lac Magantic 2013 47 fatalities 5 Propane explosion - 400 fatalities

Roads Highway 19 Overpass 2006 5 killed, 6 injured 1 Assume 10 fatalities, $100 M cost

Trucking Mont Blanc Tunnel 1999 38 fatalities 3 Assume similar accident plus costs

Urban Transit London Terrorist Attack 2005 52 Fatalities, 784 injuries 4 Similar Terrorist attack

Water Watershed Management Saguenay Flood 1996 Cost approx $400 M 4 Assume about four times Saguenay

Water Distribution Walkerton 2000 2500 Sick, 6 fatalities out of 5000 in community 4 Assume a community of 100,000 affected

Wastewater Toronto-Hamilton 2007 7000 homes flooded 4 Stormwater - 50,000 homes (Calgary 2014 flood = 6)
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The next step involved estimating sector exposure, i.e., relating hazards to Sectors and gauging the 
likelihood each Sector would be involved and the extent to which it would be involved. “Baseline” scores 
were calculated. The value in the matrix for each NCIM Industry reflects an assessment of the likelihood 
that the specific Sector would be involved in an incident of that type. The subsequent weight summation 
reflects the likelihood the Sector would be involved with 'incident response'. 

Finally, organizational resilience and the degree of reliance on collective incident response were factored 
in. This latter adjustment was useful in isolating and underscoring sector/industry dependence on the 
Safety Sector; that is, reliance on incident response functions such as Cross-sector Coordination and Fire, 
Police and Paramedic Services. The initial baseline scores were adjusted in accordance with the 
following scales (see Table 8): 

Table 8: Adjustments for Organization Resilience and Dependency on Incident Response. 

 

The resultant estimates (Table 9) informed the strength of dependency scores entered in RiskOutLook®. 
A “marker” was added to assist in calibrating results. (The scales used for the baseline model, initial 
entity values and calculating risks for entities are shown at Annex C.) 

 

Some resilience -1 Some self-sufficiency -1

Resilient Organization -2 Self-sufficient -2

High Resilience Organization -3 Very self-sufficient -3

Intrinsic Resilience Responder Dependency



  

DRDC-RDDC-2019-R223 47 
 

  

Table 9: Impact of Disasters on Sectors/Industries. 

 

Sector Finance Government Health ICT

Sub-Sector

Incident Type

Wildfire 25.0% 9 6 6 8 8 8 8 8

Floods 23.6% 9 8 8 7 9 10 10 10

Rail Accidents 10.0% 10 10 10

Air Accidents 4.3% 10 10 10

Explosions 4.3% 10

Storm - Thunderstorm 4.3% 10 10 10

Chemicals 3.6% 10 10

Tornado 3.6% 10 10

Biological 2.9% 7 7 10 10 10

Marine Accidents 2.9% 10 10

Winter Storm 2.9% 10 10 10 10 10 10

Terrorist 2.1% 7 7 7 8 6 8 6 8 8 8 8 7 9 6 6

Drought 2.1% 10

Civil Disturbance 1.4% 10 10

Arson 0.7% 4 4 4 4

Trucking Accidents 0.7% 10 10 10

Transit Accidents 0.7% 10 10

Avalanches 0.7% 10

Geomagnetic Storm 0.7% 10 10

Extreme Heat 0.7% 10 10 10

Hurricane / Tropical Storm 0.7% 10 10 10 10 10 10 10 10 10 10

Storm - Other 0.7% 10 10 10 10 10 10 10

Communications Disruption 0.7% 10 10 10 10 10 10 10 10 10 10 10

Electric Grid Failure 0.7% 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10

7 7 7 9 9 7 10 10 7 6 6 7 7

8 6 6 7 5 1 8 8 8 1 1 1 8 1 1 6 6 5 5 1 1 5 7 7

-3 -3 -3 -3 -3 -1 -2 -3 -3 -2 -2 -2 -2 -2 -2 -2

5 3 3 4 2 1 7 6 5 1 1 1 5 1 1 4 4 3 3 1 1 3 5 5

-2 -3 -3 -3 -2 -1 -1 -2 -3 -1 -1 -1 -1 -2 -2 -2

Maintenance & Repair Dependency Score 6 3 3 4 3 1 7 7 6 1 1 1 5 1 1 5 5 4 4 1 1 3 5 5

Response Dependency

Baseline Score

Cyber

Air Rail

Incident 

Likelihood Medical

Management Dependency Score

Intrinsic Resilience

Waste-

water

Potable 

Water

Watershed 

ManagementTruckingRoadMarineChemical

Basic 

Materials Machinery Technology Transport

Electric 

Power Petroleum

Natural 

Gas Finance

Incidents from 1986 to 2016

WatershedTransportationManufacturingFoodEnergy

Agricultural 

Production

Processing & 

Distribution Government Health ICT

Urban 

Transit
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5.4 Analysis—Findings 

The cumulative risks associated with Incident Response on an annualized basis34—derived from 
RiskOutLook®—are depicted below (Figure 20). The results underscore the importance of presence, 
proximity and immediate, on-site operations to contain hazards, and the need for collaboration, 
coordination and communications in an environment characterized by distributed and often dispersed 
decision making. In some cases (shown in orange), functions have been aggregated to simplify 
representation. It should be noted that the baseline model reflects risks associated with a typical range and 
average number of incidents; the results shown are generalized.  

 
Figure 20: Baseline Scenario Residual Risk—Incident Response Functions. 

                                                      
34 The annualized basis is with respect to response for the type of incidents recorded in the Canadian Disaster 
Database and not to response for day-to-day community public safety “incidents.” 
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The aggregated functions can be further decomposed and upstream and downstream dependencies 
examined in more detail allowing Sectoral links and functional dependencies to be segregated and 
ordered. 

The relative importance of key functions within the ICT Sector, Electricity and Petroleum sub-models on 
Incident Response are depicted at Figure 21. As shown, the Safety Sector is highly dependent on 
Maintenance & Repair functions. Maintenance & Repair itself requires access to facilities and 
equipment; not shown, Maintenance & Repair by utilities is also very dependent on the on-site 
containment and response activities provided by the Safety Sector.  

 
Figure 21: Dependency of Incident Response on Other Sectors/Functions. 

Figure 22 illustrates the relative dependence of CI Sectors on Incident Response. All Sectors rely, to some 
degree, on Incident Response. “Other”—which includes the Population, General Economy and Private 
Residences—is very much more dependent (relatively) on Incident Response than many CI sectors. This 
comes as no surprise as non-CI sectors have few if any in-house resources dedicated to Incident 
Response. The reliance of the Energy Sector (Electricity, Natural Gas and Petroleum) and, to a lesser 
degree, ICT, Government and Health Sectors reflects their exposure (Table 9) and the consequences. 
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Figure 22: Dependency of Other Sectors on Incident Response. 

The NCIM can be used to provide a (higher order) investigation and evaluation of risk reduction options. 
Intrinsic risk can be distinguished from imported risk. The vulnerability of a given, high priority function 
to imported risk can be reduced by either systematically enhancing the resiliencies of an upstream entities 
i.e., reducing their likelihood of failing or by reducing the high priority (downstream) function of 
interest’s dependency on these upstream functions. By selectively negating dependencies—by setting the 
dependency values of the upstream values in the model to “0” and rerunning RiskOutLook®—one can 
determine the effects of that upstream function on the high priority function’s vulnerability. In effect, this 
distinguishes where opportunities lie for mitigating imported risk.  

The final chart (Figure 23) depicts a resultant (illustrative), relative ordering of key relational 
dependencies/greatest opportunities for risk reduction. Shown (in orange) are functions in which intrinsic 
risks offer opportunities for “in-house” investments to enhance resiliency. As depicted, Collective 
Decision Making was identified as a high order risk. It relies heavily on Situational Awareness. Public 
Protection is heavily dependent on Logistics, Collective Decision Making & Coordination and 
Cross-sector Incident Communications heavily dependent on Incident Communications. This listing 
provides an indication of where return on investment might be most effectively applied. 
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Figure 23: Opportunities for Reducing Risks. 

This analysis reflects illustrative data. While not definitive, these findings are consistent with recent 
experience and intuition, and highlight the importance, even on a routine basis, of Situational Awareness, 
Decision Making & Coordination, Communications and Logistics. It is perhaps not surprising that 
Collective Decision Making & Coordination has become progressively more important—and potentially a 
critical vulnerability—in an increasingly interconnected world. “At a time when responders must make 
quick, real-time decisions, questions of jurisdiction and the division of power and resources can 
compound an already difficult situation” (Wilson et al, 2012). As noted in the county flooding validation 
case study, pre-existing trust relationships and mutual aid agreements can contribute significantly to 
effective communication and timely coordination. 

The earthquake and county flooding scenario-based case studies were used to describe and validate Safety 
Sector functions and relationships. They contributed to development and refinement of a national model 
for investigating intra and inter-sectorial dependencies, ordering vulnerabilities and evaluating risk 
reduction measures. 

5.5 Evaluation of the NCIM Safety Sector Functional Taxonomy 

The NCIM taxonomy can be assessed using the two sets of criteria mentioned earlier. Using the TTCP 
Guide criteria for designing a partition or capability taxonomy: 

 Similarity: The Safety Sector taxonomy is based on commonly used emergency management 
frameworks such as the Incident Command System; 
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 Partitioning: Within each sub-model the NCIM separates, as much as possible, the functions 
depending on external CI functions (inputs for the sub-model), the functions that provides goods or 
services to other external CI functions (outputs for the sub-model) and internal functions that 
convert or process the inputs to outputs.; 

 Aggregation: The NCIM typically has two to ten functions subordinated to a higher level function; 
and functions within a sub-model are grouped around standard business categories of operations, 
management, facilities, maintenance, etc.; 

 Stable intermediate forms: Business model functions are inherently more stable than the assets that 
delivery the functional capability since there are often different sets of assets than can deliver the 
same functionality; and 

 Form, Fit and Function: The use of logic models as well as use of the NCIM to assess risk within 
relevant scenarios or case studies provides a degree of validation with respect to form, fit and 
function. However, the number of case studies to date are limited; more case studies conducted by 
others than the development team would be needed for a higher degree of validation.  

How to Validate a Taxonomy (2009) suggested three criteria, which were validating design, usability and 
use in collections. All three of these criteria have similar requirements to the “form, fit and function” 
criteria of the TTCP for validation. 

While the testing through the case studies documented in this report demonstrates that the NCIM has 
promise, more testing is required for a higher confidence in the validity of the model. 
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6 Summary 

The Safety Sector and national emergency management system comprises a complex network of public, 
private, and non-profit organizations and federal, provincial/territorial, Aboriginal and regional/municipal 
governments and quasi-government agencies. The responsibilities and capabilities of the actors vary 
widely. It is vitally important to unravel and understand the dependencies and relationships before an 
emergency arises and, insofar as possible to optimize investments in risk mitigation measures.  

6.1 The NCIM Safety Sector Functional Taxonomy 

The Sendai Framework for Disaster Risk Reduction 2015–2030 (2015) was adopted at the Third UN 
World Conference in Sendai, Japan in March 2015. It proposed a shift in emphasis from disaster 
management to disaster-related risk management. The NCIM supports this shift through an explicit 
assessment of risk associate with cascading CI failures. The NCIM approach of a networked taxonomy of 
functions allows for a level of abstraction and scenario application as well as serving as a framework for 
integrating sector-specific models, tools and simulations. The NAICS describes standing elements of the 
Safety Sector but is, understandably, less successful in capturing activities for which the economics and 
contribution to the GDP is more difficult to determine (e.g., Situational Awareness) or largely transitory 
(e.g., Cross-sector Coordination). The case studies conducted to date have contributed to refining and 
validating the model through stakeholder satisfaction with the Safety Sector groupings, functions and 
associations and with the utility of case study results. 

Descriptions and relationships have been captured in a database which can be exported, exploited and 
expanded and can serve as a departure point for specific, more detailed analyses. RiskOutLook® produces 
an ordering of vulnerabilities (based on cumulative risk), and offers the ability to trace upstream and track 
downstream dependencies, to distinguish intrinsic from imported risks, and to evaluate resiliency 
enhancement options.  

The case studies conducted to date have provided an opportunity to demonstrate that the NCIM can be 
tailored to consider regional/municipal threats and to support options analysis and emergency planning. 
Further case studies are needed to fine tune (operationalize and institutionalize) the methodology; in 
particular, to define stakeholder and analysts’ roles, establish level of effort expectations, and determine 
best practices related to knowledge elicitation and presentation of results. 

6.2 The Safety Sector in Summary 

The complexity that interdependency poses and the resultant imported risks i.e., cascading (second, third 
and fourth order) consequences are both noteworthy and significant, as is the increasing sophistication of 
attacks. The empowerment of individuals, dependence on cyber infrastructure, tightening supply chains 
and challenges associated with managing public expectations and coordinating activities pose further 
complications. The impetus in developing a NCIM was disaster risk management and the focus was on 
the Safety Sector. There are many levels of “ownership” and the problem space spans the emergency 
management spectrum (Prevention/Mitigation, Preparation, Response and Recovery). The public is 
looking to government and the private societal sectors for an integrated and coherent approach to disaster 
risk management and response.  



  

54 DRDC-RDDC-2019-R223 
 

  

The Safety Sector is both a consumer of goods and services and a provider of critical services. It has its own 
CI footprint and a mandate to protect people and property, as well as critical infrastructure “belonging” to 
other sectors. Safety-related services are locally based and geographically distributed. Dependencies can be 
circular in nature posing modelling challenges. Incident Response is personnel-driven but also reliant on 
site access (Transportation), Information & Telecommunications (ICT) and specialist personnel, 
equipment and supplies (Manufacturing and Energy). For their part, other CI Sectors rely on services 
provided by the Safety Sector. A significant disruption in Safety Services could result in substantial loss 
of life and/or significant damage to other CI and might also compromise public confidence. Key indirect, 
upstream dependencies include Situational Awareness, Collective Decision Making, Communications and 
Logistics, and even further upstream Maintenance & Repair activities. These reflect system 
vulnerabilities. Initial analysis suggests that investment in process (e.g., information and resource sharing 
priorities and protocols) may be as important as investment in technical interoperability. In reflection on 
‘lessons learned’, the mayor of Christchurch concluded that “reduction in disaster risks involves across 
the board renewal of participatory means of decision making, creating opportunities and accepting and 
promoting shared responsibility” (Dalziel, 2015).  

More so than other CI Sectors, dependence on Safety Sector is very much situationally dependent and it is 
easy to underestimate the importance of the Safety Sector. Intelligence informs risk assessments, 
investment plans and readiness postures. The Health Sector routinely employs Paramedic Services and 
other sectors and the Canadian public relies on Fire and Police Services to respond to incidents on a 
day-to-day basis. Reliance on Protective Services escalates in an emergency. The Safety Sector becomes 
more relevant and indispensable when disasters such as fires or floods strike a community or other sector. 
First response can shape severity and duration and governance the efficiency and effectiveness of 
collaborative effects. 

Characterization of the Safety Sector as a network of functions and dependency relationships is a critical 
first step in understanding inter- and intra-sectoral dependencies. Developing and documenting a model 
of the Sector can be aptly described as a necessary but insufficient opening move. Periodic review and 
refinement will be required as the model is applied and matures. Hopefully this detailed description of a 
Safety Sector will stimulate discussion and advance resiliency planning. It is anticipated that going 
forward will include additional scenario-based instantiations of the NCIM to apply the model and 
generate actionable risk assessments and to validate the networked taxonomy of Safety Sector functions. 
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 Safety Sector Stakeholders Annex A

A.1 Key Safety Sector Stakeholders 
 Public Safety Canada (PS) has two prime responsibilities. The first relates to collaboration with 

other federal departments and provincial and territorial governments, academia, national 
associations and non-governmental organizations to strengthen national emergency preparedness 
and enhance resiliency. The second is to assist in coordinating a federal response to emergencies and 
PS manages the Government Operations Centre and Regional Operations Centres. 

 Stewardship for maintaining a clean safe and sustainment environment rests primarily with 
Environment Canada (EC). EC is charged with protecting the environment, conserving the 
country’s national habitat and providing weather and meteorological information. In addition to 
research, monitoring and enforcement, in the event of an incident  

 Indigenous and Northern Affairs Canada (INAC) is responsible for ensuring that First Nations 
have access to emergency management services comparable to those available to other Canadians. 
Financial assistance is provided through the Emergency Management Assistance Program. In 
addition INAC helps First Nations communities develop and refresh their emergency plans. 

 The Canadian Red Cross (CRC) is both illustrative of Non-Government Organizations (NGOs) 
and the largest of humanitarian organizations in Canada. It engages with communities, cultivates a 
volunteer base and develops a network of relationships with government authorities and corporate 
partners enabling it to provide humanitarian support and emergency assistance in the event of an 
emergency.  

A.2 Response Coordination 
 The Government Operations Center (GOC), situated within PS, provides strategic-level 

coordination on behalf of the Government of Canada in response to an emerging or occurring event 
affecting the national interest. It is the principal location from which subject matter experts from 
federal government institutions, non-governmental organizations, and the critical infrastructure 
stakeholders are integrated into the Government of Canada response to an emergency as described 
in the Federal Emergency Response Plan (FERP). Figure A.1 illustrates the role of the GoC in 
coordinating information sharing among key stakeholders. 

 The Canadian Cyber Incident Response Centre (CCIRC) is responsible for monitoring threats 
and coordinating the national response to any cyber security incident. It is embedded PS and its 
prime focus is the protection of national critical infrastructure against cyber incidents. 

https://en.wikipedia.org/wiki/Threat_%28computer%29
https://en.wikipedia.org/wiki/Cyber_security
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Figure A.1: Information Sharing. 

 Provinces and Territories 

 Alberta Emergency Management Agency 
 Provincial Emergency Program (B.C.) 
 Emergency Measures Organization (MB) 
 Emergency Measures Organization (NB) 
 Emergency Measures Organization (NL) 
 Emergency Management Office (NS) 
 Emergency Management Ontario (ON) 
 Emergency Measures Organization (PEI) 
 Civil Protection, Ministère de la Sécurité publique (QC) 
 Emergency Management Organization (SK) 
 Emergency Management (NWT) 
 Emergency Management (NU) 

 Emergency Measures Organization (YK) 
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Senior Officials Responsible for Emergency Management (SOREM) includes representatives from 
the federal government (PS) and provincial and territorial emergency management organizations. It was 
established to harmonize and improve emergency practices across the country and is responsible for 
providing guidance and advice to respective deputy ministers and the standing forum of ministers 
responsible for emergency management. SOREM also provides advice, direction and support to 
committees and working groups and non-governmental organizations dealing with crisis and consequence 
management issues at a national level. 

Membership in the Canadian Council of Emergency Management (CCEMO) is open to the director of 
provincial/territorial emergency management organizations. The CCEMO was established to provide a 
forum to share information, raise awareness, and develop a consensual view as a precursor to discussions 
with the Federal Government.  

The National Cross-Sector Forum (NCSF) was established to promote information sharing across the 
10 Critical Infrastructure Sector Networks and address cross-jurisdictional and cross-Sectoral 
interdependencies. Membership is drawn from the ten Sector networks and is representative of the broad 
base of owners and operators, associations, and federal, provincial and territorial governments. The NCSF 
provides a means to inform development and implementation of a national approach to critical 
infrastructure resilience. 

The Domestic Group on Emergency Management (DGEM) is comprised of the national chapters of 
Canadian associations from the voluntary and first responder Sectors and includes: Canadian Association 
of Fire Chiefs, Canadian Association of Chiefs of Police, Paramedic Association of Canada, Canadian 
Red Cross, St. John Ambulance, The Salvation Army, Mennonite Disaster Service, Federation of 
Canadian Municipalities, Canadian Centre for Emergency Preparedness, Canadian Volunteer Fire 
Services Association, Search and Rescue Volunteers Association of Canada, Canadian Veterinary 
Medical Association, Public Safety Canada, Public Health Agency Canada, Canadian Council of 
Emergency Organizations, Royal Canadian Mounted Police, and Canada Command. 

A.3 Police Services 

There are approximately 70,000 police officers in Canada. Police forces function at the local 
(regional/municipal), provincial/territorial and federal levels... The RCMP provide federal police services. 
Some provinces—Ontario, Quebec, and Newfoundland & Labrador—maintain their own provincial 
police forces. The other provinces and territories contract their provincial law enforcement and 
responsibilities to the RCMP. Many of the larger Canadian cities maintain their own police force having 
been granted the authority to do so by the province. Not least, many First Nation Reserves have their own 
police forces established through agreement between the governing Native Band, province and federal 
government. As might be anticipated law enforcement capabilities and capacities vary considerably. 

 The Canadian Association of Chiefs of Police (CAPP) is a national not-for-profit dedicated to the 
promotion of innovative and efficient law enforcement. Its Board of Directors includes Chiefs, 
Deputy Chiefs, Commissionaires and Directors of Police Services elected by Association members 
which represent over 90% of Canadian police community.35 

                                                      
35 https://www.cacp.ca/index.html accessed 9 July 2015. 

https://www.cacp.ca/index.html
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A.4 Fire Services 

Unlike the police services, there is no comprehensive national fire service statistics. 

  The Canadian Association of Fire Chiefs (CAFC) is an independent, not-for-profit founded in 
1909. It is a national association dedicated to reducing the loss of life and property damage. It serves 
as a national forum to promote best practices.36 

 The Canadian Interagency Forest Fire Centre (CIFFC) operates as a private non-profit 
organization and provides operational forest fire management services to Member Agencies. 
Member Agencies, by agreement collect, analyze and disseminate fire management related 
information to ensure a cost effective sharing of resources and to promote, develop, refine, 
standardize and deliver services to Member Agencies that will improve forest fire management in 
Canada. The Board of Directors is made up of Assistant Deputy-Ministers responsible for forestry 
representing each of the Provinces, Territories and Federal Government. It provides corporate 
oversight and management i.e., establishes policy and strategic direction. The Management 
Committee oversees operation of the CIFFC and is comprised of the Directors responsible for forest 
fire management for each of the Provinces, Territories and representatives of the Federal 
Government. During the fire season, the CIFFC operates 24 hours a day, 7 days a week and prepares 
and sends out Situation Reports. The Mutual Aid Resources Sharing (MARS) Agreement provides a 
vehicle for sharing resources in addition to information. A Diplomatic Note complements this 
intra-Canadian collaboration and provides for cross border sharing of resources to suppress fires. 
Finally, also of note, the CUIFFC maintains and provides instruction on the Incident Command 
System (ICS). 

A.5 Emergency Medical and Paramedic Services 

In Canada, responsibility for Emergency Medical and Paramedic Services, as a part of health care in 
general, rests with provincial/territorial governments. Provincial/territorial governments provide enabling 
legislation and oversight and prescribe accreditation/licensing and technical standards. Ambulance and 
paramedic services may be provided directly by the province, through contracted agents or delegated to 
the local (regional/municipal) governments. The approach, and the standards, varies between provinces 
and territories.  

 The Paramedic Chiefs of Canada was established in 2012 to serve as a national advocacy group 
and to advance and align paramedic standards and practices.  

                                                      
36http://cafc.ca/en/ accessed 9 July 2015.  

https://en.wikipedia.org/wiki/Canada
https://en.wikipedia.org/wiki/Emergency_Medical_Services
https://en.wikipedia.org/wiki/Province
https://en.wikipedia.org/wiki/Territories_of_Canada
https://en.wikipedia.org/wiki/Legislation
https://en.wikipedia.org/wiki/Accreditation
https://en.wikipedia.org/wiki/Licensing
https://en.wikipedia.org/wiki/Ambulance
https://en.wikipedia.org/wiki/Paramedic
http://cafc.ca/en/
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 Safety Sector—NCIM Taxonomy of Safety Sector Annex B
Functions 

A series of MindMaps has been prepared to complement the pictorial logic models and inform 
RiskOutLook®. The logic models illustrate the dependency relationships between Sector functions. The 
MindMaps establish an organizational structure for elaborating and structuring a decomposition of the 
Sector. The NAICS does not view Safety as an industry per se, government supplied functions are 
classified by jurisdictional authority (i.e., Federal, Provincial/Territorial, Aboriginal and 
Regional/Municipal) and Sector-related functions included are dispersed. Further, in developing the 
NCIM, the NAICS had to be augmented and some additional services/capabilities introduced to provide a 
comprehensive functional description of the Sector. Higher level functions are shown below (Figure B.1). 
Each is expanded and discussed in turn.  

 
Figure B.1: Overview of Safety Sector Functions—RiskOutLook® Model Structure. 
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Environmental Protection and Emergency Preparedness functions are depicted below (Figure B.2). 
Although recognized as an Emergency Support Function in the Federal Emergency Response Plan, 
specific mention of Environmental Protection is not included in descriptions of Canada’s CI Sectors. It 
warrants singling out as Environmental Protection can prove a critical factor in shaping response options. 
Its time horizon is unique. Additionally the NAICS Waste Management & Remediation was included and 
a lower order (child) function added Public Environmental Protection. 

Emergency Preparedness describes activities undertaken prior to an event (“left of bang”) to reduce the 
likelihood and/impact of known risks.  

Preparedness involves an integrated combination of assessment; planning; procedures and 
protocols; training and exercises; personnel qualifications, licensure, and certification; 
equipment certification; and evaluation and revision.37 

Six discrete subsidiary Emergency Preparedness functions were identified. The first involves 
Preparedness Planning, the continuous cycle of planning, organizing, equipping and training in order to 
be primed to response to threats and hazards. All Hazards Risk Assessment involves pre-incident risk 
identification, risk analysis and risk evaluation. Emergency Preparedness is also informed by the 
retrospective analysis of the previous experience, Prior Incident Evaluations, and effectiveness of the 
lessons learned process. Collective Training involves extending individual training and the conducting of 
exercises to test contingency plan and build trust relationships. Pooling resources has become 
increasingly important in an interconnected world in which, more often than not, risks are shared. At the 
validation workshop, Paramedic, Fire and Police Service representatives underscored the importance of 
having Emergency Service Agreements with partners in place to facilitate cross-jurisdictional and 
interdisciplinary mutual aid before an incident happens. 

 
Figure B.2: Environmental Protection & Emergency Preparedness Functions—Model Structure.  

The primary objective is to facilitate rapid, short-term deployment of emergency support prior to, 
during, and after an incident. A signed agreement does not obligate the provision or receipt of 
aid, but rather provides a tool for use should the incident dictate a need.38 

                                                      
37 page 7, National Incident Management System, December 2008. 
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The existence and maturity of such agreements varies between and within CI sectors. An additional 
decomposition/differentiation—three classes of Emergency Service Agreements: Safety, Health and 
Industry—has been introduced in the NCIM/RiskOutLook® to ensure dependencies were captured and, 
post analysis, vulnerabilities made explicit.39 Cross-Sector Preparedness comprises cross-sector planning, 
exercises and other forms of pre-event collaboration.40  

The focus of Emergency Preparedness is on pre-incident readiness. The focus of Incident Response is on 
immediate reaction to an incident. The functional decomposition of the Incident Response was informed 
by the U.S. National Incident Management System (NIMS, December 2008) which has been widely 
adopted and adapted e.g., by the British Columbia Emergency Response Management System (BCERMS, 
September, 2000). It recognizes Command, Operations, Logistics and Finance/Administration functions 
and acknowledges these operate on site/tactical, supporting and coordination levels (See Figure B.3). 

 
Figure B.3: Incident Response Functions—NCIM Structure. 

Each of these “parent” functions can be further broken down. Decomposition of Incident Command is 
shown below (Figure B.4). 

                                                                                                                                                                           
38 Page 18, National Incident Management System, December 2008. 
39 RiskOutLook® likelihood, impact and dependency scores can be adjusted to enable examination of the relative 
importance of a class of emergency service agreements or cross-sector preparedness.  
40 In the workshop, given the lead role government plays in large scale disasters, the SMEs concluded that a more 
meaningful distinction may lie between federal, provincial/territorial and municipal preparedness. 
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Figure B.4: Incident Command Functions—NCIM Structure. 

Many incidents—most large scale and all national emergencies—span jurisdictional and sectoral 
boundaries. The “success” of Incident Response will be determined in part by effective unity of effort 
exemplified by Incident Command. “The unified-approach concept is at the core of the Command and 
Management component.”41 The term Collective Decision Making & Coordination was arrived at after 
discussions with practitioners. It recognizes both the importance of synchronizing cross-jurisdictional and 
cross-sectorial activities and that it is highly likely more than one chain of command will be involved 
entailing a requirement for communication and a harmonization of response efforts.42 Collective Decision 
Making & Coordination allows stakeholders with jurisdictional authority or functional responsibility for 
aspects of the incident to provide joint management and direction through a common set of incident 
objectives and strategies while maintaining organizational authority, responsibility, and accountability.43 
Vertical as well as horizontal collaboration contributes to unity.  

The Incident Operations function involves management for tactical activities focused on isolating hazards 
and reducing the immediate hazard, saving lives and property. As shown (Figure B.5), this includes 
containment (Public Protection) to restrict loss of lives/injuries, damage to property and risk to the 
environment and, depending on the circumstances, may involve Evacuation, Casualty and Search 
& Rescue Operations. Circumstances may also call for Specialized Response Capabilities. Incident 
Operations will also informed by the need to respect and its “success” judged in part on its ability to 
ensure Responder Safety. Incident Public Information plays a significant role; there is a requirement to 
harmonize efforts to re-enforce timely and appropriate public messaging.  

                                                      
41 U.S. Department of Homeland Security. National Incident Management System, December 2008, page 9. 
https://www.fema.gov/pdf/emergency/nims/NIMS_core.pdf accessed 10 December 2015. 
42 Chain of command refers to the orderly line of authority within the ranks of the incident management 
organization. Unity of command means that all individuals have a designated supervisor to whom they report at the 
scene of the incident. NIMS page 48. 
43 After discussions with response organization staff, the term was changed to “Collective Decision-Making and 
Collaboration” since “Unified Command and Coordination,” even as an aspiration, was only applicable to First 
Responders (fire, police and paramedics) and government Emergency Management organizations and did not and in 
some cases could not be extended to the other sectors.  

https://www.fema.gov/pdf/emergency/nims/NIMS_core.pdf
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Figure B.5: Incident Operations Functions—NCIM Structure. 

Shown below (Figure B.6) is the further decomposition of Specialized Response Capabilities; the 
functions include Tactical Response, Explosive Ordnance Disposal (EOD), Hazardous Materials 
(HAZMAT) Cyber, Heavy Urban Search & Rescue. These functions require specialized equipment, 
training and practice to maintain capabilities—beyond the reach of many municipalities. 

 
Figure B.6: Specialized Response Capabilities—NCIM Structure. 

Incident Logistics involves satisfaction of personnel, equipment, facilities and supply requirements to 
support and sustain Incident Operations i.e., managing procurement (Logistics Operations); shipping, 
staging and delivery (Emergency Transport), control and dispersal of Emergency Supplies & Donation and 
Emergency Volunteers and the identification and storage of the dead and injured (Fatality Management). 
Goods and services may be supplied through Incident Mutual Aid. Protocols and processes may have been 
established beforehand through Emergency Services Agreements or be arranged “on the spot” in response to 
an urgent requirement. Figure B.7 offers a graphic depiction of Incident Logistics functions.  
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Figure B.7: Incident Logistics Functions—NCIM Structure. 

Finance/Administration functions include incident-specific finance and administrative accounting 
services e.g., providing cost analyses to support plans and decisions and maintaining personnel records in 
order to administer compensation claims. 

Functions relating to Community Resilience are separated into two clusters—those involved with 
service restoration and societal sustainment in the period immediate following an incident, termed 
Community Sustainment, and those involved in longer term revival and renewal, termed Community 
Recovery (Figure B.8). To this point, in case studies, more focus has been placed on Community 
Sustainment i.e., the provision of food, water and shelter to impacted communities and Psychological 
& Social Services. Studies have shown that prompt treatment may lessen the number and severity of 
mental health concerns e.g., suicides, misuse of alcohol and/or drugs, family abuse which can fester for 
years. Recent experience (e.g., hurricanes & wildfires in the US) has confirmed that many people will be 
reluctant to evacuate and will opt to put their lives at risk to avoid deserting their pets. Hence, it is 
important to consider—and include—Companion Animal Care in Community Sustainment.  
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.   

Figure B.8: Community Resilience Functions—NCIM Structure. 

The structure followed for Protective Services – First Responders & Correctional Services mimics the 
NAICS schema and is distinguished by jurisdiction at the higher levels. A scrubbed down depiction is 
shown below (Figure B.9). Of note, in the NCIM Fire Services includes Forest Fire Services but does not 
include Federal Fire Services. Although not shown, Paramedic Services breaks down further into 
Provincial, Aboriginal, Municipal and Private Paramedic Services. (As in Quebec Paramedic Services 
are publicly funded but privately operated.) Again not shown, the complete NCIM also allows for 
tracking dependencies on Fire, Police and Paramedic Workforces, Equipment, Supplies and Vehicles. 
Fire and Police Workforces differentiates between Career and Volunteer/Auxiliary Forces treating each 
as a separate function. Paramedic Surface Ambulances, Paramedic Air Ambulances and Paramedic 
Vessel functions are shown below to illustrate this addition layer of decomposition.  

 
Figure B.9: Protection Services Functions—NCIM Structure. 
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Incident Response and Community Sustainment activities are coordinated through Incident Command. 
Incident Command is supported by Emergency Management Organization Services. These are considered 
important enough to warrant including as a higher order Safety related function. Typically, the (usually 
small) standing cell of planners will be expanded in the event of an incident to provide /offer decision 
support. Accommodations will be nominated; larger communities will have dedicated facilities and, in the 
event of an incident, Emergency Operations Centres (EOCs) will be activated. Functions related to 
Emergency Management Organization Services are depicted below (Figure B.10).  

Reliance on Emergency Management Organization Services appears to be growing; accelerating decision 
cycles and the availability of more data impose growing demands on decision support staff and analysts 
to fuse and present a common operating picture. Emergency Operations Centres (EOCS) operating on 
Federal, Provincial/Territorial, Aboriginal and Municipal levels will be expected to share information and 
synchronize their response to emergencies. “Success”—measured in terms of reducing impact on lives, 
property and environment—will be also measured in part public-private partnerships communications and 
coordination. 

While large companies, provincial/territorial and the federal government have dedicated facilities, many 
smaller municipalities will convert board rooms into EOCs if and when required. All Emergency 
Management Organizations rely on Wired Telecommunications Networks, EMO Maintenance & Repair 
and (although levels may vary, a trained/exercised EMO Workforce. (This is common of many of other 
functions previously discussed—which are represented in the NCIM—but shown here to underscore their 
inclusion.  

  
Figure B.10: Emergency Organization Services Functions—NCIM Structure. 

Most Emergency Management Organizations and many Safety Services operate from Core Facilities  
i.e., administrative and general purpose. The NCIM distinguishes specialized facilities, such as 
refrigerated warehouses and specifically-equipped repair facilities treating them as separate functions. A 
generic model (Figure B.11) has been used to model Core Facility dependencies and applied to NCIM 
functions. 
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Figure B.11: NCIM Core Facility Model. 

A similar approach has been applied to Maintenance & Repair i.e., upstream dependencies include the 
sectorial Labour Force, Management and Core Facilities. Maintenance & Repair maintain the depots, 
workshops and facilities they themselves rely on. External upstream dependencies include the Refined 
Petroleum Products (RPP) required to operate and maintain repair vehicles and equipment Wired 
Telecommunications, and Information Services (e.g., Weather and GPS) employed to direct and 
coordinate Maintenance & Repair activities, and external parts and outsourced repair services provided 
by the Manufacturing sector; on-site, incident response and professional services provided by the 
Protective Services and Air, Trucking and Road infrastructure the Transportation sector. Key downstream 
dependencies include service to maintenance and repair facilities and Industry-owned vehicle fleets and to 
support operations. See Figure B.12 for an illustration of Maintenance & Repair model. 
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Figure B.12: NCIM Maintenance & Repair Model. 

Augmentation and supplementation may be required in response to threats and incidents—sometimes in 
the prelude to an emergency, more often in wake of an emergency. NCIM Professional Services functions 
are drawn directly from the NAICS and shown below (Figure B.13). Scientific and Technical Consulting 
Services may be required to assist in Incident Hazard/Threat Assessment (e.g., a chemical or biological 
agent); Engineering and Building Inspection may necessary following an incident to establish that it is 
safe to enter the premises and or resume operations; and Environmental Consulting Services may be 
required to ensure that response efforts do not unnecessarily endanger ecosystems and/or threaten 
biodiversity. Security and Intelligence Services have a role to play in Preparedness/All Hazard Risk 
Assessment before an incident and in Incident Hazard/Threat Assessment during an incident. (These 
reflect the dependency relationships captured in the NCIM.) Many—both public and private  
sector—establishments rely on Private Security Services to guard their premises. Not least, 
Communications & Dispatch (e.g., 911 Services) are an integral part of the Safety Sector. 
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Figure B.13: Professional Services & Other Protective Services Functions—NCIM Model. 

A complete description of NCIM Safety related functions and relationships will accompany this report. 
(Comments and feedback are welcome.) 
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 Baseline Model Analysis Annex C

The scales used for the baseline model are shown in Table C.1. And, Table C.2 shows the estimated 
likelihood and impact values for each function used in the baseline model. 

Table C.1: Scales used for the Baseline Model. 

 

DALY = Disability Adjusted Life Years. 

Dependency = the expected consequence for a downstream entity if an upstream entity “fails,” expressed 
as a ratio of the expected consequence with respect to the defined consequence for the downstream entity. 
For example, if the downstream entity has a consequence score of 4 (e.g., $1,600 M) then a dependency 
score of 5 for an upstream entity implies an expected loss of 0.50 X$1,600 M = $800 M. Note that the 
“expected loss” is a probabilistic average over all possible downstream consequences if the upstream 
entity “fails.” 

 

Years / Incident Weight $ M Lives DALY Weight Score Weight
0 Nil 0 Nil Nil Nil Nil 0 0.00
1 512 0.002 200        20          800        0.002 1 0.10
2 256 0.004 400        40          1,600     0.004 2 0.20
3 128 0.008 800        80          3,200     0.008 3 0.30
4 64 0.016 1,600     160        6,400     0.016 4 0.40
5 32 0.031 3,200     320        12,800    0.031 5 0.50
6 16 0.063 6,400     640        25,600    0.063 6 0.60
7 8 0.125 12,800    1,280     51,200    0.125 7 0.70
8 4 0.250 25,600    2,560     102,400  0.250 8 0.80
9 2 0.500 51,200    5,120     204,800  0.500 9 0.90
10 1 1.000 102,400  10,240    409,600  1.000 10 1.00

Score
Likelihood Consequences Dependency
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Table C.2: RiskOutLook® Baseline Model Functional Values. 

ID Entity Impact Likelihood   Impact Likelihood   Impact 
Expressed in $ 

1200 National CI Model   0 0   0 0.000%   $ -  
1011100 Electric Power Generation Operations   6 1   0.0625 0.195%   $6,400      
1012100 Electric Power Balancing   5 3   0.03125 0.781%   $3,200 
1012300 Electric Power Distribution   0 3   0 0.781%   $ -   
1013000 Electric Power Management   5 1   0.03125 0.195%   $3,200 
1014000 Electric Power Maintenance & Repair   5 1   0.03125 0.195%   $3,200 
1024500 RPP Terminals (Fuel)   0 3   0 0.781%   $ -   
1024700 Gasoline Stations   0 3   0 0.781%   $ -   
1025000 Petroleum Management   6 1   0.0625 0.195%   $6,400 
1026000 Petroleum Maintenance & Repair   6 1   0.0625 0.195%   $6,400 
1032100 NG Transmission & Control   4 2   0.015625 0.391%   $1,600 
1032300 NG Distribution Pipelines   1 2   0.001953 0.391%   $200 
1033100 LPG Terminals   0 3   0 0.781%   $ -   
1033200 LPG Dealers   0 3   0 0.781%   $ -   
1034000 NG/LPG Management   2 1   0.003906 0.195%   $400 
1035000 NG/LPG Maintenance & Repair   3 1   0.007813 0.195%   $800 
2012000 Credit Intermediation Services   0 3   0 0.781%   $ -   
2013000 Credit Intermediation Management   5 1   0.03125 0.195%   $3,200 
2017000 Credit Intermediation System Maintenance & Repair   5 1   0.03125 0.195%   $3,200 
2022000 Securities & Commodity Exchange Management   2 1   0.003906 0.195%   $400 
2025000 Security & Commodity Exchange Maintenance & 

Repair 
  2 1   0.003906 0.195%   $400 

2030000 Insurance   0 3   0 0.781%   $ -   
3015000 Veterinary Services   0 2   0 0.391%   $ -   
3016000 Agri-Suppliers Management   2 1   0.003906 0.195%   $400 
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ID Entity Impact Likelihood   Impact Likelihood   Impact 
Expressed in $ 

3023300 Crop Farm Plant Health   4 1   0.015625 0.195%   $1,600 
3023400 Crop Farm Management & ICS   4 1   0.015625 0.195%   $1,600 
3023500 Crop Farm Maintenance & Repair   4 1   0.015625 0.195%   $1,600 
3033200 Animal Production Management & ICS   4 1   0.015625 0.195%   $1,600 
3033300 Animal Health   4 1   0.015625 0.195%   $1,600 
3033600 Animal Farm & Ranch Maintenance & Repair   4 1   0.015625 0.195%   $1,600 
3055000 Food Processing Management & ICS   2 1   0.003906 0.195%   $400 
3056000 Food Processing Maintenance & Repair   2 1   0.003906 0.195%   $400 
3058000 Food Safety (Processing)   2 1   0.003906 0.195%   $400 
3061100 Food Wholesalers   0 2   0 0.391%   $ -   
3061200 Beverage Wholesalers   0 2   0 0.391%   $ -   
3061300 Food & Beverage Stores   0 2   0 0.391%   $ -   
3061400 Food Services   0 2   0 0.391%   $ -   
3062000 Food Distribution Management & ICS   2 1   0.003906 0.195%   $400 
3063000 Food Distribution Maintenance & Repair   2 1   0.003906 0.195%   $400 
3065000 Food Safety (Distribution)   2 1   0.003906 0.195%   $400 
4010000 International Governance   0 1   0 0.195%   $ -   
4021000 Federal Executive & Parliament   0 2   0 0.391%   $ -   
4022000 Federal Public Administration   4 1   0.015625 0.195%   $1,600 
4022100 Federal Payments & Social Protection   4 2   0.015625 0.391%   $1,600 
4023100 Canadian Border Services Agency   0 2   0 0.391%   $ -   
4023200 Canadian Coast Guard   0 1   0 0.195%   $ -   
4023300 Defence Services   0 1   0 0.195%   $ -   
4023400 Canadian Immigration Services   0 1   0 0.195%   $ -   
4023500 Foreign Affairs   0 1   0 0.195%   $ -   
4024000 Federal Government Maintenance & Repair   3 1   0.007813 0.195%   $800 
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ID Entity Impact Likelihood   Impact Likelihood   Impact 
Expressed in $ 

4031000 Aboriginal Chief & Council   0 2   0 0.391%   $ -   
4032000 Aboriginal Government Administration   2 1   0.003906 0.195%   $400 
4032100 Aboriginal Payments & Social Protection   2 2   0.003906 0.391%   $400 
4033000 Aboriginal Government Maintenance & Repair   2 1   0.003906 0.195%   $400 
4041000 Provincial Executive & Legislature   0 2   0 0.391%   $ -   
4042000 Provincial Public Administration   2 1   0.003906 0.195%   $400 
4042100 Provincial Payments & Social Protection   4 2   0.015625 0.391%   $1,600 
4043000 Provincial Government Maintenance & Repair   3 1   0.007813 0.195%   $800 
4051000 Municipal Executive & Council   0 2   0 0.391%   $ -   
4052000 Municipal Public Administration   2 1   0.003906 0.195%   $400 
4052100 Municipal Payments & Social Protection   4 2   0.015625 0.391%   $1,600 
4053000 Municipal Government Maintenance & Repair   3 1   0.007813 0.195%   $800 
4062600 Public Health Information Services   0 3   0 0.781%   $ -   
5011000 Offices of Physicians   0 3   0 0.781%   $ -   
5012000 Out-Patient Care Centres   0 3   0 0.781%   $ -   
5014000 Ambulatory Health Care Management   3 1   0.007813 0.195%   $800 
5016000 Ambulatory Health Care Maintenance & Repair   3 1   0.007813 0.195%   $800 
5017000 Ambulatory Health Care Workforce   4 1   0.015625 0.195%   $1,600 
5021000 Hospital Operations   4 3   0.015625 0.781%   $1,600 
5022000 Hospital Management   3 1   0.007813 0.195%   $800 
5024000 Hospital Maintenance & Repair   3 1   0.007813 0.195%   $800 
5025000 Hospital Workforce   4 1   0.015625 0.195%   $1,600 
5031000 Nursing & Residential Care Operations   2 1   0.003906 0.195%   $400 
5032000 Nursing & Residential Care Maintenance & Repair   2 1   0.003906 0.195%   $400 
5041000 Medical Diagnostic Laboratories   0 2   0 0.391%   $ -   
5043000 Medical Support Management   3 1   0.007813 0.195%   $800 
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ID Entity Impact Likelihood   Impact Likelihood   Impact 
Expressed in $ 

5045000 Medical Support Maintenance & Repair   3 1   0.007813 0.195%   $800 
6011000 Telecom Management & Info   5 1   0.03125 0.195%   $3,200 
6012000 Telecom Network Management   5 1   0.03125 0.195%   $3,200 
6013100 Wired Telecommunications   0 2   0 0.391%   $ -   
6013200 Wireless Telecommunications   0 2   0 0.391%   $ -   
6013300 Satellite Telecommunications   0 1   0 0.195%   $ -   
6017000 Telecom Maintenance & Repair   5 1   0.03125 0.195%   $3,200 
6023000 Internet Publishing & Broadcasting   0 3   0 0.781%   $ -   
6024000 GPS   0 1   0 0.195%   $ -   
6025000 Weather Services   0 2   0 0.391%   $ -   
6026000 All Other Information Services   0 3   0 0.781%   $ -   
6027000 Information Services Facility Core Services   3 1   0.007813 0.195%   $800 
6030000 Radio Wave Broadcasting   0 1   0 0.195%   $ -   
7014000 Chemical Manufacturing Management & ICS   3 1   0.007813 0.195%   $800 
7015000 Chemical Manufacturing Maintenance & Repair   3 1   0.007813 0.195%   $800 
7024000 Basic Materials Manufacturing Management & ICS   2 1   0.003906 0.195%   $400 
7025000 Basic Materials Industry Maintenance & Repair   2 1   0.003906 0.195%   $400 
7031100 Electrical, Plumbing and A/C Wholesalers   0 2   0 0.391%   $ -   
7031200 Construction & Industrial Equipment Wholesalers   0 2   0 0.391%   $ -   
7034100 Commercial & Industrial Machinery Repair   0 2   0 0.391%   $ -   
7034300 Heavy & Civil Engineering Construction   0 2   0 0.391%   $ -   
7034400 Building Equipment Contractors   0 2   0 0.391%   $ -   
7035000 Machinery Manufacturing Management & ICS   2 1   0.003906 0.195%   $400           
7036000 Machinery Manufacturing Maintenance & Repair   2 1   0.003906 0.195%   $400            
7041400 Computer & Comms Equipment Wholesalers   0 2   0 0.391%   $ -   
7041500 Software Publishers   0 3   0 0.781%   $ -   
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ID Entity Impact Likelihood   Impact Likelihood   Impact 
Expressed in $ 

7044000 Electronic Equipment Repair   0 2   0 0.391%   $ -   
7045000 Technology Industries Management & ICS   3 1   0.007813 0.195%   $800 
7046000 Technology Industries Maintenance & Repair   3 1   0.007813 0.195%   $800 
7052500 Motor Vehicle Manufacturing Management & ICS   2 1   0.003906 0.195%   $400 
7052700 Motor Vehicle Industry Maintenance & Repair   2 1   0.003906 0.195%   $400 
7061100 Pharmaceutical Wholesalers   0 3   0 0.781%   $ -   
7061200 Pharmacies & Drug Stores   0 3   0 0.781%   $ -   
7062100 Medical Equipment & Supplies Wholesalers   0 3   0 0.781%   $ -   
7065000 Health Supply Chain Management & ICS   4 1   0.015625 0.195%   $1,600 
7066000 Health Supply Chain Maintenance & Repair   4 1   0.015625 0.195%   $1,600 
8011000 Public Environmental Protection   5 1   0.03125 0.195%   $3,200 
8012000 Waste Management & Remediation   0 3   0 0.781%   $ -   
8020000 Emergency Preparedness   0 4   0 1.563%   $ -    
8023100 Emergency Service Agreements (Safety)   0 3   0 0.781%   $ -   
8023200 Emergency Service Agreements (Health)   0 3   0 0.781%   $ -   
8023300 Emergency Service Agreements (Industry)   0 3   0 0.781%   $ -   
8030000 Incident Response   0 0   0 0.000%   $ -   
8031000 Incident Command   0 0   0 0.000%   $ -   
8031100 Collective Decision-Making and Coordination   0 4   0 1.563%   $ -   
8031110 On-Site Command   0 3   0 0.781%   $ -   
8031120 Operational Command & Coordination   0 4   0 1.563%   $ -   
8031130 Cross-Sector CI Coordination   0 5   0 3.125%   $ -   
8031131 Federal Cross-Sector CI Coordination   0 5   0 3.125%   $ -   
8031132 Provincial Cross-Sector CI Coordination   0 5   0 3.125%   $ -   
8031200 Incident Communications   0 4   0 1.563%   $ -   
8031210 Responder Communications   0 3   0 0.781%   $ -   
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ID Entity Impact Likelihood   Impact Likelihood   Impact 
Expressed in $ 

8031220 Operational Communications   0 3   0 0.781%   $ -   
8031230 Cross-Sector CI Incident Communications   0 4   0 1.563%   $ -   
8031300 Incident Situation Awareness   0 4   0 1.563%   $ -   
8031310 Incident Threat or Hazard Risk Assessment   0 4   0 1.563%   $ -   
8031400 Incident Public Information   0 4   0 1.563%   $ -   
8032000 Incident Operations   0 0   0 0.000%   $ -   
8032100 Public Protection (Hazard or Threat)   1 4   0.001953 1.563%   $200 
8032200 Evacuation Operations   1 4   0.001953 1.563%   $200 
8032300 Casualty Operations   1 4   0.001953 1.563%   $200 
8032400 Search and Rescue   1 4   0.001953 1.563%   $200 
8032500 Specialized Response Capabilities (Examples)   0 0   0 0.000%   $ -   
8032510 Tactical Response   1 3   0.001953 0.781%   $200 
8032520 Explosive Ordnance Disposal   1 4   0.001953 1.563%   $200 
8032530 HAZMAT/CBRNE   2 4   0.003906 1.563%   $400 
8032540 Cyber Response   1 5   0.001953 3.125%   $200 
8032550 Heavy Urban Search and Rescue   2 4   0.003906 1.563%   $400 
8032600 Responder Safety   2 2   0.003906 0.391%   $400 
8032610 Responder Wellness (Mental & Physical)   0 3   0 0.781%   $ -   
8033000 Incident Logistics   0 0   0 0.000%   $ -   
8033100 Logistical Operations   0 5   0 3.125%   $ -   
8033200 Emergency Transportation   0 1   0 0.195%   $ -   
8033300 Emergency Supplies & Donations   0 3   0 0.781%   $ -   
8033310 International Supplies & Donations   0 3   0 0.781%   $ -   
8033400 Emergency Volunteers   0 5   0 3.125%   $ -   
8033500 Fatality Management   2 3   0.003906 0.781%   $400 
8033600 Incident Mutual Aid   0 0   0 0.000%   $ -   
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8033610 Incident Mutual Aid (Safety)   0 1   0 0.195%   $ -   
8033611 Local & Regional Mutual Aid   0 3   0 0.781%   $ -   
8033612 National Mutual Aid (Federal, Provincial & 

Territorial) 
  0 3   0 0.781%   $ -   

8033613 International Incident Mutual Aid   0 3   0 0.781%   $ -   
8033620 Incident Mutual Aid (Health)   0 3   0 0.781%   $ -   
8033630 Incident Mutual Aid (Industry)   0 2   0 0.391%   $ -   
8033640 Incident Mutual Aid (Defence)   0 2   0 0.391%   $ -   
8034000 Incident Finance   1 3   0.001953 0.781%   $200 
8035000 Community Resilience   0 0   0 0.000%   $ -   
8035100 Community Sustainment   0 1   0 0.195%   $ -   
8035110 Community Sustainment - Food & Water   0 4   0 1.563%   $ -   
8035120 Community Sustainment - Shelter   0 4   0 1.563%   $ -   
8035130 Community Sustainment - Psychological & Social 

Services 
  0 4   0 1.563%   $ -   

8035140 Community Sustainment - Companion Animal Care   0 4   0 1.563%   $ -   
8035150 Emergency Relief Facility Maintenance & Repair   0 2   0 0.391%   $ -   
8035160 Emergency Relief Workforce   1 1   0.001953 0.195%   $200 
8035170 Emergency Relief Facility Core Services   0 1   0 0.195%   $ -   
8035171 Emergency Relief Electrical Supply   0 1   0 0.195%   $ -   
8035172 Emergency Relief Petrol Supply   0 1   0 0.195%   $ -   
8035173 Emergency Relief NG/LPG Supply   0 1   0 0.195%   $ -   
8035174 Emergency Relief Wired Telecom Networks   0 1   0 0.195%   $ -   
8035175 Emergency Relief Water & Wastewater   0 1   0 0.195%   $ -   
8035200 Community Recovery   5 4   0.03125 1.563%   $3,200 
8041000 Fire Services Operations   1 2   0.001953 0.391%   $200 
8043000 Firefighter Workforce   2 1   0.003906 0.195%   $400 
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8051000 Police Services Operations   1 2   0.001953 0.391%   $200 
8052000 Police Workforce   2 1   0.003906 0.195%   $400 
8061000 Paramedic Services Operations   1 2   0.001953 0.391%   $200 
8062000 Paramedic Workforce   2 1   0.003906 0.195%   $400 
8064000 Paramedic Maintenance & Repair   2 1   0.003906 0.195%   $400 
8070000 EM Organizational Services   1 2   0.001953 0.391%   $200 
8076000 EMO Workforce   2 1   0.003906 0.195%   $400 
8081000 Security & Intelligence Services   1 4   0.001953 1.563%   $200 
8082000 Communications & Dispatch (911)   1 2   0.001953 0.391%   $200 
8083000 Private Security Services  1 3   0.001953 0.781%   $200 
8091000 Engineering & Building Inspection Services   1 3   0.001953 0.781%   $200 
8092000 Land Surveying & Mapping   1 3   0.001953 0.781%   $200 
8093000 Testing Laboratories   1 2   0.001953 0.391%   $200 
8094000 Environmental Consulting Services   1 2   0.001953 0.391%   $200 
8095000 Scientific & Technical Consulting   1 2   0.001953 0.391%   $200 
8097000 Marine Surveying   1 3   0.001953 0.781%   $200 
8100000 Correctional Services   1 1   0.001953 0.195%   $200 
8104000 Correctional Services Maintenance & Repair   1 1   0.001953 0.195%   $200 
9011000 Air Transportation   1 3   0.001953 0.781%   $200 
9012000 Air Traffic Control   3 1   0.007813 0.195%   $800 
9013300 Airport Management   3 1   0.007813 0.195%   $800 
9014000 Airport Maintenance & Repair   3 1   0.007813 0.195%   $800 
9021000 Marine & Inland Waterways Transportation   1 2   0.001953 0.391%   $200 
9022000 Port and Harbour Operations   2 1   0.003906 0.195%   $400 
9022100 Port Authority   2 1   0.003906 0.195%   $400 
9022300 Port and Harbour Maintenance & Repair   2 1   0.003906 0.195%   $400 
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9031000 Rail Transportation   1 3   0.001953 0.781%   $200 
9031130 Railway Traffic Control Centres   3 1   0.007813 0.195%   $800 
9032000 Rail Management   3 1   0.007813 0.195%   $800 
9033000 Rail Facility Maintenance & Repair   3 1   0.007813 0.195%   $800 
9041000 Road Network (Highways, Streets & Ferries)   1 3   0.001953 0.781%   $200 
9041300 Road & Bridge Maintenance & Repair   1 1   0.001953 0.195%   $200 
9041400 Tunnel Maintenance & Repair   1 1   0.001953 0.195%   $200 
9042000 Road Management & Operations   1 2   0.001953 0.391%   $200 
9043000 Road Support Maintenance & Repair   1 1   0.001953 0.195%   $200 
9051000 Truck Transportation   1 2   0.001953 0.391%   $200 
9052000 Trucking Management   2 1   0.003906 0.195%   $400 
9053000 Trucking Maintenance & Repair   2 1   0.003906 0.195%   $400 
9061000 Urban Transit   1 3   0.001953 0.781%   $200 
9062000 Urban Transit Management & ICS   2 1   0.003906 0.195%   $400 
9063000 Urban Transit Maintenance & Repair   2 1   0.003906 0.195%   $400 
10011100 Watershed Management   3 3   0.007813 0.781%   $800 
10011200 Watershed Operations Maintenance & Repair   3 1   0.007813 0.195%   $800 
10025000 Water Distribution   1 3   0.001953 0.781%   $200 
10026000 Water Distribution Operational Management   3 1   0.007813 0.195%   $800 
10028000 Municipal Water Maintenance & Repair   3 1   0.007813 0.195%   $800 
10031200 Wastewater Collection Network   1 4   0.001953 1.563%   $200 
10032000 Wastewater Operational Management   3 1   0.007813 0.195%   $800 
10034000 Municipal Wastewater Maintenance & Repair   3 1   0.007813 0.195%   $800 
11011000 Population (Labour Force)   5 3   0.03125 0.781%   $3,200 
11011100 Private Residences   5 1   0.03125 0.195%   $3,200 
11021000 Raw Material Extraction   5 1   0.03125 0.195%   $3,200 
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11030000 General Economy - Services   5 1   0.03125 0.195%   $3,200 
11031000 General Manufacturing   5 1   0.03125 0.195%   $3,200 
12011100 Primary Threat or Hazard   0 0   0 0.000%   $ -   
12011200 Secondary Threat or Hazard   0 0   0 0.000%   $ -   
212668425
3 

Calibration Marker 7 0   0.125 0.000%   $12,800 

 Total excluding ‘Calibration Marker’             $137,400  
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RPP Refined Petroleum Products 
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