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EXECUTIVE SUMMARY 

 
This work was conducted under Task 39 ‘Support for Authority Pathway Integration and 
TTCP Joint Trial’ for Defence Research and Development Canada’s (DRDC) Centre for 
Security Science by Calian, C3 Human Factors Consulting, and Simfront Simulation 
Systems as part of the larger Canadian Safety and Security Program (CSSP) Exercise 
Task Authorisation Contract (TAC; Contract #: W7714-135779). 
 
The objective of this report is to summarise the work conducted to date on the 
development and software implementation of the Authority Pathway for Weapon 
Engagement (APWE) concept to support Unmanned Aircraft System (UAS) crew 
operations; culminating in its evaluation at The Technical Cooperation Program (TTCP) 
Autonomous Warrior 2018 (AW2018) live-event held at Jervis Bay, Australia in 
November 2018. The work presented in this report is based on several studies 
conducted under the auspices of five contracts awarded by DRDC Toronto. All five 
contracts supported the development and/or evaluation of the APWE concept to varying 
degrees; from the identification of the need to support UAS operators during target 
acquisition and weapon engagement planning, to the development, implementation and 
evaluation of the software application. The work presented in this document therefore 
represents a high-level description of the Concept Development and Evaluation (CD&E) 
activities undertaken over the course of five years and five separate contracts to 
develop, implement, and evaluate the APWE concept. 
 
Authority Pathway for Weapon Engagement: An Intelligent Adaptive System 
 
Intelligent Adaptive Systems (IASs) have been proposed to overcome over-reliance, 
situation awareness (SA) degradations, and loss of skills when using automated 
systems [32]. The need to assist the operator in a flexible fashion has fostered the 
development of automation and user interfaces capable of adapting in real-time to the 
environment and operator. Technological advances in Artificial Intelligence (AI) and 
operator state and behavioural monitoring allow these systems to intelligently and 
dynamically adapt to the capabilities, limitations, needs, and demands of the operator 
within the context of their task goals. 
 
APWE is an IAS which will assist Royal Canadian Air Force (RCAF) UAS crews in 
following the proper Rules of Engagement (ROEs), Law of Armed Conflict (LOAC), and 
Standard Operating Procedures (SOPs) when engaging a target with lethal or non-lethal 
weapons. The motivation for APWE arose from the findings from the second Human 
Factors (HF) trial conducted at the Air Force Research Laboratory (AFRL) using the Test 
bed for Integrated GCS Experimentation and Rehearsal (TIGER) held during January 
2015. Based on the findings from this trial, the APWE concept was identified, together 
with a UAS Crew Concept, to support the UAS crew through the required steps and 
permissions needed to conduct a lawful and successful engagement of a target following 
a Positive Identification (PID). Additional analyses were conducted to explore the APWE 
and UAS Crew Concept further; including an error analysis and a training needs 
analysis. Based on this body of work, the APWE concept was expanded upon through a 
series of concept sketches and subject matter expert (SME) feedback. 
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Interaction-Centered Design Approach 
 
An Interaction-Centered Design (ICD) approach guided the definition and design of the 
APWE prototype [32]. ICD is an extension of User-Centered Design (UCD) where there 
is an additional focus on the need for the machine to adapt to the user as a function of 
the user’s state (e.g., emotional or psychophysiological). The user monitoring function 
and the adaptation engine of an IAS address this need by providing both the means to 
detect the need for adaptation and the mechanism to achieve the required adaptation.  
  
This report describes the concept development, implementation, and evaluation of two 
APWE prototype versions that were created to support DRDC Toronto’s twin research 
activities: domestically to support the Joint UAS Surveillance and Target Acquisition 
System (JUSTAS) project with their short-term procurement of a combat UAS for the 
RCAF (i.e., a single UAS platform controlled by multiple operators), and the TTCP 
Autonomy Strategic Challenge (ASC) project with its longer-term research objectives for 
future autonomous UASs (i.e., multiple UAS platforms controlled by a single operator). 
 
The following table presents a summary of the CD&E activities undertaken to develop, 
implement and evaluate the Authority Pathway concept, both in terms of project 
timelines and achievements. In addition, sections of the report associated with each of 
the CD&E activities have been identified. 
 

CD&E Phase Description Report Section Related Projects 
& Timeline Achievements 

Concept Development 

Concept 
Discovery 

The process by 
which military 
and other subject 
matter experts 
review current 
operational 
lessons to clarify 
the needs for 
future operational 
capabilities. 

Section 2.1 
Concept 
Discovery: 
Understanding the 
Need. 

Human 
Technology 
Interaction TAC 
(December 2013 – 
March 2017) 
 
CORA Task 28: 
Authority Pathway 
Development 
(August 2016 – 
January 2017) 

Justification of 
operational 
need for 
Authority 
Pathway 
 
 

Concept 
Definition 

A description of 
the method or 
capability that 
can be used for 
employing 
military 
capabilities to 
accomplish given 
missions.  

Section 2.2 
Concept 
Definition: The 
Authority Pathway 
Concept 

Human 
Technology 
Interaction TAC 
(December 2013 – 
March 2017) 

Operational 
need for 
Authority 
Pathway based 
on simulator 
trial relating to 
weapon 
engagement 
 
Supporting 
Cognitive Task 
and Error 
Analysis  
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Concept 
Refinement 

A phase of 
concept 
development that 
usually involves 
experimentation 
to quantify the 
extent that the 
proposed 
capabilities solve 
military problems. 
The aim is to 
identify 
redundancies 
and reveal 
capability gaps.   

Section 2.3 
Authority Pathway 
Concept 
Refinement 

Human 
Technology 
Interaction TAC 
(December 2013 – 
March 2017) 

Lessons 
learned from 
simulator trial 
relating to 
weapon 
engagement 
 
UAS crew 
concept 
 
Authority 
Pathway 
concept 
sketches 

Concept 
Assessment 

Aims to evaluate 
the robustness of 
the solution over 
a range of 
possible future 
military 
operations. 

Section 3.2.6.3. 
Determine 
Feasibility of IAS 
Support 
Opportunities 
 
Annex A APWE 
Support 
Requirements  

CORA Task 28: 
Authority Pathway 
Development 
(August 2016 – 
January 2017) 

Validated IAS 
support 
requirements 
for Authority 
Pathway 

Concept Implementation 

Prototype 
Definition 

Detailed 
description of the 
prototype of the 
capability that 
can be used for 
employing 
military 
capabilities to 
accomplish given 
missions. 

Section 3. 
Concept 
Implementation: 
Authority Pathway 
Prototype 
Definition 
Annex A. APWE 
Support 
Requirements 

TIGER Integration 
Plan Project 
(October 2015 – 
March 2016)  
 
CORA Task 28: 
Authority Pathway 
Development 
(August 2016 – 
January 2017) 

Authority 
Pathway GUI 
requirements 

Prototype 
Architecture 
and Design 

Detailed design 
of the software 
architecture and 
GUI design of the 
prototype. 

Section 4 Concept 
Implementation: 
Authority Pathway 
Prototype 
Architecture and 
Design 
 
Annex C. AIM 
APWE 
Implementation 
and Integration 
 

Support for 
Autonomous 
Agent-Based UAS 
Operations project 
(August 2016 – 
January 2017) 
 
CORA Task 28: 
Authority Pathway 
Development 
(August 2016 – 
January 2017) 

Authority 
Pathway 
software 
architecture 
and GUI design 
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Prototype 
Refinement  

The process by 
which a prototype 
is enhanced to 
address short-
comings or gaps 
identified as part 
of a concept 
refinement 
activity. 

Section 4.3 TIGER 
APWE Prototype 
Overview 
 
Annex B. AIM / 
TIGER GUI 
Detailed Design 

CORA Task 28: 
Authority Pathway 
Development 
(August 2016 – 
January 2017) 
 
CSSP Exercise 
Task 39: Authority 
Pathway 
Prototype 
Refinement and 
Concept 
Assessment (June 
2018 – March 
2019) 

Subject matter 
expert 
feedback on 
Authority 
Pathway 
prototype 
 
Refined 
Authority 
Pathway GUI 
Design 

Concept Evaluation 

Prototype 
Validation 

Aims to provide 
demonstrated 
evidence that the 
prototype can 
function in an 
operational 
context and will 
improve 
operational 
effectiveness 
and/or satisfy 
other desired 
operational 
needs. 

Section 5. 
Concept 
Evaluation: 
Authority Pathway 
assessment at 
AW2018 
 
Annex E. Results 
of APWE 
Evaluation 

CSSP Exercise 
Task 39: Authority 
Pathway 
Prototype 
Refinement and 
Concept 
Assessment (June 
2018 – March 
2019) 

Test plan and 
evaluation 
materials 
 
Feedback on 
utility and 
usability of 
Authority 
Pathway 
 
Next steps for 
Authority 
Pathway 

 
The remaining sections of the Executive Summary describe in more detail the concept 
development, implementation, and evaluation phases of the project. 
 
APWE Concept Development 
 
The APWE concept was initially identified as a potential development test-bed for IAS 
technologies based on both its operational relevance to future RCAF UAS operations 
and its suitability for inclusion into the full suite of Allied IMPACT (AIM) technologies 
developed for the TTCP ASC, leading to its evaluation at the AW2018 exercise in Jervis 
Bay, Australia (November 2018). 
  
The development of the APWE concept comprised discovery, definition, refinement, and 
assessment phases; within which an ICD approach was used to guide the development 
of a series of functional prototypes of varying levels of maturity and complexity. The ICD 
road map described in this report required the determination of the operational priorities 
of the system, the ethical and legal implications, and project constraints (e.g., schedule, 
expertise of team members) at the commencement of the process. Only then was the 
high-level structure of the APWE concept defined; including the range of system 
autonomy and adaptation. Once the HF-led analysis was under way, the range and type 
of autonomy and adaptation across the mission timeline (i.e., adaptation taxonomy) was 
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determined in sufficient detail to allow the system architect within the project team to 
identify the software architecture required to support the development of the IAS agent 
modules.  
 
APWE Concept Implementation  
 
The software engineers within the project team took the understanding of what range of 
adaptation was needed by the operator and determined what range of adaptation could 
actually be implemented within the budgetary and scheduling constraints of the project. 
During this step, the APWE Graphical User Interface (GUI) was designed and the 
system functionality was defined more rigorously as formal system requirements. This 
critical transition was made by considering the technological capabilities required to 
support the adaptation, as well as the ethical and legal implications of specific 
adaptations, identified earlier, and the impact of those implications on operator 
acceptance. 
 
The ICD approach was applied to the development of two advanced prototypes of the 
APWE concept: the DRDC TIGER APWE application and  the TTCP AIM APWE 
application. The APWE software architecture was elaborated to support both integration 
environments. This client-server architecture embraced an open source software 
approach with a focus on ease of integration and reusability. Java was the principal 
programming language for the server and rich, desktop clients and JavaScript, 
Cascading Style Sheets (CSS) and HyperText Markup Language (HTML) were utilized 
for the web client applications. This flexible approach proved useful when faced with 
integrating many external packages such as map displays, chat interfaces, simulation 
interfaces and allowed for rapid development, integration and deployment in both DRDC 
and TTCP execution environments.  
 
The APWE prototypes included automation aids that were implemented as a hierarchal 
team of collaborating intelligent software agents. These agents were responsible for 
tasks such as: monitoring mission conditions and operator states, detecting anomalies, 
threats or other events of interest, generating notification messages and other 
information sharing, and presenting options to the operator. Additional automation logic 
was implemented using a hierarchal state machine that captured the mission logic and 
provided a link between the software agents and the operators.  
 
The distributed software development process involved several sites. The software 
architecture and design were captured using Unified Modeling Language (UML) and 
communicated to all team members. The Spring Java application framework provided 
integration aids and automatic unit testing. The Apache Software Foundation proved to 
be a valuable source of infrastructure components for the server database, 
communication and messaging functionality. The use of the Multi-lateral Interoperability 
Programme (MIP) Information Model (MIM) as the de facto domain model provided a 
strong foundation for defining agent behaviors.  
 
The relative ease of developing the AIM APWE prototype and integrating it with TTCP 
partners attests to the flexibility of the architecture and the possibility to re-use or re-
purpose the architecture for future studies. 
 
  



Authority Pathway Summary Report Calian Report 6128-01-01 

 
vii 

APWE Concept Evaluation 
 
APWE was evaluated in detail during the AW2018 exercise by seven subject matter 
experts (SMEs) with military UAS operational experience from the United States, United 
Kingdom, Australia, and Canada. These SMEs took turns to serve as the AIM Operator, 
directly tasking simulated assets in a single littoral scenario use case. In addition, the 
evaluation team collected extensive data on overall mission and task effectiveness, 
workload, SA, trust, system usability, and Human Autonomy Teaming (HAT) 
performance. After each hour-long trial, the evaluation team discussed findings and 
observations in consultation with the SME operator during a facilitated de-briefing 
session. 
 
From the SME feedback, APWE was reported to be a significant factor behind the 
success of the AIM system insofar as it provided excellent visibility of the current status 
of weapon engagements and, most importantly, trapped operator errors during active 
engagements by ensuring that the necessary planning and permissions were obtained 
before weapon release.  
 
Conclusions and Next Steps 
 
The feedback from SMEs at the AW2018 clearly indicated that there is a desire for 
operators to retain some level of authority over autonomous team members. APWE 
appears to be an intuitive, effective and, most critically, scalable way of supporting this 
relationship both now and in the future. 
 
AW2018 provided Canada with a tremendous opportunity to both demonstrate APWE 
capability to a wider international audience, and to leverage the live and simulation 
aspects of the exercise to evaluate the usability and utility of APWE for supporting both 
lethal and non-lethal engagements. Although extremely gratifying to the project team, it 
must be noted that these successes are a result of the extensive involvement of SMEs 
from the RCAF during concept identification, development and refinement, as part of the 
HF analysis efforts. 
 
If and when future funds become available to continue development of the APWE, it is 
recommended that the following lines of enquiry are followed: 
 

1. Extend APWE concept to support Tasking Authority. The current version of the 
APWE concept is targeted at the level of UAS crew. However, the same concept 
could also be readily applied to support the Tasking Authority obtain permission 
to engage a target from direct superiors within their chain of command, as well as 
politicians or legal advisors. In addition, the APWE concept could be extended to 
represent the status of engagements using multiple UAS assets.  

2. Extend APWE to other applications. At its most basic level, APWE fulfils the role 
of representing the logic and status of a series of steps that must be 
accomplished successfully in order to achieve an end goal or state. Feedback 
received SMEs at AW2018 suggested that APWE could be extended to support 
medical decision making or emergency management coordination roles. It is 
therefore recommended that a DRDC working group be formed to identify other 
applications and use cases for APWE within the Department of Defence and 
other government departments (e.g., Transport Canada – application to train or 
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aircraft traffic control, Canadian Space Agency – application to mission 
management and control, Elections Canada – application to monitoring of 
election polling and reporting).   
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1. INTRODUCTION 
 
This work was conducted under Task 39 ‘Support for Authority Pathway Integration and 
TTCP Joint Trial’ for Defence Research and Development Canada’s (DRDC) Centre for 
Security Science by Calian, C3 Human Factors Consulting and Simfront Simulation 
Systems as part of the larger Canadian Safety and Security Program (CSSP) Exercise 
Task Authorisation Contract (TAC; Contract #: W7714-135779). 
 
The definition and design of the Authority Pathway was based on Human Factors 
Engineering (HFE) processes. HFE is a collection of data and principles about human 
characteristics, capabilities, and limitations in relation to machines, jobs, and 
environments [31]. Its main tenet is to support the ‘user-centered design’ (UCD) of 
machines, machine systems, work methods, and environments to take into account the 
safety, comfort, and productiveness of human users and operators. 
  
1.1 Background 
 
The term Unmanned Aircraft System (UAS), also known as Unmanned Aerial Vehicle 
(UAV) or Remotely Piloted Aircraft (RPA), describes an airborne vehicle without any pilot 
onboard which operates remotely or autonomously. UASs are typically equipped with a 
variety of payloads and sensors to detect items of interest in all-weather operations, and 
are able to assist in a range of missions such as persistent surveillance, search and 
rescue, and combat operations (either indirectly as a ‘third-party’ targeting platform or 
directly as a weapon-delivery platform) [6]. 
 
UASs such as the Royal Canadian Air Force’s (RCAF) CU-170 Heron, which saw 
service during Operation Archer and beyond (Afghanistan, 2006-2011), offer the ability 
to remain airborne significantly longer than current strategic surveillance platforms. The 
use of UASs also reduce the risk to RCAF personnel by operating the aircraft from a 
distance and within a lower threat environment and also aid in identifying potential 
threats to Canadian Armed Forces (CAF) personnel in an area of operations. 
  
The origins of UASs can be traced back to 1818 when the French scientist Charles 
Rozier manufactured an unmanned balloon that could fire rockets. More recently, UASs 
were used in surveillance and reconnaissance roles in Lebanon, the Gulf, Kosovo and 
Bosnia, as well as more recently as a weapon delivery platform in Afghanistan and Iraq. 
The UAS has now become a prominent capability of many military forces in the United 
States, Europe, Middle East and Asia [6].  
 
1.1.1 Current UAS Crew Concept 
 
Current UASs used in Medium Altitude Long Endurance (MALE) operations involve a 
Launch and Recovery (LR) crew (of one to three persons), a mission crew (of two to five 
persons; for an example, see Figure 1), personnel using the imagery data captured from 
the UAS onboard sensors (e.g., forward ground troops or intelligence analysts), and 
possibly others, including lawyers and politicians [6]. 
 
The RCAF, as part of the Joint Unmanned Surveillance and Target Acquisition System 
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(JUSTAS) UAS procurement1, envisages a UAS mission crew comprising four separate 
but highly-integrated roles: an Air Vehicle Operator (AVO) responsible for aircraft 
including all aspects of flight control, navigation, weapon engagement planning and 
weapon release; a Payload Operator (PO) responsible for controlling the on-board 
sensor suite (including optical, infra-red, and synthetic aperture radar sensors), an 
Image Analyst(s) (IMA) responsible for processing, exploiting and disseminating video 
imagery captured by the PO, and an Electronic Warfare Analyst(s) (EW-A) responsible 
for processing, exploiting and disseminating electronic-based intelligence (e.g., radio 
and cell phone transmissions) intercepted by onboard sensors [6].  
 

 
 

Figure 1: Example of current UAS crew concept (Predator B Ground Control Station) 

 
In all aspects of operating the UAS, there are few system automations, other than 
automated flight controls, for station-keeping and flying between pre-configured route 
waypoints. As such, current UAS platforms require extensive human involvement to 
accomplish mission goals. Successful operations also require significant collaboration 
between the UAS crew, and their ‘tasking authority’ (TA) and stakeholders (e.g., 
information consumers such as ground troops relying on intelligence reports in their 
area). Furthermore, since a single UAS mission can last for over 24 hours missions often 
involve one or more shift changes of the entire mission crew [6]. 
 
Thus, there is a significant amount of human-human and human-vehicle interaction 
involved in UAS operations. Much of this collaboration is done between geographically 
                                                
1 In late 2017, the project’s name was changed to Remotely Piloted Aircraft Systems (RPAS) 
project. This change is consistent with recent changes in the lexicon and classification systems of 
Canada’s allies, and is a more accurate reflection of how the systems are operated. 
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distributed people; the mission crew may be in Canada while the LR crew and 
information consumers may be overseas in the operational area.  
 
1.1.2 Future UAS Crew Concept 
 
Advances in Artificial Intelligence (AI) technologies will continue to produce even more 
autonomous UASs that will perceive, decide and act independently outside of human 
control. As the level of UAS autonomy increases through the use of AI, greater numbers 
of UASs can be controlled by fewer numbers of operators [41].  
 
Increases in the autonomy of UAS will inevitably lead to the evolution of its crew; both in 
terms of their organisation and number. In current UAS missions, it is usual to have 
multiple operators responsible for a single UAS platform; however, future UAS missions 
are expected to have single operators in control of multiple UAS platforms [41] (see 
Figure 2).  
 

 

Figure 2: Example of future UAS crew concept (Allied Impact (AIM) Control Station [5]) 

 
One significant drawback to the implementation of higher levels of autonomy to the 
command and control (C2) of UASs is the possibility that the lack of transparency into 
the behaviour of the UASs could lead to inappropriate levels of operator trust (e.g., 
complacency or lack of trust) and losses of operator situation awareness (SA), leading to 
erroneous outcomes. As such, potential negative outcomes of increasing autonomy 
present designers of technology, as well as the encompassing organisational structures, 
with a challenge – how to design reliable and trustworthy autonomous UAS that reduce 
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operator workload, but also keep SA sufficiently high so that they can recognize and 
intervene as changing mission events require [6].  
 
The effectiveness of autonomous UAS systems will therefore depend on their ability to 
explain their decisions and actions to the human operator. Future war-fighting 
capabilities will need to demand that autonomous UASs can also provide high levels of 
transparency into their functioning and performance to the operator against mission 
goals so that future UAS operators are able to understand and trust them, and in doing 
so, work as a highly effective team [6]. 
 
1.1.3 Summary 
 
UASs are ubiquitous in military land, sea and air operations throughout the world. Given 
that current UASs require human control to varying degrees and require several 
operators to be fully operational, there is a need to design systems such that the current 
many-to-one ratio of operators to vehicles can be inverted [41]. However, increasing 
system autonomy can also introduce negative consequences; decreased operator SA 
and trust [6]. 
 
Past experience in manned aircraft cockpits has shown us that having systems with 
automated behaviors introduces its own set of problems, including over-reliance on the 
automated systems, potential SA degradations, and possible loss of skills to perform the 
tasks manually when automation fails [39].  
 
The goal of the work presented in this document is to avoid these pitfalls when 
introducing higher levels of autonomy to UAS platforms relating; particularly for those 
platforms capable of engaging targets with lethal (i.e., kinetic) or non-lethal munitions. 
The remainder of this section will introduce the APWE concept in the context of 
Intelligent Adaptive Systems. 
 
1.2 Intelligent Adaptive Systems 
 
Intelligent Adaptive Systems (IASs) have been proposed to overcome over-reliance, SA 
degradations, and loss of skills when using automated systems. The need to assist the 
operator in a flexible fashion has fostered the development of automation and user 
interfaces capable of adapting in real-time to the environment and operator. 
Technological advances in AI and operator state and behavioural monitoring allow these 
systems to intelligently and dynamically adapt to the capabilities, limitations, needs, and 
demands of the operator within the context of their task goals [32]. 
 
Unlike conventional automation systems that rely on discrete control centers, 
IASs are fully integrated, intelligent systems that can adopt agent-like properties which 
are authorised to act on behalf of the operator (i.e., act autonomously). This is an 
important facet of autonomy – unlike conventional automation in which the human 
operator delegates a task to the machine to perform, autonomy is the degree of to which 
the machine has freedom to determine how a task should be performed. A well-designed 
IAS should therefore enable the system to [22]: 
 

• Respond intelligently to operator commands and provide pertinent information to 
operator requests; 
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• Provide knowledge-based state assessments; 

 
• Provide execution assistance when authorised; 

 
• Engage in dialogue with the operator either explicitly or implicitly, at a conceptual 

level of communication and understanding; 
 

• Provide the operator with a more usable and non-intrusive user interface by 
managing the presentation of information in a manner that is appropriate to 
mission content; and, 
 

• Provide support for the basic functions of assessment: planning, coordinating, 
and acting. These functions can range from proposing a solution for the operator, 
to proposing, selecting, and executing the solution for the operator.  

 
1.3 Authority Pathway for Weapon Engagement 
 
The APWE is an IAS which will assist RCAF UAS crews in following the proper Rules of 
Engagement (ROEs), Law of Armed Conflict (LOAC), and Standard Operating 
Procedures (SOPs) when engaging a target with lethal (i.e., kinetic) or non-lethal 
weapons. It is being designed and implemented with the goal of supporting current and 
future HFE experiments for the RCAF for UAS operations involving multiple UASs 
[10][12]. To enhance RCAF capabilities during UAS operations, DRDC Toronto has the 
mandate to build up research capabilities, conduct and guide research and 
development, and provide recommendations on the use of agent-based technologies for 
achieving optimal operational effectiveness. 
 
Emerging AI technologies provide opportunities for introducing agent-based aids in 
different forms throughout a range of UAS-related applications. Autonomous Agents are 
logical entities that can be used to produce a specific behavior or event based on pre-
determined input conditions and internal reasoning. Agents can be used for a number of 
purposes, including: notifications and warnings, making recommendations, tasking or 
delegating tasks to other agents, reporting, and information processing.  
 
The APWE distributed software application described in this report includes the 
integration of an agent framework that was used to develop a family of Autonomous 
Agents that can be utilized in the future to assist UAS crews in following operational 
procedures while performing critical tasks and processes, such as UAS weapons 
engagement authorization. In order to validate architectural and design choices and to 
mitigate risk concerning the suitability of various software components, the work 
reported on in this document includes building a development environment and 
prototype application. This prototype allows for performing demonstrations and Human 
in the Loop (HITL) evaluations of the APWE application and serves as the basis for 
future development.  
 
The APWE application’s main functionality is to assist the UAS crew during the process 
of target acquisition and weapon engagement planning. The main features are: 
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• Support single operator or crew’s SA concerning status of the various required 
steps throughout the target acquisition and weapon engagement activity; 

 
• Provide timely feedback and detailed information to the single operator or crew 

concerning the reason for which a specific step or request has not been 
successfully completed; and, 

 
• Facilitate the single operator or crews’ decision-making processes through the 

introduction of intelligent automation aids. 
 

The APWE Graphical User Interface (GUI) was designed so that the decision support, 
automation, and GUI configuration itself can dynamically adapt in reaction to external 
events. The software agents monitor the state of the UAS, its environment, and any 
other pertinent data received by UAS systems in order to autonomously adapt the 
APWE GUI. The adaptive APWE GUI will be used by the UAS crew to identify 
requirements, procedures, and clearances for legally using UAS weapons to strike a 
target. 
 
1.4 Related Work 
 
The work presented in this report is based on several studies conducted under the 
auspices of five contracts awarded by DRDC Toronto. All five contracts supported the 
development and/or evaluation of the APWE concept to varying degrees; from the 
identification of the need to support UAS operators during target acquisition and weapon 
engagement planning, to the development, implementation and evaluation of the 
software application. Specifically: 
 

1. Human Technology Interaction (HTI) TAC (Contract #: W7719-145238/001/TOR; 
December 2013 – March 2017);  
 

2. Testbed for Integrated GCS Experimentation and Rehearsal (TIGER) Integration 
Plan project (Contract #: W7719-4501355409; October 2015 – March 2016); 
 

3. Support for Autonomous Agent-Based UAS Operations project (Contract #: 
W7714-4501465640; August 2016 – January 2017);  
 

4. Centre for Operational Research and Analysis (CORA) Task 28: Authority 
Pathway Development (Contract #: W7714-156105; January 2017 – December 
2017); and, 
 

5.  CSSP Exercise Task 39: Authority Pathway Development and Evaluation 
(Contract #: W7714-135779; June 2018 – March 2019). 

 
1.4.1 Human Technology Interaction TAC 
 
The HTI TAC was awarded in December 2013 and comprised eleven separate tasks in 
support of the JUSTAS project. The HTI TAC was concluded in March 2017. 
 
The objective of the HTI TAC was to support the RCAF to establish UAS cells at the 
Squadron level as part of the JUSTAS procurement project. In order to explore this 
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concept further and develop recommendations for Ground Control Station (GCS) 
technologies, there was a requirement for the RCAF to conduct an analysis of the 
activities of these future UAS GCS operators. As part of this work, the need for the 
APWE was identified and then developed further over the course of the TAC.  
 
The following tasks concerned the development and/or evaluation of APWE: 
 

• Task 1: UAS Operator Information Flow and Cognitive Task Analyses (CTA) [6]. 
This task using suitable Subject Matter Experts (SMEs) derived information 
requirements and critical decisions for a UAS crew, including both UAS operators 
and intelligence analysts. From this analysis, Human-Machine Interface (HMI) 
requirements were identified to support the development of several UAS GCS 
design concepts, including APWE. 
 

• Task 5: Development of a Road-Map for Human-Technology Interaction 
Research [41]. This work sequenced and integrated the first eight HTI tasks into 
a research and development road-map to guide the second and third years of the 
HTI project (and beyond). 
 

• Task 6: Development of an Anticipatory Competency Analysis for JUSTAS [9]. 
This work developed a list of competencies required of the GCS crew for the 
UAS system derived from the Training Needs Analysis conducted under Task 3 
of the HTI project. These competencies included those relating to weapon 
engagement planning and formed the basis of APWE.  
 

• Task 7: UAS Operator Task Analysis Refinement and Performance Modeling [7]. 
This work conducted an error analysis using the Systematic Human Error 
Reduction and Prediction Approach (SHERPA) methodology to support future 
tasks conducted within the HTI project, including the development of APWE. 
 

• Task 8: UAS Ground Control Station Human Machine Interface and Workspace 
Refinement and HFE Trial Support [8]. This task produced a UAS GCS 
experimental evaluation protocol and reported on the analysis of collected data 
during an experimental trial conducted using the TIGER platform at the Air Force 
Research Laboratory (AFRL). The results of this trial indicated the need for a tool 
to support the crew in conducting weapon engagements, leading to some initial 
high-level concepts for the APWE based on Subject Matter Expert (SME) 
feedback. 
 

• Task 9: Task Network Modeling to Support Intelligent Adaptive System 
Integration within UAS GCS [11]. This task scoped the requirements for the 
APWE concept through the identification of UAS operator task requirements, 
triggering conditions, and the potential functionality and capability of IAS 
technologies to provide operator support. 
 

• Task 10: Human Factors Support to Evaluation of Ground Control Station 
Workspace Options [10]. This task defined in detail a UAS Crew Concept to 
support: (i) the Crew Commander (CC)’s leadership of the crew to maximise their 
effectiveness; (ii) the CC conduct weapon engagements within the confines of 
the ROEs in effect and the LOAC; and (iii) the crew’s shared awareness during 
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weapon engagements. The analysis and design work for the APWE concept 
described in this document directly supports all three pillars of the UAS crew 
concept. 
 

1.4.2 TIGER Integration Plan project 
 
The TIGER Integration Plan project was awarded in October 2015 which comprised a 
detailed review of the TIGER architecture, including an analysis of interoperability and 
functional requirements for the evolution of TIGER [30]. The objectives of this study were 
two-fold:  to establish a set of requirements based on the review of the existing 
documentation and  develop a high-level integration plan for the implementation of these 
and other functional requirements, including APWE, as defined in the HTI development 
road-map. The project was concluded in March 2016. 
 
1.4.3 Support for Autonomous Agent-Based UAS Operations project 
 
The Support for Autonomous Agent-Based UAS Operations project was awarded in 
August 2016 and developed the system architecture for APWE [29]. This architecture 
included the integration of an agent framework that will be used, in the future, to develop 
a family of Autonomous Agents that can be utilized in the future to assist UAS operators 
in following operational procedures while performing the critical tasks and processes 
supporting UAS weapons engagement. The project was concluded in January 2017. 
 
1.4.4 CORA Task 28: Authority Pathway Development  
 
The Authority Pathway Development project (CORA Task 28) was awarded in January 
2017 and comprised two tasks to support the development of APWE [5]. The objective of 
the first task was to support the development and documentation of the APWE concept 
and subsequent detailed design by identifying system requirements for UAS crews 
conducting target engagements. System requirements included user interface 
requirements, decision support requirements and automation requirements.  
The objectives of the second task were to design and document the APWE application, 
and then implement this functionality as a stand-alone prototype consisting of a number 
of key components, including the GUI, message broker, data storage, intelligent 
software agents. This task also involved the integration of third-party systems. The 
project was concluded in December 2017. 
 
1.4.5 CSSP Exercise Task 39: Authority Pathway Prototype Refinement 
and Concept Assessment  
 
The Authority Pathway Development and Evaluation project (CSSP Exercise Task 39) 
was awarded in June 2018 and comprised two tasks to complete the implementation of 
APWE ready for its evaluation by SMEs at The Technical Cooperation Program (TTCP) 
Autonomy Strategic Challenge (ASC) live-event held at Jervis Bay, Australia in 
November 2018 – Autonomous Warrior 2018 (AW2018). The project was concluded in 
March 2019 and represents the completion of APWE development for the foreseeable 
future.  
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1.5 Purpose 
 
The objective of this report is to summarise the work conducted to date on the 
development and software implementation of the APWE concept to support UAS crew 
operations; culminating in its evaluation at the TTCP AW2018 live-event held at Jervis 
Bay, Australia in November 2018. 
  
The work presented in this document therefore represents a high-level description of the 
Concept Development and Evaluation (CD&E) activities undertaken over the course of 
five years and five separate contracts to develop, implement, and evaluate the APWE 
concept.  
 
The terms related to the CD&E are based on references [1][20][37][51] and are defined 
in the glossary, Annex D.  
 
1.6 Document Structure 
 
The document is structured as follows: 
 

• Section 1 – Introduction. This section provides an overview of work conducted to 
support the development and implementation of APWE and the scope of purpose 
of the work presented in this document. 
 

• Section 2 – Concept Development: Authority Pathway. This section presents a 
summary of the work conducted by the project team to identify the need for 
APWE and describes the preliminary design concepts. 
 

• Section 3 – Concept Implementation: Authority Pathway Prototype Definition. 
This section presents the work undertaken to systematically and logically define 
and design the APWE prototype in order to support software development 
activities. 
 

• Section 4 – Concept Implementation: Authority Pathway Prototype Architecture 
and Design. This section describes the high-level architecture for the two APWE 
prototype versions that were created to support DRDC Toronto’s twin research 
activities. 
 

• Section 5 – Concept Evaluation: Authority Pathway assessment at AW2018. This 
section describes the methodology and results of a HF study evaluating the utility 
and usability of APWE. 
 

• Section 6 – Conclusions. This section provides the final conclusions of the study, 
as well as recommendations for next steps. 
 

• Annex A – APWE Support Requirements. This annex presents the results of the 
HF activities that served as inputs to the requirements engineering activities for 
the APWE. 
 

• Annex B – AIM / TIGER APWE GUI Detailed Design. This annex presents 
detailed descriptions of two GUI designs developed for APWE. 
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• Annex C – AIM APWE Implementation and Integration. This annex presents the 

extensions to the TIGER APWE prototype developed previously in support of the 
AW2018 experimentation activities. 
 

• Annex D – Glossary. This annex presents a glossary of terms used in this report 
to describe concept development and evaluation activities. 
 

• Annex E – Results of APWE Evaluation. This annex presents a summary of the 
results from questionnaires and de-briefing sessions conducted during AW2018.  
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2. CONCEPT DEVELOPMENT: AUTHORITY PATHWAY  
 
The motivation for APWE arose from the findings from the second HF HITL trial 
conducted at the AFRL using TIGER held during January 2015 [8]. Based on the 
findings from this trial, the APWE concept was identified, together with a UAS Crew 
Concept, to support the UAS crew through the required steps and permissions needed 
to conduct a lawful and successful engagement of a target following a Positive 
Identification (PID). Further analysis was conducted to explore the APWE and UAS 
Crew Concept further; including an error analysis [7] and a training needs analysis [9]. 
Based on this body of work, the APWE concept was expanded upon through a series of 
concept sketches and SME feedback. 
 
The following section of the report presents the background for the APWE in terms of 
current RCAF doctrine regarding target engagement, as well as the pertinent laws and 
conventions governing it.  
 
The Concept Development Process (CDP) that was employed was comprised of the 
following phases: concept discovery, concept definition, concept refinement, and 
concept assessment. In the case of the APWE, the CDP also involved the development 
of a series of functional prototypes of varying levels of maturity and complexity. As with 
many CD&E projects, the APWE prototype development was a major focus and was 
comprised of two phases: prototype refinement and prototype validation. During the 
iterative CDP, a series of increasingly complex and robust prototypes were used to 
perform concept refinement and concept assessment, based on feedback from suitable 
SMEs, in order to identify gaps and redundancies and to evaluate the robustness and 
suitability of the concept. The feedback from the SMEs served as inputs to the prototype 
development process. 
 
2.1 Concept Discovery: Understanding the Need  
 
Targeting is the process of analysing an adversary’s critical vulnerabilities, and matching 
appropriate responses to achieve desired effects, within the constraints and 
requirements of applicable LOAC such as applicable ROEs, Hague and Geneva 
Convention articles, and National Defence Act. The purpose of the LOAC is to regulate 
the conduct of hostilities and to protect the victims of armed conflict. In doing so, the 
LOAC safeguards the fundamental human rights of persons who fall into the hands of an 
enemy, namely, prisoners of war, the wounded and sick, and civilians [19]. 
 
The following sections provide an overview of the CAF targeting process with a focus on 
its execution in theatre as well as involvement of a UAS [4]. The high-level joint targeting 
process is well articulated in Canadian Forces Joint Publication (CFJP) 3-9 – Targeting 
[14], which provides the foundation for the design, development, and implementation of 
SOPs articulating more details pertaining to the execution of these processes. For 
completeness, the following sections summarize the CAF joint targeting cycle (JTC) for 
both deliberate and dynamic targeting.  
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2.1.1 Deliberate Targeting 
 
In accordance with CFJP 3-9 [14] as well as North Atlantic Treaty Organization (NATO) 
doctrine [37], the JTC provides a standard repeatable framework to conduct deliberate 
targeting activities. The JTC consists of six phases as illustrated in Figure 3.  

 
Figure 3: CAF Joint Targeting Cycle – Deliberate Targeting (modified from [14][37]) 

 
The six steps of the Deliberate Targeting cycle are the following: 
 

1. End-State and Commander’s Objectives, Guidance, and Intent. National-level 
guidance informs a set of outcomes relevant to the operational mission, which 
dictates the courses of action. 
  

2. Target Development and Prioritization. Target development is the systematic 
examination of potential targets to determine the type and duration of action that 
must be exerted on each one to create desired effects that achieve the 
commander’s objectives. This includes target system analysis, entity-level target 
development, and target list management. Target vetting verifies the fidelity of 
the intelligence and analysis used to develop the target(s). Target validation 
determines whether a target remains a viable element of a target system and 
whether it complies with the LOAC and the ROE. Once targets are developed, 
vetted, and validated, they are nominated for approval and action in a given time 
period. 

 
3. Capabilities Analysis. Capabilities against targets’ critical elements are evaluated 
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to determine options available to the commander for target engagement and 
achievement of the desired effects. This includes target vulnerability analysis, 
capability assignment, feasibility assessment, and effects estimate. In turn, 
outputs inform the commander’s estimate within the joint planning and execution 
system. 
 

4. Commander’s Decision and Force Allocation. Approval from the appropriate 
authority is granted for target engagement. Tasking orders are created which 
provide amplifying information for detailed component and unit-level planning. 
 

5. Mission Planning and Force Execution. Tasked units perform execution planning 
and their respective missions based on tasking orders. 
 

6. Targeting Assessment. The effectiveness of the JTC phases are assessed to 
assist the commander and staff with determining if the JTC has resulted in 
progress toward accomplishing a task, creating an effect, or achieving an 
objective. This phase feeds development of future strategy, guidance, and 
adaptation to the adversary’s actions.  
 

2.1.2 Dynamic Targeting 
 
Dynamic targeting supports the prosecution of targets of opportunity (unplanned or 
unanticipated). These targets have been identified too late, or not selected for action in 
time, to be included in deliberate targeting and must be prosecuted on a compressed 
timeline. While conducted almost exclusively in Step 5 of the deliberate targeting 
process (Figure 4), the planning activities conducted during Steps 1 through 4 of the 
targeting process support dynamic targeting. The seven steps of the Dynamic Targeting 
cycle are the following: 
 

1. Find. This step involves Intelligence, Surveillance, and Reconnaissance (ISR) 
detection of an emerging target fitting within either the unplanned or the 
unanticipated dynamic targeting types. Emerging targets usually require further 
ISR and analyses to develop and confirm their status in order to inform follow-on 
actions (e.g., continue dynamic targeting process, discard emerging target). The 
result is a probable target nominated for further investigation and development in 
the fix step.  
 

2. Fix. An emerging target is positively identified as worthy of engagement and its 
position and other relevant data is determined with sufficient fidelity to permit 
engagement. An estimation of the target’s window of vulnerability frames the 
urgency required for prosecution.  
 

3. Track. A confirmed target’s position and track is monitored, before the target 
status is confirmed. Sensors are coordinated to maintain SA, identification, and 
track continuity of targets. Windows of vulnerability should also be identified and 
updated accordingly. 

 
4. Target. This decision-making process uses available information to produce an 

engagement recommendation for approval by the commander. Restrictions and 
de-confliction issues are also resolved. Guidance on the conditions for 
prosecution and the effects required is used in the assessment.  
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5. Engage. Engagement of the target is ordered and transmitted to the relevant 
force element conducting the engagement. The engagement is monitored and 
managed by the engaging force element/component. 
 

6. Assess. ISR assets collect information about the engagement to determine 
whether desired effects and objectives were achieved.  

 
Figure 4: CAF Joint Targeting Cycle – Dynamic Targeting (modified from [14][37]) 

 
 
2.1.3 Combat Damage Estimation 
 
During target development, collateral damage concerns are identified. During advanced 
target development, the actual Collateral Damage Estimation (CDE) is performed2 [5]. 
However, in many instances, targets evolve in environments for which incomplete 
knowledge is available concerning either unique cultural behaviours of a specific region 
or culture or missing transient information concerning the exact location of mobile targets 
and/or civilians and non-combatants. Therefore, UAS crews perform a CDE prior to 
target engagement. It is not the intent of the APWE to replace the CDE performed during 
advanced target development, but rather to provide indications and timely notifications 
regarding new information, intelligence or other changes that may impact the CDE. For 
instance, the No-Strike List (NSL) is available during target development and during 

                                                
2 The information in this section draws upon US Air Force and multi-service methodologies, 
training manuals, doctrine, and standards in the areas of target development and target 
engagement [15][16][17] 
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target engagement. Facilities and buildings on the NSL may change in status during a 
mission and this information needs to be communicated to the UAS crew. Intelligence 
(INTEL) reports may also be made available during the target engagement process. 
 
In addition, during mission execution unanticipated targets may be identified. This results 
in a dynamic target engagement scenario involving a High Value Target (HVT) or a Time 
Sensitive Targeting (TST) that may require an immediate response. These cases require 
an in-situ CDE by the UAS crew. 
 
The five basic questions that the CDE activity must answer are as follows [5]: 
 

1. Can I PID the object I want to affect?  
 

2. Are there protected or collateral objects, civilian or non-combatant personnel, 
involuntary human shields, or significant environmental concerns within the 
effects range of the weapon I would like to use to attack the target? 
 

3. Can I mitigate damage to those collateral concerns by attacking the target with a 
different weapon or with a different method of engagement, yet still accomplish 
the mission? 
 

4. If not, how many civilians and non-combatants do I think will be injured or killed 
by the attack? 
 

5. Are the collateral effects of my attack excessive in relation to the expected 
military advantage gained and do I need to elevate this decision to the next level 
of command to attack the target based on the ROE in effect? 

 
In addition, a determination must be made such that a determination is made that actual 
target is a lawful military objective, as per the LOAC, taking into account the target’s 
nature, location, purpose and use. This translates into the following responsibilities for all 
commanders, observers, air battle managers, weapons directors, attack controllers, 
weapon system operators, intelligence analysts and targeting personnel [15]: 
 

1. Establish PID and to accurately locate targets consistent with current military 
objectives and mission specific ROE; 
  

2. PID is defined as the reasonable certainty that a functionally and geospatially 
defined object of attack is a legitimate military target in accordance with the Law 
of War and applicable ROE;  
 

3. Identify potential collateral concerns prior to munitions release and target 
engagement (provide function and geospatial delimitations if able); and 
 

4. Apply the CDE Methodology (CDM) with due diligence to mission objectives, 
force protection, and collateral damage.” 

 
The CDM defines a Collateral Effect Radius (CER) for each weapon and applied to the 
aim-point, (i.e. the projected point of impact). The surface within the area defined by 
applying the CER around the aim-point is referred to as the Collateral Hazard Area 
(CHA). Depending on the weapon type, in addition to fragmentation hazards, there may 
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be Chemical, Biological or Radiation (CBR) plume hazards or environment hazards.  
 
With relation to the APWE concept, in addition to confirming that no collateral concerns 
are exposed to any hazards, it is necessary to confirm that  PID has been achieved, the 
facility being targeted has a well-defined boundary, and  the target engagement is 
authorized under the current, applicable ROE. 
 
The CDM is generally applied in the context of target development with the objective of 
generating mission tasks. This leads to the clearly stated responsibilities for [15]: 
 

“A commander (or the strike approval authority) must be informed, either on a 
CDE graphical aid or verbally, of the assumptions, errors, and uncertainties 
accompanying the mitigation techniques employed, including the sources and 
fidelity of the supporting information.”  

 
It also implies the need to account for possible collateral damage using other means: 
  

“The CDM does not account for unknown transient civilian or non-combatant 
personnel and/or equipment in the vicinity of a target area. This includes cars 
passing on roads, people walking down the street, or other non-combatant 
entities whose presence in the target area cannot be predicted to reasonable 
certainty within the capabilities and limitations of intelligence collection means. It 
is an inherent responsibility for commanders, at all levels, to employ due 
diligence to identify assemblies of civilian or non-combatant personnel and/or 
property in the target area and de-conflict target engagements when possible.” 

 
Specifically,  there is a requirement for APWE to assist the UAS crew to perform in situ 
CDE assessments prior to target engagement. 
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2.1.4 Summary  
 
The previous sections provide an overview of the execution of the JTC from the 
perspective of the Joint Task Force (JTF) headquarters (HQ). From the UAS 
perspective, the interactions and activities for each phase of the JTC are illustrated in 
Figure 5. These interactions provide a framework for the design and implementation of 
the APWE as the UAS targeting activities are performed within the JTC context under 
the C2 of the JTF HQ. 

 
Figure 5: UAS Activities within JTC Framework (modified from [14][37]) 

 
At the current time, the Tactics, Techniques and Procedures (TTPs) for Canadian UAS 
operations were not easily accessible to the project team due to their classification. 
However, for the purposes of supporting HFE research and development activities within 
TIGER pertaining to UAS crews performing dynamic targeting on time-sensitive targets 
(e.g., crew concept, workspace layout, IAS technologies), our review of Canadian and 
Allied doctrinal publications pertaining to targeting has validated the original APWE 
concepts described in previous HTI project reports [11][10]. More precisely, the logical 
flow of activities of the APWE map directly to the Find-Fix-Track-Target-Engage-Assess 
sequence of activities (i.e., dynamic targeting) outlined in the Canadian and NATO 
targeting doctrine [14][37]. Moving forward, and as UAS TTPs are developed through 
doctrine, future work should continue to validate the developing APWE requirements and 
detailed design to ensure doctrinal consistency.  
 
2.2 Concept Definition: The Authority Pathway Concept 
 
The APWE concept, together with a more general JUSTAS UAS Crew Concept to 
support future UAS operations by the RCAF, was identified from the following project 
tasks undertaken in parallel as part of the HTI TAC: 
 

1. Task 8: UAS Ground Control Station HMI and Workspace Refinement and HFE 
Trial Support [8]. This task produced a UAS GCS experimental evaluation 
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protocol and reported on the analysis of collected data during the second 
experimental trial conducted using the TIGER platform at AFRL. 
 

2. Task 7: UAS Operator Task Analysis Refinement and Performance Modeling [7]. 
This task conducted an Error Analysis using the SHERPA methodology to 
support future tasks conducted within the HTI project, as well as the identification 
of UAS GCS requirements for JUSTAS project. 

 
A summary of both tasks is presented in the following sections. 
 
2.2.1 TIGER Trial #2 Evaluation 
 
The second of three TIGER trials comprised a structured, HITL simulation-based 
evaluation held on 26th – 29th January 2015 at AFRL’s facilities in Dayton, Ohio [8]. The 
RCAF participants, acting as one of two UAS crews, completed a series of critical tasks 
within a simulated mission that was representative of future JUSTAS missions and 
operational environments. 
 
The participants’ background in the RCAF was with the Heron UAS as part of the 
Canadian Heron UAS Detachment (CHUD), with additional experience from manned 
platforms such as the CP-140 Maritime Patrol Aircraft and from ground-based analysis 
roles. All participants had relevant experience in UAS operations and had at least one 
year of experience with UAS-related roles in operational contexts.  
 
A mission scenario (“Objective Titan”) was developed to provide a framework for the 
evaluation of TIGER. The objective was to create a plausible and realistic sequence of 
events (i.e., vignettes) to drive the content and behaviour of the TIGER HMI in a realistic 
manner. The evaluation mission scenario took place in Djibouti where Signals 
Intelligence (SIGINT) and Human Intelligence (HUMINT) sources confirm the massing of 
insurgent forces threatening the Canadian Consulate. This radical group of insurgents is 
believed to be coordinating the pending attack from a residential area located near the 
consulate. The Commander’s Intent is to protect the consulate and collect intelligence to 
validate the threat. If necessary, a ground-based force will deploy from an American 
warship by small boats and convoy in three armoured vehicles to kill or capture the 
insurgent leader (Objective Titan) if located and identified by the UAS crew. In summary, 
the mission scenario was developed within the context of an Intelligence, Surveillance, 
Target Acquisition and Reconnaissance (ISTAR) environment whereby multiple ground 
contacts need to be identified, targeted, and engaged. 
 
The evaluation used several measures to ascertain the HMI’s impact on operator task 
accomplishment, workload, SA, and trust in the system. Operator performance was 
assessed by a RCAF SME observer familiar with both UAS operations and observation-
based evaluations of crew performance. The observation-based evaluations were 
designed to rate the participants’ behaviours in response to predetermined scenario 
events. In addition to performance-based markers relating to specific individual or crew 
reactions to specific scenario events and entities, a number of generic teamwork-based 
markers were developed to evaluate the effectiveness of essential teamwork-oriented 
processes (e.g., monitoring, coordination, communication) within the UAS crew and 
throughout the mission.  
 
In terms of operator performance rated by the RCAF SME observer, both crews 
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performed reasonably well across nearly all aspects of the mission; the weakest being 
the positioning of the UAS to optimise weapon performance and the timeliness of 
providing a targeting solution to ground forces. In addition, crews were rated as 
performing relatively poorly on many of the generic teamwork items; which would have 
likely reduced the crew’s effectiveness across all aspects of the mission. To address this 
issue, the SME observer recommended that specific training relating to UAS doctrine 
and TTPs within a UAS Crew Concept be developed to improve UAS crew’s 
coordination and the AVO’s awareness of the status of the necessary permissions 
required to engage a target.  
 
2.2.2 Error Analysis 
 
Based on a CTA conducted at the commencement of the HTI TAC [6], an error analysis 
of UAS operations was conducted using RCAF SMEs with suitable experience of the 
UAS crew roles [7]. The SHERPA methodology was used to identify potential errors 
associated with human activity using a combination of task analysis and error taxonomy 
(i.e., action, retrieval, check, selection and information communication errors) [23]. Using 
a task analysis-based approach allows SHERPA to be able to both identify potential 
errors with an existing system design, but also to guide future design considerations 
[46]. As such, SHERPA was a good choice for conducting an Error Analysis of future 
UAS operators. 
 
The error analysis identified the need to improve UAS crew’s coordination, as well as the 
AVO’s awareness of the status of the necessary permissions required to engage a 
target. In particular, errors relating to friendly fire or collateral damage when firing in 
response to Troops In Contact (TIC) or PID were identified. 
 
Based on these findings, it was proposed that a concept be explored whereby the steps 
for firing a weapon are visualised and the confirmation for each step presented (e.g., 
confirmation to engage given electronically by the TA, weapon selected and ready, and 
so on). Critically, the system will not be able to fire unless the necessary confirmations 
are in place. From this recommendation, the concept on an ‘Authority Pathway’ 
emerged; a concept based on a decision tree in which the steps for firing a weapon are 
visualised and the confirmation for each step presented. This concept is described in the 
following section. 
 
2.3 Authority Pathway Concept Refinement  
 
Several recommendations for improvements to the GCS design – specifically relating to 
workspace layout, operator workstations, and operator GUIs – were identified from a 
combination of the second TIGER trial [8] and the error analysis conducted as part of 
Task 7 of the HTI TAC [7]. These recommendations coalesced into two, related streams 
of work: the development of a JUSTAS UAS Crew Concept and supporting training 
materials; and the development of an Authority Pathway GUI concept to support the 
JUSTAS Crew Concept during weapon engagements.  
 
2.3.1 JUSTAS UAS Crew Concept 
 
The JUSTAS UAS Crew Concept was critical to the development of the APWE insofar 
as it provided the foundation for both the participant training and the design of the 
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optimised GCS workspace layout. Observations by the RCAF SME observer during the 
second TIGER trial identified the requirement for an overarching Crew Concept [8]. His 
observations and recommendations are summarised in and reflect three main 
deficiencies of both crews’ performance during the trial. 
 

1. The AVO’s command during the mission was unsatisfactory; 
 

2. The AVO’s knowledge of military laws applicable to the mission was 
unsatisfactory; and, 
 

3. The crew’s overall communication and coordination was unsatisfactory. 
 
Based on the recommendations summarised in the Task 8 report, the UAS Crew 
Concept was developed at a workshop held on 7th December 2015 in Halifax which 
included the project SME, Major Charron (RCAF). The Crew Concept was further refined 
during a second workshop held at DRDC Toronto on December 16th, 2015 attended by 
Major Charron and representatives from DRDC, Directorate of Technical Airworthiness 
and Engineering Support (DTAES) and the JUSTAS PMO. Following a review of the 
observations and recommendations regarding the crew’s performance during the second 
TIGER evaluation, the workshop participants identified and developed a suitable UAS 
Crew Concept that promotes teamwork and collaboration between crew members [10].  
 
The UAS Crew Concept comprises the following three ‘pillars’: 
 

1. Crew Command. The first pillar is concerned with the transition of the role from 
AVO to CC. The CC must be an integral part of all the discussions within the 
crew so that he (or she) can direct proper tasking to his (or her) crew and build 
the various crewmembers into a cohesive and effective team. In addition, the CC 
must manage the crew in such a way to maximise their shared awareness and 
optimise their collective workload as circumstances demand.  

2. Knowledge of Laws. The second pillar is concerned with the importance of the 
CC’s knowledge of the LOAC such as applicable ROEs, Hague and Geneva 
Convention articles, and National Defence Act. The purpose of the LOAC is to 
regulate the conduct of hostilities and to protect the victims of armed conflict. In 
doing so, the LOAC safeguards the fundamental human rights of persons who 
fall into the hands of an enemy, namely, prisoners of war, the wounded and sick, 
and civilians [19].  

3. Effective Teamwork. The third pillar is concerned with the importance of 
facilitating communication, coordination and shared awareness within the crew. 
Crew effectiveness is directly influenced by how they interact with each other. 
This interaction will dictate how the crew performance will be able to efficiently 
support the ongoing mission. A reasonable assumption is that the ability to have 
all crewmembers to communicate effectively will enable high levels of SA to be 
acquired and maintained [25], and workload to be balanced across the crew as 
much as possible. 

Following the identification of competencies relevant to each pillar from the training 
needs analysis conducted as part of Task 6 of the HTI TAC [9], the following training 
requirements were identified: 

1. In order to reduce the training requirements for the TIGER #3 trial, it was 
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recommended that the AVO is recruited from a combat-ready fleet so that he or 
she already has been fully trained on, and has experience of, the leadership 
principles underlying the role of CC;  

2. There is requirement for the AVO (or CC) to have knowledge of the Law of 
Armed Conflict (e.g., applicable ROEs, Hague and Geneva Convention articles, 
and National Defence Act); and, 

3. All crew members should be trained on teamwork concepts from the RCAF 
Human Performance in Military Aviation (HPMA) course. 

Training materials were then developed based on the Joint Doctrine Manual “Law of 
Armed Conflict” issued by the Chief of Defence Staff in 2001 (B-GJ-005-104/FP-021), 
and HPMA course information pertaining to improving operational effectiveness through 
individual and team performance training. Feedback from participants regarding 
JUSTAS UAS Crew training was very positive; performance measures administered 
during the trial showed effective crew teamwork, improved crew SA (both shared and 
individual); and, the AVO’s ability to correctly judge his crew’s level of SA [12]. 
 

2.3.2 Refining the Authority Pathway User Interaction Concepts 
 
This section of the report describes the work to develop preliminary APWE GUI design 
concepts to support the UAS Crew Concept described in the previous section. Two 
streams of GUI development work were undertaken: (i) to refine the ‘Authority Pathway’ 
concept in terms of defining the GUIs for each step of the pathway to support operator 
‘drill-down’ into the current status of the weapon engagement in order to determine what 
permissions have (and have not) been granted to engage; and (ii) to develop large 
screen concepts to support crew shared awareness.  
 
A decision was made by DRDC Toronto to develop and implement the APWE concept 
that would support the use case of a Pattern of Life (POL) operation during which a 
Person of Interest (POI) is positively identified and then engaged following the necessary 
permissions being granted from the TA. This use case represents the most complex use 
of the APWE insofar as the pathway might take many minutes or hours to complete and 
involves significant decision making with respect to the ROEs in effect for the mission 
and applicable military laws. The goal was to improve crew coordination and AVO’s 
awareness of the status of the necessary permissions required to engage a target by 
providing the crew with a visual indication of the steps required to obtain the necessary 
permissions to engage a target following a PID.  
 
2.3.2.1 Overview 
 
Discussions with the RCAF SME observer during the second TIGER trial (26th-29th 
January 2015) led to the development of a preliminary decision pathway in which the 
steps for firing a weapon are outlined (see Figure 6). 
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Figure 6: Preliminary outline of Authority Pathway  

 
This decision pathway was further refined and then discussed in more detail during a 
workshop held in Halifax on 7th December 2015 as part of Task 8 of the HTI TAC [8]. In 
addition, the following additional requirements for the Authority Pathway concept were 
identified: 
 

1. The Authority Pathway needs to be flexible to accommodate the range of 
controlling authorities (e.g., Canada, coalition, United States) that the UAS crews 
will be expected to operate with. As such, there is a requirement during mission 
planning to generate an Authority Pathway for the mission by utilising or 
modifying existing Authority Pathway templates;  
 

2. The Authority Pathway might also need to be modified dynamically based on 
events occurring during the mission. For example, a POL checklist will need to 
be modified in the event of a TIC event. It is anticipated that IAS technologies 
would be able to assist the Mission Commander to rapidly adapt the Authority 
Pathway based on the current mission status and the ROEs in effect; and, 
 

3. The Authority Pathway concept should also be scalable to support a Mission 
Commander controlling multiple UAS assets; with each individual UAS asset 
being responsible for different parts of the Authority Pathway. For example, one 
asset might be lazing the target, a second might be firing the weapon, and a third 
might be viewing the target area with a wider field of view to confirm that there is 
no collateral damage when the target is engaged. 

 
Figure 7 describes the logic and flow of the ten steps required to undertake a weapon 
engagement on a POI. Steps requiring external authorisation from the TA are depicted 
by a ‘transmitter’ icon. More information concerning the functionality and capability 
requirements identified by the RCAF SME for the Authority Pathway can be found in the 
HTI Task 9 report [11]. 
 
The APWE steps are summarises as follows: 
 

1. Step 1 – Positive Identification Checklist Completed. Crews will be executing a 
‘search-detect-localise’ sequence of activities (using sensors, intelligence over 
chat or radio, and radar) throughout a POL mission. These activities contribute to 
the crew’s SA of the battlespace. Once a POI is detected and then localised (i.e., 
obtaining more granularity of its position), the process of identification starts. 
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Specifically, a PID checklist is undertaken following the localisation of a POI. 
Once a PID checklist has been completed for a suspected POI, and 
subsequently verified by Higher, the crew are then permitted to commence the 
engagement of the target. 

2. Step 2 – Tasking Authority Notified of Probable Positive Identification. The AVO 
reviews the PID checklist completed by the crew and either: (i) confirms it and 
notifies the TA of a probably PID; or (ii) instructs the crew to provide further 
evidence for the PID. In the latter case, the AVO will provide specific feedback to 
the crew as to what further steps are needed to achieve sufficient confidence for 
calling a probable PID (e.g., require better imagery). 

3. Step 3 – Kinetic Response Authorised. The TA reviews the PID completed by the 
crew and either: (i) confirms it and notifies the AVO that a kinetic response is 
authorised, or (ii) instructs the AVO to provide further evidence for the PID. In the 
latter case, the TA will provide specific feedback to the AVO as to what further 
steps are needed to achieve sufficient confidence for calling a probable PID (e.g., 
require better imagery). 

4. Step 4 – Weapon Engagement Planning Completed. The AVO plans for the 
weapon engagement of the target and prepares the crew. 

5. Step 5 – No Collateral Damage Confirmed. The crew determines the risk of 
collateral damage and confirms if the level of risk is acceptable in relation to the 
ROEs in effect. 

6. Step 6 – Tasking Authority Notified that UAS Ready for Engagement. The AVO 
configures the weapon settings and UAS to support the planned engagement 
and notifies the TA that the UAS is ready for target engagement. 

7. Step 7 – Weapon Release Authorised. The weapon release is authorised by the 
TA. 

8. Step 8 – Target Laze Confirmed. The laser target designator is configured by the 
PO and target successfully lazed. 

9. Step 9 – Continuous Eyes on Target Maintained. The crew collectively maintains 
eyes on target from the time the PID checklist is completed to when the weapon 
is released. 

10. Step 10 – Weapon Released. The weapon is fired by the AVO and the TA 
notified when the weapon reaches the target. 
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Figure 7: Authority Pathway steps required to release a weapon based on a Positive 

Identification (PID) (modified from [11]) 

 
2.3.2.2 Initial Concept Sketches 
 
The core structure of the APWE, from both a visual and interactive perspective, is built 
upon the weapon engagement sequence diagram developed by the RCAF SME and the 
project team. As such, the visual structure of the APWE is therefore a clear visual 
metaphor of the process identified, as well as the logic underlying the whole system. 
 
The Authority Pathway concept was developed from this decision tree so that the steps 
for firing a weapon are visualised and the confirmation for each step presented (see 
Figure 8) [8]. Within such a concept, the system will not be able to fire unless the 
necessary confirmations are in place. 
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Figure 8: Authority Pathway stateboard concept sketch [8] 

 
In this concept, each confirmation step is presented as either green (ready or completed) 
or red (awaiting action or permission). In addition, the last step completed or authorised 
is presented in green/blue and ‘pulsed’ so that observers can quickly ascertain which 
step needs to be completed next. Finally, when completed, each step in the pathway 
time is stamped so that it can be cross-referenced with chat-based reporting and other 
mission data (e.g., captured imagery of EW intercepts received). When all steps have 
been completed the background also becomes green to confirm authorisation to take 
action. 
 
The advantage of using a display concept comprising large blocks of colour is that the 
current status of the pathway (and in particular its completion) is easily ascertained from 
a distance (if presented on large screen wall-mounted displays) or from different 
viewpoints (if presented on table-top displays). 
  
The Authority Pathway concept was also included into GCS workstation concepts 
(Figure 9). 
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Figure 9: Authority Pathway GCS workstation concept sketch [8] 

 
 
The following section describes the development and implementation of the APWE; from 
concept sketches, to the design and implementation of a mature GUI and its supporting 
software architecture and agent- based frameworks. 
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3. CONCEPT IMPLEMENTATION: AUTHORITY PATHWAY 
PROTOTYPE DEFINITION 

 
This section presents the work undertaken to systematically and logically define and 
design the APWE prototype in order to support software development activities. At its 
core, this work was guided by an Interaction-centered design approach through which 
issues pertaining to the UAS operator(s) interaction with autonomous systems were 
considered. 
 
3.1 Prototype Development Approach: Interaction-
Centered Design  
 
This section describes an ‘interaction-centered’ approach which guided the definition 
and design of the APWE prototype. As with user-centered design approaches for 
developing safety-critical and mission-critical systems, one of the main challenges that 
has been identified by previous work [47] is that of bridging the gap between: (i) HF 
activities such as Cognitive Systems Engineering (CSE); a sub-speciality of Human 
Factors Engineering; and, (ii) Systems Engineering processes such and requirements 
engineering. In particular, the integration of the outputs of HF analyses into the system 
development process can be problematic, particular with respect to the formulation of 
well-defined, formal system requirements appropriate for inputs into the system design 
and implementation activities [23], [47].  
 
Bridging the gap between the outputs of HF analyses and the necessary inputs for 
software development has been a major focus of the work reported on in this document. 
Toward this goal, the approach that has been used includes two main aspects: (i) an 
intentional focus on the definition of the user interface as the central unifying concept 
and prototype component; and, (ii) a conscious effort to express the outputs of HF 
analyses in terms that are close to systems engineering requirements as possible. This 
allows the software development team to more effectively perform design and 
implementation activities, as suggested by previous authors [23], [47]. As such, the 
mock-ups and preliminary designs of the GUI can be considered as inputs into the 
requirements engineering process.  
 
3.1.1 Background 
 
UAS control presents design challenges both different and greater from those of manned 
flight. These arise primarily from the fact that operator and aircraft are not co-located. 
McCarley and Wickens (2005) argue that the separation of operator and vehicle imposes 
a number of barriers to optimum human performance, including loss of sensory cues 
valuable for flight control, delays in control and communications loops, and difficulty in 
scanning the visual environment surrounding the vehicle [35]. The remote operation of 
UASs is also complicated by severe constraints of time pressure, uncertainty, and 
information overload all of which make these situations particularly susceptible to errors 
and underachievement.  
 
More recently, DRDC Toronto performed a literature review and consulted with 
experienced UAS operators within the United States Air Force to identify HF issues 
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relating to controlling UASs [2]. The key findings were that the type of issues pertaining 
to human operators encountered were a function of the various methods of operating 
and controlling UASs. For example, for UASs that are manually flown (e.g., manual take-
off and landing), the issues were primarily related to a loss of valuable sensory cues for 
flight control, time lags in UAS control caused by the data link, and difficulties in visually 
scanning the immediate environment surrounding the UAS. In addition, issues such as 
fatigue and boredom were also identified. In contrast, for UASs that are highly 
automated (e.g., automated take-off and landing, and pre-programmed flight), the issues 
were primarily related to problems pertaining to operator supervisory control such as 
maintaining vigilance, loss of SA, complacency (i.e., over-trusting the automation), skill 
degradation, and increased levels of workload. 
 
In the case of all military systems, where the role of various human stakeholders is 
crucial, the implementation of sophisticated technologies will be prone to failure if there 
is no structured and systematic consideration of human issues [47]. This statement is 
especially true for future UASs that will be able to exhibit increasingly higher levels of 
autonomy, but still require constant human oversight to assure they operate as intended. 
As a consequence, the notion of Human Autonomy Teaming (HAT) has been proposed 
to realise the capabilities of future, more powerful automation through its acceptance by 
the human operator by being able work with them, and not just for them [49]. The HAT 
relationship can therefore be characterised in terms of teammates; whereby the 
automation is able to do things that do not require constant human supervision through 
greater degrees of autonomy and operator (both earned and appropriate). Frameworks 
of HAT typically incorporate three key tenets: transparency, bi-directional 
communication, and operator-directed authority. These tenets, along with more capable 
automation, represent a shift in human-automation relationships and bring together a 
wider and more diverse field of researchers, including psychologists, anthropologists, 
ethicists, and legal scholars [49]. 
 
3.1.2 The Role of Human Factors Engineering  
 
The definition and design of the APWE was guided by a HAT ‘interaction-based’ design 
approach based on HFE processes. As defined by Holstein and Chapanis, the term HFE 
is used to designate equally a body of knowledge, a process, and a profession [31]. As a 
body of knowledge, HFE is a collection of data and principles about human 
characteristics, capabilities, and limitations in relation to machines, jobs, and 
environments. As a process, it refers to the ‘user-centered design’ of machines, machine 
systems, work methods, and environments to take into account the safety, comfort, and 
productiveness of human users and operators. As a profession, HFE includes a range of 
scientists and engineers from several disciplines that are concerned with individuals and 
small groups at work [31]. 
 
To support the procurement of defence systems by the United States’ Department of 
Defense, MIL-HDBK-1908 and MIL-STD-46855A mandate that HFE activities are 
required throughout the system acquisition process, occurring at each point where the 
user (operators, maintainers, and support personnel) interacts with the system so that 
the human is fully-integrating into the total system. As part of these activities, human-
system performance impacts associated with proposed designs are identified and 
evaluated in order to reduce technical risks and lifecycle costs (e.g., research, 
engineering, design, and operations over the economic life of the system).  
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The output of HFE activities relating to analysis, design, and evaluation are the following 
data products: 
 

• Human Engineering Task Analysis Report (HETAR). The HETAR describes the 
results of analyses of critical tasks performed to provide a basis for evaluation of 
the design of the system, equipment, or facility, verifying that HF-related 
technical risks have been minimised and mitigating solutions identified. This is a 
crucial aspect of the HFE approach as it provides the basis for making decisions 
about the conceptual design of the new system. For example, before hardware 
fabrication, task analyses are used to determine whether system performance 
and maintenance requirements can be met by the combination of anticipated 
equipment, software and associated GUIs, and personnel, and in ensuring that 
human performance requirements do not exceed human capabilities. 
 

• Human Engineering Design Approach Document – Operator (HEDAD-O). The 
HEDAD-O describes the layout, detailed UCD design, and arrangement of 
workstation equipment utilising a user interface. This document also provides a 
source of data to evaluate the extent to which this equipment meets human 
performance requirements and HFE best practice (e.g., applicable design 
standards), and provides the HFE rationale for the design. 
 

• Human Factors Simulation Concept. Also known as the HFE Test Plan and 
Results, this document is used to assist and assess simulation approaches when 
there is a need to resolve potential human performance problems; particularly 
where government facilities, models, data, or participants are required. This 
document comprises information pertaining to the data-collection rationale and 
methodology, schedule, facilities, scenarios, and key personnel involved. The 
intent is to demonstrate that the system design meets the user needs identified 
by the Critical Task Analysis. Any issues identified by the evaluation are used to 
refine the system design until all user needs are met. 

 
3.1.3 Integration with Systems Engineering 
 
The HFE process described in the previous section is not performed in isolation; rather it 
is an integral part of the larger Systems Engineering (SE) process; a structured and 
systematic approach to managing the “cradle to grave” development of information 
systems that comprise a significant user interface [47]. SE is an interdisciplinary field of 
engineering and engineering management that focuses on how to design and manage 
complex systems over their Life cycles. Inputs from HFE therefore help bring a human-
centered perspective to the formulation of system requirements and the configuration of 
effective user interfaces (see Figure 10). For example, see reference [3]: 
 

• At the commencement of a project, the HFE analysis findings feed directly into 
the SE concept development and requirement definition activities. Specifically, 
the HFE effort provides an understanding as well as documentation of the users 
and their competencies and operational needs, or inputs to the requirements 
engineering process, which in turn produces a specification of system 
requirements that are inputs into the subsequent design, implementation, and 
evaluation.  
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• The HFE and SE design efforts have been performed in parallel to ensure that 
that all products are designed with due consideration of the operators and their 
tasks (i.e., adopting a UCD approach). This will include guidance for HFE design 
option trade-offs (when appropriate); and, 
 

• Verification and validation of HFE-related requirements is completed in concert 
with the overall testing processes. 

 

 
Figure 10: Integration between Systems Engineering and Human Factors Engineering 

(modified from [3]) 

 
3.1.4 Interaction-Centered Design Approach 
 
Interaction-Centered Design (ICD) is an extension of UCD where the focus is on 
maintaining a balanced partnership between the user and the machine in terms of the 
interactions between the two. One aspect that different ICD from UCD is the additional 
focus on the need for the machine to adapt to user as a function of the user’s state (e.g. 
emotional or psychophysiological). The user monitoring function and the adaptation 
engine of an IAS address this need by providing both the means to detect the need for 
adaptation and the mechanism to achieve the required adaptation.  
 
In their book, ‘Intelligent Adaptive Systems: An Interaction-Centered Design 
Perspective’, Hou and colleagues argue why it is necessary to consider a wide range of 
issues and constraints when designing an IAS for a specific application such as the 
APWE [32]. They describe how operational priorities can shape and influence IAS 
development, and why ethical and legal considerations should be addressed early in the 
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design process. In order to support the successful development and implementation of 
IAS applications, they propose an IAS development road map (Figure 11) [32]. 
 
The first step of the road map requires determining the operational priorities of the 
system. These are the high-level objectives of the project – the problems that the system 
is expected to solve – such as supporting RCAF UAS crews in following the proper 
ROEs, LOAC, and SOPs when engaging a target with lethal (i.e., kinetic) or non-lethal 
weapons, in the case of the APWE concept. When the operational priorities of the to-be-
developed IAS are understood, and the ethical and legal implications of the proposed 
system have been considered, the appropriate analytical technique(s) should be 
identified according to the constraints of the project (e.g., time allocated for analysis 
activities, type of operator tasks to be analysed, and expertise of the analysts). 
 

 
Figure 11: Development route-map for the conceptual design of an IAS (modified from 

[32]) 

 
 
At this point, the high-level structure of the IAS concept can begin to be defined, 
including the range of system autonomy and adaptation. Once the analysis is under way, 
the range and type of autonomy and adaptation across the mission timeline (i.e., 
adaptation taxonomy) can be determined in sufficient detail to allow the design team to 
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identify the software architecture required to support the development of the IAS agent 
modules.  
 
Next, the SE process takes the outputs from the previous step in terms of the 
understanding of what range of adaptation is needed and also what range of adaptation 
can actually be implemented. During this step, system functionality is defined more 
rigorously as formal system requirements. This critical transition is made by considering 
the technological capabilities required to support the adaptation, as well as the ethical 
and legal implications of specific adaptations, identified earlier, and the impact of those 
implications on operator acceptance. 
 
Finally, the design and implementation processes, include the software build iterations or 
‘spirals’ where system designers and software developers must define and adhere to 
design guidelines. For example, there are many resources for general guidance, both 
standards and style guides, for GUI design (e.g., NATO STANAG 3994 – Application of 
Human Engineering to Advanced Aircrew, and MIL-STD 1472G Department of Defense 
Design Criteria Standard – Human Engineering). 
 
3.1.5 Degree of Formalization of Documentation, Methods and Tools 
 
The optimal degree of formalization of the SE process in terms of the documentation, 
methods and tools for a given project depends on the project complexity and criticality 
[47]. This is an important consideration as the degree of SE formalization adopted by the 
project team will have a major impact on the scope, budget and schedule of the project. 
 
Figure 12 describes a formalization positioning diagram [47], which attempts to convey 
this relationship. Minimum formalization may entail only paper or electronic checklists, 
spreadsheets, or flow charts. Moderate degrees of formalization may entail databases of 
requirements, test methods and parameters, test results, traceability matrices, and/or 
attribute matrices. Maximum formalization efforts, given the high degree of criticality and 
complexity involved in the system under scrutiny requires SE tools to manage and track 
the SE process and test results. 
 

 
Figure 12: Optimal Degree of Formalization of Systems Engineering Process (modified 

from [47]) 



Authority Pathway Summary Report Calian Report 6128-01-01 
 

 
52 

 
Although the APWE prototype application will be used to support the error-critical and 
safety-critical aspects of weapon engagement, it was developed within the context of a 
research and development project, within which only a limited sub-set of autonomous 
functions would be implemented. As such, a moderate degree of formalism has been 
applied to the SE process. In particular, less formalism and rigour were applied to the 
requirements engineering activities and associated verification and validation activities 
and traceability mechanisms. 
  
The following sections describe the definition and development of the APWE 
requirements set, including GUI mock-ups and preliminary designs that were inputs into 
subsequent the prototype development activity. 
 
3.2 Identifying Authority Pathway Requirements 
 
This section describes how the top-level APWE concept described earlier in this report 
was defined in more detail in terms of its IAS functionality, autonomy, and adaptation. 
The structure of this section is based on the IAS development road map described 
above. 
 
3.2.1 Determining the Operational Priorities 
 
According to Hou et al, the first consideration in designing an IAS is defining the 
operational or user needs [32]. In terms of the APWE, section 2.1 of this report 
described in detail the need for a software application to support UAS operators during 
weapon engagement. Expressed as top-level goals, the operational priorities for the 
APWE were as follows: 
 

• To reduce errors made during weapon engagement relating to not following 
SOPs, ROEs and the LOAC correctly, and not obtaining the necessary 
permission to engage the target. The benefits of this include: 
 
o Prevention of unlawful or unauthorised engagements; 

 
o Reduction in risk of fratricide (i.e., ‘Blue on Blue’ engagements); and, 

 
o Reduction in risk of collateral damage to civilians and critical infrastructure; 

 
• To increase operational effectiveness of weapon engagements through: 

 
o Faster detect to engagement times; and,  

 
o Improved weapon engagement planning leading to better weapon effects. 

 
• To reduce UAS operator stress and fatigue through confirmation of legal 

authority to engage target. 
 
These operational priorities provided the project team with clearly stated stakeholder 
requirements that served as the top-level goals of the APWE project and how these 
goals might be supported by the implementation of IAS technologies. Furthermore, these 
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operational priorities also provided the project team with guidance as to how the 
effectiveness of APWE should be evaluated by SMEs at the TTCP ASC live-event held 
at Jervis Bay, Australia in November 2018. 
 
3.2.2 Considering the Ethical and Legal Implications  
 
Philosophers, theologians, strategists, historians, psychologists, playwrights, film 
directors, poets, musicians, and anthropologists have, each according to the norms of 
his or her own discipline, have engaged in questioning the legality and ethics of 
American combat operations using armed UAS (more commonly referred to as ‘drones’) 
[18]. Issues surrounding UAS operations pertain to the ethical justifiability of remote 
weapons; characterising their operations as “drone assassinations” rather than precision 
air strikes, targeted killing, or aerial bombardment. The legality of these operations is 
also challenged; irrespective of UAS operations being bound by the same LOAC and 
conventions as traditional (manned) airpower. Indeed, UASs and their crews have 
become emblematic of more general concerns and misgivings about asymmetric war 
and counter-terrorism operations [18]. 
 
Discussions of the risks and morality of future UASs with increasing levels of autonomy 
should be considered within the context of a long history of military devices which kill 
indiscriminately (e.g., land mines) or without direct human command (e.g., homing 
torpedoes or missiles) [18]. Autonomous vehicles do not necessarily have to become 
capable of deadly force. For example, the current UAS operations (as described in 
Section 1.1.1 of this report) are under human control when it comes to weapon 
engagement, even though these platforms can fly autonomously. Nonetheless, these 
systems have often been labelled as ‘killer robots’ by the media [27].  
 
However, the vulnerability of communication links between the aircraft and GCS, and the 
desire to control multiple UAS platforms by a single operator (as described in section 
1.1.2 of this report) are arguments for greater levels of autonomy. In response, in 2017 
the United Nation’s ‘Convention of Certain Conventional Weapons’ (CCW) created a 
group of government experts to study the issue of Lethal Autonomous Weapon Systems 
(LAWS). Specifically, its mandate is to [44]: 
 

• Characterise the LAWS under consideration in order to promote a common 
understanding on concepts and characteristics relevant to the objectives and 
purposes of the CCW; 
 

• Consider the human element in the use of lethal force; aspects of human-
machine interaction in the development, deployment and use of emerging 
technologies in the area of lethal autonomous weapons systems; 
 

• Review potential military applications of related technologies in the context of the 
Group’s work; and,  
 

• Identify possible options for addressing the humanitarian and international 
security challenges posed by emerging technologies in the area of LAWS in the 
context of the objectives and purposes of the Convention. 

 
It is the second aspect of the group’s mandate that is of most relevant to considering the 
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ethical and legal aspects of APWE – the issue of human control. Roff and Moyes argue 
that an operator simply pressing a button to fire a weapon in response to indications 
from a computer without any awareness is not human control. Rather ‘meaningful 
control’ requires an understanding of the context in which the weapon is being used, the 
capacity for timely and reasoned intervention, and accountability [44]. 
 
Accountability is a key component any discussions regarding LAWS and LOAC and 
related conventions. For example, the International Humanitarian Law, based on the 
Hague and Geneva Conventions, demands that armies distinguish combatants and 
civilians, refrain from attacks where the risk to civilians outweighs the military advantage, 
and use no more force than is proportional to the military objective and avoid 
unnecessary suffering. However, the ability of future systems to accurately and reliably 
distinguish between enemy combatants and civilians, especially in asymmetric 
operations, is uncertain. In addition, notions of necessity and proportionality, which 
requires weighing human lives against military aims, are even more difficult. As such, the 
requirement of meaningful control of LAWS by the human operator will continue into the 
foreseeable future [44].  
 
In summary, it is clear from ethical and legal considerations that meaningful operator 
control of the weapon engagement process will always be required; irrespective of what 
level of autonomy the UAS is capable of. For the design of the APWE, the goal will be to 
ensure that the UAS operator is in meaningful control of the weapon engagement 
sequence insofar as the status of all of the necessary steps and permissions are clearly 
indicated and embody the principles of the LOAC and ROEs in effect. In addition, the 
APWE must take into account the potential for long legal reviews of the PID and 
engagement plan when targeting enemy combatants in asymmetric war and counter-
terrorism operations.  
 
3.2.3 Selecting the Analytical Technique 
 
Following the determination of operational priorities for the development of APWE, the 
next step as defined by the IAS development road map was to select the appropriate 
analytical technique. 
 
The choice of the analytical technique was dependent on several factors, including the 
subject matter to be analysed, the experience of the team conducting the analysis, and 
the level of effort that was to be allocated to the analysis.   
 
Figure 13 illustrates a decision tree for the identification of a suitable analysis technique 
to support the identification of APWE (prototype) functionality. A reduction in operator 
errors was identified as an operational priority, which led to the selection of a hybrid CTA 
technique whose emphasis was to understand the sources of these errors, how they 
occur, why they occur, and when they occur, so that strategies for operator support by 
the IAS can be identified [6]. In addition, this technique was well known by the project 
team and a sufficient level of effort was allocated to this work.  
 
The identification of APWE functionality drew heavily on the findings of an initial CTA 
conducted at during the HTI TAC Task 1 [6]. Although the scope of the HTI analysis 
covered many aspects of future JUSTAS operations, including surveillance, 
reconnaissance and escort, a significant component of the analysis was related to target 
acquisition and engagement. Most notably, the analysis of these mission functions 
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relating to the APWE concept included the development of decision ladders to obtain a 
detailed understanding of what information and knowledge is needed to support the 
operator’s decision-making process. 

 
Figure 13: Decision tree highlighting the analytical technique applicable to the 

development of APWE (modified from [32]) 

 
Decision ladders are modeling tools used in Ecological Interface Design to capture the 
states of knowledge and information-processing activities necessary to reach a decision 
[42]. Provided below is an example decision ladder for the decision “Is the SAR 
providing usable imagery?” As illustrated in Figure 14, the ladder contains two different 
types of node: (i) the white rectangular boxes represent data-processing activities and 
each UAS crew role involved (in this case the Image Analyst and Payload Operator); 
and, (ii) the italicised text between them represents the states of knowledge resulting 
from those data-processing activities. The left side of the decision ladder represents the 
observation of the current system state (i.e., activation and interpretation activities) and 
the right side of the decision ladder represents the planning and execution of tasks and 
procedures to achieve a target system state (which in turn might fulfil, or partly fulfil, a 
higher-order mission goal). The actual decision is itself is represented at the top of the 
decision ladder. 
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Figure 14 

 

: Example Decision Ladder for the decision “Is the SAR providing usable imagery?” [6] 

 
The decision ladder maps the structure of a decision-making process so that the states 
of knowledge that must be achieved to make the decision can be understood. As such, 
decision ladders can help identify the specific instances in which IAS technologies can 
be implemented to support the decision-making process. Specifically: 
 

1. Intelligent Adaptive Automation (IAA) Requirements. IAAs seek to augment and 
enhance an operator’s judgement and responsibility by using comprehensive 
user models (e.g., models of human cognition, knowledge of human capabilities 
and limitations) to adapt the timing and type of support given to the operator [32]. 
IAA concepts are represented on the decision ladder as light blue rectangles and 
specify the instances whereby these technologies can support the decision-
making process. 
 

2. Intelligent Adaptive Interface (IAI) Requirements. IAIs can be defined as 
interfaces that react in real time to task and user states and, as a result, 
dynamically changes their physical presentation and control characteristics [32]. 
IAI concepts are represented on the decision ladder as dark blue rectangles and 
specify the instances whereby these technologies can support the decision-
making process.  
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3.2.4 Determining the Range of Adaptation  
 
Advances in AI technologies have meant that the range of functions that can now be 
performed by machines provides system designers with many possibilities when 
implementing IAS technologies for a specific application [32]. For example, intelligent 
adaptation can be implemented to support in the guises  
 
For each step of the APWE presented in the previous section, the following information 
was captured and compiled during several structured interviews with the RCAF SME 
[11] and from previous HTI TAC analysis efforts [6][7]. 

1. Description. A brief description of the objective and types of activities undertaken 
during the APWE step. 
 

2. Initiating Condition. A description of the condition, state or action that initiates the 
step. 
 

3. Operator Tasks / Decisions. A description of the operator tasks and/or decisions 
that must be undertaken by the crew members in order to complete the step. 
 

4. Reference to Cognitive Task Analysis. Detailed decision ladders were developed 
as part of the CTA conducted at the start of the HTI TAC [6] in order to obtain a 
detailed understanding of what information and knowledge is needed to support 
the operator’s decision-making process. Those decision ladders pertinent to the 
step were referenced. 
 

5. Information Requirements. The information required by operators (and the 
means through which it is acquired) to complete the step. 
 

6. Crew Members Involved. The crew members that are involved in the completion 
of the step. 
 

7. External Personnel Involved. The external personnel that are involved in the 
completion of the step and interact with the crew. In addition, the means by which 
this communication is undertaken was also defined. 
 

8. Errors and Mitigations. A description of the errors, consequences and mitigations 
that might apply to this step. These errors were identified from the error analysis 
referred to in section 2.2.2 of this report [7]. 
 

9. Time Window. An assessment of the approximate length of time that the crew is 
expected to complete this step within. 
 

10. Workload Level. An assessment of the degree of crew workload that this step is 
expected to generate during its completion. 
 

11. Scope for IAS. A description of the capability and functionality of IAS 
technologies that could be integrated with the APWE concept to support the 
completion of the step. As well as a verbal description, this section also includes 
the categorisation of the range of support options using Taylor’s (2001) Pilot 
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Authorisation and Control of Tasks (PACT) automation taxonomy (see Table 1) 
[50]. The range of IAS functionality and capability for the step is indicated in 
bold. 
 

12. Terminating Condition. A description of the condition, state or action that 
terminates the step. 

 
Table 1: Pilot Authorisation and Control of Tasks (PACT) automation taxonomy [50] 

 

The full results of the IAS scoping study for APWE are presented in Annex A of this 
report. For the purposes of illustrating an example of the results of this process, Table 2 
presents the results of the IAS scoping study for step one of the APWE – Positive 
Identification Checklist Completed. 
 
Table 2: Results of IAS scoping study for step one of the APWE [11] 

 STEP 1: POSITIVE IDENTIFICATION CHECKLIST COMPLETED 
Description Crews will be executing a ‘search-detect-localise’ sequence of activities 

(using sensors, intelligence over chat or radio, and radar) throughout a POL 
mission. These activities contribute to the crew’s Situation Awareness of the 
battlespace. Once a POI is detected and then localised (i.e., obtaining more 
granularity of its position), the process of identification starts. Specifically, a 
Positive Identification Checklist (PID) is undertaken following the localisation 
of a POI. Once a PID checklist has been completed for a suspected POI, and 
subsequently verified by Higher, the crew are then permitted to commence 
the engagement of the target. 

Initiating 
Condition 

Once the suspected POI has been localised by the crew using the UAS 
sensors the PID checklist is started. 

 Automation Level Operator Authority IAS Autonomy 

5 Automatic Interrupt Full agent autonomy 

4 Direct Support Revoking Action Action, unless revoked 

3 In Support Acceptance of advice and 
authorising action 

Advice, and if authorised, 
action 

2  Advisory Acceptance of advice Advice 

1 At Call Advice, only if requested Advice, only if requested 

0 Command Operator full authority Operator full authority 
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 STEP 1: POSITIVE IDENTIFICATION CHECKLIST COMPLETED 
Operator 
Tasks / 
Decisions 

The exact details of the PID are classified; however, in general terms there 
are a several items on a PID checklist that the crew must complete before the 
POI can be positively identified. Decisions that the crew might be expected to 
make when completing the PID checklist include: 

• Does it look like him?  
• Is there evidence from EW (cell phone)? 
• Information via radio from friendly troops (e.g., eyes on ground)? 
• Other indicators from intelligence (e.g., is he supposed to be there)? 
• What is his intent (behaviour) and capability (weapon) in relation to 

the attack criteria of the ROEs. 

The evidence supporting the PID is expressed using a combination of 
‘Possible/Probable’ and ‘Low/Medium/High’ confidence (ranges from 
‘Probable/Low’ to ‘Possible/High’, in other words, probability is less than 
possibility). In addition, ‘Cert(ain)’ is used as highest expression of 
confidence. The decision to engage the target on the confidence of the PID 
will be dependent on the ROEs. For example, TIC will be expressed as ‘cert’.  

Reference to Cognitive Task Analysis (TA1) 
 
5.2.1.6 Do I have a probable Positive Identification (PID) of the contact? 

 

Knowledge of procedure 
achieving PID

DECISION 5.2.1.6: 
DO I HAVE PROBABLE POSITIVE 
IDENTIFICATION (PID) OF CONTACT?

Contacts/bearing lines 
detected from UAS sensor(s)

ACTIVATION

Characteristics of contacts of 
interest and PID criteria

IDENTIFY

Perception of contact/bearing lines & 
metadata

Knowledge of objects and distinguishing 
features as well as PID criteria

Decide if criteria has been satisfied to establish a 
probable PID

INTERPRET

Define steps to achieve PID

DEFINE TASK / PROCEDURE

Knowledge of contact compliance and 
non-compliance against PID criteria

Execute steps to achieve PID

EXECUTION

MONITORING

Assessment of 
PID criteria

Visual and/or 
audible alert. 

Expand window 
panel size

Contacts, 
situation map 
showing UAS 
position and  
meta-data

Contacts, situation 
map showing UAS 

position and  
meta-data. PID 

criteria

Compliance of 
contact to PID 

criteria

Check-list for 
satisfying PID 

criteria

Confirmation of 
setting changes. 

Assessment of 
contact against 

PID criteria

Advice for 
achieving PID

Automatic 
execution of 

steps to achieve 
PID

Data Processing 
Activities

States of Knowledge Resulting 
from Data Processing

-A

-A

-A

-A
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 STEP 1: POSITIVE IDENTIFICATION CHECKLIST COMPLETED 
Information 
Requirements 

• Intelligence (includes eyes on ground, previous knowledge such as 
collective experience of POL) 

• Sensor imagery  
• EW  
• Radar 

This information is obtained through a combination of: 
• Radio 
• Reports 
• Crew intercom 
• Chat  

Crew 
Members 
Involved 

• AVO – Awareness of the current status of the PID. 
• PO – Assists the IMA with collecting evidence for the PID as this role 

will have the raw (best) feed from sensors. 
• IMA – Responsible for completing the PID checklist and notifying the 

AVO that the PID checklist is complete. 
External 
Personnel 
Involved 

• Higher authority 
• Intelligence (INTCEN) 
• Troops on ground by radio,  
• HUMINT (e.g., translator in direct contact with HUMINT asset on the 

ground) 

Communication with these external personnel will be primarily over chat, but 
also radio comms (e.g. phone, radios, laptop). 

Errors and 
Mitigations 

Errors. PID incorrect – the wrong person has been targeted (false positive) or 
the opportunity to engage target is missed (miss).  

Consequences. False positive errors have many negative consequences, not 
limited to the loss of innocent life (e.g., political ramifications, change of 
attitude towards Canadian Forces). For example, armed men discharging 
weapons at wedding parties could be mistaken for having hostile intent. 

Mitigations. Make sure PID completion is supported as much as possible. 
Time Window It is conceivable that this step can take a long time in order to collect enough 

evidence to confirm the PID (e.g., minutes to weeks). The time window will 
also depend on how far into the campaign the Canadian Forces are as time is 
needed to build up the knowledge of the POL. In addition, the time window 
will also depend on the reaction of the POI; showing hostile intent and 
capability will accelerate the PID and overall pathway completion time. 

Workload 
Level 

If the crew does not have sufficient intelligence from the mission briefing or 
from the Tasking Authority, workload will be high as the crew will need to 
establish the POL and evidence confirming the PO. In addition, the level of 
workload will depend on who can call PID. At present, it is assumed that the 
PO moves sensor for the IMA-A, and the IMA-A is responsible for calling the 
PID. In this case, the workload for both the PO and IMA-A will be high. In the 
case that PID has been declared by the Tasking Authority (e.g., at the 
Battlegroup level), the crew’s workload level for this step will be low. 



Authority Pathway Summary Report Calian Report 6128-01-01 
 

 
61 

 STEP 1: POSITIVE IDENTIFICATION CHECKLIST COMPLETED 
Scope for IAS The Tasking Authority will have access to intelligence that the crew does not. 

IAS technologies can be used to push information to the crew at a specific 
time during the mission. For example, information can be presented to crews 
based on the context (e.g., location, time of day, historical information). In 
addition, information pertaining to a POI could be visualised using a network 
view of his/her relationships (e.g., semantic web).  
 

 
 

 Automation 
Level Operator Authority IAS Autonomy 

5 Automatic Interrupt Full agent autonomy 

4 Direct Support Revoking Action Action, unless 
revoked 

3 In Support 
Acceptance of 

advice and 
authorising action 

Advice, and if 
authorised, action 

2  Advisory Acceptance of 
advice Advice 

1 At Call Advice, only if 
requested 

Advice, only if 
requested 

0 Command Operator full 
authority 

Operator full 
authority 

Terminating 
Condition 

PID checklist is completed by IMA and the AVO notified (for confirmation). 

 
In summary, the scope for IAS support to operators performing the first step of the 
APWE (i.e., completing the PID of the intended target) includes providing recent 
intelligence relating to the specific location of person of interest and supporting the 
operator achieving the PID by presenting an assessment of current status against PID 
criteria. In terms of the level of autonomy of IAS support for this step of the APWE, a 
medium level of autonomy was recommended, whereby the IAS would provide advice, 
leaving the operator to act on that information as desired. 
 
The initial IAS functionality and autonomy needs, were refined during further analyses 
described in the following sections where they are inputs to a requirements engineering 
process.  
 
3.2.5 Selecting the Operator State Monitoring Approach 
 
Once the scope of IAS support for each step of the APWE was outlined, the next step 
was to select the most appropriate operator monitoring approach (or approaches) to 
trigger the IAS support. Operator state monitoring is a critical component of the 
mechanisms by which software agents within the APWE would adapt level of system 
support or GUI to optimise the target engagement sequence. 
 
Figure 15 Illustrates the decision tree recommended by Hou and colleagues as part their 
IAS interaction-centred design approach to identify the operator state monitoring 
requirements and the operator state needed to meet those requirements [32]. In 
summary, the operator state monitoring requirements for APWE were relatively 
straightforward given that the goal of APWE was to support the operator through a well-
defined, step-by-step weapon engagement process during which the operator has to 
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explicitly seek permissions from their Task Authority and conduct certain supporting 
activities along the way (e.g., PID, weapon engagement planning and CDE). A 
behavioural-based operator state monitoring approach was therefore recommended 
whereby operator interactions with the APWE GUI (i.e., detecting explicit behaviour) 
would be monitored within the context of the pre-defined and fixed structure of a weapon 
engagement (i.e., employing an operator model), as well as the status of other external 
systems (e.g., No Strike List, chat messaging), and used to adapt the APWE automation 
and GUI accordingly. 
 

 
Figure 15: Decision tree highlighting the operator state monitoring approaches applicable 

to APWE (modified from [32]) 

 
3.2.6 Creating the Adaptation Taxonomy 
 
Hou and colleagues suggest that the development and implementation of an IAS can be 
guided by a taxonomic approach that establishes a range of available options for system 
capabilities and functionalities [32]. In addition, a taxonomic approach also provides a 
road map for development, as it lets the development team focus on specific 
implementations after identifying the range of possibilities. 
 
In the case of the APWE, the development of the taxonomy for an IAS to support UAS 
operators during weapon engagements comprised the following steps: 
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1. The development of a mission scenario timeline against which the required 

actions of the human operator are identified and defined; 
 

2. The opportunities for IAS to support these operator actions over the course of the 
mission timeline; and, 
 

3. The feasibility of implementing these opportunities for IAS support based on the 
technical and programmatic (e.g., budget and schedule) constraints of the 
project. 

 
3.2.6.1 Operator Actions over the Mission Timeline 
 
The first step was to capture an understanding of the actions the operator will make over 
the course of a mission. The assumption is that the mission is likely to change over time, 
and, as a result, so will the type of support required from the IAS.  
 
A critical part of the taxonomic approach is, therefore, to develop a mission scenario that 
encompasses the intended operational priorities identified at the start of the IAS 
development process. For APWE, three realistic operational scenarios – Operation 
Phoebe, Operation Oceanus, and Operation Cronus – comprising nine separate weapon 
engagements were developed to support the evaluation of GCS workspace configuration 
options for JUSTAS using TIGER [10][12].  
 
Given their relevance to the operational priorities for APWE identified in section 3.2.1, 
the three TIGER mission scenarios were analysed as follows: 
 

1. All of the nine engagements were broken down into the applicable APWE steps. 
For example, many of the engagements were incomplete due to the restrictions 
on the crew to develop a PID or plan the engagement with an acceptable risk of 
collateral damage. A summary of the TIGER scenario engagements against the 
relevant Authority Pathway steps can be found in [4]. The summary also 
specifies the applicable ROEs for each engagement step as well as the response 
from the TA. 
 

2. For each APWE applicable step, decision ladders developed as part of the task 
analysis for the HTI TAC were identified and reviewed [6]. Specifically, for all 
engagements each applicable APWE step was further broken down into the 
following decision ladder nodes: 
 
a. Activation (e.g., target spotted); 

 
b. Identify (e.g., target identified and localised); 

 
c. Interpret (e.g., determine if target can be engaged); 
 
d. Define Task / Procedure (e.g., develop engagement plan for target); and, 
 
e. Execution (e.g., engage target). 
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3.2.6.2 Opportunities for IAS Support  
 
Based on this detailed understanding of operator actions over each of the nine target 
engagements, the next step was to identify the types of decisions that need to be made 
by the operator and what support is required by the IAS. In addition, the allocation of 
roles between the operator and the IAS, as well as the functionality of the IAS, was 
defined as IAS ‘support requirements’ (see Figure 16). 
 

 
 

Figure 16: Example of ‘IAS support requirements’ from the analysis of TIGER mission 
scenarios [4] 

 
3.2.6.3 Determine Feasibility of IAS Support Opportunities  
 
The list of preliminary APWE ‘support requirements’ was validated during a series of 
SME interviews [4]. Three AVOs with operational experience of RCAF UAS operations in 
Afghanistan as part of the CHUD were asked to review the decision support and 
automation requirements and rate them in terms of their impact on the operational 
performance of the UAS crew. In addition, SMEs were invited to provide additional 
comments or insights regarding either their rating or the requirement in question. 
 
Overall, the SME ratings indicate that the vast majority of APWE functional requirements 
should have either a minor positive impact or major positive impact on the operational 
performance of UAS crews. In summary, SME feedback for each APWE step was as 
follows [4]: 
 

1. PID Checklist Completed. A total of 6 requirements for this step; rated on 
average of having a major positive impact on operational performance. 
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2. Tasking Authority Notified. A total of 4 requirements for this step; rated on 
average of having a minor positive impact on operational performance. 
 

3. Kinetic Response Authorised. A total of 3 requirements for this step; rated on 
average of having a major positive impact on operational performance. 
 

4. Weapon Engagement Planning Completed. A total of 8 requirements for this 
step; rated on average of having a major positive impact on operational 
performance. 
 

5. No Collateral Damage Confirmed. A total of 10 requirements for this step; rated 
on average of having a major positive impact on operational performance. 
 

6. Tasking Authority Notified UAS Ready for Engagement. A total of 2 requirements 
for this step; rated on average of having a minor positive impact on operational 
performance. 
 

7. Weapon Release Authorised. A total of 1 requirement for this step; rated of 
having a minor positive impact on operational performance. 
 

8. Target Laze Confirmed. A total of 1 requirement for this step; rated of having a 
minor positive impact on operational performance. 
 

9. Continuous Eyes on Target Maintained. A total of 5 requirements for this step; 
rated on average of having a major positive impact on operational performance. 
 

10. Weapon Release. A total of 2 requirements for this step; rated on average of 
having a no positive impact on operational performance. 

 
During a workshop conducted at DRDC Toronto (7th-8th June 2017), the list of 
requirements was reviewed and prioritised for implementation. In the following table, 
each requirement has been rated as either [M] (mandatory) or [D] (desirable) as 
indicated in the ID# column [4]. The final list of 42 validated automation support 
requirements to guide the design and development of the APWE is presented in Table 
3). 
 
Table 3: Validated APWE support requirements [4] 

Authority 
Pathway Step ID# APWE Support Requirements 

PID Checklist 
Completed 

PCC-1 
 

[M] 

When the IMA-R reports the POL of a specific location through Mission Chat, 
the MGRS coordinates should be automatically extracted from the chat 
message and a NAI ‘tag’ created on the PO workstation (sensor window) and 
the tactical map. The label of the tag should be denoted by #label in the chat 
message. 
 
• Req PCC-1a: The system shall automatically extract the MGRS 

coordinates from the Mission Chat message.  
• Req PCC-1b: The system shall label the tag as denoted by a #label[…] 

message in the Mission Chat message. 
• Req PCC-1c: The system shall add a ‘tag’ (including the label) for the 

MGRS coordinates on the PO workstation. 
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Authority 
Pathway Step ID# APWE Support Requirements 

PCC-2 
 

[D] 

Manually or automatically generated NAI location tags should be displayed on 
as a ‘pin’ on the live sensor image. The pin should include its text label for 
identification. 
 
• Req PCC-2a: The system shall display the manually or automatically 

generated NAI location tag as a ‘pin’ on the live sensor feed. 
• Req PCC-2b: The system shall display the label of the NAI location next to 

the ‘pin’ on the live sensor feed.  

PCC-3 
 

[M] 

When the sensor field of view persists over a location for more than [TBD] 
seconds, all recent imagery/EW/INT collected at that location should be 
accessible by the operator. 
 
• Req PCC-3a: When the sensor field of view persists over a location for 

more than [TBD] seconds, the system shall display all recent sensor 
imagery collected/reported at that location. 

• Req PCC-3b: When the sensor field of view persists over a location for 
more than [TBD] seconds, the system shall display all recent EW 
intelligence collected/reported at that location. 

• Req PCC-3c: When the sensor field of view persists over a location for 
more than [TBD] seconds, the system shall display all recent intelligence 
reports received from the Tasking Authority pertaining to that location. 

PCC-4 
 

[M] 

The AVO should have access to the ROEs briefed prior to mission start 
(including those delegated to the AVO). 
 
• Req PCC-4a: The system shall display the ROEs briefed prior to mission 

start to the AVO. 
• Req PCC-4b: The system shall indicate which ROEs are delegated to the 

AVO on mission start. 
 

PCC-5 
 

[D] 

PID evidence information should be manually tagged by the relevant operators 
in their chat messages (e.g., #id… #In … #cap …) so that the information can 
be automatically pulled from the IMA and EW chat feeds and compiled in one, 
shared status window.  
 
• Req PCC-5a: The system shall allow the operator to manually tag and 

categorise any chat messages pertaining to PID evidence using “#”. 
Specifically, Identification-related evidence = #id, Intent-related evidence = 
#in, and Capability-related evidence = #cap. 

• Req PCC-5b: The system shall automatically assign the ‘source’ of the 
PID evidence based on the crew member or Tasking Authority who sent 
the message. Specifically, visual-sourced evidence (IMA-A and IMA-R), 
EW-sourced evidence (EW-A and EW-R), and Intel-sourced evidence 
(AVO and Tasking Authority). 

• Req PCC-5c: The system shall automatically extract the operator tagged 
and categorised chat messages pertaining to PID evidence and present 
them (in tabular form) into a PID Status Table within the APWE Status 
Panel. Specifically, Columns: Source (Visual, EW, and Intel), and Rows: 
Type (Identification, Intent and Capability). 

• Req PCC-5d: The system shall allow the operator to manually enter 
evidence into the PID status table, and re-categorise or edit evidence 
already in the table. 

• Req PCC-5e: The system shall automatically add a timestamp 
[ddhhmmZMMMYYYY] to the PID evidence which represents the time at 
which the information was extracted through chat or manually entered by 
the operator. 
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Authority 
Pathway Step ID# APWE Support Requirements 

PCC-6 
 

[M] 

TIC evidence information should be manually tagged by the relevant operators 
in their chat messages (#TIC) so that the information can be automatically 
pulled from the IMA and EW chat feeds and compiled in one, shared status 
window. 
 
• Req PCC-6a: The system shall allow the operator to manually tag and 

categorise any chat messages pertaining to TIC evidence using “#”. 
Specifically, TIC-related evidence = #TIC. 

• Req PCC-6b: The system shall automatically assign the ‘source’ of the 
TIC evidence based on the crew member or Tasking Authority who sent 
the message. Specifically, visual-sourced evidence (IMA-A and IMA-R), 
EW-sourced evidence (EW-A and EW-R), and Intel-sourced evidence 
(AVO and Tasking Authority). 

• Req PCC-6c: The system shall automatically extract the operator tagged 
and categorised chat messages pertaining to TIC evidence and present 
them (in tabular form) into a TIC Status Table within the APWE Status 
Panel. Specifically, Columns: Source (Visual, EW, and Intel). 

• Req PCC-6d: The system shall allow the operator to manually enter 
evidence into the TIC status table, and re-categorise or edit evidence 
already in the table. 

• Req PCC-6e: The system shall automatically add a timestamp 
[ddhhmmZMMMYYYY] to the TIC evidence which represents the time at 
which the information was extracted through chat or manually entered by 
the operator. 

Tasking 
Authority 
Notified 

TAN-1 
 

[D] 

When initiated by the AVO, the PID status table information should be 
automatically entered into the AVO’s Mission chat window. The AVO should be 
able to review and revise the information before manually sending it.  
 
• Req TAN-1a: The system shall output the current status of the PID Status 

Table into the AVO’s Mission chat window when initiated by the AVO. 
• Req TAN-1b: The system shall allow the AVO to review and revise the 

PID status information in the AVO’s Mission Chat window before manually 
sending it. 

TAN-2 
 

[D] 

Once sent to the Tasking Authority, the AVO should be notified of the current 
status of the PID. 
 
• Req TAN-2a: The system shall notify the AVO on the current status of the 

PID once the AVO sends the PID Status Table information to the Tasking 
Authority. Specifically, sent (time), received (time), read (time), total time 
elapsed (from time sent). 

TAN-3 
 

[M] 

When initiated by the AVO, the TIC status table information should be 
automatically entered into the AVO’s Mission chat window. The AVO should be 
able to review and revise the information before manually sending it.  
 
• Req TAN-3a: The system shall output the current status of the TIC Status 

Table into the AVO’s Mission chat window when initiated by the AVO. 
• Req TAN-3b: The system shall allow the AVO to review and revise the TIC 

status information in the AVO’s Mission Chat window before manually 
sending it. 

TAN-4 
 

[M] 

Once sent to the Tasking Authority, the AVO should be notified of the current 
status of the TIC. 
 
• Req TAN-4a: The system shall notify the AVO on the current status of the 

TIC once the AVO sends the TIC Status Table information to the Tasking 
Authority. Specifically, sent (time), received (time), read (time), total time 
elapsed (from time sent). 

Kinetic 
Response 
Authorised 

KRA-1 
 

[M] 

The AVO should be informed about the outcome of the request for 
authorisation for kinetic response from the Tasking Authority.  
 
• Req KRA-1a: The system shall present the outcome of the request for 

authorisation for kinetic response from the Tasking Authority to the AVO. 
Specifically, outcome (accept, decline w/ reason), received (time), read 
(time), total time elapsed (from time sent). 
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Authority 
Pathway Step ID# APWE Support Requirements 

KRA-2 
 

[D] 

The AVO should be notified of any changes to the ROEs.  
 
• Req PCC-KRA2a: The system shall notify the AVO of any updates to the 

ROEs received from the Tasking Authority during the mission. 
• Req PCC-KRA2b: The system shall display any updates to the ROEs 

received from the Tasking Authority during the mission. 

KRA-3 
 

[D] 

The remarks from the Tasking Authority concerning the validity of the PID 
evidence should be displayed on the PID status table. This information should 
identify specific issues with the current PID status and instructions as to what 
should be addressed to enable its acceptance. 
 
• Req KRA-3a: The system shall present to the AVO any remarks from the 

Tasking Authority concerning issues with the validity of the PID evidence. 
• Req KRA-3b: The system shall present to the AVO any remarks from the 

Tasking Authority concerning instructions to improve the validity of the PID 
evidence to the AVO. 

Weapon 
Engagement 

Planning 
Completed 

WEPC-1 
 

[M] 

Once the authorisation for a kinetic response has been received from the 
Tasking Authority, the AVO should be notified that Weapon Engagement 
Planning should commence. 
 
• Req WEPC-1a: The system shall notify the AVO that Weapon 

Engagement Planning should commence when the authorisation for a 
kinetic response has been received from the Task Authority. 

WEPC-2 
 

[M] 

The AVO should have access to the current weapon inventory status. 
 
• Req WEPC-2a: The system shall present to the AVO the current weapon 

inventory status. Specifically, the type and amount of weapons currently 
carried by the UAS. 

WEPC-3 
 

[M] 

The crew’s mental visualisation of the (selected) weapon effect area should be 
supported. 
 
• Req WEPC-3a: The system shall allow the AVO to select a weapon. 
• Req WEPC-3b: The system shall allow the AVO to select a targeting point. 
• Req WEPC-3c: The system shall present to the crew a visualisation of the 

effect area of the selected weapon around a specific (targeted) location. 

WEPC-4 
 

[M] 

The AVO’s mental visualisation of the (selected) weapon engagement 
envelope should be supported. 
 
• Req WEPC-4a: The system shall present to the AVO a visualisation of the 

weapon engagement envelope of the selected weapon relative to a 
specific (targeted) location (see also WEPC-3a and WEPC-3b). 

WEPC-5 
 

[M] 

The AVO’s mental visualisation of the current airspace restrictions in effect 
should be supported. 
 
• Req WEPC-5a: The system shall allow the AVO to define the distance 

from the UAS within which current airspace restrictions in effect are 
displayed. 

• Req WEPC-5b: The system shall present to the AVO a visualisation of the 
current airspace restrictions in effect within an operator-selected distance 
from the current position of the UAS. 

WEPC-6 
 

[M] 

The AVO should be notified of any conflicts between the selected weapon 
engagement plan (i.e., weapon envelope) and the current airspace restrictions 
in place. 
 
• WEPC-6a: The system shall calculate any conflicts between the selected 

weapon engagement plan (WEPC-3a and WEPC-3b) and the current 
airspace restrictions in place. 

• WEPC-6b: The system shall notify the AVO of any conflicts between the 
selected weapon engagement plan (WEPC-3a and WEPC-3b) and the 
current airspace restrictions in place. 
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Authority 
Pathway Step ID# APWE Support Requirements 

WEPC-7 
 

[D] 
 

The weapon settings should be automatically configured based on the weapon 
engagement plan selected by the AVO.  
 
• WEPC-7a: The system shall automatically configure the weapon settings 

based on the selected weapon engagement plan (WEPC-3a and WEPC-
3b) 

WEPC-8 
 

[M] 

The system should automatically generate and manage an airspace control 
request based on the selected weapon engagement plan.  
 
• Req WEPC-8a: The system shall generate an airspace control request 

based on the selected weapon engagement plan (WEPC-3a and WEPC-
3b) when initiated by the AVO. 

• Req WEPC-8b: The system shall output the airspace control request into 
the AVO’s Mission Chat window 

• Req WEPC-8c: The system shall allow the operator to review and revise 
the airspace control request in the AVO’s Mission Chat window before 
manually sending it.  

• Req WEPC-8d: The system shall notify the AVO on the current status of 
the airspace control request once the AVO sends the request to the 
Tasking Authority. Specifically, sent (time), received (time), read (time), 
total time elapsed (from time sent). 

• Req WEPC-8e: The system shall present to the AVO the outcome of the 
request for airspace control from the Tasking Authority. Specifically, 
outcome (accept, decline), received (time), read (time), total time elapsed 
(from time sent). 

No Collateral 
Damage 

Confirmed 

NCDC-1 
 

[M] 

Once the authorisation for a kinetic response has been received from the 
Tasking Authority, the AVO should be notified that Collateral Damage 
Estimation should commence. 
 
• Req NCCD-1a: The system shall notify the AVO that Collateral Damage 

Estimation should commence when the authorisation for a kinetic 
response has been received from the Task Authority. 

NCDC-2 
 

[D] 

The AVO should receive a notification (by a pop-up window) of any chat 
messages to or from Blue Forces which contains MGRS location information 
within an operator-defined distance from the target. 
 
• Req NCDC-2a: The system shall allow the AVO to define the distance 

from the target point within which Blue Force chat messages are 
monitored by the system for location information (see also WEPC-3b). 

• Req NCDC-2b: The system shall monitor the Mission Chat messages for 
any Blue Force(s) located within the operator-defined distance from the 
target. 

• Req NCDC-2c: The system shall notify the AVO of any Blue Force(s) 
located within the operator-defined distance from the target. 

NCDC-3 
 

[M] 

When the AVO confirms a weapon engagement plan for a specific target, the 
system should highlight all Blue Forces currently within an operator-defined 
distance from that location.  
 
• Req NCDC-3a: The system shall calculate any conflicts between the 

selected weapon engagement plan (WEPC-3a and WEPC-3b) and the 
current location of Blue Force units. 

• Req NCDC-3b: The system shall notify the AVO of any conflicts between 
the selected weapon engagement plan (WEPC-3a and WEPC-3b) and the 
current location of Blue Force units. 

NCDC-4 
 

[M] 

When the AVO confirms a weapon engagement plan for a specific target, the 
system should highlight all known civilian activities currently within an operator-
defined distance from that location. 
 
• Req NCDC-4a: The system shall calculate any conflicts between the 

selected weapon engagement plan (WEPC-3a and WEPC-3b) and the 
current location of civilian activities. 

• Req NCDC-4b: The system shall notify the AVO of any conflicts between 
the selected weapon engagement plan (WEPC-3a and WEPC-3b) and the 
current location of civilian activities. 
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Authority 
Pathway Step ID# APWE Support Requirements 

NCDC-5 
 

[M] 

When the AVO confirms a weapon engagement plan for a specific target, the 
system should highlight all civilian infrastructure within an operator-defined 
distance from that location. 
 
• Req NCDC-5a: The system shall calculate any conflicts between the 

selected weapon engagement plan (WEPC-3a and WEPC-3b) and the 
current location of civilian infrastructure. 

• Req NCDC-5b: The system shall notify the AVO of any conflicts between 
the selected weapon engagement plan (WEPC-3a and WEPC-3b) and the 
current location of civilian infrastructure. 

NCDC-6 
 

[M] 

To crew should have the option of displaying the weapon effect area as the ‘kill 
zone’, ‘injury zone’ and ‘safe zone’ (with respect to civilian pedestrians). 
 
• Req NCDC-6a: The system shall display the selected weapon effect area 

as one (or more) of the following: ‘kill zone’, ‘injury zone’ and ‘safe zone’ 
(with respect to civilian pedestrians) from the selected target location 
(WEPC-3c). 

NCDC-7 
 

[M] 

CDE information should be manually tagged by the relevant operators in their 
chat messages (e.g., #civ... #inf … # cul… #bf…) so that the information can be 
automatically pulled from the IMA and EW chat feeds and compiled in one, 
shared CDE Status window.  
 
• Req NCDC-7a: The system shall allow the operator to manually tag and 

categorise any chat messages pertaining to CDE information using “#”. 
Specifically, Civilian-related CDE information = #civ, Infrastructure-related 
CDE information = #inf, Culture-related CDE information = #cul, and Blue 
Force-related information = #bf. 

• Req NCDC-7b: The system shall automatically calculate and categorise 
the CDE effect based on the weapon engagement plan (WEPC-3a and 
WEPC-3b) for each civilian, infrastructure, culture and BF entities located 
within the weapon effect area (WEPC-3c). Specifically, Kill/Destroy, 
Injure/Damage, Safe/ No Effect. 

• Req NCDC-7c: The system shall automatically extract the operator tagged 
and categorised chat messages pertaining to CDE information, and 
related CDE effect system calculations, and presents them (in tabular 
form) into a CDE Status Table within the APWE Status Panel. Specifically, 
Columns: CDE Effect (e.g., kill/destroy, injure/damage, safe/no effect), 
and Rows: Type (Civilian (e.g., man, women, child, vehicle), Infrastructure 
(e.g., hospital, school, residential, police station), Cultural (e.g., church, 
museum, monument) and Blue Force). 

• Req NCDC-7d: The system shall allow the operator to manually enter 
information into the CDE status table, and re-categorise or edit information 
already in the table. 

NCDC-8 
 

[M] 

When initiated by the AVO, the CDE status table information should be 
automatically entered into the AVO’s Mission chat window. The AVO should be 
able to review and revise the information before manually sending it.  
 
• Req NCDC-8a: The system shall output the current status of the CDE 

Status Table into the AVO’s Mission chat window when initiated by the 
AVO. 

• Req NCDC-8b: The system shall allow the AVO to review and revise the 
CDE status information in the AVO’s Mission Chat window before 
manually sending it. 

NCDC-9 
 

[M] 

Once sent to the Tasking Authority, the AVO should be notified of the current 
status of the CDE. 
 
• Req NCDC-9a: The system shall notify the AVO on the current status of 

the CDE once the AVO sends the CDE Status Table information to the 
Tasking Authority. Specifically, sent (time), received (time), read (time), 
total time elapsed (from time sent). 
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NCDC-10 
 

[D] 

The system should support the crew make CDE assessments on moving 
targets. 
 
• Req NCDC-10a: The system shall calculate the location of weapon impact 

of a moving target based on the following parameters: target speed, target 
direction, and weapon flight time. 

• Req NCDC-10b: The system shall calculate any conflicts between the 
selected weapon engagement plan (WEPC-3a, WEPC-3b), the predicted 
weapon impact location, and the current location of Blue Force units. 

• Req NCDC-10c: The system shall notify the AVO of any conflicts between 
the selected weapon engagement plan (WEPC-3a and WEPC-3b), the 
predicted weapon impact location, and the current location of Blue Force 
units. 

• Req NCDC-10d: The system shall calculate any conflicts between the 
selected weapon engagement plan (WEPC-3a, WEPC-3b), the predicted 
weapon impact location, and the current location of civilian activities. 

• Req NCDC-10e: The system shall notify the AVO of any conflicts between 
the selected weapon engagement plan (WEPC-3a and WEPC-3b), the 
predicted weapon impact location, and the current location of civilian 
activities. 

• Req NCDC-10f: The system shall calculate any conflicts between the 
selected weapon engagement plan (WEPC-3a, WEPC-3b), the predicted 
weapon impact location, and the current location of civilian infrastructure. 

• Req NCDC-10g: The system shall notify the AVO of any conflicts between 
the selected weapon engagement plan (WEPC-3a and WEPC-3b), the 
predicted weapon impact location, and the current location of civilian 
infrastructure. 

Tasking 
Authority 

Notified UAS 
Ready for 

Engagement 

TANURE-1 
 

[M] 

When initiated by the AVO, UAS readiness message should be automatically 
entered into the AVO’s Mission chat window. The AVO should be able to 
review and revise the information before manually sending it. 
 
• Req TANURE-1a: The system shall output a generic UAS readiness 

status statement into the AVO’s Mission chat window when initiated by the 
AVO. 

• Req TANURE-1b: The system shall allow the AVO to review and revise 
the UAS readiness statement in the AVO’s Mission Chat window before 
manually sending it. 

TANURE-2 
 

[M] 

Once sent to the Tasking Authority, the AVO should be notified of the current 
UAS readiness message. 
 
• Req TANURE-2a: The system shall notify the AVO on the current status of 

the UAS readiness message once sent to the Tasking Authority. 
Specifically, sent (time), received (time), read (time), total time elapsed 
(from time sent). 

Weapon 
Release 

Authorised 

WRA-1 
 

[M] 

The AVO should be informed about the outcome of the request for 
authorisation for weapon release from the Tasking Authority. 
 
• Req WRA-1a: The system shall present to the AVO the outcome of the 

request for authorisation for weapon release from the Tasking Authority. 
Specifically, outcome (proceed, abort), received (time), read (time), total 
time elapsed (from time sent). 

Target Laze 
Confirmed 

TLC-1 
 

[D] 

The laser settings should be automatically configured and confirmed based on 
the weapon engagement plan selected by the AVO.  
 
• Req TLC-1a: The system shall automatically configure the laser settings 

based on the selected weapon engagement plan (WEPC-3a and WEPC-
3b) 

• Req TLC-1b: The system shall confirm that the target is adequately 
illuminated for the weapon system. 

Continuous 
Eyes on 
Target 

Maintained 

CEOTM-1 
 

[D] 

Once the Tasking Authority has been notified of PID, the AVO should be 
notified that continuous eyes on target should commence. 
 
• CEOTM-1a: The system shall notify the AVO that Continuous Eyes on 

Target should commence when the authorisation for a kinetic response 
has been received from the Task Authority. 
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CEOTM-2 
 

[D] 

The system should support the PO maintaining continuous eyes on target with 
the sensor. 
 
• Req CEOTM-2a: The system shall allow the PO to select one of three 

sensor operation support modes. Specifically, (1) No Support, (2) Assisted 
Slew (CEOTM-2c), and (3) Automatic Target Tracking (CEOTM-2e). 

• Req CEOTM-2b: The system shall allow the PO to define the distance 
from the edge of the sensor window the Assisted Slew feature will 
activate. 

• Req CEOTM-2c: The system shall present a visual cue/alert when the 
target is within the operator defined distance from the edge of the sensor 
window (see also CEOTM-2b) 

• Req CEOTM-2d: The system shall allow the PO to define the target for the 
Automatic Target Tracking feature. 

• Req CEOTM-2e: The system shall automatically track the operator-
defined target (see also CEOTM-2d). 

CEOTM-3 
 

[D] 

The system should support the AVO make an assessment of how well the crew 
is maintaining continuous eyes on the target. 
 
• Req CEOTM-3a: The system shall allow the PO to define the target for the 

Continuous Eyes on Target Monitoring feature. 
• Req CEOTM-3b: The system shall calculate the percentage of time the 

sensor is slewed to the operator-defined target (see also CEOTM-3a). 
• Req CEOTM-3c: The system shall present to the AVO the percentage of 

the time the sensor is slewed to the operator-defined target (see also 
CEOTM-3b). 

• Req CEOTM-3d: The system shall calculate when and for how long the 
sensor was not slewed to the operator-defined target (see also CEOTM-
3a). 

• Req CEOTM-3e: The system shall present to the AVO when and for how 
long the sensor was not slewed to the operator-defined target (see also 
CEOTM-3d). 

CEOTM-4 
 

[D] 

The system should support the AVO make an assessment of the impact of any 
momentary loss of eyes on the target on the certainty of the PID. 
 
• Req CEOTM-4a: The system shall record all live sensor imagery 

throughout the mission. 
• Req CEOTM-4b: The system shall allow the AVO to manipulate previously 

recorded imagery (CEOTM-3a). Specifically, start/stop, pause and scrub 
(forward and reverse). 

CEOTM-5 
 

[M] 

In the event of the crew losing eyes on a moving target, the system should 
support the crew re-acquiring the target with the sensor. 
 
•  Req CEOTM-5a: The system shall allow the crew to initiate the ‘Lost 

Contact’ function. 
• Req CEOTM-5b: The system shall calculate an ‘area of probability’ that 

the lost contact might be within based on its last known position, speed 
and direction of travel. 

• Req CEOTM-5b: The system shall display an ‘area of probability’ that the 
lost contact might be within. 

Weapon 
Released 

WR-1 
 

[M] 

The system should provide feedback to the AVO that the weapon has been 
released successfully and the pathway has been completed. 
 
• Req WR-1a: The system shall notify the AVO that the weapon has been 

released successfully. 
• Req WR-1b: The system shall notify the AVO that the Authority Pathway 

has been completed and BDA should commence. 

WR-2 
 

[M] 

The system should allow the AVO to reset the Authority Pathway depending on 
the outcome of the engagement. 
 
• Req WR-2a: The system shall fully reset the Authority Pathway when the 

AVO acknowledges the successful completion of the target engagement. 
• Req WR-2b: The system shall partially reset the Authority Pathway to the 

‘Kinetic Response Authorised’ step when the AVO acknowledges the 
unsuccessful completion of the target engagement. 
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3.2.7 Defining the APWE GUI Requirements 
 
The final step was to define the means by which the operator interacts with the IAS 
through the GUI. It includes the visual channel (e.g., dials, gauges, visual displays), the 
auditory channel (e.g., tones, frequency, alerts, voice warnings), and the haptic channel 
(e.g., spatial information presented using tactile actuators such as those found in pagers 
or cell phones).  
 
The specification of the GUI for the APWE comprised a systematic step-wise process 
using the list of validated APWE support requirements presented in Table 3 as a starting 
point. Specifically: 
 

1. The identification of which HMIs are needed to support each APWE IAS support 
requirements. A number of HMIs for APWE were identified during the early 
stages of APWE concept development [10]: 
 

a. Authority Pathway Stateboard. The core structure of the APWE, from both 
a visual and interactive perspective, is built upon the weapon 
engagement sequence diagram described earlier in this report. 
 

b. Authority Pathway Status and Control Panel. In order to enable specific 
crew members (e.g., AVO) to interact with the APWE, additional 
functionality is required to support ‘drill-down’ into contextual information 
and control pertaining to each APWE step. As such, the APWE Status 
and Control (APWE-SAC) panel is the primary means by which an 
operator can interact with the APWE software agents responsible for 
executing the decision support and automation requirements. 

 
c. Authority Pathway Tactical Awareness Display. The APWE Tactical 

Awareness Display (TAD) is intended to provide a physical representation 
of the real world whereby entities are displayed according to their 
geographical location relative to the UAS.  

 
d. TIGER HMIs. The following components of the TIGER HMI were 

identified: 
 

i. Live sensor view. Specifically, the live sensor view at the PO’s 
workstation and the video streaming applications of the same 
sensor feed at the AVO, IMA and EW workstations. 
 

ii. Chat. Specifically, the application on all crew workstations that 
supports chat messaging between the crew members and the 
Tasking Authority. 
 

iii. AVO workstation. Specifically, functionality pertaining to status 
information, configuration and control of the UAS weapon system. 

 
iv. PO workstation. Specifically, functionality pertaining to status 

information, configuration and control of the UAS sensor and laser 
target designator systems. 
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2. A brief top-level description of the operator’s interaction with the applicable HMIs 
pertinent to each APWE support requirement; and, 
 

3. The decomposition of each top-level description into the following categories of 
GUI requirements: 
 

a. GUI Information Requirements. The information required to support the 
operator’s SA and decision making. This includes the specification of how 
this information should be presented (e.g., text, icon, auditory alert); 
 

b. GUI Control Requirements. The control methods by which the operator 
interacts with the GUI in order to access or manipulate the information 
required to support decision making (e.g., keyboard, mouse, 
touchscreen); and, 

 
c. GUI Feedback Requirements. The feedback the GUI needs to give the 

operator to support the interaction. 
 

 
 

Figure 17: Example of GUI design specifications for a subset of APWE IAS support 
requirements [4] 

 
In summary, by defining all the relevant factors, the taxonomic approach allows the 
design team to identify specific adaptation methods for any given mission task through 
specific GUI interactions. As well, the appropriate adaptation triggers can be identified 
for each mission timeline, type of adaptation, and GUI interaction. The taxonomic 
approach also allows the development team to quickly determine IAS capabilities and 
functions in terms of priority and feasibility. This lets the development team maximize the 
impact of the IAS on operational performance and reduce development risks, such as 
depending on immature technology, within the time and budgetary constraints of the 
project. 
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4. CONCEPT IMPLEMENTATION: AUTHORITY PATHWAY 
PROTOTYPE ARCHITECTURE AND DESIGN 

 
This section describes the high-level architecture for the two APWE prototype versions 
that were created to support DRDC Toronto’s twin research activities: domestically to 
support the JUSTAS project with their short-term procurement of a combat UAS for the 
RCAF (i.e., a single UAS platform controlled by multiple operators), and the TTCP 
Autonomous Warrior project with its longer-term research objectives for future 
autonomous UASs (i.e., many UAS platforms controlled by one operator). Specifically: 
 

1. TIGER APWE. The TIGER is a GCS simulator used by DRDC for the 
development of new UAS GCS capabilities, including Human-Machine Interfaces 
(HMIs) and workspace concepts, for the future JUSTAS UAS procurement. 
TIGER is comprised of workstations for a six member UAS crew, three simulation 
control personnel, and two experimenters. The TIGER crew includes an AVO 
that also has the role of CC, a PO, two IMAs, and two EWs. The TIGER version 
of APWE will primarily be a tool used by the AVO, as CC, to ensure that the 
entire crew follows rules and permissions when striking a target. In addition to 
informing the crew on the current step of the weapon engagement procedure, the 
AVO will also be able to use the APWE tool to request that other crew members 
complete certain required tasks or additional information. 
 

2. AIM APWE. The AIM Control Station, developed by the partner TTCP nations 
including Canada, is an advanced GCS for the control and operation of multiple 
autonomous air, sea and land vehicles by a single operator. In order to integrate 
APWE within the AIM Control Station, several changes were made to the TIGER 
APWE GUI relating to its ‘look and feel’ (i.e., background palette, orientation, and 
labeling) and functionality (i.e., removing any duplicate functionality such as chat 
messaging, sensor imagery, and tactical map). 

 
The implementation of the AIM APWE prototype is described in Annex C 
 
4.1 TIGER APWE Prototype High Level Requirements  
 
This section presents a summary of the high-level requirements for the APWE prototype 
applications. The AIM APWE version can be considered as a specialized version of the 
TIGER APWE or main version. A subset of the system functionality and business logic 
has been re-used and some adaptation has been performed for the purposes of 
integration and also to satisfy mostly AIM APWE specific user interface requirements for 
the TTCP experimentation events. 
 
4.1.1 Functional Requirements 
 
This section lists the main functionality of the APWE prototypes.  
 

1. Interoperability. The APWE architecture should allow for seamless integration 
with C2 systems and simulation systems. The APWE architecture includes 
interfaces integration with TIGER for sending and receiving information to and 
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from simulations and command and control systems. The APWE will be used as 
part of multinational experimentation events that will require integration with 3rd 
party systems. 
 

2. Persistence. The APWE solution should include a persistence mechanism to 
store and retrieve mission templates, rules of engagement, operational checklist 
data as well as mission data collected during specific training and experiment 
events. 
 

3. Multi-Mission Logic. The APWE solution should provide logic for different mission 
types, for different nations, rules of engagement, etc. 
 

4. Main Panel Display. The APWE solution should provide a primary GUI panel that 
represents the sequence of steps required to engage a target, from positive 
identification through weapon release. 
 

5. Status and Control Panel Display. The APWE solution should provide a display 
pane that provides information with respect to each step shown on the main 
panel display. 
 

6. Mission Information Panel Display. The APWE solution should provide a panel 
that displays information related to the mission and the UAS, e.g. call sign, 
mission codename, etc. 
 

7. ROE Panel Display. The APWE solution should provide access to the active and 
applicable ROE. 
 

8. CHAT Display. The APWE solution should provide access to existing CHAT 
applications. In the absence of a connection to an existing CHAT server, the 
APWE solution should provide an independent CHAT capability. 
 

9. Threat Engagement Display. The APWE solution should provide a map view of 
the current target with additional information and annotations related to weapon 
selection and CDE activities. 
 

10. Live Sensor Feed Display. The APWE solution should provide the possibility to 
view live sensor feeds. 
 

11. Multi-User. The APWE solution should allow for multiple, simultaneous users that 
share information related to one or more simultaneous missions. 

 
4.1.2 Non-functional Requirements 
 
This section lists the principal non-functional requirements.  
 

1. Rich Graphical User Interface Client. The APWE solution should provide high 
quality, full-feature, rich GUIs. 

 
2. Maintainability. It should be easy to maintain and evolve the solution to perform 

updates, apply bug fixes and meet future integration requirements.  
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3. Scalability/Performance. Over time, the APWE solution will support an increasing 
number of agents, automation aids, missions and therefore will increase in 
complexity. Therefore, the APWE architecture should be able to scale, as 
required, to meet corresponding increased resource requirements. 

 
4. Security. The APWE solution will generally be hosted within a secure 

environment. In general, this will likely be a classified environment. Software 
security concerns within this environment should not be an issue. Nonetheless, 
the APWE architecture should support authorization and access features and 
follow software security best practices.  

 
5. Reliability. The APWE solution should include fault-tolerance mechanisms that 

ensure high reliability by providing for system recovery in case of partial 
(distributed) server failure.  

 
6. Understandability. The APWE solution should be designed and implemented in 

such a way that it is easy for software development resources that are not 
familiar with the code base to modify the software. 

 
4.1.3 Assumptions  
 
This section lists the assumptions used to guide the development of the APWE. 
 

1. Not for Operational Use. The APWE prototypes are not intended for operational 
use; but rather for the express purpose off validating the APWE Concept in terms 
of system requirements and operating procedures.  

 
2. Open Architecture for Extensibility. The APWE architecture is intended to support 

future needs for the CAF in HF experimentation as well as multinational 
experimentation events and therefore should be based on Open Architecture 
Technical Principles and Guidelines [39] that make it easy to extend, including 
adding new mission types, new automation aids and new agent behaviors.  

 
3. Life-cycle costs. The architecture choices should contribute to minimizing the 

total life-cycle cost associated with the design, implementation, integration, 
testing, deploying and maintaining the APWE solution as well as facilitate, to the 
extent that it is possible to envision, the development of future derived 
capabilities.  

 
4. Agent-based Automation. Consistent with the approach outlined in reference 

[32], it is assumed that the use of an agent-based design methodology will be 
used to introduce automation, i.e. software agents that perform functions on 
behalf of and to assist human operators.  

 
5. Open-source software. If possible, zero-cost, publicly available open source 

software (OSS) will be utilized.  
 

6. Programming languages. Java will be the main programming language. Web 
applications will utilize the Hypertext Markup Language (HTML) and JavaScript.  

 
7. Operating System Support. The APWE server will run on a Windows Server 
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Operating system (OS) but should be able to run on a Linux OS as well. The 
APWE client applications will run primarily on Windows OS but should run on 
Linux OS and also on SmartPhones and Tablet devices (i.e. Android and iPad). 

 
8. Distributed Server, Thin Client. The APWE architecture should be able to run in a 

multi-node, distributed server mode such that increasing complexity and 
requirements can be met by simply adding computing resources. In parallel, it is 
assumed that the APWE client applications will remain thin clients, i.e. will 
require minimal resources.  

 
4.1.4 Dependencies 
 
The APWE software stack is built using a combination of the following Java technologies 
and web technologies.  
 

1. Java Virtual Machine (JVM) / Java Run-time Environment (JRE). A subset of the 
APWE components will require a JVM and therefore will need for the JRE to be 
installed.  

 
2. Web Browser Support. The use of web technologies such as Web Sockets 

precludes the use of some web browsers. Currently, it is recommended that 
Google Chrome be utilized by APWE clients connecting via a web browser. 

 
 
4.2 APWE Prototype Software Architecture Description 
 
The APWE prototype software architecture has been documented in a previous contract 
report [28]. The following sections present the high-level architecture in terms of: (i) 
functional components of a distributed, client-server architecture; and, (ii) the external 
systems with which the APWE is intended to interoperate.  
 
4.2.1 APWE High-Level Architecture Description 
 
Figure 18 presents a high-level depiction of the architecture. It is a client/server 
architecture with three main sets of services: (i) the business logic (e.g. mission logic, 
operational procedures, etc.); (ii) the automation aids in the form of intelligent software 
agents and related logic; and, (iii) the services exposed to the clients for actions such as 
initiating a mission pathway, interacting with the pathway to receive information and 
notifications, make or approve requests etc. The APWE prototype architecture supports 
two integration scenarios: (i) TIGER integration involving information exchange between 
the APWE server and simulations as well as C2 systems; and, (ii) integration with TTCP 
partner systems such as the UK COMPACT system, US AIM and the Narrative 
application (AUS) (see section 4.4.1 for a description of these technologies). Note that a 
placeholder has been included for future integration of operator state monitoring inputs 
into the APWE server. The details concerning the actual implementation of the 
integration scenarios involving Fusion adapters using the Lightweight Message 
Construction Protocol (LMCP) protocol are provided in Annex C.  
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Figure 18: APWE Prototype Software Architecture Overview 

 
 

4.2.2 APWE Prototype Software Stack 
 
In accordance with the APWE high-level requirements highlighted in section 4.1 and the 
software architecture approach described in the previous section, a set of open source 
technologies has been chosen and integrated to form the APWE prototype software 
stack shown in Figure 19. The APWE prototype is built on a Java enterprise application 
software stack that draws from three main development frameworks: (i) the Apache 
Software Foundation; (ii) the Spring Application Framework; and, (iii) the Eclipse 
Development Environment and tools. The data layer is built on top of Jena/Fuseki, an 
Apache Resource Description Framework (RDF) datastore. The core server functions 
are built on Apache Zookeeper and Tomcat in order to provide scalability, fault-tolerance 
and ease of deployment. The Spring WebSocket and Message Broker are utilized along 
with the ActiveMQ Message Broker to provide flexibility. The majority of the business 
logic resides in either the form of state charts and associated code built using the 
Eclipse Papyrus addon or in the form of software agent internal logic built using the 
Active Components Jadex framework. APWE services that are exposed to clients or for 
integration purposes include a Map Server, a Chat Server and DIS reader and publisher 
services. Rich Client and Web Client applications communicate with the server using 
Web Services exposed using the JavaScript AngularJS framework. Web client 
applications are built using the Bootsrap libraries and the Rich Client applications are 
built using the JavaFx User Interface and application framework.  
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Figure 19: APWE Software Stack 

 
 
4.3 TIGER APWE Prototype Overview 
 
Consistent with the ICD approach, this section defines the prototype functionality as a 
series of user interface mock-ups and preliminary GUI layouts. These mock-ups and 
layouts served as primary inputs into the initial software development iteration. The 
mock-ups and GUI layouts were then complemented with support requirements that 
included suggested IAI and IAA requirements. During the ensuing software development 
iterations, the suggested requirements and layouts were refined based on SME 
feedback received during a series of SME interviews [4] with operational experience of 
RCAF UAS operations in Afghanistan as part of the CHUD. 
 
4.3.1 TIGER APWE Prototype Main Panel Interface  
 
An advanced version of the ‘wireframe’ representation of the TIGER APWE Prototype 
GUI is presented in Figure 20. It describes the various panels (and sub-panels) that 
accommodate the APWE automation and support functions identified in the previous 
study, as well as supporting functionality (e.g., map-based tools, configuration options). 
The figure presented in Figure 21 represents an advanced version of the corresponding 
GUI layout. The final version of the TIGER APWE Prototype implementation was close 
to this GUI layout. 
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Figure 20: Wireframe Representation of TIGER APWE GUI 

 

 
Figure 21: Detailed TIGER APWE GUI 

 
The following sub-sections describe the GUI panels that will be the means through which 
the UAS crew will interact with the APWE.  
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4.3.2 APWE State Board Panel 
 
The APWE State Board panel (Figure 22) comprises three sub-panels: Mission 
Information, APWE Display Configuration, and the State Board.  
 

 
Figure 22: TIGER APWE State Board Panel 

 
4.3.2.1 Mission Information Sub-Panel 
 
This sub-panel displays critical mission information (Figure 23).  
 

 
Figure 23: Mission Information Sub-Panel 

 
A detailed description of all GUI components within this sub-panel is presented in Table 
4. References to APWE functional requirements, where applicable, refer to the 
requirements presented in Annex A. 
  

2

1

4

3
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Table 4: Mission Information Sub-Panel Description 

ID# Description APWE Support 
Requirements 

Interaction 
Permissions 

1 Current mission time (Zulu) 
Format: HHMMSSZ None Information – All roles 

Control – None 

2 Elapsed mission time 
Format: HH:MM:SS None Information – All roles 

Control – None 

3 Own Call Sign None Information – All roles 
Control – None 

4 Tasking Authority Call Sign None Information – All roles 
Control – None 

 
4.3.2.2 APWE Display Configuration Sub-Panel 
 
This sub-panel comprise functionality pertaining to the configuration of the APWE 
display (Figure 24).  
 
 

 
Figure 24: APWE Display Configuration Sub-Panel 

 
A detailed description of all GUI components within this sub-panel is presented in Table 
5. 
 

Table 5: APWE Display Configuration Sub-Panel Description 

ID# Description APWE Support 
Requirements 

Interaction 
Permissions 

1 
Select APWE panel display options (e.g. 
full-screen State Board, live sensor view 
and State Board, all APWE panels) 

None Information – All roles 
Control – All roles 

2 Duplicate APWE to shared crew display None Information – All roles 
Control – AVO 

 
4.3.2.3 State Board Sub-Panel 
 
The core structure of the APWE, from both a visual and interactive perspective, is built 
upon the weapon engagement sequence diagram described earlier in this report (Figure 
7). As such, the design objective of the overall visual structure of the APWE was to 
present a clear visual metaphor of the process identified, as well as the logic underlying 
the whole system (Figure 25). More specifically, the design objective was to provide an 
interactive ‘State Board’ for the UAS crew to support the sharing of awareness regarding 
the current overall status of a target engagement. 
 

1

2
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Figure 25: State Board Sub-Panel 

 
The APWE is designed to reflect an accurate representation of time: past, present and 
future. Traditionally, time can be approached through linear, cyclic and interval fashions, 
depending on the context it needs to represent. In the case of the APWE, the linear 
approach was chosen because it mirrored the mental model of the user, addressing the 
concepts underlying weapon engagement and their incremental progression from the 
confirmation of PID to weapon release.  
 
A detailed description of all GUI components within this sub-panel is presented in Table 
6. 
 
Table 6: State Board Sub-Panel Description 

ID# Description APWE Support 
Requirements 

Interaction 
Permissions 

1 APWE step status 

WEPC-1a 
NCDC-1a 
CEOTM-1a/3c/3e 
WRA-1b/2a/2b 
WR-1a/1b 

Information – All roles 
Control – All roles 

2 Continuous eyes on target status CEOTM-5a Information – All roles 
Control – All roles 

3 Weapon release authorisation status None Information – All roles 
Control – None 

 
In order to optimize readability and understanding, as much textual information as 
possible has been translated into graphical information (e.g., colour and shape). A three-
colour palette is used to indicate the status of a step (i.e., ‘inactive/in progress’, 
‘completed’, and ‘no-go’). In line with existing HFE design standards (e.g., MIL-STD-
1472G) the colour palette used in the APWE denotes different levels of urgency/action: 
 

1. Amber (light). The APWE step is inactive. The operator must complete the 
previous step(s) before this/these steps can be actioned. 

2. Amber (dark). Having completed the required previous step(s), the APWE step is 
currently active but not completed. 

2

1

3
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3. Green. The APWE step has been successfully completed. The operator can now 
more on to the next step. 

4. Red (solid). The step has been completed but the operator cannot proceed to the 
next step unless certain conditions can be met (e.g., the engagement has been 
refused by the TA due to insufficient evidence of a PID – in this case, the crew 
must seek further evidence).  

 
4.3.3 Status and Control Panel 
 
In order to enable specific crew members (e.g., AVO) to interact with the APWE, 
additional functionality is required to support ‘drill-down’ into contextual information and 
control pertaining to each APWE step. As such, the SAC panel is the primary means by 
which an operator can interact with the APWE software agents responsible for executing 
the decision support and automation requirements [5]. As presented in Figure 26, 
selecting the desired APWE step will present an information panel with the relevant 
status information and control functionality.  
 
 
 

 
Figure 26: Status and Control Panel 

 
A detailed description of all GUI components within this panel is presented in Table 7. 
 
 
  

2

1
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Table 7: Status and Control Panel Description 

ID# Description APWE Support 
Requirements 

Interaction 
Permissions 

1 

Drill-Down Sub-Panel 
 
APWE step drill-down information. GUI 
designs pertinent to each APWE step will 
be described in more detail in Section B.1 
  

PCC-5c/5d/5e/6c/6d/6e 
TAN-1a/2a/3a/4a 
KRA-1a/3a/3b 
WEPC-2a/6b/7a/8a/8d/8e 
NCDC-
2c/3b/4b/5b/7c/7d/8a/9a/10c 
10e/10g 
TANURE-1a/2a 
WRA-1a 
TLC-1a/1b 
CEOTM-3c/3e/4b 
WR-1a/2a/2b 

Information – All roles 
Control – AVO 

2 

Crew ‘Nudge’ Sub-Panel 
 
Crew workload status indicators. Workload 
state can be either manually selected 
(self-assessment) or automatically 
recorded using psychophysiological 
measures (to be determined). The colour-
coding of workload status is: optimal 
(green), overload (red) or underload 
(yellow). 

None 
Information – All roles 
Control – All (select own 
workload level) 

 
 
4.3.4 Threat Engagement Display Panel 
 
The Threat Engagement Display (TED) panel is intended to provide a physical 
representation of the real world whereby entities, including threats and potential targets, 
are displayed according to their geographical location relative to the UAS (Figure 27).  
 
 

 

 
Figure 27: Threat Engagement Display Panel 

 
A detailed description of all GUI components within this panel is presented in Table 8. 
 

5

3

64
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Table 8: Threat Engagement Panel Description 

ID# Description APWE Support 
Requirements 

Interaction 
Permissions 

1 

Tactical Map/Intel View Sub-Panel 
 
Military maps or satellite imagery overlaid 
with tactical symbology. Specifically, MIL-
STD-2525 symbology representing 
friendly, neutral, unknown or hostile 
entities, crew-entered markers for NAIs 
other points of interest, and other 
symbology supporting target engagement 
(e.g., airspace restrictions, lost contact). 

PCC-1b/3a/3b/3c 
WEPC-3c/4a/5a/5b/6b 
NCDC-
2c/3b/4b/5b/6a/7/10c/10e/10g 
CEOTM-5a/5b 

Information – All roles 
Control – All roles 

2 
Display of the sensor field of view (FOV) 
(i.e., representing the live sensor feed 
view) in real-time. 

PCC-1b/3a/3b/3c 
WEPC-3c/4a/5a/5b/6b 
NCDC-
2c/3b/4b/5b/10c/10e/10g 
CEOTM-5a/5b 

Information – All roles 
Control – None 

3 

Tactical Map Configuration Sub-Panel 
 
Manipulation (e.g., scroll, rotate, zoom and 
declutter using layers/filters) of geo-
referenced military maps or satellite 
imagery. 

None Information – All roles 
Control – All roles 

4 

CDE Tool Configuration Sub-Panel 
 
Selection of geo-referenced information to 
support the Combat Damage Estimation 
process; for example, the currently 
selected weapon engagement plan and 
associated weapon effect envelope, 
together with affected Blue Force, civilian 
and infrastructure entities in the vicinity. 

NCDC-2a/6a Information – All roles 
Control – All roles 

5 

Historical Intel Sub-Panel 
 
Previous intelligence information (e.g., 
past imagery, reports) pertaining to a 
specific geographical location (i.e., sensor 
FOV). This information can be viewed in a 
separate window when selected by the 
operator. 

PCC-3a/3b/3c Information – All roles 
Control – All roles 

6 

Target Management Sub-Panel 
 
Selection of geo-referenced information to 
support the Weapon Planning process; for 
example, current NAIs, selected weapon, 
and weapon effect area. 

WEPC-7a 
TLC-1a/1b 
CEOTM-2d/3a 
WRA-1a 
WR-1a 

Information – All roles 
Control – All roles 
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4.3.5 Live Sensor Feed Panel  
 
This panel comprises the live sensor view at the PO’s workstation and the video 
streaming applications of the same sensor feed at the AVO, IMA and EW workstations 
(Figure 28). 

 
Figure 28: Live Sensor Feed Panel 

 
A detailed description of all GUI components within this panel is presented in Table 9. 
 

Table 9: Live Sensor Feed Panel Description 

ID# Description APWE Support 
Requirements 

Interaction 
Permissions 

1 Live sensor feed with ‘pins’ and labels for 
entities of interest. PCC-2a/2b Information – All roles 

Control – All roles 
 
4.3.6 Rules of Engagement Panel 
 
The Rules of Engagement Panel (Figure 29) presents the list of ROEs in effect (as 
briefed). The window persists across all steps of the AP. The operator shall have an 
option to minimize and maximize this window. 
 

 
Figure 29: Rules of Engagement Panel 

 
A detailed description of all GUI components within this panel is presented in Table 10. 
 

1

1

2
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Table 10: Rules of Engagement Panel Description 

ID# Description APWE Support 
Requirements 

Interaction 
Permissions 

1 List of ROEs briefed prior to mission start. PCC-4a/4b Information – All roles 
Control – AVO 

2 List of changes to the ROEs received from 
the TA during the mission. KRA-2a/2b Information – All roles 

Control – AVO 
 
4.3.7 Chat Panel 
 
This panel comprises the chat message application on all crew workstations that 
supports chat messaging between the crewmembers and the TA (Figure 30). 

 
Figure 30: Chat Panel 

 
A detailed description of all GUI components within this panel is presented in Table 11. 
 
  

1

2

4
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Table 11: Chat Panel Description 

ID# Description APWE Support 
Requirements 

Interaction 
Permissions 

1 
APWE Extracted Feed Sub-Panel 
 
List of extracted operator tagged and 
categorised chat messages.  

PCC-1b/5b/5c/5e/6b/6c/6e 
NCDC-7c 

Information – All roles 
Control – All roles 

2 
Chat Room Selection Sub-Panel 
 
List of chat room and participants 

None Information – All roles 
Control – All roles 

3 
Live Chat Feed Sub-Panel 
 
Chronological sequence of posted chat 
messages with originator. 

PCC-5c/6c 
NCDC-2b/7c 

Information – All roles 
Control – All roles 

4 
Message Entry Sub-Panel 
 
Compose tagged and categorised chat 
messages 

PCC-5a/6a 
TAN-1a/1b 
NCDC-7a/8a/8b 
TANURE-1b 

Information – All roles 
Control – All roles 

 
4.3.8 Detailed Design  
 
The detailed design for the TIGER APWE prototype is presented in Annex B of this 
report. It presents the detailed GUI design for each APWE step within the context of the 
vignette pertaining to the terrorist cell meeting in Building C during Operation Phoebe 
[10].  
 
 
 
4.4 AIM APWE Prototype Overview 
 
The following sections describe the AIM APWE Prototype developed for the sole 
purpose of providing Canada’s contribution to the TTCP ASC. 
 
4.4.1 Background 
 
The TTCP ASC is an international joint-service effort in human-autonomy teaming 
technology development [13]. The objective of the TTCP ASC is to identify and integrate 
novel autonomy-related technologies from the ‘Five Eyes’ countries (i.e., Australia, 
Canada, New Zealand, United Kingdom and United States) and evaluate the overall 
military utility of these technologies via a series of simulated and live events. In addition 
to Canada’s APWE, these technologies are: The United States’ Intelligent Multi-UxV3 
Planning with Adaptive Collaborative Control Technology (IMPACT) and Consensus-
Based Bundle Algorithm (CBBA); Australia’s Narrative and Recommender Systems; and 
the United Kingdom’s Configurable Operating Model Policy Automation for Control of 
Tasks (COMPACT).  
 
Specifically: 
 

• IMPACT. IMPACT is a C2 technology that combines flexible play calling, bi-
directional human-autonomy interaction, cooperative control algorithms, 
intelligent agent reasoning and autonomic technologies for effective multi 

                                                
3 UxV refers to the family of unmanned vehicles that includes UAV, unmanned ground vehicles 
(UGV), unmanned surface vehicles (USV), and unmanned underwater vehicles (UUV).  
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unmanned vehicle (UxV) control by a single operator [21]. The play calling 
framework utilized within IMPACT functions as a task delegation method, 
allowing for rapid communication about goals and plans between the operator 
(e.g. coach) and a group of intelligent actors (e.g. players). A play represents the 
desired high-level task and defines the constraints the intelligent agents must 
adhere to while carrying out the tasking. Multi-modal controls (speech, touch, and 
mouse) and an adaptable automation scheme allow for seamless transition 
between control states (from manual to fully autonomous). At one extreme, the 
operator can manually control UxV movement or build plays from the ground up, 
specifying detailed parameters. At the other extreme, the operator can quickly 
task one or more UxV by only specifying play type and location with an intelligent 
agent determining all other parameters after reasoning on domain knowledge. 

• CBBA. CBBA is a decentralized planning algorithm capable of dynamically 
allocating assets to a stream of incoming tasks. Considering primarily 
geometrical distance, CBBA will adjust its allocations in response to task and 
asset additions, removals, and modifications. In the case of lost or limited 
communications, because CBBA is decentralized, it will continue to function 
although the solution quality will depend upon relative awareness of other agents 
in the team. When agents are aware of each other they can potentially generate 
an optimal solution between them. If awareness is limited, they still can generate 
a solution, but the solution might be sub-optimal. If awareness is absent, each 
CBBA agent “thinks” as if it needs to plan for all incoming tasks it currently has 
knowledge of. 

• Narrative. The Narrative system was developed to support comprehension and 
projection aspects of SA and is modelled on a news service paradigm using 
virtual human characters to provide narration of multimedia content presented in 
a ‘monitor’ screen or within a geospatial tile. The generated narrative is 
structured to provide contextual information to aid in user comprehension, and it 
adapts as the user interacts with the system. The Narrative system interface is 
composed of three elements: (i) an animated virtual human character (avatar); (ii) 
a geospatial tile with coordinated camera and scene control with deictic 
referencing, and (iii) a HTML web-page of the complete generated narrative. The 
avatar’s real-time speech synthesis narration is supplemented with a 
presentation area for coordinated imagery and a textual caption. 

• Recommender. Recommender is a hybrid machine learning decision aid that 
continually monitors the system state for potentially important events and 
suggests a response. The agent recommendation can be made up of one or 
more high-level plays and is based on previous experience, heuristics, and learnt 
responses that have been rated highly in similar situations in the past. As a 
particular course of action plays out, the Recommender system continues to 
learn and monitor the system for any additional system state changes that would 
require a modified source of action, allowing human cognitive focus to move 
elsewhere. 

• COMPACT. COMPACT is a policy verification tool that affords policy-based 
authority transitions. In operation, several checks are applied to the current 
laydown and violations regarding airspace, air vehicle, and route de-confliction, 
emergency route recovery, track handovers and communication relays are 
reported. COMPACT is advisory in nature, in that it is left to the client system to 
determine how or whether to respond to any noted policy violations. The client 
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system may however invoke a series of defined automated or semi-automated 
negotiation sequences and processes to provide a recommended work around to 
the noted policy violations. 

 
These technologies are being integrated to form the ‘Five Eyes’ version of IMPACT – 
Allied IMPACT (AIM). Figure 31 presents a view of the current TTCP interoperability 
map and the system connectivity. The current integration architecture calls for APWE to 
be integrated with the AIM via the AIM Task Manager, as shown in the figure. 
 
 

 
Figure 31: TTCP Interoperability Overview 

 
 
The Autonomous Warrior (AW) exercise component of the TTCP ASC comprised an 
investigation of the control and operation of multiple autonomous air, sea and land 
vehicles by a single operator with the advanced AIM C2 system developed by the 
partner TTCP nations. For the AW exercise, the decision was made by the TTCP team 
that APWE will be co-located with the Narrative GUI (specifically within the web browser 
on the bottom third of the display) as part of an ‘Explanation’ display (see Figure 32).  
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Figure 32: Narrative and APWE GUI (left) and AIM workstation (centre, right) 

 
4.4.2 GUI Design Overview 
 
The detailed AIM APWE Prototype GUI, comprised of the State Board and SAC panels, 
is presented in Figure 33. 
 

 
Figure 33: Detailed AIM APWE GUI 

 
In order to integrate APWE within the proposed Explanation display, the following 
changes were made to the TIGER APWE GUI (as described in the previous section of 
this report): 
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1. ‘Look and feel’. The following changes were made to the design of the APWE: 
 

a. Background and palette. A black background was selected to match the 
Narrative GUI. This change necessitated a modification to the colour 
palette used to represent the status of each APWE step. 
 

b. Orientation of APWE State Board. The APWE State Board was oriented 
vertically in order to maximise the available real-estate in the Narrative 
web browser. 
 

c. APWE step labels. References to ‘kinetic response’ were replaced with a 
more generic ‘target engagement’ moniker to support the simulated non-
lethal engagements that will be undertaken during the AW2018 exercise. 
 

2. Modify functionality. The following changes were made to the functionality of the 
APWE: 
 

a. Target Engagement Display panel. This functionality was removed. Any 
relevant APWE map information will be presented to the operator using 
the Narrative map. In addition, weapon engagement information will be 
presented to the operator via the main AIM (IMPACT) interface. 
 

b. Chat panel. This functionality was removed. Chat will be presented to the 
operator via the main IMPACT (AIM) interface using a dedicated APWE 
chat room. 
 

c. Live Sensor Feed panel. This functionality was removed. Live sensor 
feeds will be presented to the operator via the main IMPACT (AIM) 
interface. 
 

d. Rules of Engagement panel. This functionality was removed. ROEs will 
be handled by COMPACT. 

 
The following sub-sections describe the two GUI panels providing the means through 
which the UAS crew will interact with the AIM APWE.  
 
4.4.3 State Board Panel 
 
The interactive ‘State Board’ for the AIM Operator supports the sharing of awareness 
regarding the current overall status of a target engagement (Figure 34). The design of 
this version of the panel mirrors the linear approach for the execution of the weapon 
engagement process as well as the three-colour palette employed for the TIGER APWE 
State Board panel (refer to Section 4.3.2.3). 
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Figure 34: AIM APWE State Board Sub-Panel 

 
A detailed description of all GUI components within this sub-panel is presented in Table 
12. 
 
Table 12: State Board Sub-Panel Description 

ID# Description APWE Support 
Requirements 

Interaction 
Permissions 

1 APWE step status 

WEPC-1a 
NCDC-1a 
CEOTM-1a/3c/3e 
WRA-1b/2a/2b 
WR-1a/1b 

Information – All roles 
Control – All roles 

2 Continuous eyes on target status CEOTM-5a Information – All roles 
Control – All roles 

 
 
4.4.4 Status and Control Panel 
 
The AIM version of the SAC panel (Figure 35) retains the same functionality and look 
and feel as the TIGER APWE version (refer to Section 4.3.3). To that end, this panel 
provides additional functionality to support ‘drill-down’ into contextual information and 
control pertaining to each APWE step. Refer to Appendix B.2 to see the different 
versions of the panel with contextual status information and control information to 
support each step of the engagement process. 
 
 
 

1

2
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Figure 35: AIM APWE Status and Control Panel 

 
A detailed description of all GUI components within this panel is presented in Table 13. 
 

Table 13: AIM APWE Status and Control Panel Description 

ID# Description APWE Support 
Requirements 

Interaction 
Permissions 

1 

Drill-Down Sub-Panel 
 
APWE step drill-down information. GUI 
designs pertinent to each APWE step will 
be described in more detail in Section B.2. 

PCC-5c/5d/5e/6c/6d/6e 
TAN-1a/2a/3a/4a 
KRA-1a/3a/3b 
WEPC-2a/6b/7a/8a/8d/8e 
NCDC-
2c/3b/4b/5b/7c/7d/8a/9a/10c 
10e/10g 
TANURE-1a/2a 
WRA-1a 
TLC-1a/1b 
CEOTM-3c/3e/4b 
WR-1a/2a/2b 

Information – All roles 
Control – AVO 

2 Weapon release authorisation status None Information – All roles 
Control – None 

 
 
4.4.5 Detailed AIM APWE GUI Design  
 
The detailed design for the AIM APWE GUI is presented in Annex B of this report. It 
provides step-by-step descriptions of the detailed interaction between APWE, Narrative 
(AUS) and IMPACT (US) for the weapon engagement sequence that takes place during 
the Base Attack scenario (Use Case Charlie). In this scenario, the AIMI operator is 
tasked to disable a radio tower with a kinetic weapon; however, the CDE assessment by 
APWE’s agents determines an unacceptable risk of injury/fatality to civilians in the 
vicinity. AIM recommends a non-lethal weapon (i.e., tear gas), which has no CDE 
issues, and the operator initiates the engagement of the radio tower. 
  

2

1
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5. CONCEPT EVALUATION: AUTHORITY PATHWAY 
ASSESSMENT AT AW2018 

 
This section describes the methodology and results of a HF study evaluating the utility 
and usability of APWE undertaken as part of a TTCP live, virtual and constructive 
exercise held during November 2018 at Jervis Bay, Australia. 
 
It is anticipated that the full trial report will be published by the TTCP team in the summer 
of 2019. As such, this section will provide a brief summary of the methodology and 
results for the virtual (or ‘synthetic’) component of the trial directly pertaining to the 
evaluation of APWE. 
 
5.1 Background 
  
The TTCP ASC was established in January 2014 with a mandate to enhance, 
demonstrate and evaluate the military utility of autonomous systems for future littoral 
operations [48]. Its purpose was to: 
 

1. Determine the operational utility of autonomy technologies in a representative 
littoral environment/maritime themed mission; 

2. Demonstrate and progress human-autonomy teaming concepts through 
simulation and live trials; 

3. Improve interoperability of emerging autonomous systems; 

4. Enable “human on the loop” control using the AIM C2 system; and,  

5. Engage and facilitate industry development for military requirements. 
 
A critical component of the ASC mandate was to demonstrate single operator control of 
ten or more simultaneous live assets culminating in a live, virtual and constructive 
exercise, AW2018, held during November 2018 at Jervis Bay, Australia.  
 
5.2 Allied IMPACT 
 
The command and control of unmanned vehicles, undertaken at AW2018, was provided 
through the integration of three major components with a shared common operating 
picture:  
 

1. AIM Operator station comprising multiple technologies from the TTCP partners 
as described in section 4.2 of this report (Figure 36); 

2. MAPLE command, control and information architecture provided by the United 
Kingdom to support the inter-operability of multiple unmanned systems and AIM; 
and, 

3. Multiple autonomous air, ground, surface and sub-surface vehicles. 
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Figure 36: Components of Allied IMPACT (AIM) 

 
Through these three components a single operator could digitally task a heterogeneous 
set of autonomous vehicles to conduct multiple military tasks. The capability was 
exercised through three use cases encompassing both live and synthetic trials. 
 
5.3 Methodology 
 
To exercise the multiple components comprising the entire system, three littoral use 
cases were developed from an overall scenario in which Coalition forces, augmented by 
a heterogeneous mix of vehicles, provide assistance to an allied nation undergoing a 
period of extreme unrest [48]. Specifically: 
 

1. Use Case Alpha. Arms smuggling by non-state actors comprising the following 
tasks: 

a. Generating SA across Jervis Bay and the surrounding area; 

b. Detection, acquisition, tracking and interception of land and sea assets 
involved in the conduct of arms smuggling; and, 

c. Conduct of an underwater survey to locate arms dumped during 
interception of sea assets. 

2. Use Case Bravo. Covert actions by a hostile state to destabilise the local 
economy comprising the following tasks: 
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a. Generating of SA across Jervis Bay and the surrounding area; 

b. Conduct of anti-submarine barrier operations at the entrance of Jervis 
Bay; 

c. Air overwatch of a foot patrol; 

d. Surveillance and non-lethal action against a civilian riot (supported by 
APWE); 

e. Force protection of high value infrastructure. 

3. Use Case Charlie. Overt attacks by a hostile state on local infrastructure 
comprising the following tasks: 

a. Generating SA across Jervis Bay and the surrounding area; 

b. Surveillance of civil unrest; 

c. Intended lethal action against a radio tower but re-tasked and executed 
non-lethal action following the detection of civilians in the vicinity 
(supported by APWE); 

d. Base protection against unlawful entry and attack by hostile actors; 

e. Detection and blockading of a ship conducting mine laying; and, 

f. Survey to clear the entrance to the bay of sea mines. 

 
AW2018 included both live and synthetic trials, both run in parallel over the trials period 
and both involving extensive data collection. In the Live trials, a team of seven trained 
military SMEs observed an experienced AIM Operator tasking both live and simulated 
assets over the three use cases described above. SMEs captured their observations 
during the scenario using a real-time data logging system. The evaluation team would 
then utilise the after-action report to facilitate discussion of key events in the scenario 
with the SME group, extracting key observations for later analysis [48]. 
 
In the Synthetic trials, evaluation team members observed as these same SMEs took 
turns to serve as the AIM Operator, directly tasking simulated assets in a single scenario 
based on use case Charlie (see Figure 37). The evaluation team also collected 
extensive data on overall mission and task effectiveness, workload, SA, trust, system 
usability, and HAT performance. After each hour-long trial, the evaluation team 
discussed findings and observations in consultation with the SME operator during a 
facilitated de-briefing session. 
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Figure 37: AIM system in operation during a synthetic trial at AW2018 

 
 
 
5.4 Summary of Results 
 
The full trial report produced by the TTCP evaluation team will describe in detail the data 
collection methodology and results pertaining to both the live and synthetic trials.  
 
As such, this section will provide a summary of results relating directly to the evaluation 
of APWE such as SME responses to questionnaires completed immediately after the 
conduct of live and synthetic use cases, and information collected during de-briefing 
sessions with the SMEs. These results are presented in full in Annex E of this report. 
 

• Top Three Strengths of AIM. Overall, SMEs were enthusiastic about the APWE 
application with four out of the seven of them reporting that APWE was one of 
the top three strengths of the AIM system. One SME reported that the APWE 
“prevented casualties” by conducting CDE in support of weapon engagements. 
 

• Supporting Weapon Engagement. SMEs were split on the question of how well 
the system supported weapons engagement; three SMEs responded that the 
system was either good or excellent, and two SMEs responded that the system 
was poor. SME comments revealed that confusion over the status of weapon 
engagement related to what engagement was being tasked by the Tasking 



Authority Pathway Summary Report Calian Report 6128-01-01 
 

 
101 

Authority; for example there was “confusion with the play as multiple weapon 
engagement plays were called with little differentiation of what Authority Pathway 
was approving”. Other SMEs reported that APWE was “helpful in prompting the 
operator” and they “love[d] the Authority Pathway function and reliability”. It was 
also recommended that APWE “needs to maintain comm[s] priority over low 
priority information”. 
 

• Supporting Weapon Release. Similarly, SMEs were also split on the question of 
how well the system supported weapons release; four SMEs responded that the 
system was either good or excellent, two SMEs responded that the system was 
satisfactory, and one SME responded that the system was poor. One SME 
reported that “AP[WE] and IMPACT don’t communicate all that well” and another 
SME was confused “over the lethal and non-lethal desired effect”. This confusion 
was attributed to inconsistent terminology used by APWE, IMPACT and Narrative 
to explain the desired effect for the tasking to disable the radio tower. Otherwise, 
SMEs were enthusiastic of APWE supporting weapon release insofar as it “helps 
prompt what needs to be done”, “is very easy to use”, and “is a good model; 
logical and assuring”. 
 

• Implementation of APWE within AIM. Overall, four out of seven SME considered 
the implementation of APWE within AIM as “exemplary, with major 
enhancements”; in other words, APWE brought very significant added-value to 
the AIM system. In the words of one SME – “brilliant’. 
 

• Potential of APWE to Aid Future Operations. Overall, four out of seven SME 
considered that APWE “could seriously benefit future operations”. In particular, 
APWE “takes a lot of stress away from the operator”. 
 

• De-briefing comments. Several negative comments relating to APWE focused on 
its interactions with other AIM components; particularly with weapon engagement 
play calling within IMPACT. As such the status of a weapon engagement (e.g., 
permission to engage and completion of the engagement) was sometimes not 
immediately clear to the SMEs. These comments are summed up well by one 
SME – “Authority Pathway is somewhat clunky, can take a long time to actually 
call in a weapons release. However, the AP is a good idea in that it doesn’t let 
you inadvertently engage before you have permission”. 

 
In summary, SME feedback on APWE was very positive including this final comment 
from one of the SMEs: 
 

"Massive fan, logical and great visibility of engagement status."  
 
From the SME feedback, APWE was reported to be a significant factor behind the 
success of the AIM system insofar as it provided excellent visibility of the current status 
of weapon engagements and, most importantly, trapped operator errors during active 
engagements by ensuring that the necessary planning and permissions were obtained 
before weapon release. Although extremely gratifying to the project team, it must be 
noted that these successes are a result of the extensive involvement of SMEs from the 
RCAF during concept identification, development and refinement, as part of the HF 
analysis efforts.  
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6. CONCLUSIONS 
 
This section presents the conclusions of the project, as well as recommendations for 
next steps and lessons learned. 
 
6.1 Summary of Results 
 
The work reported in this document represents the culmination of a six-year research 
and development effort undertaken by a team of twelve researchers, HFE specialists, 
system architects, and software developers from DRDC Toronto and five Canadian-
based companies.  
 
The project team would like to acknowledge and thank the RCAF subject matter experts 
involved in the project for their invaluable support and feedback during the development 
and refinement of the APWE concept. 
  
The following sections summarise the development, implementation and evaluation of 
the APWE concept. 
 
6.1.1 APWE Concept Development  
 
The APWE concept was initially identified as a potential development test-bed for IAS 
technologies based on both its operational relevance to future RCAF UAS operations 
and its suitability for inclusion into the full suite of AIM technologies developed for the 
TTCP ASC, leading to its evaluation at the AW2018 in Jervis Bay Australia (November 
2018).  
 
The development of the APWE concept comprised discovery, definition, refinement, and 
assessment phases; within which an ICD approach was used to guide the development 
of a series of functional prototypes of varying levels of maturity and complexity. The ICD 
road map described in this report required the determination of the operational priorities 
of the system, the ethical and legal implications, and project constraints (e.g., schedule, 
expertise of team members) at the commencement of the process. Only then was the 
high-level structure of the APWE concept defined; including the range of system 
autonomy and adaptation. Once the HF-led analysis was under way, the range and type 
of autonomy and adaptation across the mission timeline (i.e., adaptation taxonomy) was 
determined in sufficient detail to allow the system architect within the project team to 
identify the software architecture required to support the development of the IAS agent 
modules.  
 
The software engineers within the project team took the understanding of what range of 
adaptation was needed by the operator and determined what range of adaptation could 
actually be implemented within the budgetary and scheduling constraints of the project. 
During this step, the APWE GUI was designed and the system functionality was defined 
more rigorously as formal system requirements. This critical transition was made by 
considering the technological capabilities required to support the adaptation, as well as 
the ethical and legal implications of specific adaptations, identified earlier, and the 
impact of those implications on operator acceptance. 
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6.1.2 APWE Concept Implementation  
 
The ICD approach was applied to the development of two advanced prototypes of the 
APWE concept: (i) the DRDC TIGER APWE application; and, (ii) the TTCP AIM APWE 
application. The APWE software architecture was elaborated to support both integration 
environments. This client-server architecture embraced an open source software 
approach with a focus on ease of integration and reusability. Java was the principal 
programming language for the server and rich, desktop clients and JavaScript, 
Cascading Style Sheets (CSS) and HTML were utilized for the web client applications. 
This flexible approach proved useful when faced with integrating many external 
packages such as map displays, chat interfaces, simulation interfaces and allowed for 
rapid development, integration and deployment in both DRDC and TTCP execution 
environments.  
 

 
Figure 38: APWE Design Overview [28] 

 
The APWE prototypes included automation aids that were implemented as a hierarchal 
team of collaborating intelligent software agents, as shown in Figure 38. The underlying 
agent hierarchy comprises a horizontal structure with “manager” agents responsible for 
delegating tasks and supervising three types of “worker” agents: (i) monitor agents; (ii) 
assessment agents; and, (iii) notification agents. These agents were responsible for 
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tasks such as: monitoring mission conditions and operator states, detecting anomalies, 
threats or other events of interest, generating notification messages and other 
information sharing, and presenting options to the operator. Additional automation logic 
was implemented using a hierarchal state machine that captured the mission logic and 
provided a link between the software agents and the operators.  
 
The distributed software development process involved several sites. The software 
architecture and design were captured using Unified Modeling Language (UML) and 
communicated to all team members. The Spring Java application framework provided 
integration aids and automatic unit testing. The Apache Software Foundation proved to 
be a valuable source of infrastructure components for the server database, 
communication and messaging functionality. The use of the Multi-lateral Interoperability 
Programme (MIP) Information Model (MIM) as the de facto domain model provided a 
strong foundation for defining agent behaviors.  
 
The relative ease of developing the AIM APWE prototype and integrating it with TTCP 
partners attests to the flexibility of the architecture and the possibility to re-use or re-
purpose the architecture for future studies. 
 
6.1.3 APWE Concept Evaluation 
 
The AIM version of APWE was evaluated in detail during the AW2018 exercise by seven 
SMEs with military UAS operational experience from the United States (2), United 
Kingdom (1), Australia (3), and Canada (1).  
 
To exercise the multiple components comprising AIM, three littoral use cases were 
developed from an overall scenario in which Coalition Forces, augmented by a 
heterogeneous mix of vehicles, provide assistance to an allied nation undergoing a 
period of extreme unrest. 
 
In the Synthetic trials, evaluation team members observed as these same SMEs took 
turns to serve as the AIM Operator, directly tasking simulated assets in a single littoral 
scenario use case. In addition, the evaluation team collected extensive data on overall 
mission and task effectiveness, workload, SA, trust, system usability, and HAT 
performance. After each hour-long trial, the evaluation team discussed findings and 
observations in consultation with the SME operator during a facilitated de-briefing 
session. 
 
In summary, AW2018 provided Canada with a tremendous opportunity to both 
demonstrate APWE capability to a wider international audience, and to leverage the live 
and simulation aspects of the exercise to evaluate the usability and utility of APWE for 
supporting both lethal and non-lethal engagements. From the SME feedback, APWE 
was reported to be a significant factor behind the success of the AIM system insofar as it 
provided excellent visibility of the current status of weapon engagements and, most 
importantly, trapped operator errors during active engagements by ensuring that the 
necessary planning and permissions were obtained before weapon release. Although 
extremely gratifying to the project team, it must be noted that these successes are a 
result of the extensive involvement of SMEs from the RCAF during concept 
identification, development and refinement, as part of the HF analysis efforts.  
 
Table 14 presents a summary of the CD&E activities undertaken to develop, implement 
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and evaluate the Authority Pathway concept, both in terms of project timelines and 
achievements. In addition, sections of the report associated with each of the CD&E 
activities have been identified. 
 
Table 14: Summary of CD&E activities undertaken to develop, implement and evaluate the 
Authority Pathway concept 

 

CD&E Phase Description Report Section Related Projects 
& Timeline Achievements 

Concept Development 

Concept 
Discovery 

The process by 
which military 
and other subject 
matter experts 
review current 
operational 
lessons to clarify 
the needs for 
future operational 
capabilities. 

Section 2.1. 
Concept 
Discovery: 
Understanding the 
Need. 

Human 
Technology 
Interaction TAC 
(December 2013 – 
March 2017) 
 
CORA Task 28: 
Authority Pathway 
Development 
(August 2016 – 
January 2017) 

Justification of 
operational 
need for 
Authority 
Pathway 
 
 

Concept 
Definition 

A description of 
the method or 
capability that 
can be used for 
employing 
military 
capabilities to 
accomplish given 
missions.  

Section 2.2. 
Concept 
Definition: The 
Authority Pathway 
Concept 

Human 
Technology 
Interaction TAC 
(December 2013 – 
March 2017) 

Operational 
need for 
Authority 
Pathway based 
on simulator 
trial relating to 
weapon 
engagement 
 
Supporting 
Cognitive Task 
and  Error 
Analysis  

Concept 
Refinement 

A phase of 
concept 
development that 
usually involves 
experimentation 
to quantify the 
extent that the 
proposed 
capabilities solve 
military problems. 
The aim is to 
identify 
redundancies 
and reveal 
capability gaps.   

Section 2.3. 
Authority Pathway 
Concept 
Refinement 

Human 
Technology 
Interaction TAC 
(December 2013 – 
March 2017) 

Lessons 
learned from 
simulator trial 
relating to 
weapon 
engagement 
 
UAS crew 
concept 
 
Authority 
Pathway 
concept 
sketches 

Concept Aims to evaluate Section 3.2.6.3. CORA Task 28: Validated IAS 
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CD&E Phase Description Report Section Related Projects 
& Timeline Achievements 

Assessment the robustness of 
the solution over 
a range of 
possible future 
military 
operations. 

Determine 
Feasibility of IAS 
Support 
Opportunities 
 
Annex A. APWE 
Support 
Requirements 

Authority Pathway 
Development 
(August 2016 – 
January 2017) 

support 
requirements 
for Authority 
Pathway 

Concept Implementation 

Prototype 
Definition 

Detailed 
description of the 
prototype of the 
capability that 
can be used for 
employing 
military 
capabilities to 
accomplish given 
missions. 

Section 3. 
Concept 
Implementation: 
Authority Pathway 
Prototype 
Definition 
Annex A. APWE 
Support 
Requirements 
 

TIGER Integration 
Plan Project 
(October 2015 – 
March 2016)  
 
CORA Task 28: 
Authority Pathway 
Development 
(August 2016 – 
January 2017) 

Authority 
Pathway GUI 
requirements 

Prototype 
Architecture 
and Design 

Detailed design 
of the software 
architecture and 
GUI design of the 
prototype. 

Section 4. 
Concept 
Implementation: 
Authority Pathway 
Prototype 
Architecture and 
Design 
 
Annex C. AIM 
APWE 
Implementation 
and Integration 
 

Support for 
Autonomous 
Agent-Based UAS 
Operations project 
(August 2016 – 
January 2017) 
 
CORA Task 28: 
Authority Pathway 
Development 
(August 2016 – 
January 2017) 

Authority 
Pathway 
software 
architecture 
and GUI design 

Prototype 
Refinement  

The process by 
which a prototype 
is enhanced to 
address short-
comings or gaps 
identified as part 
of a concept 
refinement 
activity. 

Section 4.3. 
TIGER APWE 
Prototype 
Overview 
 
Annex B. AIM / 
TIGER GUI 
Detailed Design 

CORA Task 28: 
Authority Pathway 
Development 
(August 2016 – 
January 2017) 
 
CSSP Exercise 
Task 39: Authority 
Pathway 
Prototype 
Refinement and 
Concept 
Assessment (June 
2018 – March 
2019) 

Subject matter 
expert 
feedback on 
Authority 
Pathway 
prototype 
 
Refined 
Authority 
Pathway GUI 
Design 

Concept Evaluation 
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CD&E Phase Description Report Section Related Projects 
& Timeline Achievements 

Prototype 
Validation 

Aims to provide 
demonstrated 
evidence that the 
prototype can 
function in an 
operational 
context and will 
improve 
operational 
effectiveness 
and/or satisfy 
other desired 
operational 
needs. 

Section 5. 
Concept 
Evaluation: 
Authority Pathway 
Assessment at 
AW2018 
 
Annex E. Results 
of APWE 
Evaluation 

CSSP Exercise 
Task 39: Authority 
Pathway 
Prototype 
Refinement and 
Concept 
Assessment (June 
2018 – March 
2019) 

Test plan and 
evaluation 
materials 
 
Feedback on 
utility and 
usability of 
Authority 
Pathway 
 
Next steps for 
Authority 
Pathway 

 
 

6.2 Next Steps 
 
The general feedback received from the SMEs during the AW2018 trial can be used to 
update and revise the TIGER and AIM versions of the APWE GUI. However, these 
updates are outside of the mandate of the current contract, and there are currently no 
plans to further develop the APWE concept either under the auspices of the TTCP 
collaboration agreement or within the CAF. 
 
If and when future funds become available to continue development of the APWE, it is 
recommended that the following lines of enquiry are followed: 
 

1. Extend APWE concept to support Tasking Authority. The current version of the 
APWE concept is targeted at the level of UAS crew; the AVO within the context 
of TIGER and the C2 Operator in the context of AIM. However, the same concept 
could also be readily applied to support the Tasking Authority directly. Similar to 
the AVO or C2 Operator, the TA will likely need to obtain permission to engage a 
target from direct superiors within their chain of command, as well as politicians 
or legal advisors. The required steps to achieve these types of permissions 
would need to be understood, but the general concept of representing the logic 
and status of these permissions would remain the same. In addition, the APWE 
concept could be extended to represent the status of engagements using 
multiple UAS assets. For example, the UAS Crew Concept was extended to 
include the notion of a Mission Commander and supporting team (including legal 
team), whose responsibility was to oversee multiple UAS assets [10][41]. Figure 
39 presents the concept of Mission Commander (and team) within the context of 
multiple UAS teams (each led by a CC) located in UAS crew pods. Within this 
GCS concept, multiple iterations of a shared APWE could be displayed to 
support shared awareness of the current status of weapon engagements by the 
UAS assets (Figure 40). 
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Figure 39: Proposed extension to the Crew Concept to include a Mission Commander role 
[10] 

 

 
 

Figure 40: Authority Pathway GCS workspace concept sketch [8] 
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2. Extend APWE to other applications. At its most basic level, APWE fulfils the role 
of representing the logic and status of a series of steps that must be 
accomplished successfully in order to achieve an end goal or state. Feedback 
received SMEs at AW2018 suggested that APWE could be extended to support 
medical decision making or emergency management coordination roles. It is 
therefore recommended that a DRDC working group be formed to identify other 
applications and use cases for APWE within the Department of Defence and 
other government departments. For example: 

a. Transport Canada – application to train or aircraft traffic control;  

b. Environment Canada – application to disaster relief and industrial 
accidents impacting the environment; 

c. Canadian Space Agency – application to mission management and 
control; 

d. Canada Border Services Agency – application to border security;  

e. Canadian Coast Guard – application to command and control of field 
operations; 

f. Elections Canada – application to monitoring of election polling and 
reporting;  

g. Health Canada – application to patient intake and triaging, and 
management of significant accidents and incidents; and,    

h. Royal Canadian Mounted Police – application to command and control of 
field operations.  

 
As discussed in section 3 of this report, the implementation of future UASs that will be 
able to exhibit increasingly higher levels of autonomy will be prone to failure if there is no 
structured and systematic consideration of human issues [47]. In response, HAT has 
been proposed to realise the capabilities of future, more powerful automation through its 
acceptance by the human operator by being able work with them, and not just for them 
[49]. Frameworks of HAT typically incorporate three key tenets: transparency, bi-
directional communication, and operator-directed authority – all three tenets are 
supported by the APWE concept. 
 
Successful HAT will become all the more important as AI technologies increase their 
capability and autonomy. In parallel with this development will be the inevitable backlash 
from the media and general public against these so-called ‘killer robots’ as described 
earlier in this report [27]. As the feedback from SMEs at the AW2018 exercise shows, 
there is a desire for operators to retain some level of authority over autonomous team 
members; APWE would appear to be an intuitive, effective and, most critically, scalable 
way of supporting this relationship both now and in the future. 
 
6.3 Lessons Learned 
 
Building on the description of the ICD approach described in section 3.1, this section 
describes some of the lessons learned from the challenges and issues that were faced 
during the prototype design and implementation phases with respect to the ICD 
methodology that was employed. 
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6.3.1 From System to Intelligent Adaptive System 
 
A simple definition of intelligent systems for military operations is proposed as follows: 
intelligent systems utilize artificial intelligence to gather and analyze data related to the 
operational environment and mission context in order to optimize internal processes for 
the benefit of other machine systems and/or users. This definition is illustrated in Figure 
41 which shows the progression from a system to an intelligent system. 
 
 

 
Figure 41: From System to Intelligent System 

 
By extension, the definition of an intelligent adaptive system is as follows: an intelligent 
adaptive system is an intelligent system that also collects and analyzes data concerning 
the user’s state and adapts its behavior and the user interface as a function of this 
analysis. The progression from an intelligent system to an intelligent adaptive system is 
shown in Figure 42.  
 

 
Figure 42: From Intelligent System to Intelligent Adaptive System 

 
As illustrated above, the defining characteristics of IAS are that: (i) they include AI-
enabled components that enable the system to adapt to changes in the operating 
environment and/or the mission context; and, (ii) they also include AI-enabled 
components to adapt the user interface controls and displays as a function of data 
collected through user monitoring, in addition to information concerning the operating 
environment and mission context.  
 
As reported in section 1.2, the APWE prototype is an IAS. Applying the methodology 
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described in section 3.1 for the APWE prototype development has provided an overall 
validation for this approach and at the same time has also been a valuable source of 
lessons learned that can serve as guidance for future CD&E efforts involving IAS and 
also for developing operational IAS.  
 
6.3.2 From User-Centered to Interaction-Centered Design 
 
UCD, also known as human-centered design (HCD), places the human at the center of 
the design process with the goal of ensuring usability while gathering valuable user 
feedback throughout the design process. Nonetheless, UCD approaches do not 
necessarily consider the fact the user needs may vary during the lifetime of the user-
machine interaction. ICD is an extension of UCD where there is an additional focus on 
the need for the machine to adapt to user as a function of the user’s state (e.g. 
emotional or psychophysiological). The user monitoring function and the adaptation 
engine of an IAS, as described above, address this need by providing both the means to 
detect the need for adaptation and the mechanism to achieve the required adaptation.  
 
Therefore, interactions are described in terms of user activities, tasks and goals, for 
which the system is expected to expose the optimal information presentation and control 
interfaces as a function of the activity, the internal system states, the user states, the 
operating environment and mission context. If a user control action is considered as a 
decision-making activity, then then the use of decision ladders described in section 3.2.3 
exemplifies the ICD approach. There are three principle areas of concern: (i) depicting 
information to the user in the optimal form in terms of quantity and sequence; (ii) 
providing the user with a control interface that reduces the possibility of human error 
while presenting options in a clear, concise manner; and, (iii) ensuring that the previous 
two are adjusted as a function of changes to the user, in the operating environment, or to 
the mission context.  
 
The goal of performing HF analyses with tools such as the decision ladder is to generate 
requirements for subsequent SE design. Section 3.2.3 highlights the need to generate 
two distinct sets of requirements: (i) IAA requirements for internal automation aids that 
complement the human by perform tasks on his behalf; and, (ii) IAI requirements that 
dictate how the user interface will dynamically be modified to best represent information 
or be present a (or set) of control function(s). 
 
6.3.3 The Human Factors to System Engineering Gap 
 
Decision ladders are not the only HF analysis tool that can be used as part of the ICD 
approach, but they have proven extremely powerful and useful for the development of 
the APWE prototypes. They are a means for connecting well-defined use cases to the 
systems engineering design process for the development of safety-critical and mission-
critical systems. The outputs of decision ladder analyses are not formal requirements; 
they are closer to user needs wants and desires or stakeholder requirements. These are 
typically the inputs into System Engineering processes such as the vee-model, shown in 
Figure 43 [26].  
 
Figure 43: Decision tree highlighting the operator state monitoring approaches applicable 

to APWE (modified from [32]) 
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Figure 44: Original Vee-Model (modified from [26]) 

 
6.3.3.1 APWE Requirements Development Process 
 
At the same time, the outputs of the decision ladders for the APWE prototype 
development activity included suggested IAA and IAI “requirement suggestions” from the 
HF specialists. On the one hand, this was a useful source of information for the 
requirements development activity that ensued. On the other hand, the level of effort to 
formulate proper requirements suitable for input the design process starting from the 
requirement suggestions was disproportionately large. This difficulty is consistent with 
the requirements gap identified by Samaras et al [47] in the case of connecting the 
outputs of CSE with Requirements Engineering. 
 
One way to bridge this gap is to ensure that systems engineers well-versed in 
requirements engineering are teamed with the HF specialists during the requirements 
elicitation activity (e.g., decision ladder analysis, stakeholder interviews). In the case of 
the work reported on in this document, some collaboration of this type took place, but 
future ICD activities should ensure that adequate project coordination and teaming is 
built-in to the project planning 
 
From an education and training perspective, HFE programs should include formal 
requirements engineering modules. Conversely, requirements engineering specialists 
involved in the development of IAS should be familiar with HF analysis approaches and 
tools.  
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6.3.3.2 Intelligent Adaptive System Project Team Perspectives 
 
The development of IAS clearly requires a multidisciplinary team that includes HF 
specialists, system designers and software engineers, amongst others. In the case of an 
IAS Software Prototype ICD activity, these three groups form the core of the 
development team. At the same time, like the gap identified in the previous section, 
these project team members have vastly differing perspectives on the “system” they 
wish to build. For example, Figure 44 is a caricature of a HF specialist perception of a 
software system. Clearly the focus is on the user and the user interface. The code 
interacts with a server with the sole purpose of animating the GUI. Conversely, in Figure 
45 is the analogous depiction of a software (or system) engineer’s view of the same 
system. The focus is on the server which feeds the code and enables behaviors and 
functionality some of which is presented via a GUI to the user, who is otherwise not the 
focus of attention for the system/software engineer.  
 

 
Figure 45: Human Factors Specialist 

System Perspective 

 

 
Figure 46: Software Developer System 

Perspective 

These contrasting perspectives can help to explain, at least in part, the disconnect 
between the disciplines of HF and systems/software engineering. This disconnect 
translates into the CSE/SE gap identified by Samaras et al [47], and partly addressed by 
HFE activities that focus on ensuring that the human element is fully considered when 
developing user and system requirements. However, HFE does not indicate how to 
translate the outputs of HF analyses into user and system requirements.  
 
6.3.3.3 Bridging the Gap: The Value of GUI Mock-Ups and Designs 
 
For a HF specialist, the GUI layout with associated “suggested requirements” represents 
a “preliminary design”. For the system/software engineer, the GUI layout represents a 
small subset of the required information and the suggested requirements need to be 
developed into validated system requirements before they can be properly implemented.  
 
Nonetheless, bridging this gap requires that the HF specialists and the software/system 
engineer collaborate on translating the suggested requirements into formal system 
requirements. The software/system engineer must also complement these requirements 
with additional functional and non-functional requirements. This requirements 
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development activity is required for all ICD IAS projects; however, the effort spent on 
formalizing the requirements depends on the level of maturity and intended use of the 
solution. In the case of this project, the CD&E context and related budget constraints did 
not allow for extensive requirements development. Instead, emphasis was placed on the 
initial mock-ups and GUI layouts with the associated suggested requirements.  
 
During the APWE prototype development activity, the use of detailed GUI mock-ups 
proved to be an invaluable source of information for scoping and defining the initial 
software prototype during the early iterations. In our case, the GUI mock-ups were 
extremely detailed in terms of the choice of colors, geometries, icons and other features. 
This proved to be misleading since none of these details were requirements. This led to 
unnecessary effort to implement the GUI mock-ups in a form that changed dramatically.  
 
The mature GUI designs, including the “suggested requirements” served as inputs into 
the requirements development process and, in fact, should not be considered as part of 
the design specification. As discussed above, the GUI design and suggested 
requirements represent inputs into the requirement development process and therefore 
for future ICD activities for IAS, the GUI design should be renamed “GUI Requirements” 
and should be placed as an annex to the IAS Requirements Specification. The IAS 
Design Specification should be written by a systems engineer and should reference the 
requirements specification.  
 
6.3.4 Concluding Remarks 
 
The ICD approach for IAS has been applied to the development of two sets of APWE 
prototype for the purposes of CD&E. The development of mission-critical and safety-
critical systems requires a level of formalism, process definition and tools significantly 
greater than general-purpose and enterprise software application development. 
However, when developing advanced prototypes of IAS for the purposes of concept 
development and experimentation, a lesser formalism can be applied.  
 
Nonetheless, bridging the CSE/SE gap through proper requirements development 
remains a common obstacle to efficient and effective prototype system development. 
Translating GUI mock-ups, layouts and suggested IAA and IAI requirements into system 
requirements is necessary to properly specify system design specifications and identify 
non-functional requirements or quality factors, to consider assumptions, design 
constraints or functional requirements that are not directly related to the user 
interactions. For this reason, it is important to note that a GUI design, as presented in 
this report, are not preliminary system specifications but rather inputs into the system 
requirements development activity. Requirements management tools were not used for 
this project.  
 
Although it is possible to consider prototype systems intended for CD&E as non-mission 
critical systems, caution should be applied when defining the level of formalism to be 
applied since this may have three undesired effects: (i) it may lead to inefficient software 
development; (ii) it can result in erroneous conclusions concerning the results of the 
CD&E activities; and, (iii) it may become unfeasible to re-use design artefacts or system 
components in subsequent related mission-critical system development. 
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ANNEX A. APWE SUPPORT REQUIREMENTS 
 
This Annex presents the full list of APWE support requirements developed by the project [1]. The GUI information is broken down into Information, Control and Feedback 
requirements for each of the applicable APWE and TIGER HMIs. The TIGER HMIs comprise: (i) live sensor feed; (ii) AVO workstation; (iii) PO workstation; and, (iv) chat 
application. 
 

Authority 
Pathway 

Step 
ID# APWE Support Requirements Authority Pathway Stateboard Authority Pathway Status and 

Control Panel 
Authority Pathway Tactical 

Awareness Display 
TIGER 

HMI 

PID Checklist 
Completed PCC-1 

When the IMA-R reports the POL of a specific 
location through Mission Chat, the MGRS 
coordinates should be automatically extracted 
from the chat message and a NAI ‘tag’ 
created on the PO workstation (sensor 
window) and the tactical map. The label of 
the tag should be denoted by #label in the 
chat message. The use of a hashtag # is 
intended to exploit the users’ knowledge of 
Twitter (i.e., tweeting information to the crew). 
 
• Req PCC-1a: The system shall 

automatically extract the MGRS 
coordinates from the Mission Chat 
message.  

• Req PCC-1b: The system shall label the 
tag as denoted by a #label[…] message in 
the Mission Chat message. 

• Req PCC-1c: The system shall add a ‘tag’ 
(including the label) for the MGRS 
coordinates on the PO workstation. 

N/A N/A 

NAI location (including label) shall be plotted 
on tactical map. The symbology shall be part 
of an operator-selectable map layer ‘auto-
tags’. The operator shall be able to 
manipulate/delete the NAI location or 
rename the label. In addition, adding a map 
location using the TAD shall give the user 
the option of generating a chat message 
with MGRS and label information for wider 
distribution. 
 
INFORMATION 

• NAI location and label (icon, text) 
 
CONTROL 

• Select symbology 
• Edit/delete NAI and label (text, 

buttons) 
 
FEEDBACK  

• Display NAI location and label on 
tactical map 

• Highlight selected symbology 
• Update NAI label 

PO WORKSTATION 
Automatically tagged NAI locations shall be 
displayed on the operator selectable tabs at 
the bottom of the live sensor window. When 
the operator selects a tag, the sensor shall 
automatically slew to this location. The 
operator shall be able to manipulate/delete 
the tag location or rename the label.  
 
INFORMATION 

• NAI location and label (icon, text) 
 
CONTROL 

• Select NAI tag 
• Edit/delete NAI and label (text, 

buttons) 
 
FEEDBACK  

• Display NAI location and label on 
sensor window 

• Highlight selected NAI tag 
• Update NAI label 
• Slew sensor to NAI location 
• Update display of sensor parameters 

CHAT APPLICATION 
For entering MGRS or label information, 
selection from a pre-generated list of 
existing contacts shall be possible. For 
example, updating the location of a moving 
contact. The text used to extract tag 
information from a chat message shall be 
highlighted. 
 
INFORMATION 

• NAI ‘tag’ (text) 
 
CONTROL 

• Tag chat message (text).  
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Authority 
Pathway 

Step 
ID# APWE Support Requirements Authority Pathway Stateboard Authority Pathway Status and 

Control Panel 
Authority Pathway Tactical 

Awareness Display 
TIGER 

HMI 

FEEDBACK  
• Highlight text used to extract tag 

PCC-2 

Manually or automatically generated NAI 
location tags should be displayed on as a 
‘pin’ on the live sensor image. The pin should 
include its text label for identification. 
 
• Req PCC-2a: The system shall display the 

manually or automatically generated NAI 
location tag as a ‘pin’ on the live sensor 
feed. 

• Req PCC-2b: The system shall display the 
label of the NAI location next to the ‘pin’ on 
the live sensor feed.  

N/A N/A N/A 

LIVE SENSOR FEED 
Manually or automatically generated NAI 
location tags should be displayed on as a 
‘pin’ on the live sensor image. The pin 
should include its text label for identification. 
 
INFORMATION 

• NAI location and label (icon, text) 
 
CONTROL 

• None 
 
FEEDBACK  

• None 
PO WORKSTATION 
Automatically tagged NAI locations shall be 
displayed on the operator selectable tabs at 
the bottom of the live sensor window. When 
the operator selects a tag, the sensor shall 
automatically slew to this location. The 
operator shall be able to manipulate/delete 
the tag location or rename the label.  
 
INFORMATION 

• NAI location and label (icon, text) 
 
CONTROL 

• Select NAI tag 
• Create/edit/delete NAI and label (text, 

buttons) 
 
FEEDBACK  

• Display NAI location and label on 
sensor window 

• Highlight selected NAI tag 
• Update NAI label 
• Slew sensor to NAI location 
• Update display of sensor parameters 
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Authority 
Pathway 

Step 
ID# APWE Support Requirements Authority Pathway Stateboard Authority Pathway Status and 

Control Panel 
Authority Pathway Tactical 

Awareness Display 
TIGER 

HMI 

PCC-3 

When the sensor field of view persists over a 
location for more than [TBD] seconds, all 
recent imagery/EW/INT collected at that 
location should be accessible by the operator. 
 
• Req PCC-3a: When the sensor field of 

view persists over a location for more than 
[TBD] seconds, the system shall display all 
recent sensor imagery collected/reported 
at that location. 

• Req PCC-3b: When the sensor field of 
view persists over a location for more than 
[TBD] seconds, the system shall display all 
recent EW intelligence collected/reported 
at that location. 

• Req PCC-3c: When the sensor field of 
view persists over a location for more than 
[TBD] seconds, the system shall display all 
recent intelligence reports received from 
the Tasking Authority pertaining to that 
location. 

N/A N/A 

A pop-window shall be triggered either 
manually by the operator or automatically 
when the sensor field of view persists over 
the location for more than 15 seconds. The 
pop-up window shall comprise a list of past 
imagery/EW/intel pertaining to that location. 
The operator shall be able to select from the 
list to review the information. 
 
INFORMATION 

• Sensor field of view (polygon) 
• Recent sensor imagery collected/ 

reported at that location (images, text) 
• Recent EW intelligence collected/ 

reported at that location (text) 
• Recent intelligence reports received 

from TA pertaining to that location 
(text) 

• Timestamp of historical information 
(text) 

 
CONTROL 

• Select item(s) from list to view (text, 
button) 

• Dismiss pop-up window (button) 
 
FEEDBACK  

• Display/hide pop-up window with list of 
past imagery/EW/intel pertaining to 
that location 

• Highlight selected list item(s) 
• Display selected list item(s) 

N/A 

PCC-4 

The AVO should have access to the ROEs 
briefed prior to mission start (including those 
delegated to the AVO). 
 
• Req PCC-4a: The system shall display the 

ROEs briefed prior to mission start to the 
AVO. 

• Req PCC-4b: The system shall indicate 
which ROEs are delegated to the AVO on 
mission start. 
 

N/A 

The APWE status panel shall have a 
window which presents the list of ROEs in 
effect (as briefed). The window shall persist 
across all steps of the AP. The operator 
shall have an option to minimize and 
maximize this window. 
 
INFORMATION 

• ROEs (text) 
 
CONTROL 

• Select and review ROEs (button) 
 
FEEDBACK  

• Highlight ROEs applicable to AVO 

N/A N/A 
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Authority 
Pathway 

Step 
ID# APWE Support Requirements Authority Pathway Stateboard Authority Pathway Status and 

Control Panel 
Authority Pathway Tactical 

Awareness Display 
TIGER 

HMI 

PCC-5 

PID evidence information should be manually 
tagged by the relevant operators (and White 
Cell) in their chat messages (e.g., #id… #In 
… #cap …) so that the information can be 
automatically pulled from the IMA and EW 
chat feeds and compiled in one, shared 
status window.  
 
• Req PCC-5a: The system shall allow the 

operator to manually tag and categorise 
any chat messages pertaining to PID 
evidence using “#”. Specifically, 
Identification-related evidence = #id, Intent-
related evidence = #in, and Capability-
related evidence = #cap. 

• Req PCC-5b: The system shall 
automatically assign the ‘source’ of the PID 
evidence based on the crew member or 
Tasking Authority who sent the message. 
Specifically, visual-sourced evidence (IMA-
A and IMA-R), EW-sourced evidence (EW-
A and EW-R), and Intel-sourced evidence 
(AVO and Tasking Authority). 

• Req PCC-5c: The system shall 
automatically extract the operator tagged 
and categorised chat messages pertaining 
to PID evidence and present them (in 
tabular form) into a PID Status Table within 
the APWE Status Panel. Specifically, 
Columns: Source (Visual, EW, and Intel), 
and Rows: Type (Identification, Intent and 
Capability). 

• Req PCC-5d: The system shall allow the 
operator to manually enter evidence into 
the PID status table, and re-categorise or 
edit evidence already in the table. 

• Req PCC-5e: The system shall 
automatically add a timestamp 
[ddhhmmZMMMYYYY] to the evidence 
which represents the time at which the 
information was extracted through chat 
or manually entered by the operator. 

N/A 

The APWE status panel for the ‘PID 
checklist completed’ step shall display a 
table presenting the PID evidence collected 
– both automatically compiled from the chat 
messages and manually entered by the 
operators. There shall be a visual indication 
of the origin of this information. The 
information in the table shall be organised 
as follows: Columns: source of evidence 
(Visual, EW, and Intel from Tasking 
Authority/IOS), and Rows: Identification, 
Intent and Capability. The crew shall be able 
to manually enter information into the table 
and manipulate it (e.g., move, delete, 
replace) as required. 
 
INFORMATION 

• PID Status Table (text) 
• Visual-sourced evidence (text) 
• EW-sourced evidence (text) 
• Intel-sourced evidence (text) 

 
CONTROL 

• Enter/edit evidence in PID Status 
Table (text, buttons) 

 
FEEDBACK  

• Display tagged and categorised chat 
message in PID Status Table 

• Display operator updates to PID Status 
Table 

• Display indication of origin of 
information 

• Display timestamp for updates to PID 
Status Table 

N/A 

CHAT APPLICATION 
The text used to extract tag information from 
a chat message shall be highlighted. 
 
INFORMATION 

• Chat pertaining to PID evidence (text) 
 
CONTROL 

• Tag and categorise chat messages 
(text) 

 
FEEDBACK  

• Highlight tagged chat messages 
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Authority 
Pathway 

Step 
ID# APWE Support Requirements Authority Pathway Stateboard Authority Pathway Status and 

Control Panel 
Authority Pathway Tactical 

Awareness Display 
TIGER 

HMI 

PCC-6 

TIC evidence information should be manually 
tagged by the relevant operators in their chat 
messages (#TIC) so that the information can 
be automatically pulled from the IMA and EW 
chat feeds and compiled in one, shared 
status window. 
 
• Req PCC-6a: The system shall allow the 

operator to manually tag and categorise 
any chat messages pertaining to TIC 
evidence using “#”. Specifically, TIC-
related evidence = #TIC. 

• Req PCC-6b: The system shall 
automatically assign the ‘source’ of the TIC 
evidence based on the crew member or 
Tasking Authority who sent the message. 
Specifically, visual-sourced evidence (IMA-
A and IMA-R), EW-sourced evidence (EW-
A and EW-R), and Intel-sourced evidence 
(AVO and Tasking Authority). 

• Req PCC-6c: The system shall 
automatically extract the operator tagged 
and categorised chat messages pertaining 
to TIC evidence and present them (in 
tabular form) into a TIC Status Table within 
the APWE Status Panel. Specifically, 
Columns: Source (Visual, EW, and Intel). 

• Req PCC-6d: The system shall allow the 
operator to manually enter evidence into 
the TIC status table, and re-categorise or 
edit evidence already in the table. 

• Req PCC-6e: The system shall 
automatically add a timestamp 
[ddhhmmZMMMYYYY] to the TIC 
evidence which represents the time at 
which the information was extracted 
through chat or manually entered by the 
operator. 

N/A 

The APWE status panel for the ‘PID 
checklist completed’ step shall display a 
table presenting the TIC Status – both 
automatically compiled from the chat 
messages and manually entered by the 
operators. There shall be a visual indication 
of the origin of this information. The 
information in the table shall be organised 
as follows: Columns: source of evidence 
(Visual, EW, and Intel from Tasking 
Authority/IOS. The crew shall be able to 
manually enter information into the table and 
manipulate it (e.g., move, delete, replace) as 
required. 
 
INFORMATION 

• TIC Status Table (text) 
• Visual-sourced evidence (text) 
• EW-sourced evidence (text) 
• Intel-sourced evidence (text) 

 
CONTROL 

• Enter/edit evidence in TIC Status 
Table (text, buttons) 

 
FEEDBACK  

• Display tagged and categorised chat 
message in TIC Status Table 

• Display operator updates TIC Status 
Table 

• Display indication of origin of 
information 

• Display timestamp for updates to TIC 
Status Table 

N/A 

CHAT APPLICATION 
The text used to extract tag information from 
a chat message shall be highlighted. 
 
INFORMATION 

• Chat pertaining to TIC evidence (text) 
 
CONTROL 

• Tag and categorise chat messages 
(text) 

 
FEEDBACK  

• Highlight tagged chat messages 

Tasking 
Authority 
Notified 

TAN-1 

When initiated by the AVO, the PID status 
table information should be automatically 
entered into the AVO’s Mission chat window. 
The AVO is able to review and revise the 
information before manually sending it.  
 
• Req TAN-1a: The system shall output the 

current status of the PID Status Table into 
the AVO’s Mission chat window when 
initiated by the AVO. 

N/A 

The APWE status panel shall have a ‘Copy 
PID to chat’ button to initiate the reformatting 
and entry of PID evidence into the AVO’s 
Mission Chat window ready for sending. 
 
INFORMATION 

• PID Status Table (text) 
 
CONTROL 

• Copy PID Status Table into chat 

N/A 

CHAT APPLICATION 
When initiated by the AVO, the PID Status 
Table information shall be re-formatted into 
the following lines of text: “Identification 
Evidence: …”, “Intent Evidence …”, and 
“Capability Evidence …” and copied to the 
AVO’s Mission Chat window. Each evidence 
statement shall be annotated to show its 
attribution to a specific source and 
timestamp. The AVO shall be able to review 
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• Req TAN-1b: The system shall allow the 
AVO to review and revise the PID status 
information in the AVO’s Mission Chat 
window before manually sending it. 

(button) 
 
FEEDBACK  

• Display notification that PID ‘Copy to 
Chat’ completed 

and revise the information before manually 
sending it. 
 
INFORMATION 

• PID Status Table (text) 
 
CONTROL 

• Edit re-formatted PID Status Table 
(text) 

• Send re-formatted PID Status Table 
(button) 

 
FEEDBACK  

• Display re-formatted PID Status Table 
• Display modifications to PID Status 

Table 
• Display message as sent 

TAN-2 

Once sent to the Tasking Authority, the AVO 
should be notified of the current status of the 
kinetic response request (based on the PID). 
 
• Req TAN-2a: The system shall notify the 

AVO on the current status of the PID once 
the AVO sends the PID Status Table 
information to the Tasking Authority. 
Specifically, sent (time), received (time), 
read (time), total time elapsed (from time 
sent). 

N/A 

The following attributes of the message sent 
to the Tasking Authority through the Mission 
chat window shall be displayed in the APWE 
status window – sent (time), received (time), 
read (time), total time elapsed (from time 
sent). 
 
INFORMATION 

• PID current status: sent (time), 
received (time), read (time), total time 
elapsed (from time sent) (text) 

 
CONTROL 

• N/A 
 
FEEDBACK  

• N/A 

N/A N/A 

TAN-3 

When initiated by the AVO, the TIC status 
table information should be automatically 
entered into the AVO’s Mission chat window. 
The AVO should be able to review and revise 
the information before manually sending it.  
 
• Req TAN-3a: The system shall output the 

current status of the TIC Status Table into 
the AVO’s Mission chat window when 
initiated by the AVO. 

• Req TAN-3b: The system shall allow the 
AVO to review and revise the TIC status 
information in the AVO’s Mission Chat 
window before manually sending it. 

N/A 

The APWE status panel shall have a ‘Copy 
TIC to chat’ button to initiate the reformatting 
and entry of TIC evidence into the AVO’s 
Mission Chat window ready for sending. 
 
INFORMATION 

• TIC Status Table (text) 
 
CONTROL 

• Copy TIC Status Table into chat 
(button0 

 
FEEDBACK  

• Display notification that TIC ‘Copy to 

N/A 

CHAT APPLICATION 
When initiated by the AVO, the TIC Status 
Table information shall be re-formatted into 
the following line of text: “TIC Evidence: …” 
and copied to the AVO’s Mission Chat 
window. Each evidence statement shall be 
annotated to show its attribution to a specific 
source and timestamp. The AVO shall be 
able to review and revise the information 
before manually sending it. 
 
INFORMATION 

• TIC Status Table (text) 
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Chat’ completed CONTROL 
• Edit re-formatted TIC Status Table 

(text) 
• Send re-formatted TIC Status Table 

(button) 
 
FEEDBACK  

• Display re-formatted TIC Status Table 
• Display modifications to TIC Status 

Table 
• Display message as sent 

TAN-4 

Once sent to the Tasking Authority, the AVO 
should be notified of the current status of the 
kinetic response request (based on the TIC). 
 
• Req TAN-4a: The system shall notify the 

AVO on the current status of the TIC once 
the AVO sends the TIC Status Table 
information to the Tasking Authority. 
Specifically, sent (time), received (time), 
read (time), total time elapsed (from time 
sent). 

N/A 

The following attributes of the message sent 
to the Tasking Authority through the Mission 
chat window shall be displayed in the APWE 
status window – sent (time), received (time), 
read (time), total time elapsed (from time 
sent). 
 
INFORMATION 

• TIC current status: sent (time), 
received (time), read (time), total time 
elapsed (from time sent) (text) 

 
CONTROL 

• N/A 
 
FEEDBACK  

• N/A 

N/A N/A 

Kinetic 
Response 
Authorised 

KRA-1 

The AVO should be informed about the 
outcome of the request for authorisation for 
kinetic response from the Tasking Authority.  
 
• Req KRA-1a: The system shall present the 

outcome of the request for authorisation for 
kinetic response from the Tasking 
Authority to the AVO. Specifically, outcome 
(accept, decline w/ reason), received 
(time), read (time), total time elapsed (from 
time sent). N/A 

The outcome of the request for authorisation 
for kinetic response from the Tasking 
Authority shall be highlighted to the AVO in 
a pop-up window. The AVO must accept the 
authorisation to close the pop-up window. 
The following attributes of the message 
received from the Tasking Authority through 
the Mission chat window shall be displayed 
in the APWE status window – outcome 
(accept, decline), received (time), read 
(time), total time elapsed (from time sent). 
 
INFORMATION 

• Outcome of request for authorization 
for kinetic response and attributes 
(pop-up notification/text) 

 
CONTROL 

• Acknowledge outcome of request for 
authorization for kinetic response 

N/A 

CHAT APPLICATION 
The chat message comprising the 
authorisation (or declination) of kinetic 
response by the Tasking Authority shall be 
highlighted. 
 
INFORMATION 

• Outcome of request for authorization 
for kinetic response (text) 

 
CONTROL 

• N/A 
 
FEEDBACK  

• Highlight chat message with outcome 
of request for authorization for kinetic 
response 
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(button) 
 
FEEDBACK  

• Display/hide notification of outcome for 
authorization for kinetic response 

• Update APWE Status window with 
outcome of request for authorization 
for kinetic response: outcome (accept, 
decline w/ reason), received (time), 
read (time), total time elapsed (from 
time sent) 

KRA-2 

The AVO should be notified of any changes 
to the ROEs.  
 
• Req PCC-KRA2a: The system shall notify 

the AVO of any updates to the ROEs 
received from the Tasking Authority during 
the mission. 

• Req PCC-KRA2b: The system shall 
display any updates to the ROEs received 
from the Tasking Authority during the 
mission. N/A 

Any changes to the ROEs (for example, 
Tasking Authority has delegated or 
withdrawn a specific ROE to the crew) shall 
be notified through a pop-up message on 
the APWE status panel. The AVO must 
accept the change in ROEs to clear the pop-
up message. 
 
INFORMATION 

• Updates to ROEs (notification pop-
up/text) 

 
CONTROL 

• Select/review/accept updates to ROEs 
(buttons, text) 

 
FEEDBACK  

• Highlight updates to ROEs applicable 
to AVO 

• Display/hide notification of ROE 
updates 

N/A N/A 

KRA-3 

The remarks from the Tasking Authority 
concerning the validity of the PID evidence 
should be displayed on the PID status table. 
This information should identify specific 
issues with the current PID status and 
instructions as to what should be addressed 
to enable its acceptance. This functionality 
should be implemented in the White Cell 
application that supports the Tasking 
Authority’s interaction with the crew. 
 
• Req KRA-3a: The system shall present to 

the AVO any remarks from the Tasking 
Authority concerning issues with the 
validity of the PID evidence. 

• Req KRA-3b: The system shall present to 

N/A 

The PID status table shall be automatically 
annotated with remarks from the Tasking 
Authority’s chat message identifying specific 
issues with the current PID status and 
instructions as to what should be addressed 
to enable its acceptance. This information 
shall be presented as an icon beside each 
evidence statement to indicate feedback is 
available. The AVO shall be able to select 
the icon to view the information in a pop-up 
window). 
 
INFORMATION 

• PID Status Table (text) 
• Remarks from Tasking Authority (icon, 

text) 

N/A 

CHAT APPLICATION 
The chat message(s) comprising the 
Tasking Authority’s remarks on the validity 
of the PID shall be highlighted. 
 
INFORMATION 

• Remarks from Tasking Authority (text) 
 
CONTROL 

• N/A 
 
FEEDBACK  

• Highlight Remarks from Tasking 
Authority 
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Control Panel 
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TIGER 
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the AVO any remarks from the Tasking 
Authority concerning instructions to 
improve the validity of the PID evidence to 
the AVO. 

 
CONTROL 

• Select/review/close remarks from 
Tasking Authority in PID Status Table 
(text, buttons) 

 
FEEDBACK  

• Display/hide pop-up with remarks from 
Tasking Authority in PID Status Table 

Weapon 
Engagement 

Planning 
Completed 

WEPC-1 

Once the authorisation for a kinetic response 
has been received from the Tasking 
Authority, the AVO should be notified that 
Weapon Engagement Planning should 
commence. 
 
• Req WEPC-1a: The system shall notify the 

AVO that Weapon Engagement Planning 
should commence when the authorisation 
for a kinetic response has been received 
from the Task Authority. 

Once the authorisation for a kinetic 
response has been received from the 
Tasking Authority, the APWE Stateboard 
panel shall indicate that Weapon 
Engagement Planning should commence. 
 
INFORMATION 

• Notification of Weapon Engagement 
Planning commencement (pop-up 
notification/text) 

 
CONTROL 

• Acknowledge notification of Weapon 
Engagement Planning commencement 
(button) 

 
FEEDBACK  

• Display/hide notification to commence 
Weapon Engagement Planning 

N/A N/A N/A 

WEPC-2 

The AVO should have access to the current 
weapon inventory status. 
 
• Req WEPC-2a: The system shall present 

to the AVO the current weapon inventory 
status. Specifically, the type and amount of 
weapons currently carried by the UAS. N/A 

The APWE status panel shall include a 
schematic of the current weapon inventory 
status. 
 
INFORMATION 

• Weapon inventory status: type and 
amount (text) 

 
CONTROL 

• Navigate to weapon inventory status 
 
FEEDBACK  

• Display weapon inventory status: type 
and amount 

N/A N/A 

WEPC-3 

The crew’s mental visualisation of the 
(selected) weapon effect area should be 
supported. 
 
• Req WEPC-3a: The system shall allow the 

N/A N/A 

The (selected) weapon effect shall be 
displayed graphically on the tactical map 
(e.g., circle of 50 feet radius) around an 
operator-defined target point. 
 
INFORMATION 

LIVE SENSOR FEED 
The (selected) weapon effect shall be 
displayed graphically on the live sensor feed 
(e.g., circle of 50 feet radius) around an 
operator-defined target point. 
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Control Panel 
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Awareness Display 
TIGER 

HMI 

AVO to select a weapon. 
• Req WEPC-3b: The system shall allow the 

AVO to select a targeting point. 
• Req WEPC-3c: The system shall present 

to the crew a visualisation of the effect 
area of the selected weapon around a 
specific (targeted) location. 

• Weapon type and effect (text, polygon) 
• Targeting point (icon) 

 
CONTROL 

• Filter display of weapon effect on 
tactical map (checkbox) 

• Define weapon effect distance 
 
FEEDBACK  

• Pin targeting point on tactical map 
• Display/hide weapon effect on tactical 

map 

INFORMATION 
• Weapon type and effect 
• Targeting point 

 
CONTROL 

• Filter display of weapon effect on 
sensor feed window (checkbox) 

 
FEEDBACK  

• Pin targeting point on sensor feed 
window 

• Display/hide weapon effect on sensor 
feed window 

AVO WORKSTATION 
Weapon selection and configuration shall be 
completed on the AVO workstation.  
 
INFORMATION 

• Weapon type and settings 
 
CONTROL 

• Select weapon (button) 
• Select targeting point 
• View weapon attributes 

 
FEEDBACK  

• Highlight selected weapon 
• Highlight selected target 

 

WEPC-4 

The AVO’s mental visualisation of the 
(selected) weapon engagement envelope 
should be supported. 
 
• Req WEPC-4a: The system shall present 

to the AVO a visualisation of the weapon 
engagement envelope of the selected 
weapon relative to a specific (targeted) 
location (see also WEPC-3a and WEPC-
3b). N/A N/A 

The (selected) weapon envelope shall be 
displayed graphically on the tactical map 
(e.g., vector of approach to target) relative to 
an operator-defined target point. 
 
INFORMATION 

• UAS location (icon) 
• Weapon type and envelope (polygon) 
• Targeting point (icon) 

 
CONTROL 

• Filter display of weapon envelope on 
tactical map (checkbox) 

• View weapon envelope attributes 
 
FEEDBACK  

• Highlight selected weapon 
• Pin targeting point on tactical map 

AVO WORKSTATION 
Weapon selection and configuration shall be 
completed on the AVO workstation.  
 
INFORMATION 

• Weapon type and settings 
 
CONTROL 

• Select weapon (button) 
• Select targeting point 
• View weapon attributes 

 
FEEDBACK  

• Highlight selected weapon 
• Highlight selected target 
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• Display/hide weapon envelope on 
tactical map 

WEPC-5 

The AVO’s mental visualisation of the current 
airspace restrictions in effect should be 
supported. 
 
• Req WEPC-5a: The system shall allow the 

AVO to define the distance from the UAS 
within which current airspace restrictions in 
effect are displayed. 

• Req WEPC-5b: The system shall present 
to the AVO a visualisation of the current 
airspace restrictions in effect within an 
operator-selected distance from the current 
position of the UAS. 

N/A N/A 

The tactical map shall display the current 
airspace restrictions in effect (e.g. graphical 
boundaries denoting Restricted Operation 
Zones (ROZs)) within an operator-defined 
distance from the current position of the 
UAS. 
 
INFORMATION 

• UAS location (icon) 
• Targeting point (icon) 
• Airspace restrictions in effect (polygon) 

 
CONTROL 

• Filter display of airspace restrictions on 
tactical map (checkbox) 

• Select and view airspace restriction 
attributes (button) 

 
FEEDBACK  

• Display/hide airspace restrictions in 
effect on tactical map 

• Highlight selected airspace restriction  
• Display airspace restriction attributes 

N/A 

WEPC-6 

The AVO should be notified of any conflicts 
between the selected weapon engagement 
plan (i.e., weapon envelope) and the current 
airspace restrictions in place. 
 
• WEPC-6a: The system shall calculate any 

conflicts between the selected weapon 
engagement plan (WEPC-3a and WEPC-
3b) and the current airspace restrictions in 
place. 

• WEPC-6b: The system shall notify the 
AVO of any conflicts between the selected 
weapon engagement plan (WEPC-3a and 
WEPC-3b) and the current airspace 
restrictions in place. 

N/A 

Conflicts between the selected weapon 
engagement plan and current airspace 
restrictions in place shall be notified through 
a pop-up message on the APWE status 
panel. The AVO must accept the notification 
to clear the pop-up message. 
 
INFORMATION 

• Conflicts between weapon 
engagement plan and current airspace 
restrictions (pop up notification/text) 

 
CONTROL 

• Acknowledge notification of conflict 
 
FEEDBACK  

• Display/hide notification of conflict 
between engagement plan and current 
airspace restrictions 

• Notify conflict has been resolved 

Conflicts between the selected weapon 
engagement plan and current airspace 
restrictions in place shall be highlighted on 
the tactical map. 
 
INFORMATION 

• UAS location (icon) 
• Targeting point (icon) 
• Airspace restrictions in effect (polygon) 
• Conflicts between weapon 

engagement plan and current airspace 
restrictions (graphic/icon) 

 
CONTROL 

• Select and view conflict attributes 
 
FEEDBACK  

• Display conflicts with airspace 
restrictions in effect on tactical map 

• Highlight selected conflict  
• Display conflict attributes 
• Display updates to weapon 

AVO WORKSTATION 
Weapon engagement plan shall be 
configured on the AVO workstation.  
 
INFORMATION 

• Weapon engagement plan and 
settings (text) 

 
CONTROL 

• Update weapon engagement plan to 
resolve conflict (text, button) 

 
FEEDBACK  

• Display updates to weapon 
engagement plan 
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engagement plan 

WEPC-7 
 

The weapon settings should be automatically 
configured based on the weapon 
engagement plan selected by the AVO.  
 
• WEPC-7a: The system shall automatically 

configure the weapon settings based on 
the selected weapon engagement plan 
(WEPC-3a and WEPC-3b) 

N/A 

Weapon settings will occur outside the 
APWE application; however, a notification of 
the weapon settings being automatically 
configured shall be presented to the AVO. 
The AVO must confirm (or revise) the 
weapon settings. 
 
INFORMATION 

• Weapon type and settings (pop up 
notification/text) 

 
CONTROL 

• Confirm/reject notification (button) 
 
FEEDBACK  

• Display/hide notification of weapon 
settings being configured 

N/A 

AVO WORKSTATION 
Weapon settings shall be configured on the 
AVO workstation.  
 
INFORMATION 

• Weapon engagement plan (text) 
• Weapon type and settings (text) 

 
CONTROL 

• Revise weapon settings (text, button) 
 
FEEDBACK  

• Display updates to weapon settings 
 

WEPC-8 

The system should automatically generate 
and manage an airspace control request 
(referencing a specific Airspace Control 
Measure; ACM) based on the selected 
weapon engagement plan.  
 
• Req WEPC-8a: The system shall generate 

an airspace control request based on the 
selected weapon engagement plan 
(WEPC-3a and WEPC-3b) when initiated 
by the AVO. 

• Req WEPC-8b: The system shall output 
the airspace control request into the AVO’s 
Mission Chat window 

• Req WEPC-8c: The system shall allow the 
operator to review and revise the airspace 
control request in the AVO’s Mission Chat 
window before manually sending it.  

• Req WEPC-8d: The system shall notify the 
AVO on the current status of the airspace 
control request once the AVO sends the 
request to the Tasking Authority. 
Specifically, sent (time), received (time), 
read (time), total time elapsed (from time 
sent). 

• Req WEPC-8e: The system shall present 
to the AVO the outcome of the request for 
airspace control from the Tasking 

N/A 

The APWE status panel shall have a 
‘Request Airspace Control’ button to initiate 
the entry of the request into the AVO’s 
Mission Chat window ready for sending. The 
request is automatically generated based on 
the selected weapon engagement plan. The 
following attributes of the message sent to 
the Tasking Authority through the Mission 
chat window shall be displayed in the APWE 
status window – sent (time), received (time), 
read (time), total time elapsed (from time 
sent). The outcome of the request for 
airspace control from the Tasking Authority 
shall be highlighted to the AVO in a pop-up 
window. The AVO must accept the 
authorisation to close the pop-up window. 
The following attributes of the message 
received from the Tasking Authority through 
the Mission chat window shall be displayed 
in the APWE status window – outcome 
(accept, decline), received (time), read 
(time), total time elapsed (from time sent). 
 
INFORMATION 

• Status of airspace control request 
(text) 

• Outcome of airspace control request 
(text) 

N/A 

CHAT APPLICATION 
When initiated by the AVO, an airspace 
control request shall be entered into the 
Mission Chat window based on the selected 
weapon engagement plan. The AVO shall 
be able to review and revise the information 
before manually sending it. The chat 
message comprising the authorisation (or 
declination) of airspace control by the 
Tasking Authority shall be highlighted. 
 
INFORMATION 

• Airspace control request (text) 
• Outcome of airspace control request 

(text) 
 
CONTROL 

• Revise airspace control request (text) 
• Send airspace control request (button) 

 
FEEDBACK  

• Highlight airspace control request 
• Display updates to airspace control 

request 
• Highlight outcome of airspace control 

request 
• Display message as sent 
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Awareness Display 
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Authority. Specifically, outcome (accept, 
decline), received (time), read (time), total 
time elapsed (from time sent). 

 
CONTROL 

• Request airspace control (button) 
• Acknowledge outcome of airspace 

control request (button) 
 
FEEDBACK  

• Display status of airspace control 
request: sent (time), received (time), 
read (time), total time elapsed (from 
time sent) 

• Display outcome of airspace control 
request: sent (time), received (time), 
read (time), total time elapsed (from 
time sent) 

No Collateral 
Damage 

Confirmed 

NCDC-1 

Once the authorisation for a kinetic response 
has been received from the Tasking 
Authority, the AVO should be notified that 
Collateral Damage Estimation should 
commence. 
 
• Req NCCD-1a: The system shall notify the 

AVO that Collateral Damage Estimation 
should commence when the authorisation 
for a kinetic response has been received 
from the Task Authority. 

Once the authorisation for a kinetic 
response has been received from the 
Tasking Authority, the APWE Stateboard 
panel shall indicate that Collateral Damage 
Estimation should commence. 
 
INFORMATION 

• Notification of Collateral Damage 
Estimate commencement 

 
CONTROL 

• Acknowledge notification of Collateral 
Damage Estimate commencement 

 
FEEDBACK  

• Display/hide notification to commence 
Collateral Damage Estimate 

N/A N/A N/A 

NCDC-2 

The AVO should receive a notification (by a 
pop-up window) of any chat messages to or 
from Blue Forces which contains MGRS 
location information within an operator-
defined distance from the target. 
 
• Req NCDC-2a: The system shall allow the 

AVO to define the distance from the target 
point within which Blue Force chat 
messages are monitored by the system for 
location information (see also WEPC-3b). 

• Req NCDC-2b: The system shall monitor 
the Mission Chat messages for any Blue 
Force(s) located within the operator-
defined distance from the target. 

• Req NCDC-2c: The system shall notify the 

N/A 

Blue Force locations within an operator-
defined distance from the target (identified 
automatically from Mission Chat) shall be 
notified through a pop-up message on the 
APWE status panel. The AVO must 
acknowledge the notification to close the 
pop-up message. 
 
INFORMATION 

• Notification of Blue Force locations 
(pop-up notification/text) 

 
CONTROL 

• Acknowledge notification of Blue Force 
locations (button) 

 

Blue Force locations within an operator-
defined distance from the target (identified 
automatically from Mission Chat) shall be 
displayed on the tactical map. An icon 
modifier shall be used to indicate that 
information was sourced from Mission Chat 
information. 
 
INFORMATION 

• Blue Force locations (icon) 
• Target location (icon) 
• Distance from target (polygon) 
• Recency (age) of information 

(graphical) 
 
CONTROL 

CHAT APPLICATION 
The chat message(s) comprising Blue Force 
locations in the vicinity of the target shall be 
highlighted. 
 
INFORMATION 

• Blue Force locations (text) 
• Timestamp (text) 

 
CONTROL 

• N/A 
 
FEEDBACK  

• Highlight Blue Force locations 
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AVO of any Blue Force(s) located within 
the operator-defined distance from the 
target. 

FEEDBACK  
• Display/hide notification to Blue Force 

locations 

• Edit distance from target (text, button) 
• Filter display of Blue Force locations 

on tactical map (checkbox) 
• Filter display of target distance on 

tactical map (checkbox) 
 
FEEDBACK  

• Display/hide Blue Force locations on 
tactical map 

• Display/hide target distance on tactical 
map 

NCDC-3 

When the AVO confirms a weapon 
engagement plan for a specific target, the 
system should highlight all Blue Forces 
currently within an operator-defined distance 
from that location.  
 
• Req NCDC-3a: The system shall calculate 

any conflicts between the selected weapon 
engagement plan (WEPC-3a and WEPC-
3b) and the current location of Blue Force 
units. 

• Req NCDC-3b: The system shall notify the 
AVO of any conflicts between the selected 
weapon engagement plan (WEPC-3a and 
WEPC-3b) and the current location of Blue 
Force units. 

N/A 

The summary of the CDE assessment 
pertaining to Blue Force location shall be 
presented.  
 
INFORMATION 

• Outcome of the CDE assessment 
(text). 

 
CONTROL 

• Acknowledge conflicts between 
weapon engagement plan and Blue 
Forces (button) 

 
FEEDBACK  
Display/hide notification of conflicts 

Based on the weapon engagement plan, 
and If selected by the operator, all current 
Blue Force locations within an operator-
defined distance from the target shall be 
highlighted on the tactical map. The operator 
shall be able to select each Blue Force icon 
to review any information pertaining to that 
unit (e.g., associated Mission Chat 
messages). 
 
INFORMATION 

• Blue Force locations (icon) 
• Target location (icon) 
• Distance from target (polygon) 
• Conflicts between weapon 

engagement plan and Blue Forces 
(pop-up notification/text) 

• Recency (age) of information 
(graphical) 

 
CONTROL 

• Acknowledge conflicts between 
weapon engagement plan and Blue 
Forces (button) 

 
FEEDBACK  

• Display/hide notification of conflicts 

AVO WORKSTATION 
Weapon engagement plan shall be 
configured on the AVO workstation.  
 
INFORMATION 

• Weapon engagement plan and 
settings (text) 

 
CONTROL 

• Update weapon engagement plan to 
resolve conflict (text, button) 

 
FEEDBACK  

• Display updates to weapon 
engagement plan 

 

NCDC-4 

When the AVO confirms a weapon 
engagement plan for a specific target, the 
system should highlight all known civilian 
activities currently within an operator-defined 
distance from that location. 
 
• Req NCDC-4a: The system shall calculate 

any conflicts between the selected weapon 
engagement plan (WEPC-3a and WEPC-
3b) and the current location of civilian 

N/A 

The summary of the CDE assessment 
pertaining to civilian activities shall be 
presented.  
 
INFORMATION 

• Outcome of the CDE assessment 
(text). 

 
CONTROL 

• Acknowledge conflicts between 

Based on the weapon engagement plan, 
and If selected by the operator, all current 
civilian activities (e.g., organised gatherings, 
marketplace, and holiday) within an 
operator-defined distance from the target 
shall be highlighted on the tactical map. The 
operator shall be able to select each civilian 
activity icon to review any information 
pertaining to that unit (e.g., associated 
Mission Chat messages, Intel). 

AVO WORKSTATION 
Weapon engagement plan shall be 
configured on the AVO workstation.  
 
INFORMATION 

• Weapon engagement plan and 
settings (text) 

 
CONTROL 

• Update weapon engagement plan to 



Authority Pathway Development  ISR Report 6092-01-01 
 

 
133 

Authority 
Pathway 

Step 
ID# APWE Support Requirements Authority Pathway Stateboard Authority Pathway Status and 

Control Panel 
Authority Pathway Tactical 

Awareness Display 
TIGER 

HMI 

activities. 
• Req NCDC-4b: The system shall notify the 

AVO of any conflicts between the selected 
weapon engagement plan (WEPC-3a and 
WEPC-3b) and the current location of 
civilian activities. 

weapon engagement plan and Blue 
Forces (button) 

 
FEEDBACK  

Display/hide notification of conflicts 

 
INFORMATION 

• Civilian activities locations (icon) 
• Target location (icon) 
• Distance from target (polygon) 
• Conflicts between weapon 

engagement plan and civilian activities 
(pop-up notification/text) 

• Recency (age) of information 
(graphical) 

 
CONTROL 

• Acknowledge conflicts between 
weapon engagement plan and civilian 
activities (button) 

 
FEEDBACK  

• Display/hide notification of conflicts 

resolve conflict (text, button) 
 
FEEDBACK  

• Display updates to weapon 
engagement plan 

 

NCDC-5 

When the AVO confirms a weapon 
engagement plan for a specific target, the 
system should highlight all civilian 
infrastructure within an operator-defined 
distance from that location. 
 
• Req NCDC-5a: The system shall calculate 

any conflicts between the selected weapon 
engagement plan (WEPC-3a and WEPC-
3b) and the current location of civilian 
infrastructure. 

• Req NCDC-5b: The system shall notify the 
AVO of any conflicts between the selected 
weapon engagement plan (WEPC-3a and 
WEPC-3b) and the current location of 
civilian infrastructure. 

N/A 

The summary of the CDE assessment 
pertaining to civilian infrastructure shall be 
presented.  
 
INFORMATION 

• Outcome of the CDE assessment 
(text). 

 
CONTROL 

• Acknowledge conflicts between 
weapon engagement plan and Blue 
Forces (button) 

 
FEEDBACK  
Display/hide notification of conflicts 

Based on the weapon engagement plan, 
and If selected by the operator, all civilian 
infrastructure (e.g., religious building, police 
station, utilities, schools, hospitals) within an 
operator-defined distance from the target 
shall be highlighted on the tactical map. The 
operator shall be able to select each civilian 
activity icon to review any information 
pertaining to that unit (e.g., Intel). 
 
 
INFORMATION 

• Civilian infrastructure locations (icon) 
• Target location (icon) 
• Distance from target (polygon) 
• Conflicts between weapon 

engagement plan and civilian 
infrastructure (pop-up notification/text) 

• Recency (age) of information 
(graphical) 

 
CONTROL 

• Acknowledge conflicts between 
weapon engagement plan and civilian 
infrastructure (button) 

 
FEEDBACK  

• Display/hide notification of conflicts 

AVO WORKSTATION 
Weapon engagement plan shall be 
configured on the AVO workstation.  
 
INFORMATION 

• Weapon engagement plan and 
settings (text) 

 
CONTROL 

• Update weapon engagement plan to 
resolve conflict (text, button) 

 
FEEDBACK  

• Display updates to weapon 
engagement plan 
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NCDC-6 

To crew should have the option of displaying 
the weapon effect area as the ‘kill zone’, 
‘injury zone’ and ‘safe zone’ (with respect to 
civilian pedestrians). 
 
• Req NCDC-6a: The system shall display 

the selected weapon effect area as one (or 
more) of the following: ‘kill zone’, ‘injury 
zone’ and ‘safe zone’ (with respect to 
civilian pedestrians) from the selected 
target location (WEPC-3c). N/A N/A 

Based on the weapon engagement plan, 
and If selected by the operator, three 
weapon effect zones shall be displayed 
graphically on the tactical map (e.g., circles 
of 50, 75 and 100 feet radius around the 
target point). 
 
INFORMATION 

• Civilian locations (icon) 
• Target location (icon) 
• Weapon effect areas relative to target 

(polygon) 
 
CONTROL 

• Filter weapon effect areas relative to 
target on tactical map (checkboxes) 

 
FEEDBACK  

• Display/hide weapon effects areas 
relative to target on tactical map 

LIVE SENSOR FEED 
Based on the weapon engagement plan, 
and If selected by the operator, three 
weapon effect zones shall be displayed 
graphically on the live sensor feed (e.g., 
circles of 50, 75 and 100 feet radius around 
the target point). 
 
INFORMATION 

• Target location (icon) 
• Weapon effect areas relative to target 

(polygon) 
 
CONTROL 

• Filter weapon effect areas relative to 
target on live sensor feed 
(checkboxes) 

 
FEEDBACK  

• Display/hide weapon effects areas 
relative to target on live sensor feed 

NCDC-7 

CDE information should be manually tagged 
by the relevant operators in their chat 
messages (e.g., #civ... #inf … # cul… #bf…) 
so that the information can be automatically 
pulled from the IMA and EW chat feeds and 
compiled in one, shared CDE Status window.  
 
• Req NCDC-7a: The system shall allow the 

operator to manually tag and categorise 
any chat messages pertaining to CDE 
information using “#”. Specifically, Civilian-
related CDE information = #civ, 
Infrastructure-related CDE information = 
#inf, Culture-related CDE information = 
#cul, and Blue Force-related information = 
#bf. 

• Req NCDC-7b: The system shall 
automatically calculate and categorise the 
CDE effect based on the weapon 
engagement plan (WEPC-3a and WEPC-
3b) for each civilian, infrastructure, culture 
and BF entities located within the weapon 
effect area (WEPC-3c). Specifically, 
Kill/Destroy, Injure/Damage, Safe/ No 
Effect. 

• Req NCDC-7c: The system shall 
automatically extract the operator tagged 

N/A 

The APWE status panel for the ‘No 
Collateral Damage Confirmed’ step shall 
display CDE Status table presenting the 
CDE calculated – both automatically 
calculated or compiled from the crew chat 
messages, and manually entered by the 
operators. For those entities in the database 
(buildings, Blue Force locations etc.), CDE 
shall be automatically calculated based on 
the target. The CDE for each entity is 
classified as either kill/destroy, 
injure/damage, safe/no effect 
(human/object). The information shall be 
organised in a CDE Status table: Columns: 
Probable damage (e.g., kill/destroy, 
injure/damage, safe/no effect), and Rows: 
type (Civilian (e.g., man, women, child, 
vehicle), Infrastructure (e.g., hospital, 
school, residential, police station), Cultural 
(e.g., church, museum, monument) and Blue 
Force). The crew shall be able to manually 
enter information into the table and 
manipulate it (e.g., move, delete, replace) as 
required]. 
 
 
INFORMATION 

Selecting any entries on the CDE Status 
shall highlight the location of that entity on 
the tactical map. Conversely, selecting an 
entity on the tactical map shall highlight the 
relevant CDE information in the CDE Status 
Panel. 
 
INFORMATION 

• Blue Force locations (icon) 
• Civilian locations (icon) 
• Critical infrastructure locations (icon) 
• Target location (icon) 
• Weapon effect areas relative to target 

(polygon) 
 
CONTROL 

• Filter weapon effect areas relative to 
target on tactical map (checkboxes) 

 
FEEDBACK  

• Display/hide weapon effects areas 
relative to target on tactical  

• Display coding for probable damage 
and type 

CHAT APPLICATION 
Message tags shall be selected quickly 
using pre-defined lists/hot keys. The text 
used to extract tag information from a chat 
message is highlighted. 
 
INFORMATION 

• CDE information (text) 
 
CONTROL 

• Send CDE information as chat 
message (text) 

• Tag and categorise chat messages 
pertaining to CDE 

 
FEEDBACK  

• Highlight chat messages pertaining to 
CDE 

• Message sent 



Authority Pathway Development  ISR Report 6092-01-01 
 

 
135 

Authority 
Pathway 

Step 
ID# APWE Support Requirements Authority Pathway Stateboard Authority Pathway Status and 

Control Panel 
Authority Pathway Tactical 

Awareness Display 
TIGER 

HMI 

and categorised chat messages pertaining 
to CDE information, and related CDE effect 
system calculations, and presents them (in 
tabular form) into a CDE Status Table 
within the APWE Status Panel. 
Specifically, Columns: CDE Effect (e.g., 
kill/destroy, injure/damage, safe/no effect), 
and Rows: Type (Civilian (e.g., man, 
women, child, vehicle), Infrastructure (e.g., 
hospital, school, residential, police station), 
Cultural (e.g., church, museum, 
monument) and Blue Force). 

• Req NCDC-7d: The system shall allow the 
operator to manually enter information into 
the CDE status table, and re-categorise or 
edit information already in the table. 

• CDE Status Table (text) 
 
CONTROL 

• Edit CDE Status Table 
 
FEEDBACK  

• Update CDE Status Table based on 
modifications  

NCDC-8 

When initiated by the AVO, the CDE status 
table information should be automatically 
entered into the AVO’s Mission chat window. 
The AVO should be able to review and revise 
the information before manually sending it.  
 
• Req NCDC-8a: The system shall output 

the current status of the CDE Status Table 
into the AVO’s Mission chat window when 
initiated by the AVO. 

• Req NCDC-8b: The system shall allow the 
AVO to review and revise the CDE status 
information in the AVO’s Mission Chat 
window before manually sending it. 

N/A 

The APWE status panel shall have a ‘Copy 
CDE to chat’ button to initiate the 
reformatting and entry of CDE information 
into the AVO’s Mission Chat window ready 
for sending. 
 
INFORMATION 

• CDE Status Table (text) 
 
CONTROL 

• Copy CDE Status Table into chat 
(button) 

 
FEEDBACK  

• Display notification that CDE ‘Copy to 
Chat’ completed 

N/A 

CHAT APPLICATION 
When initiated by the AVO, the CDE status 
table information shall be re-formatted into 
the following lines of text: “Civilian CDE: …”, 
“Infrastructure CDE …”, “Cultural CDE …”, 
and “Blue Force CDE …” Each CDE 
statement is annotated to show its attribution 
to a specific source and timestamp. The 
AVO shall be able to review and revise the 
information before manually sending it. 
 
INFORMATION 

• CDE Status Table (text) 
 
CONTROL 

• Edit re-formatted CDE Status Table 
(text) 

• Send re-formatted CDE Status Table 
(button) 

 
FEEDBACK  

• Display re-formatted CDE Status Table 
• Display modifications to CDE Status 

Table 
• Display message as sent 

NCDC-9 

Once sent to the Tasking Authority, the AVO 
should be notified of the current status of the 
CDE. 
 
• Req NCDC-9a: The system shall notify the 

AVO on the current status of the CDE once 
the AVO sends the CDE Status Table 

N/A 

The following attributes of the message sent 
to the Tasking Authority through the Mission 
chat window shall be displayed in the APWE 
status window – sent (time), received (time), 
read (time), total time elapsed (from time 
sent). 
 

N/A N/A 
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information to the Tasking Authority. 
Specifically, sent (time), received (time), 
read (time), total time elapsed (from time 
sent). 

INFORMATION 
• CDE current status: sent (time), 

received (time), read (time), total time 
elapsed (from time sent) (text) 

 
CONTROL 

• N/A 
 
FEEDBACK  

• Display CDE update status: sent 
(time), received (time), read (time), 
total time elapsed (from time sent) 

NCDC-10 

The system should support the crew make 
CDE assessments on moving targets. 
 
• Req NCDC-10a: The system shall 

calculate the location of weapon impact of 
a moving target based on the following 
parameters: target speed, target direction, 
and weapon flight time. 

• Req NCDC-10b: The system shall 
calculate any conflicts between the 
selected weapon engagement plan 
(WEPC-3a, WEPC-3b), the predicted 
weapon impact location, and the current 
location of Blue Force units. 

• Req NCDC-10c: The system shall notify 
the AVO of any conflicts between the 
selected weapon engagement plan 
(WEPC-3a and WEPC-3b), the predicted 
weapon impact location, and the current 
location of Blue Force units. 

• Req NCDC-10d: The system shall 
calculate any conflicts between the 
selected weapon engagement plan 
(WEPC-3a, WEPC-3b), the predicted 
weapon impact location, and the current 
location of civilian activities. 

• Req NCDC-10e: The system shall notify 
the AVO of any conflicts between the 
selected weapon engagement plan 
(WEPC-3a and WEPC-3b), the predicted 
weapon impact location, and the current 
location of civilian activities. 

• Req NCDC-10f: The system shall calculate 
any conflicts between the selected weapon 
engagement plan (WEPC-3a, WEPC-3b), 
the predicted weapon impact location, and 

N/A N/A 

Based on the selected weapon engagement 
plan, and If selected by the operator, the 
weapon effect zone(s) shall be displayed 
graphically on the tactical map based on the 
predicted position of the moving target 
based on the current speed and direction of 
the target and the weapon flight time. Any 
conflicts between the selected weapon 
engagement plan and Blue Force units, 
civilian activities or infrastructure located 
within the weapon effect zone(s) at the 
predicted weapon impact location should be 
highlighted on the tactical map. 
 
INFORMATION 

• Blue Force locations (icon) 
• Civilian locations (icon) 
• Critical infrastructure locations (icon) 
• Target location, speed and direction 

(icon with modifiers) 
• Predicted location of weapon impact 

(icon) 
• Weapon effect areas relative to 

weapon impact (polygon) 
• Conflicts between weapon 

engagement plan and Blue Force, 
civilian locations or infrastructure (pop-
up notification/text) 

 
CONTROL 

• Filter weapon effect areas relative to 
weapon impact on tactical map 
(checkboxes) 

• Acknowledge conflicts between 
weapon engagement plan and Blue 
Forces, civilian activities or 

LIVE SENSOR FEED 
Based on the selected weapon engagement 
plan, and If selected by the operator, the 
weapon effect zone(s) shall be displayed 
graphically on the live sensor view based on 
the predicted position of the moving target 
based on the current speed and direction of 
the target and the weapon flight time. Any 
conflicts between the selected weapon 
engagement plan and Blue Force units, 
civilian activities or infrastructure located 
within the weapon effect zone(s) at the 
predicted weapon impact location should be 
highlighted on the tactical map. 
 
INFORMATION 

• Predicted location of weapon impact 
(icon) 

• Weapon effect areas relative to 
weapon impact (polygon) 

 
CONTROL 

• N/A 
 
FEEDBACK  

• Display/hide weapon effects areas 
relative to target on live sensor feed  
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the current location of civilian 
infrastructure. 

• Req NCDC-10g: The system shall notify 
the AVO of any conflicts between the 
selected weapon engagement plan 
(WEPC-3a and WEPC-3b), the predicted 
weapon impact location, and the current 
location of civilian infrastructure. 

infrastructure (button) 
 
FEEDBACK  

• Display/hide weapon effects areas 
relative to weapon impact on tactical 
map 

• Display/hide notification of conflicts 

Tasking 
Authority 

Notified UAS 
Ready for 

Engagement 

TANURE-1 

When initiated by the AVO, UAS readiness 
message should be automatically entered 
into the AVO’s Mission chat window. The 
AVO is able to review and revise the 
information before manually sending it. 
 
• Req TANURE-1a: The system shall output 

a generic UAS readiness status statement 
into the AVO’s Mission chat window when 
initiated by the AVO. 

• Req TANURE-1b: The system shall allow 
the AVO to review and revise the UAS 
readiness statement in the AVO’s Mission 
Chat window before manually sending it. 

N/A 

The APWE status panel shall have a ‘UAS 
Ready to Engage’ button to initiate the entry 
into the AVO’s Mission Chat window ready 
for sending. 
 
INFORMATION 

• UAS readiness status (text) 
 
CONTROL 

• Copy UAS readiness status into chat 
(button) 

 
FEEDBACK  

• Display notification that UAS readiness 
‘Copy to Chat’ completed 

N/A 

CHAT APPLICATION 
When initiated by the AVO, the UAS 
readiness statement shall be copied to the 
AVO’s Mission Chat window. The AVO shall 
be able to review and revise the information 
before manually sending it. 
 
INFORMATION 

• UAS readiness status (text) 
 
CONTROL 

• Edit re-formatted UAS readiness status 
(text) 

• Send re-formatted UAS readiness 
status (button) 

 
FEEDBACK  

• Display re-formatted UAS readiness 
status 

• Display modifications to UAS 
readiness status 

• Display message as sent 

TANURE-2 

Once sent to the Tasking Authority, the AVO 
should be notified of the current UAS 
readiness message. 
 
• Req TANURE-2a: The system shall notify 

the AVO on the current status of the UAS 
readiness message once sent to the 
Tasking Authority. Specifically, sent (time), 
received (time), read (time), total time 
elapsed (from time sent). N/A 

The following attributes of the message sent 
to the Tasking Authority through the Mission 
chat window shall be displayed in the APWE 
status window – sent (time), received (time), 
read (time), total time elapsed (from time 
sent). 
 
INFORMATION 

• UAS readiness message status: sent 
(time), received (time), read (time), 
total time elapsed (from time sent) 
(text) 

 
CONTROL 

• N/A 
 
FEEDBACK  

• Display UAS readiness message 

N/A N/A 
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status: sent (time), received (time), 
read (time), total time elapsed (from 
time sent) 

Weapon Release 
Authorised WRA-1 

The AVO should be informed about the 
outcome of the request for authorisation for 
weapon release from the Tasking Authority. 
 
• Req WRA-1a: The system shall present to 

the AVO the outcome of the request for 
authorisation for weapon release from the 
Tasking Authority. Specifically, outcome 
(proceed, abort), received (time), read 
(time), total time elapsed (from time sent). 

N/A 

The outcome of the request for authorisation 
for weapon release from the Tasking 
Authority shall be highlighted to the AVO in 
a pop-up window. The AVO must accept the 
authorisation to close the pop-up window. 
The following attributes of the message 
received from the Tasking Authority through 
the Mission chat window shall be displayed 
in the APWE status window – outcome 
(proceed/abort) received (time), read (time), 
total time elapsed (from time sent). 
 
INFORMATION 

• Notification outcome (proceed/abort) 
received (time), read (time), total time 
elapsed (from time sent 

• Authorisation for weapon release (pop-
up notification/text) 

 
CONTROL 

• Acknowledge authorisation (button) 
 
FEEDBACK  

• Display/hide notification authorising 
weapon release 

N/A 

CHAT APPLICATION 
The chat message comprising the 
authorisation (or declination) of weapon 
release by the Tasking Authority shall be 
highlighted. 
 
INFORMATION 

• Authorisation (or declination) of 
weapon release (text) 

 
CONTROL 

• N/A 
 
FEEDBACK  

• Highlight chat messages pertaining to 
authorisation (or declination) of 
weapon release  

Target Laze 
Confirmed TLC-1 

The laser settings should be automatically 
configured based on the weapon 
engagement plan selected by the AVO.  
 
• Req TLC-1a: The system shall 

automatically configure the laser settings 
based on the selected weapon 
engagement plan (WEPC-3a and WEPC-
3b). 

 N/A 

Laser settings will occur outside the APWE 
application; however, a notification of the 
laser settings being automatically configured 
shall be presented to the AVO. The 
successful illumination of the target for the 
weapon system shall be presented to the 
AVO. 
 
INFORMATION 

• Laser settings and illumination status 
(text) 

• Successful/Unsuccessful illumination 
of target (text) 

 
CONTROL 

• Confirm successful laze (button) 
 
FEEDBACK  

• Display/hide notification of successful 
laze 

N/A 

PO WORKSTATION 
Laser settings shall occur outside the APWE 
application and in the relevant application on 
the PO’s workstation. The PO shall be able 
to confirm (or revise) the laser settings. The 
successful illumination of the target for the 
weapon system shall be indicated. 
 
INFORMATION 

• Weapon engagement plan (text) 
• Laser settings (text) 

 
CONTROL 

• Revise laser settings (text, button) 
 
FEEDBACK  

• Display updates to laser settings 
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Continuous Eyes 
on Target 

Maintained 

CEOTM-1 

Once the Tasking Authority has been notified 
of PID, the AVO should be notified that 
continuous eyes on target should commence. 
 
• CEOTM-1a: The system shall notify the 

AVO that Continuous Eyes on Target 
should commence when the authorisation 
for a kinetic response has been received 
from the Task Authority. 

Once the Tasking Authority has been 
notified of PID, the APWE status panel shall 
indicate that continuous eyes on target 
should be maintained. 
 
INFORMATION 

• Notification of commencement of 
continuous eyes on target (pop-up 
notification/text) 

 
CONTROL 

• Acknowledge notification of 
commencement of continuous eyes on 
target (button) 

 
FEEDBACK  

• Display/hide notification to commence 
Weapon Engagement Planning 

N/A N/A N/A 

CEOTM-2 

The system should support the PO 
maintaining continuous eyes on target with 
the sensor. 
 
• Req CEOTM-2a: The system shall allow 

the PO to select one of three sensor 
operation support modes. Specifically, (1) 
No Support, (2) Assisted Slew (CEOTM-
2c), and (3) Automatic Target Tracking 
(CEOTM-2e). 

• Req CEOTM-2b: The system shall allow 
the PO to define the distance from the 
edge of the sensor window the Assisted 
Slew feature will activate. 

• Req CEOTM-2c: The system shall present 
a visual cue/alert when the target is within 
the operator defined distance from the 
edge of the sensor window (see also 
CEOTM-2b) 

• Req CEOTM-2d: The system shall allow 
the PO to define the target for the 
Automatic Target Tracking feature. 

• REeq CEOTM-2e: The system shall 
automatically track the operator-defined 
target (see also CEOTM-2d). 

N/A N/A N/A 

PO WORKSTATION 
The PO shall be able to select from one of 
three target tracking modes: (1) manual 
sensor operation with no support; (2) 
assisted sensor operation in which the 
system shall present a visual cue/alert (e.g., 
a red border on the sensor image) when the 
operator-defined target is within an operator-
defined distance from the edge of the sensor 
window; and (3) automatic sensor operation 
in which the system shall automatically track 
the target selected by the operator. It is 
suggested that this functionality is out of 
scope of the current APWE development 
roadmap. 
 
INFORMATION 

• Target tracking modes (text) 
 
CONTROL 

• Select target tracking mode (radio 
buttons) 

• Enter distance from the edge of sensor 
window for activation of Assisted Slew 
feature (text box) 

 
FEEDBACK  

• Display selected target tracking mode 
• Display operator entered distance 
• Display visual cue/alert when target is 
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within operator defined distance from 
edge of sensor window  

CEOTM-3 

The system should support the AVO make an 
assessment of how well the crew is 
maintaining continuous eyes on the target 
(including line of sight calculation). 
 
• Req CEOTM-3a: The system shall allow 

the PO to define the target for the 
Continuous Eyes on Target Monitoring 
feature. 

• Req CEOTM-3b: The system shall 
calculate the percentage of time the sensor 
is slewed to the operator-defined target 
(see also CEOTM-3a). 

• Req CEOTM-3c: The system shall present 
to the AVO the percentage of the time the 
sensor is slewed to the operator-defined 
target (see also CEOTM-3b). 

• Req CEOTM-3d: The system shall 
calculate when and for how long the 
sensor was not slewed to the operator-
defined target (see also CEOTM-3a). 

• Req CEOTM-3e: The system shall present 
to the AVO when and for how long the 
sensor was not slewed to the operator-
defined target (see also CEOTM-3d). 

The system shall present the % of time the 
sensor was slewed on to target. A timeline 
on the APWE Stateboard Panel shall show 
when and for how long eyes on target were 
lost. 
 
INFORMATION 

• Percentage of time sensor is slewed 
on target (text/timeline) 

• Time sensor was not slewed on target 
(text/timeline) 

 
CONTROL 

• N/A 
 
FEEDBACK  

• N/A 

N/A N/A N/A 

CEOTM-4 

The system should support the AVO make an 
assessment of the impact of any momentary 
loss of eyes on the target on the certainty of 
the PID. 
 
• Req CEOTM-4a: The system shall record 

all live sensor imagery throughout the 
mission. 

• Req CEOTM-4b: The system shall allow 
the AVO to manipulate previously recorded 
imagery (CEOTM-3a). Specifically, 
start/stop, pause and scrub (forward and 
reverse). 

N/A 

Using the timeline of eyes on target 
(CEOTM-3), the AVO shall be able to select 
instances of the lost visual contact and play 
back the imagery recorded during these 
times to ascertain whether these events 
constitute a loss of PID. The video shall be 
played in a pop-up window using the 
following controls: start/stop, pause, and 
scrubbing (forward and reverse). 
 
INFORMATION 

• Timeline of eyes on target 
(text/timeline) 

• Recorded Video 
 
CONTROL 

• Select imagery to view  
• Review/edit recorded imagery 

(buttons) 
 
FEEDBACK  

N/A N/A 
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Authority 
Pathway 

Step 
ID# APWE Support Requirements Authority Pathway Stateboard Authority Pathway Status and 

Control Panel 
Authority Pathway Tactical 

Awareness Display 
TIGER 

HMI 

• Playback recorded imagery 

CEOTM-5 

In the event of the crew losing eyes on a 
moving target, the system should support the 
crew re-acquiring the target with the sensor. 
 
•  Req CEOTM-5a: The system shall allow 

the crew to initiate the ‘Lost Contact’ 
function. 

• Req CEOTM-5b: The system shall 
calculate an ‘area of probability’ that the 
lost contact might be within based on its 
last known position, speed and direction of 
travel. 

• Req CEOTM-5b: The system shall display 
an ‘area of probability’ that the lost contact 
might be within. 

N/A N/A 

The operator shall be able to select the ‘Lost 
Contact’ function. Once selected, the system 
shall calculate and then display an ‘area of 
probability’ on the tactical map that the lost 
contact might be within based on its last 
known position, speed and direction of 
travel. 
 
INFORMATION 

• Area of probability of contact location 
based on last known position, speed 
and direction of travel (polygon) 

 
CONTROL 

• Initiate ‘Lost Contact’ function (button)  
 
FEEDBACK  

• Display/hide area of probability of lost 
contact on tactical map 

LIVE SENSOR FEED 
The operator shall be able to select the ‘Lost 
Contact’ function. Once selected, the system 
shall calculate and then display an ‘area of 
probability’ on the live sensor feed that the 
lost contact might be within based on its last 
known position, speed and direction of 
travel. 
 
INFORMATION 

• Area of probability of contact location 
based on last known position, speed 
and direction of travel (polygon) 

 
CONTROL 

• Initiate ‘Lost Contact’ function (button)  
 
FEEDBACK  

• Display/hide area of probability of lost 
contact on tactical map 

Weapon 
Released 

WR-1 

The system should provide feedback to the 
AVO that the weapon has been released 
successfully and the pathway has been 
completed. 
 
• Req WR-1a: The system shall notify the 

AVO that the weapon has been released 
successfully. 

• Req WR-1b: The system shall notify the 
AVO that the Authority Pathway has been 
completed and Battle Damage 
Assessment (BDA) should commence. 

The APWE status panel shall indicate that 
the weapon has been released successfully 
and the pathway has been completed and 
BDA should commence. 
 
INFORMATION 

• Notification of weapon release (pop-up 
notification/text) 

• Notification of commencement of BDA 
(pop-up notification/text) 

 
CONTROL 

• Acknowledge weapon release 
notification (button) 

• Acknowledge commencement of BDA 
(button) 

 
FEEDBACK  

• Display/hide notification of weapon 
release 

• Display/hide notification of 
commencement of BDA 

N/A N/A 

AVO WORKSTATION 
Weapon release information shall be 
presented in the relevant application on the 
AVO’s workstation. 
 
INFORMATION 

• Weapon release attributes (text) 
 
CONTROL 

• N/A 
 
FEEDBACK  

• N/A 

WR-2 

The system should allow the AVO to reset the 
Authority Pathway depending on the outcome 
of the engagement. 
 

N/A 
The AVO shall be able to fully reset the 
Authority Pathway ready for the next 
engagement. The AVO shall be able to 
partially reset the Authority Pathway for the 

N/A N/A 
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Authority 
Pathway 

Step 
ID# APWE Support Requirements Authority Pathway Stateboard Authority Pathway Status and 

Control Panel 
Authority Pathway Tactical 

Awareness Display 
TIGER 

HMI 

• Req WR-2a: The system shall fully reset 
the Authority Pathway when the AVO 
acknowledges the successful completion 
of the target engagement. 

• Req WR-2b: The system shall partially 
reset the Authority Pathway to the ‘Kinetic 
Response Authorised’ step when the AVO 
acknowledges the unsuccessful 
completion of the target engagement. 

re-engagement of the target (i.e., kinetic 
response authorised). 
 
INFORMATION 

• N/A 
 
CONTROL 

• Acknowledge successful/unsuccessful 
completion of the target engagement 
(button) 

 
FEEDBACK  

• Reset APWE fully or partially 
depending on outcome of BDA 
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ANNEX B. AIM / TIGER APWE GUI DETAILED DESIGN  
 
This Annex presents the detailed design of the TIGER APWE GUI [2] and the AIM 
APWE GUI. 
 
B.1 TIGER APWE GUI Detailed Design  
 
This section presents the detailed design of the TIGER APWE GUI. It presents the 
detailed GUI design for each APWE step within the context of the vignette pertaining to 
the terrorist cell meeting in Building C during Operation Phoebe [1].  

B.1.1 Logon 

At the start of the mission, each UAS crewmember will log on to the APWE system 
(Figure 46). Presentation of information as well as access to functionality will be 
dependent on the crew role. 
 

 
Figure 47: Logon Screen 

 
Upon logging in, the crewmember will be presented with the APWE screen with the 
current the mission taskings presented in the SAC panel (Figure 47). 
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Figure 48: APWE Overall System with Mission Taskings 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 15. 
.  
 

Table 15: APWE Overall System with Mission Tasking 

ID# Description GUI Requirements 

1 
List of current mission tasking from TA. 
 
APWE Functional Requirement(s): 
• N/A 

INFORMATION 
• Mission tasking with target list and TA  
 
CONTROL 
• None 
 
FEEDBACK  
• None 

B.1.2 Step 1: PID Checklist Completed  

The system provides a shared PID status window (as part of the SAC panel) which 
consolidates all relevant PID ‘evidence’ pertaining to Azzam (Figure 48). PID evidence 
information can be manually tagged by the relevant operators in their chat messages 
(e.g., #id for identification, #In for intent, and #cap for capability) so that the information 
can be automatically pulled from the IMA and EW chat feeds and compiled in one, 
shared status window. Access to this panel is via the ‘PID completed’ button on the 
State Board Sub-Panel. The following sub-sections describe these functions in more 
detail; including how relevant PID ‘evidence’ is consolidated in the SAC panel. 
 

1
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Figure 49: PID Checklist 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 16.  
 

Table 16: PID Checklist Step Description 

ID# Description GUI Requirements 

1 

Status of APWE steps. Select SAC panel ‘drill-down’ 
information. 
 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• ‘PID Checklist Completed’ box flashes 

/pulses ‘amber’ to indicate step ‘in progress’  
 
CONTROL 
• Select step box to display pertinent 

information in APWE SAC Panel (All roles) 
 
FEEDBACK  
• Highlight perimeter of box to indicate step is 

selected 
 
Interactions in support of completing the PID checklist are presented in the following 
sections. 

B.1.3 Step 1.1: Reporting NAI using Chat Panel 

Upon being notified of a warehouse of interest associated with past activities by 
Azzam and his associates, the UAS crew subsequently disseminates its grid 
location to other participating units. 
 

The crew employs the chat panel to share location of the warehouse of interest to other 
interested parties (Figure 49). The system provides automatic ‘tagging’ of locations 
based on chat reporting by crewmembers of POL at specific locations. PO can then 
initiate automatic slewing of sensor to these ‘tagged’ locations if necessary. To assist the 
crew in developing a POL for activity around the warehouse, manually or automatically 
generated location ‘tags’ should appear as a ‘pin’ on both the live sensor feed and TED. 
The APWE feed, within the Chat panel, is also updated to reflect the tagged message. 
 
 

  

 

1
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Figure 50: Reporting a NAI via Chat Panel 
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A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 17. 
 
Table 17: Reporting a NAI via Chat Panel 

ID# Description GUI Requirements 

1 

Access to formatted message types. 
 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• PID Status Table 
 
CONTROL 
• Select message type – Misc., PID or CDE 
 
FEEDBACK  
• Display controls to create selected message type 

2 

• Dropdown list to access ‘Misc.’ message 
types (#loc). 

 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• N/A 
 
CONTROL 
• Dropdown list to select ‘Misc.’ message type 
 
FEEDBACK  
• Highlight selection 
• Display controls to create selected message type 

3 
Data entry for ‘Misc.’ message types. 
 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• N/A 
 
CONTROL 
• Text boxes to enter data for ‘Misc.’ message 
 
FEEDBACK  
• Display controls to create selected message type 
• Error pop-up if inaccurate data entered 

4 

Error pop-up window to inform operator of 
data entry error (e.g., MGRS format). 
 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• Nature of error and corrective actions 
 
CONTROL 
• Close error pop-up window 
 
FEEDBACK  
• Hide error pop-up window 

5 

• ‘Done’ button to complete composition of 
‘Misc’ message (#loc) 

 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• N/A 
 
CONTROL 
• Completes creation of formatted message (#loc) 
 
FEEDBACK  
• Formatted message in chat message entry sub-panel 

6 

‘Send’ button to deliver chat message to 
other recipients. 
 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• NAI location and label  
 
CONTROL 
• Press ‘Send’ 
 
FEEDBACK  
• Display NAI pin and label on TED  
• Display NAI tag message in chat string 
• Display NAI tag in APWE Feed 

7 
Display NAI tag message in chat string 
 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• Display NAI tag message in chat string 
 
CONTROL 
• N/A 
 
FEEDBACK  
• N/A 
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ID# Description GUI Requirements 

8 

NAI tag automatically extracted from the chat 
message in listed in the APWE Feed. 
 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• Display NAI tag in APWE Feed 
 
CONTROL 
• None 
 
FEEDBACK  
• None 

9 

MGRS coordinates automatically extracted 
from the chat message and a NAI ‘tag’ 
created on the TED Panel. 
 
APWE Functional Requirement(s): 
• PCC-1a/1b/1c 

INFORMATION 
• NAI pin and label on TED Panel 
 
CONTROL 
• None 
 
FEEDBACK  
• None 

B.1.4 Step 1.2: Slewing Sensor FOV 

A potential location for Azzam has been provided to the UAS crew. The PO 
slews the UAS sensor to the location in order to start the PID process and 
subsequently maintain ‘eyes on the target’.  

 
The PO positions the UAS sensor to view Azzam’s location. PID evidence pertaining to 
the POI is presented to the crew in the SAC Panel and APWE feed (Figure 50). As 
additional PID evidence is gathered, the APWE GUI will be updated accordingly to 
consolidate this information.  
 

 
Figure 51: Slewing Sensor FOV to POI Location 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 18. 
 
  

2

3 4

1
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Table 18: Slewing Sensor FOV to POI Location 

ID# Description GUI Requirements 

1 

Operator tagged and categorised chat 
messages pertaining to PID evidence are 
present (in tabular form) into a PID Status 
Table.  
 
APWE Functional Requirement(s): 
• PCC-5c/5d 

INFORMATION 
• PID Status Table (text). Specifically, Columns: Source 

(Visual, EW, and Intel), and Rows: Type (Identification, 
Intent and Capability). 

 
CONTROL 
• Enter/edit evidence in PID Status Table (text, buttons) 
 
FEEDBACK  
• Display tagged and categorised chat message in PID 

Status Table 

2 

PID evidence information manually tagged 
by operators in their chat messages (e.g., 
Identification-related evidence = #id, Intent-
related evidence = #in, and Capability-
related evidence = #cap) is automatically 
pulled from the chat feeds and compiled in 
the APWE feed.  
 
APWE Functional Requirement(s): 
• PCC-5a/5b//5e 

INFORMATION 
• Visual-sourced evidence (text) 
• EW-sourced evidence (text) 
• Intel-sourced evidence (text) 
 
CONTROL 
• None 
 
FEEDBACK  
• Display indication of origin of information 
• Display timestamp for updates to PID Status Table 

3 

Presentation of sensor footprint and Azzam 
pin on TED. 
 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• Sensor footprint (polygon) 
• Azzam pin and label 
 
CONTROL 
• None 
 
FEEDBACK  
• None 

4 

Live sensor feed is updated to reflect current 
sensor FOV. Display manually or 
automatically generated NAI location tag as 
a ‘pin’ with label on the live sensor feed. 
 
APWE Functional Requirement(s): 
• PCC-2a/2b 

INFORMATION 
• Live sensor feed 
 
CONTROL 
• None 
 
FEEDBACK  
• Display NAI location and label on live sensor image 

B.1.5 Step 1.3: Viewing Map Intel 

To confirm the identification of the contact is in fact Azzam, the AVO reviews 
previous imagery, EW and INT collected on Azzam’s location. Upon analysing 
past imagery, the AVO confirms that the contact currently being observed by the 
UAS crew is Azzam. 

 
To review a prior information from the area, selecting the ‘Show map intel’ radio button 
displays a series of icons related to previous imagery, EW and INT available within the 
sensor FOV (Figure 51).  
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Figure 52: Displaying Map INTEL 

 
Selecting the Azzam1 item from the list of previous imagery, EW and INT available 
products displays a pop-up window with pertinent information regarding the POI (Figure 
52). 
 

 
Figure 53: Azzam Pop-Up Window 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 19. 
  

1

3

2

4
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Table 19: Displaying Map INTEL 

ID# Description GUI Requirements 

1 

Radio button to access all recent 
imagery/EW/INT collected at that location. 
 
APWE Functional Requirement(s): 
• PCC-3a/3b/3c 

INFORMATION 
• N/A 
 
CONTROL 
• Check/Uncheck radio button 
 
FEEDBACK  
• Display/hide icons on TED 
• Display/hide list of items 

2 

List of all recent sensor imagery and EW 
intelligence collected/reported at that location 
as well as all recent intelligence reports 
received from the TA pertaining to that 
location. 
 
APWE Functional Requirement(s): 
• PCC-3a/3b/3c 

INFORMATION 
• Sensor FOV (polygon) 
• Recent sensor imagery and EW intelligence collected/ 

reported at that location (images, text) 
• Recent intelligence reports received from TA pertaining to 

that location (text) 
• Timestamp of historical information (text) 
 
CONTROL 
• Select item(s) from list to view (text, button) 
 
FEEDBACK  
• Highlight selected list item(s) 
• Display selected list item(s) 

3 

Within the sensor FOV, icons will appear to 
indicate all recent sensor imagery and EW 
intelligence collected/reported at that location 
as well as all recent intelligence reports 
received from the TA pertaining to that 
location. 
 
APWE Functional Requirement(s): 
• PCC-3a/3b/3c 

INFORMATION 
• Sensor FOV (polygon) 
• Icons for  
 
CONTROL 
• Select item(s) from list to view (text, button) 
 
FEEDBACK  
• Display selected list item(s) 

4 

Pop-up window displaying information 
pertaining to selected item. 
 
APWE Functional Requirement(s): 
• PCC-3a/3b/3c 

INFORMATION 
• Pop-up window with details regarding selected item 
 
CONTROL 
• Dismiss pop-up window (button) 
 
FEEDBACK  
• Display/hide pop-up window with list of past 

imagery/EW/intel pertaining to that location 

B.1.6 Step 1.5: Maintaining Continuous Eyes on Target 

Unexpectedly, the datalink between the GCS and platform goes down and the 
UAS crew loses ‘eyes on target’ for Azzam. After a brief period, the datalink is re-
established and the UAS crew resumes monitoring a contact, which is presumed 
to be Azzam. To confirm this assumption and that PID remains intact, the AVO 
reviews the imagery associated with the temporary loss of visual contact with 
Azzam. 

 
If the crew loses ‘eyes on the target’, the lost contact icon (bottom right corner of TED 
Panel) can be selected which in turn displays the ‘Continuous eyes on target’ information 
in the SAC Panel (Figure 53). This panel contains a list of instances whereby visual 
contact with the POI have been lost, including a blank entry for the current instance. The 
AVO can enter an explanation to describe the reason for current loss of visual contact 
for Azzam. 
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Figure 54: Continuous Eyes on Target – Loss of Visual Contact Instances 

 
To assess the impact of any momentary loss of eyes on the target on the certainty of the 
PID, the AVO can select instances of the lost visual contact and play back the imagery 
recorded during these times (Figure 54). The video shall be played in a pop-up window 
with the following controls: start/stop, pause, and scrubbing (forward and reverse). 
 

 
Figure 55: Continuous Eyes on Target – Video Playback 

1

2
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Upon reviewing the video regarding the most recent loss of visual of contact of Azzam, 
the AVO determines that PID remains intact with the POI (Figure 55). Selecting the ‘eyes 
on target’ button adjacent to the first entry in the SAC Panel notifies the system of the 
AVO’s assessment and reflects the update in the both the State Board and SAC Panels 
(colour coding green).  
 

 
Figure 56: Continuous Eyes on Target – Ignore Loss Contact Entry 

 
 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 21. 
 
Table 20: Continuous Eyes on Target 

ID# Description GUI Requirements 

1 

Button to inform system that visual contact 
has been lost. 
 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• None 
 
CONTROL 
• Select icon button for loss of visual contact 
 
FEEDBACK  
• State Board ‘Continuous eyes on target maintained’ 

status changes to red 
• SAC Panel displays list of loss of visual contact instances 

2 

List of instances whereby visual contact has 
been lost. 
 
APWE Functional Requirement(s): 
• CEOTM-3d/3e 

INFORMATION 
• List of lost visual contact instances 
• Time and duration of each instance 
 
CONTROL 
• Edit explanation for each instance 
• Access to playback capability for each instance 
 
FEEDBACK  
• Display of input in textbox 
• Display pop-up window for playback of recorded imagery 
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ID# Description GUI Requirements 

3 

All live sensor imagery is recorded 
throughout the mission. The AVO to 
manipulate previously recorded imagery 
(CEOTM-3a). Specifically, start/stop, pause 
and scrub (forward and reverse). 
 
APWE Functional Requirement(s): 
• CEOTM-4a/4b 

INFORMATION 
• Timeline of eyes on target (text/timeline) 
• Recorded video 
 
CONTROL 
• Select imagery to view  
• Review/edit recorded imagery (buttons) 
• Accept/reject loss contact instance 
 
FEEDBACK  
• Playback recorded imagery 
• State Board ‘Continuous eyes on target maintained’ 

status changes to green (if instance is rejected) 
• SAC panel status changes to green (if instance is 

rejected) 

B.1.7 Step 2: Tasking Authority Notified of PID  

Satisfied with the status of the PID for Azzam, the AVO reviews the compilation 
of the information contained in the PID status table and subsequently sends it to 
the TA for approval.  

 
Once all of the necessary steps for the PID checklist are completed, the AVO can submit 
the information to the TA via the ‘Send PID’ button located in the SAC Panel. After the 
AVO has sent the PID checklist to the TA (Figure 56), the Status & Control Panel is 
updated to reflect the status (e.g., completed, in progress), marked with a time stamp, of 
the PID notification (Figure 57).  
 

 
Figure 57: Sending PID to Tasking Authority 

 

 
Figure 58: Status of PID Sent to Tasking Authority 

1

2



Authority Pathway Development  ISR Report 6092-01-01 
 

 
155 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 21. 
 
Table 21: Status of PID Sent to Tasking Authority 

ID# Description GUI Requirements 

1 
Notify TA of completed PID. 
 
APWE Functional Requirement(s): 
• TAN-1a/1b 

INFORMATION 
• N/A 
 
CONTROL 
• Press button 
 
FEEDBACK  
• Update State Board to reflect completed and active steps 
• SAC Panel displays PID status 
• PID status table output to Chat Panel 

2 

PID status once the AVO sends the PID 
Status Table information to the TA. 
 
APWE Functional Requirement(s): 
• TAN-2a 

INFORMATION 
• PID status: sent (time), received (time), read (time), total 

time elapsed (from time sent) (text) 
 
CONTROL 
• N/A 
 
FEEDBACK  
• N/A 

B.1.8 Step 3: Kinetic Response Authorised  

After a short period, the TA authorises the AVO regarding the approved use of a 
kinetic response against Azzam.  
 

The AVO is notified that the TA has approved a kinetic response on Azzam via a pop-up 
window (Figure 58), which must be acknowledged before the step is completed (Figure 
59). The AVO should receive specific feedback from the TA in the event that a kinetic 
response is not authorised based on the PID. For example, better imagery is required on 
the suspected. The AVO must acknowledge receipt of the approval to close the pop-up 
window.  
 

 
Figure 59: Kinetic Response Authorised by Tasking Authority (acknowledge) 

 

1
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Figure 60: Kinetic Response Authorised by Tasking Authority (step completed) 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 22. 
 
Table 22: Kinetic Response Authorised by Tasking Authority 

ID# Description GUI Requirements 

1 

Display outcome of the request for 
authorisation for kinetic response from the 
TA to the AVO. 
 
APWE Functional Requirement(s): 
• KRA-1a 
• WEPC-1a 
• NCDC-1a 

INFORMATION 
• Outcome of request for authorization for kinetic response 

and attributes (pop-up notification/text) 
 
CONTROL 
• Acknowledge outcome of request for authorization for 

kinetic response (button) 
 
FEEDBACK  
• Display/hide notification of outcome for authorization for 

kinetic response 
• Update APWE Status window with outcome of request for 

authorization for kinetic response: outcome (accept, 
decline w/ reason), received (time), read (time), total time 
elapsed (from time sent) 

• Update State Board to reflect completed and active steps 
• Update SAC panel to reflect outcome 

B.1.9 ROEs in Effect 

ROE #8 “Attack on declared hostile forces and other military objectives are 
permitted” is now applicable. 

 
Any changes to the ROEs (for example, TA has delegated or withdrawn a specific ROE 
to the crew) shall be notified through the ROEs in Effect panel (Figure 60). The AVO 
must accept the change in ROEs. 
 

2
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Figure 61: ROEs in Effect 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 23. 
 
Table 23: ROEs in Effect 

ID# Description GUI Requirements 

1 

Notify the AVO and display any updates to 
the ROEs received from the TA during the 
mission. 
 
APWE Functional Requirement(s): 
• KRA-2a/2b 

INFORMATION 
• Updates to ROEs 
 
CONTROL 
• Select/review/accept updates to ROEs 
 
FEEDBACK  
• Highlight updates to ROEs applicable to AVO 
• Display/hide notification of ROE updates 

B.1.10 Step 4: CDE Acceptable & Weapon Planning Completed  

With authorisation from the TA to engage Azzam via kinetic targeting, the UAS 
crew plans the weapon engagement including conducting a CDE.  

 
To support this step in the engagement process, the State Board panel is updated to 
reflect the active step and the SAC Panel changes to provide access to the necessary 
information and functionality (Figure 61). Specifically, the SAC panel identifies any 
potential CDE risks for consideration by the AVO. In addition, the AVO has quick access 
to the weapon information as well as a visualisation of the weapon effects against 
Azzam. 
 

1
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Figure 62: CDE Acceptable & Weapons Engagement Planning Completed 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 24. 
 
Table 24: Weapons Engagement Planning 

ID# Description GUI Requirements 

1 

Lists CDE conflicts pertinent to the planning 
of the weapons engagement. 
 
APWE Functional Requirement(s): 
• NCDC-2a/3a/3b/4a/4b/5a/5b/6a/7c/ 

10c/10d/10e/10f 

INFORMATION 
• Conflicts between weapon engagement plan and current 

location of Blue Forces 
• Conflicts between weapon engagement plan and current 

location of civilian activities 
• Conflicts between weapon engagement plan and current 

location of civilian infrastructure 
 
CONTROL 
• Accept/reject any conflicts 
 
FEEDBACK  
• N/A 

2 

Lists information pertinent to the planning of 
the weapons engagement. 
 
APWE Functional Requirement(s): 
• WEPC-2a/3a/3b/6 

INFORMATION 
• Weapon inventory status: type and amount (text) 
• ROZ in effect 
• Conflicts between weapon engagement plan and current 

airspace restrictions 
 
CONTROL 
• Navigate to weapon inventory status 
 
FEEDBACK  
• Display weapon inventory status: type and amount 

1

2

3
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ID# Description GUI Requirements 

3 

Displays layers related to the weapons 
engagement planning. 
 
APWE Functional Requirement(s): 
• WEPC-3b/3c/4a/5b/6b 
• NCDC-2c/3b/4b/5b/6a 

INFORMATION 
• List of layers 
 
CONTROL 
• Filter display of overlays on TED (targeting point, 

engagement envelope, airspace restrictions, conflicts) 
• Select a targeting point 
 
FEEDBACK  
• Display overlays in TED 

B.1.11 Step 4.1: Presented Engagement Conflicts 

When conducting the weapons engagement planning, the UAS crew is notified of 
two potential conflicts with the proposed plan to engage Azzam. First, there are 
troops in close vicinity to Azzam’s current location that may be impacted by the 
blast (i.e., potential collateral damage). Second, the missile has to travel through 
a current airspace restriction in effect. The UAS crew investigates these two 
conflicts and looks to resolve them as part of their planning effort. 

 
The TED provides the AVO with a visual indication of the two conflicts. First, a 
visualisation of the weapon engagement envelope of the selected weapon relative to the 
specific target location (Azzam) is displayed. In addition, an exclamation icon is placed 
adjacent to the friendly force symbology that may be impacted by the detonation of the 
kinetic response. Second, a visualisation of a conflict between the selected weapon 
engagement and current airspace restrictions in effect are presented with an 
exclamation icon adjacent to the airspace restriction potentially in question. 
 
 

 
Figure 63: Conflicts with Selected Engagement Plan 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 25. 
  

1
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Table 25: Conflicts with Selected Engagement Plan 

ID# Description GUI Requirements 

1 

Present to the crew a visualisation of the 
effect area of the selected weapon around a 
specific (targeted) location. 
 
APWE Functional Requirement(s): 
• WEPC-3c 

INFORMATION 
• Weapon type and effect (text, polygon) 
• Targeting point (icon) 
 
CONTROL 
• Filter display of weapon effect on tactical map (checkbox) 
• Define weapon effect distance 
 
FEEDBACK  
• Pin targeting point on tactical map 
• Display/hide weapon effect on tactical map 

2 

Display to the AVO a visualisation of the 
weapon engagement envelope of the 
selected weapon relative to a specific 
(targeted) location. 
 
APWE Functional Requirement(s): 
• WEPC-4a 
 

INFORMATION 
• UAS location (icon) 
• Weapon type and envelope (polygon) 
• Targeting point (icon) 
 
CONTROL 
• Filter display of weapon envelope on tactical map 

(checkbox) 
• View weapon envelope attributes 
 
FEEDBACK  
• Highlight selected weapon 
• Pin targeting point on tactical map 
• Display/hide weapon envelope on tactical map 

3 

Display Blue Force locations within an 
operator-defined distance from the target 
(identified automatically from Mission Chat). 
 
APWE Functional Requirement(s): 
• NCDC-2a/2b/2c 

INFORMATION 
• Blue Force locations (icon) 
• Target location (icon) 
• Distance from target (polygon) 
• Recency (age) of information (graphical) 
 
CONTROL 
• Edit distance from target (text, button) 
• Filter display of Blue Force locations on tactical map 

(checkbox) 
• Filter display of target distance on tactical map (checkbox) 
 
FEEDBACK  
• Display/hide Blue Force locations on tactical map 
• Display/hide target distance on tactical map 

4 

Notify the AVO of any conflicts between the 
selected weapon engagement plan and the 
current location of Blue Force units. 
 
APWE Functional Requirement(s): 
• NCDC-3a/3b 

INFORMATION 
• Blue Force locations (icon) 
• Target location (icon) 
• Distance from target (polygon) 
• Conflicts between weapon engagement plan and Blue 

Forces (pop-up notification/text) 
• Recency (age) of information (graphical) 
 
CONTROL 
• Acknowledge conflicts between weapon engagement plan 

and Blue Forces (button) 
 
FEEDBACK  
• Display/hide notification of conflicts 
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ID# Description GUI Requirements 

5 

Display to the AVO a visualisation of the 
current airspace restrictions in effect within 
an operator-selected distance from the 
current position of the UAS. 
 
APWE Functional Requirement(s): 
• WEPC-5a/5b 

INFORMATION 
• UAS location (icon) 
• Targeting point (icon) 
• Airspace restrictions in effect (polygon) 
 
CONTROL 
• Filter display of airspace restrictions on tactical map 

(checkbox) 
• Select and view airspace restriction attributes (button) 
 
FEEDBACK  
• Display/hide airspace restrictions in effect on tactical map 
• Highlight selected airspace restriction  
• Display airspace restriction attributes 

6 

Notify AVO of any conflicts between the 
selected weapon engagement plan (i.e., 
weapon envelope) and the current airspace 
restrictions in place. 
 
APWE Functional Requirement(s): 
• WEPC-6a/6b 

INFORMATION 
• UAS location (icon) 
• Targeting point (icon) 
• Airspace restrictions in effect (polygon) 
• Conflicts between weapon engagement plan and current 

airspace restrictions (graphic/icon) 
 
CONTROL 
• Select and view conflict attributes 
 
FEEDBACK  
• Display conflicts with airspace restrictions in effect on 

tactical map 
• Highlight selected conflict  
• Display conflict attributes 
• Display updates to weapon engagement plan 

B.1.12 Step 4.2: Resolve Potential Collateral Damage  

The AVO assess the troops in close proximity to the blast area and determines 
that they are currently vacating the area and should not be in the vicinity at the 
time of the engagement. 

 
Selecting the ‘conflicted’ friendly force symbology provides drilldown information 
regarding the particular blue force entity and allows the AVO to make a determination 
with respect to the risk level for collateral damage with engaging Azzam (Figure 63). If 
the troops are not considered a potential CDE risk during the kinetic engagement then 
the AVO can select the ‘Acceptable’ button and the step in the process is completed with 
both the State Board step and Status & Control Panel changing to green (Figure 64). 
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Figure 64: Resolve Potential Collateral Damage 

 

 
Figure 65: Collateral Damage Estimate Acceptable 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 26. 
 
Table 26: Resolve Potential Collateral Damage with Blue Force 

ID# Description GUI Requirements 

1 

Drilldown information pertaining to Blue 
Force entity 
 
APWE Functional Requirement(s): 
• NCDC-3b 

INFORMATION 
• Blue Force information including type, classification, 

nationality, timestamp and callsign 
 
CONTROL 
• Display/hide pop-up window 
 
FEEDBACK  
• Display/hide pop-up window 

1

2
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ID# Description GUI Requirements 

2 

AVO can determine if CDE risk acceptable or 
unacceptable 
 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• Blue Force locations (icon) 
• Target location (icon) 
• Distance from target (polygon) 
• Conflicts between weapon engagement plan and Blue 

Forces (pop-up notification/text) 
 
CONTROL 
• Acknowledge conflicts between weapon engagement plan 

and Blue Forces (button) 
 
FEEDBACK  
• Update State Board to reflect completed and active steps 
• Update SAC panel to reflect outcome 

B.1.13 Step 4.3: Resolve Potential Conflict with Restricted Airspace  

To address a potential conflict between the planned weapon engagement and an 
existing airspace restriction, the AVO generates an airspace control request. 

 
The system will automatically generate and manage an airspace control request 
(referencing a specific Airspace Control Measure; ACM) based on the selected weapon 
engagement plan (Figure 65). When initiated by the AVO, an airspace control request 
shall be entered into the Mission Chat window based on the selected weapon 
engagement plan. The AVO shall be able to review and revise the information before 
manually sending it. The outcome of the request for airspace control from the Tasking 
Authority shall be highlighted to the AVO in a pop-up window. The AVO must accept the 
authorisation to close the pop-up window. If the ACM is approved thereby negating the 
conflict, the conflict is no longer presented in the TED and the State Board step and SAC 
Panel change to green (Figure 66). 
 
 

 
Figure 66: Airspace Control Request 

 

1
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Figure 67: Weapons Planning Completed 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 27. 
 

Table 27: Airspace Control Request 

ID# Description GUI Requirements 

1 

The system shall generate an airspace 
control request based on the selected 
weapon engagement plan when initiated by 
the AVO 
 
APWE Functional Requirement(s): 
• WEPC-8a/8b/8c/8d/8e 

INFORMATION 
• Status of airspace control request (text) 
• Outcome of airspace control request (text) 
 
CONTROL 
• Request airspace control (button) 
• Acknowledge outcome of airspace control request 

(button) 
 
FEEDBACK  
• Display status of airspace control request: sent (time), 

received (time), read (time), total time elapsed (from time 
sent) 

• Display outcome of airspace control request: sent (time), 
received (time), read (time), total time elapsed (from time 
sent) 

B.1.14 Step 5: Tasking Authority Notified UAS Ready for Engagement  

Satisfied with the weapons engagement plan, the AVO notifies the TA that the 
UAS is ready for engaging Azzam with a kinetic response.  

 
Once weapons engagement planning be completed, the AVO can submit a message to 
the TA indicating that the UAS platform is ready to engage the target (Figure 67). After 
the AVO has sent the message to the TA, the SAC Panel is updated to reflect the status 
(e.g., completed, in progress), with time stamp, of the readiness notification.  
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Figure 68: Notification to Tasking Authority 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 28. 
 
Table 28: Tasking Authority Notified UAS Ready for Engagement 

ID# Description GUI Requirements 

1 

Notify TA of readiness of UAS to engage 
Azzam. 
 
APWE Functional Requirement(s): 
• TANURE-1a/1b 

INFORMATION 
• UAS readiness message for TA 
 
CONTROL 
• Press button to notify TA 
 
FEEDBACK  
• Update State Board to reflect completed and active steps 
• SAC Panel displays UAS readiness message status 
• Generic UAS readiness status statement into the AVO’s 

Mission chat window  

2 

Status once the AVO sends the UAS 
readiness message to the TA. 
 
APWE Functional Requirement(s): 
• TAN-2a 

INFORMATION 
• UAS readiness message: sent (time), received (time), 

read (time), total time elapsed (from time sent) (text) 
 
CONTROL 
• N/A 
 
FEEDBACK  
• N/A 

 
  

1



Authority Pathway Development  ISR Report 6092-01-01 
 

 
166 

B.1.15 Step 6: Weapons Release Authorized  

After a short period, the AVO is notified that the weapon release has been 
authorised by the TA.  

 
The AVO is notified via a pop-up window that the weapon release has been authorised 
by the TA (Figure 68). The AVO should receive specific feedback from the TA in the 
event that the weapon release is not authorised. The AVO must acknowledge receipt of 
the approval to close the pop-up window.  
 

 
 

 
Figure 69: Weapons Released Authorised 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 29. 
 
Table 29: Weapons Release Authorised 

ID# Description GUI Requirements 

1 

AVO should be informed about the outcome 
of the request for authorisation for weapon 
release from the TA. AVO must acknowledge 
the authorisation (or declination) of weapon 
release. 
 
APWE Functional Requirement(s): 
• WRA-1 

INFORMATION 
• Outcome (proceed, abort), received (time), read (time), 

total time elapsed (from time sent). 
• Authorisation for weapon release (pop-up notification/text) 
 
CONTROL 
• Acknowledge authorisation 
 
FEEDBACK  
• Display/hide notification authorising weapon release 
• Update State Board to reflect completed and active steps 
• SAC Panel displays UAS readiness message status 

 

1



Authority Pathway Development  ISR Report 6092-01-01 
 

 
167 

B.1.16 Step 7: Target Lased 

Laser settings will occur outside the APWE application; however, a notification of the 
laser settings being automatically configured shall be presented to the AVO (Figure 69). 
The successful illumination of the target for the weapon system shall be presented to the 
AVO. 
 

 
Figure 70: Target Lazed Confirmed 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 30. 
 
Table 30: Target Lazed Confirmed 

ID# Description GUI Requirements 

1 

The laser settings should be automatically 
configured based on the weapon 
engagement plan selected by the AVO.  
 
APWE Functional Requirement(s): 
• TLC-1a/1b 

INFORMATION 
• Laser settings and illumination status (text) 
• Successful/Unsuccessful illumination of target (text) 
 
CONTROL 
• Confirm successful laze (button) 
 
FEEDBACK  
• Display/hide notification of successful laze 
• Update State Board to reflect completed and active steps 

B.1.17 Step 8: Weapon Released 

The SAC panel will indicate that the weapon has been released successfully (Figure 70). 
A pop-up window will also notify the AVO that the pathway has been completed and 
BDA should commence (Figure 71). 
 
 

1
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Figure 71: Weapons Released 

 

 
Figure 72: Reset Authority Pathway 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 31. 
 
Table 31: Weapons Released 

ID# Description GUI Requirements 

1 

Display feedback to the AVO that the 
weapon has been released successfully and 
the pathway has been completed. 
 
APWE Functional Requirement(s): 
• WR-1a/1b 

INFORMATION 
• Notification of weapon release (text) 
 
CONTROL 
• N/A 
 
FEEDBACK  
• Update State Board to reflect completed step 

2 

Reset the APWE depending on the outcome 
of the engagement. 
 
APWE Functional Requirement(s): 
• WR-2a/2b 

INFORMATION 
• Notification of weapon release (pop-up notification/text) 
• Notification of commencement of BDA (pop-up 

notification/text) 
 
CONTROL 
• Acknowledge successful/unsuccessful completion of the 

target engagement (button) 
• Acknowledge commencement of BDA (button) 
 
FEEDBACK  
• Display/hide notification of weapon release 
• Display/hide notification of commencement of BDA 
• Reset APWE fully or partially depending on outcome of 

BDA 
 

1

2



Authority Pathway Development  ISR Report 6092-01-01 
 

 
169 

B.2 AIM APWE GUI Detailed Design  
 
This section presents the detailed design of the AIM APWE GUI. It gives a step-by-step 
description of the detailed interaction between APWE, Narrative and IMPACT for the 
weapon engagement sequence that takes place during the Base Attack scenario. Please 
note that the ‘Target Lazed’ step was not implemented in the AIM APWE GUI as this 
functionality was present in the . 

B.2.1  Logon 

At the start of the mission, each UAS crewmember will log on to the APWE system 
(Figure 72). Presentation of information as well as access to functionality will be 
dependent on the crew role. 

 

 
Figure 73: Logon Screen 

 
Upon logging in, the crewmember will be presented with the APWE screen with the 
current the mission taskings presented in the SAC panel (right panel; Figure 73). In 
order to start the engagement process, the AIM Operator can accept the new tasking by 
clicking the ‘Yes’ button. 
 

 
Figure 74: New Tasking 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 32. 
  

1
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Table 32: APWE Overall System with Mission Tasking 

ID# Description GUI Requirements 

1 

List of current mission tasking from TA. 
 
APWE Functional Requirement(s): 
• N/A 

INFORMATION 
• Mission tasking with target list and TA  
 
CONTROL 
• Press button 
 
FEEDBACK  
• Update State Board to reflect completed and 

active steps 

B.2.2 Step 1: PID Checklist Completed  

The system provides a shared PID status window (as part of the SAC panel) which 
consolidates all relevant PID ‘evidence’ pertaining to the intended target (i.e., radio 
tower) (Figure 74). Access to this panel is via the ‘PID completed’ button on the State 
Board Sub-Panel.  
 

 
Figure 75: PID Checklist 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 33.  
 

Table 33: PID Completed 

ID# Description GUI Requirements 

1 

Status of APWE steps. Select SAC panel ‘drill-down’ 
information. 
 
APWE Functional Requirement(s): 
• None 

INFORMATION 
• ‘PID Checklist Completed’ box flashes 

/pulses ‘amber’ to indicate step ‘in progress’  
 
CONTROL 
• Select step box to display pertinent 

information in APWE SAC Panel (All roles) 
 
FEEDBACK  
• Highlight perimeter of box to indicate step is 

selected 
 
  

1
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B.2.3 Maintaining Continuous Eyes on Target 

An aircraft in the vicinity is tasked to provide eyes on the target to support the 
engagement process. Once the aircraft reaches the radio tower and sensor is 
slewed on the intended target, the operator triggers the “eyes on radio tower” 
chat message. 

 
Once the AIM Operator has eyes on the target with an aircraft providing sensor 
coverage of the radio tower, the Continuous Eyes on Target step is highlighted green to 
reflect this state (Figure 75). 
 

 
Figure 76: Continuous Eyes on Target 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 34. 
 
Table 34: Continuous Eyes on Target 

ID# Description GUI Requirements 

1 

Button to inform system that visual contact 
has been gained. 
 
APWE Functional Requirement(s): 
• CEOTM-1 

INFORMATION 
• None 
 
CONTROL 
• None 
 
FEEDBACK  
• State Board ‘Continuous eyes on target maintained’ 

status changes to green 

B.2.4 Step 2: Tasking Authority Notified of PID  

Satisfied with having eyes on the radio tower and having PID, the operator 
notifies the TA of PID in order to gain approval to continue the engagement 
process.  

 
Once eyes on the target has been established in order to confirm PID, the AIM Operator 
can submit the information to the TA via the dialog box located in the SAC Panel. After 
the operator has notified the TA (Figure 76), the SAC Panel is updated to reflect the 
status (e.g., completed, in progress), marked with a time stamp, of the PID notification 
(Figure 77).  
 

1
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Figure 77: Sending PID to Tasking Authority 

 

 
Figure 78: Status of PID Sent to Tasking Authority 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 35. 
 
Table 35: Status of PID Sent to Tasking Authority 

ID# Description GUI Requirements 

1 
Notify TA of completed PID. 
 
APWE Functional Requirement(s): 
• TAN-1a/1b 

INFORMATION 
• Request to notify Tasking Authority of PID 
 
CONTROL 
• Press button to send 
 
FEEDBACK  
• Update State Board to reflect completed and active steps 

2 

PID status once the PID Status Table 
information is sent to the TA. 
 
APWE Functional Requirement(s): 
• TAN-2a 

INFORMATION 
• PID status: sent (time), received (time), read (time), total 

time elapsed (from time sent) (text) 
 
CONTROL 
• N/A 
 
FEEDBACK  
• N/A 

 
 

B.2.5 Step 3: Target Engagement Authorised  

1

2
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After a short period, the TA authorises the operator regarding the approved use 
of a kinetic (i.e., lethal) response to disable the radio tower.  
 

The AIM Operator is notified that the TA has approved a kinetic response on the radio 
tower via the SAC panel, which must be acknowledged before the step is completed 
(Figure 78).  
 

 
Figure 79: Target Engagement Authorised by Tasking Authority (acknowledge) 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 36. 
 
Table 36: Kinetic Response Authorised by Tasking Authority 

ID# Description GUI Requirements 

1 

Display outcome of the request for 
authorisation for kinetic response from the 
TA to the operator. 
 
APWE Functional Requirement(s): 
• KRA-1a 
• WEPC-1a 
• NCDC-1a 

INFORMATION 
• Outcome of request for authorization for kinetic response 

and attributes (pop-up notification/text) 
 
CONTROL 
• Acknowledge outcome of request for authorization for 

kinetic response (button) 
 
FEEDBACK  
• Display/hide notification of outcome for authorization for 

kinetic response 
•  

B.2.6 Step 4: CDE Acceptable & Weapon Planning Completed  

With authorisation from the TA to engage the radio tower via kinetic targeting, the 
UAS crew plans the weapon engagement including conducting a CDE.  

 
To support this step in the engagement process, the State Board panel is updated to 
reflect the active step and the SAC Panel changes to provide access to the necessary 
information and functionality (Figure 79). Specifically, the SAC panel identifies any 
potential CDE risks for consideration by the operator.  
 

1
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Figure 80: CDE Acceptable & Weapons Engagement Planning Completed 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 37. 
 
Table 37: Weapons Engagement Planning 

ID# Description GUI Requirements 

1 

Lists information pertinent to the planning of 
the weapons engagement. 
 
APWE Functional Requirement(s): 
• WEPC-2a/3a/3b/6 

INFORMATION 
• Weapon inventory status: type and amount (text) 
 
CONTROL 
• N/A 
 
FEEDBACK  
• N/A 

2 

Lists CDE conflicts pertinent to the planning 
of the weapons engagement. 
 
APWE Functional Requirement(s): 
• NCDC-2a/3a/3b/4a/4b/5a/5b/6a/7c/ 

10c/10d/10e/10f 

INFORMATION 
• Conflicts between weapon engagement plan and current 

location of Blue Forces 
• Conflicts between weapon engagement plan and current 

location of civilian activities 
 
CONTROL 
• N/A 
 
FEEDBACK  
• N/A 

B.2.7 Step 4.1: Presented Engagement Conflicts 

When conducting the weapons engagement planning, the UAS crew is notified of 
a conflict with the proposed plan to engage the radio tower with a kinetic 
response (using SBAT-03). SIGINT is reporting civilian youth in the vicinity of the 
tower are at risk of being collateral damage. 

 
Due to a “high risk of injury or fatality” to civilian youth in the area of the radio tower, the 
CDE is no longer considered acceptable and is changed to ‘denied’ (Figure 80). At this 
point the AIM Operator will be required to wait for additional feedback from Authority 
Pathway. 
 
 

1

2
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Figure 81: Conflicts with Selected Engagement Plan 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 25. 
 
Table 38: Conflicts with Selected Engagement Plan 

ID# Description GUI Requirements 

1 

Notify the operator of any conflicts between 
the selected weapon engagement plan and 
the current location of civilian activities. 
 
APWE Functional Requirement(s): 
• NCDC-4a/4b 

INFORMATION 
• Conflicts between weapon engagement plan and civilian 

activities 
 
CONTROL 
• N/A 
 
FEEDBACK  
• Update State Board to reflect incomplete step 

B.2.8 Step 4.2: Revised Tasking  

Due to civilian activities in close proximity to the blast area, the CDE is not 
deemed acceptable and the UAS crew receives a revised tasking to employ a 
non-kinetic approach to addressing the mission objective. 

 
The AIM Operator is presented with a revised tasking in the SAC panel (Figure 81). In 
order to continue the engagement process, the operator can accept the new tasking by 
clicking the ‘Yes’ button. Once the revised tasking has been accepted, the Weapon 
Planning Completed and CDE Acceptable steps will be reset to indicate that they are in 
progress while an assessment of a non-lethal engagement is being performed (Figure 
82). 
 

1
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Figure 82: Revised Tasking 

 

 
Figure 83: Weapon Planning Completed and CDE Acceptable Reset 

 

A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 39 
 
Table 39: Revised Mission Tasking 

ID# Description GUI Requirements 

1 

List of revised tasking from TA. 
 
APWE Functional Requirement(s): 
• N/A 

INFORMATION 
• Mission tasking with target list and TA  
 
CONTROL 
• Press button 
 
FEEDBACK  
• Update State Board to reflect completed and 

active steps 

B.2.9 Step 5: Tasking Authority Notified UAS Ready for Engagement  

Satisfied with the weapons engagement plan, the AVO notifies the TA that the 
UAS is ready for engaging radio tower with a non-lethal response.  

 
Once weapons engagement planning be completed, the AIM Operator can submit a 
message to the TA indicating that the UAS platform is ready to engage the target (Figure 
83). After the message has been sent to the TA, the SAC Panel is updated to reflect the 
status (e.g., completed, in progress), with time stamp, of the readiness notification.  

1



Authority Pathway Development  ISR Report 6092-01-01 
 

 
177 

 

 
 

 
Figure 84: Notification to Tasking Authority 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 40. 
 
Table 40: Tasking Authority Notified UAS Ready for Engagement 

ID# Description GUI Requirements 

1 

Notify TA of readiness of UAS to engage 
radio tower. 
 
APWE Functional Requirement(s): 
• TANURE-1a/1b 

INFORMATION 
• UAS readiness message for TA 
 
CONTROL 
• Press button to notify TA 
 
FEEDBACK  
• Update State Board to reflect completed and active steps 
• SAC Panel displays UAS readiness message status 

2 

Status once the UAS readiness message to 
the TA. 
 
APWE Functional Requirement(s): 
• TAN-2a 

INFORMATION 
• UAS readiness message: sent (time), received (time), 

read (time), total time elapsed (from time sent) (text) 
 
CONTROL 
• N/A 
 
FEEDBACK  
• N/A 

 
  

1
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B.2.10 Step 6: Weapons Release Authorized  

After a short period, the UAS crew is notified that the weapon release has been 
authorised by the TA.  

 
The AIM Operator is notified in the SAC panel that the weapon release has been 
authorised by the TA (Figure 84). The AIM Operator must acknowledge receipt of the 
approval to continue the engagement process.  
 

 
 

 
Figure 85: Weapons Released Authorised 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 41. 
 
Table 41: Weapons Release Authorised 

ID# Description GUI Requirements 

1 

AIM Operator should be informed about the 
outcome of the request for authorisation for 
weapon release from the TA. Operator must 
acknowledge the authorisation (or 
declination) of weapon release. 
 
APWE Functional Requirement(s): 
• WRA-1 

INFORMATION 
• Outcome (proceed, abort), received (time), read (time), 

total time elapsed (from time sent). 
• Authorisation for weapon release (pop-up notification/text) 
 
CONTROL 
• Acknowledge authorisation 
 
FEEDBACK  
• Display/hide notification authorising weapon release 
• Update State Board to reflect completed and active steps 
• SAC Panel displays UAS readiness message status 
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B.2.11 Step 7: Weapon Released 

The SAC panel will indicate that the weapon has been released successfully. A pop-up 
window will also notify the AIM Operator that the pathway has been completed and BDA 
should commence (Figure 85). 
 

 
Figure 86: Reset Authority Pathway 

 
A detailed description of all GUI components associated with this step in the 
engagement process is presented in Table 42. 
 
Table 42: Weapons Released 

ID# Description GUI Requirements 

1 

Display feedback to the operator that the 
weapon has been released successfully and 
the pathway has been completed. 
 
APWE Functional Requirement(s): 
• WR-1a/1b 

INFORMATION 
• Notification of weapon release (text) 
 
CONTROL 
• N/A 
 
FEEDBACK  
• Update State Board to reflect completed step 

2 

Reset the APWE depending on the outcome 
of the engagement. 
 
APWE Functional Requirement(s): 
• WR-2a/2b 

INFORMATION 
• Notification of weapon release (notification/text) 
• Request to notify Tasking Authority of re-engagement 

(text) 
 
CONTROL 
• Accept or decline notification of Tasking Authority to re-

engage (button) 
 
FEEDBACK  
• Reset APWE fully or partially depending on outcome of 

request to re-engage 
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ANNEX C. AIM APWE IMPLEMENTATION AND 
INTEGRATION 

 
This annex presents the extensions to the TIGER APWE prototype developed previously 
[28][29] and the AIM APWE that has been developed in support of 2018 TTCP 
experimentation activities. The core of the implementation and integration effort involved 
interfacing with TTCP partner national systems such as Allied IMPACT (AIM) system 
and Narrative (AUS). The Fusion framework is the US integration framework upon which 
AIM has been built. Therefore, the AIM APWE implementation and integration activity 
involves primarily the integration of APWE as an additional system with which IMPACT 
can interoperate. The Fusion framework [45] that was designed for this purpose has 
been used as the foundational integration component described in the following section. 
 
C.1 Fusion: A System of Systems 
 
Fusion is a system of systems architecture where each system is built on top of the next, 
no one piece works independently of the others. This is all possible because of defined 
protocols that each component is required to use for communication. Each of these 
applications connect to a single HUB application that is used to route messages 
between systems.   
 
Fusion is deployed across three works stations with difficult tasks and capabilities. 
These work stations are made up of a C2 Station, a Sensor Operator (SO) Station and a 
Tactical Operations Centre (TOC) Station. Both the SO Station and the TOC Station are 
considered white cell stations. White cell stations are used to drive the scenario forward 
and make sure that the C2 station operator is fully engaged in the scenario (Figure 86).  
 

 
Figure 87: Fusion System computer configuration 

 
Communication between the TOC, SO and C2 Station operators are established via chat 
messages (text-based) and voice communication. Chat based messages are interrupted 
within the fusion system and decoded to produce a new tasking that is related to the C2 
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operator via Task Manager and other capabilities of the Fusion System (Narrative, 
Authority Pathway, Track Updates, etc.).  

C.1.1 Tactical Operations Centre Station 

The TOC Station is used to launch and control the scenario. Launching the scenario is 
accomplished through the Life Cycle Manager. The Life Cycle Manager lists all the 
different systems that are required to execute the scenario. It also provides a status to 
indicate if the different systems have launched and established a connection to the TOC.    
 
Once the scenario has started, the TOC Station drives the scenario forward triggering 
new tracks (locations) and chat messages to simulate inputs from other users and 
systems. These actions will cause updates and other data triggers on the C2 Station 
which is accomplished via the TOC Event Pump. The TOC Station operator follows the 
scenario and at the appropriate time will trigger these events (Figure 87).   
 
 

 
Figure 88: TOC Station default layout 

 
The TOC station can also be used to follow along as the autonomous vehicles execute 
assigned tasks via the Current Situation (CURSIT) and the Active Play monitor window. 
When the TOC Station controller notices a task complete in the Active Play monitor 
window the controller will use this to trigger the next event in the scenario.  

C.1.2 Sensor Operator Station 

The SO Station is used to provide feedback to the C2 Station operator. This is 
accomplished via sensor feeds for each autonomous vehicle and communicated 
messages both text-based (chat) and voice-based communications. The sensor operator 
will use this information to provide scenario details to the C2 Station operator. The SO 
Station displays the Authority Pathway which the SO to follow along with the C2 Station 
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and have a better understanding of the information being conveyed to the C2 Station 
Operator (Figure 88).  
   

 
Figure 89: Sensor Operator Station default layout 

 
The Sensor Operator Station typically relies on the sensor feed from the autonomous 
vehicle and actions on the CURSIT to know when to relay information to both the C2 
Station operator and the TOC Station operator. As new tasks are reported they are 
communicated via Chat (text-based) and Voice communication (a radio system that both 
parties are actively using). The SO Station operator tends to rely on voice 
communication and the sensor feed to report information to the C2 Station. These 
communications are a queue for the TOC Station to trigger the next event. This can be a 
new chat message or an updated track.  

C.1.3 Command and Control Station 

The C2 Station is used by the target audience of the trial – the AIM Operator. The C2 
Station is used to task and assign the autonomous vehicles with operations. The C2 
Station relies on input from both the SO Station and the TOC Station. These stations are 
used to drive the scenario and provide tasking requirements to the C2 Station operator 
(Figure 89).  
 
The C2 Station (AIM) operator will be notified of new tasking via Chat message and the 
Task Manager application that will outline the different autonomous vehicle activities. 
The main components that the C2 Station (AIM) operator will be interested in are the 
CURSIT that displays the location of the autonomous vehicles and current tasking and 
routes. The Play Calling tile used to assign tasks to the autonomous vehicles, the Active 
Play Manager tile used to keep track of all autonomous vehicles that are currently on 
tasking and Chat tile used to send and receive scenario information.  
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Figure 90: Command and Control Station default layout 

 
The Play Calling and Play Workbook tile are used to assign a different tasking to an 
autonomous vehicle or a number of autonomous vehicles. These plays range from loiter 
in place, point inspect or weapon engagement. Once a Play type has been selected the 
play Workbook is used to select and assign the details of the play; including the vehicles 
(air, land or sea), location and payload type 
 
The Active Play Manager is used to quickly monitor all current executing plays. Each 
one is assigned a unique color coded to quickly identify on the CURSIT. The Active Play 
Manager can be used to quickly cancel a play in progress to re-task an autonomous 
vehicle.  
 
C.2 Fusion Systems 
 
Fusion is an adaptable application that builds on top of available systems. Provided a 
system has a documented protocol it can gather information and expand the base 
functionality of the Fusion System. The main component of Fusion is the Fusion 
Application that is used to launch and configure other systems (Figure 90).  
 
The Fusion Application is the interface used by the operator to interact and drive the 
Fusion System. By default, the Fusion Application consists of a CURSIT map and a 
menu system. As new systems are integrated within the Fusion Application the menu 
becomes more advanced outlining and identifying the new capabilities provided by the 
external systems. 
 
At start-up, the Fusion Application will load the Fusion Core Application and Hub 
Application which make up the backbone of the Fusion System. The Fusion Core is a 
backend application that is used to modify and monitor data used to drive the Fusion 
Application. The Hub Application is used to establish connections and route data 
between systems. All Fusion systems will establish a connection to the Hub Application. 
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Figure 91: Main Fusion Application 

C.2.1 HUB Application 

The Hub Application is a routing mechanism that connects all the Fusion Systems 
together. At the Hub’s core it is a ZeroMQ implementation that works as a traffic cop for 
directing data. Each Fusion System uses its identified Publish address to contribute data 
to the Fusion System. Conversely, the Pull address is used to receive messages from 
the Fusion System (Figure 91).  
 

 
Figure 92: Hub Connection Outline 

 
 
When each System Publishes a message, a unique header identification is added to 
each out going message to determine where the message originated from. The header 
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identification is used to determine what protocol the message consists of, the originating 
system as well as the message type. 
 
Not all systems are interested in all messages being transmitted. The amount of data 
generated by the Fusion System would be enough to drown each individual component 
in unwanted information. When pulling information from the Hub each component will 
subscribe to only required messages that they are interested in. When registering with 
the Hub the receiving component will need to use the unique header Identifier to 
subscribe to required messages. This allows the Hub Application to properly route 
messages to different receivers. As the number of systems that connect to the Hub 
Application multiple protocols are used to communicate. The Hub supports this provided 
each has been properly identified before transmission. The three messging protocols 
used are LMCP Java Script Object Notation (JSON) and Protocol Buffers (PROTO) 
(Figure 92). 
 
 

 
Figure 93: Hub Packet example 

 

C.2.2 Lightweight Message Construction Protocol  

The LMCP is developed by AFRL is used by defining a common structured data and a 
process for creating serialized objects based on the object-based data type. The schema 
file can be used to generate a platform independent implementation of the messages. 
This platform independent implementation can then be used to communicate between 
different applications developed in different programming languages. 

C.2.3 JavaScript Object Notation 

JSON is an open standard file format used to transmit data objects consisting of attribute 
value pairs and array data types. Being an open standard, it is widely supported within 
many different programming languages and it is easy to implement leading to a high 
adoption rate. 

C.2.4 Protocol Buffers 

Like LMCP but developed by Google, Protocol Buffers allows a schema to be written 
that can allow platform independent implementation of messages to be generated. This 
platform independent implementation can then be used to communicate between 
different applications developed in different programming languages. 

C.2.5 AMASE 

The Aerospace Multi-agent Simulation Environment (AMASE) is an OS simulation tool 
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written by AFRL. AMASE is the driving component of the Fusion System for 
maneuvering the UAV by controlling all UAV maneuvers and waypoints through a control 
interface.  The AMASE simulation tool is used for analyzing and demonstrating UAV 
capabilities such as the ability to model different flight dynamics with self-configured 
autopilot that can manage turns, altitude holds and automated speeds. AMASE also can 
simulate basic electro-optical (EO)/infrared (IR) camera sensor feeds and their 
capabilities.  

C.2.6 Unmanned Systems Autonomy Services 

Unmanned Systems Autonomy Services (UxAS) is used to automate route planning of 
UAV’s and to coordinate behaviour between multiple aircraft. UxAS uses different 
mission requirements and parameters to calculate the optimal aircraft for a given 
mission. These requirements and parameters are broken down based on the selection 
made by the AIM Operator, including but not limited to payload, sensor, distance and 
time. These parameters can be combined depending on the tasking. UxAS will calculate 
the mission based on all available aircraft and provide the best result. 
 
UxAS provides capability gains with automated path planning and sensor steering for 
surveillance tasks. UxAS also helps coordination between multi vehicles for carrying out 
cooperative tasks. UxAS has the capability to react to mission changes dynamically, for 
example when a vehicle is removed from a multi-vehicle mission the remaining vehicles 
are recalculated to make up the difference.   

C.2.7 Task Manager 

Task Manager is used to group all the components of a tasking assigned to the AIM 
Operator in a single location for quick easy access within the Fusion Interface. When a 
tasking is assigned to the AIM Operator it will appear in the Task Manager Application 
broken down into all the components of the tasking. Task Manager will listen for 
incoming chat messages and produce taskings based on the content of the message. 
An example of this is with Authority Pathway and a Weapon Engagement Tasking. A 
Weapon Engagement tasking is typically is made up of two different plays an Air Inspect 
Location play and a Weapon Engagement play. These are highlighted and outlined to 
indicate the order of the plays as well as the step currently in progress. As each step is 
completed, the previous step will be disabled/greyed out indicating the step is ‘in 
progress’ or ‘completed’. 

C.2.8 Cognitively Enhanced Complex Event Processing 

The Cognitively Enhanced Complex Event Processing (CECEP) or Intelligent Agent 
Framework is used in conjunction with the UxAS system to support play calling. The 
Intelligent Agent Framework is used to evaluate allocations of UAV’s against the play 
constraints such as time, distance, payload, etc. and help provide the best solution. The 
Intelligent Agent Framework can monitor all vehicle states maintaining details on current 
and past plays, consider all aircraft when assigning a play, and support background 
behaviours so that an aircraft does not remain untasked and/or idling.   

C.2.9 Recommender 

Recommender is an AI simulation-based recommendation system used to aid in 
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command and control of multiple autonomous vehicles. Recommender uses intelligence 
information to recommend surveillance on areas of interest for both threat detection as 
well as search and rescue coverage.  Recommender can help to reduce the burden on 
the AIM Operator by tasking vehicles for back ground behaviours without any interaction 
from the AIM Operator freeing them to focus on more pressing operations.  
 
C.3 Non-US Systems to be Integrated in Fusion 

C.3.1 Multimedia Narrative 

Multimedia Narrative (or just Narrative) is an Australian system used to automatically 
generate narratives providing relevant details behind the collected data. Narrative is 
used for explanation of tasking, status updates and changes to multiple autonomous 
systems. Narrative provides capability gains with an enhanced situational awareness 
and new explainable autonomy this produces a more tailored set of content and more 
intuitive approach for engaging with the presentation of information. Resulting in 
contextual relevant situation updates for dynamic operations. 

C.3.2 AIM APWE Prototype 

The AIM APWE prototype system is an intelligent adaptive decision aid to support the 
AIM Operator in securing necessary permissions to conduct a successful target 
engagement. APWE provides checks and balances to ensure the AIM Operator is fully 
aware of the authorization for target engagement. APWE is used to easily and efficiently 
determine target eligibility for engagement reducing operator workload by stream lining 
the process.  
 
APWE provides an agent-based decision aid for supporting interactions with the tasking 
authority for collateral damage estimation during target engagement. APWE uses an 
adaptive intelligent state board interface for visualizing the engagement status with 
increased SA.  
   
C.4 APWE-Fusion Integration 
 
The Authority Pathway System architecture is a client-server asynchronous, event-
driven, messaging architecture. The client-server approach allows for the server to store 
information concerning the target engagement for all the client applications while the 
various client applications are updated with only the information each client requires. 
The clients can also send requests to the server, as required. The server maintains a 
model of the target engagement procedure in the form of a state machine. State 
machine guards inhibit transitions to subsequent states until proper procedures have 
been followed and the necessary confirmations and authorizations have been received. 
Upon transitions, state machine actions invoke behaviors such as automation aids that 
provide SA and other cues to the AIM Operator to assist in decision-making. 

C.4.1 Authority Pathway Server 

The Authority Pathway Server is the driving force of the Authority Pathway System as it 
is the decision maker component (Figure 93). The Authority Pathway Server relies on 
receiving input from the Fusion system through the Hub application via the LMCP 
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Network connection. These messages are processed within the APWE Message Broker 
with the resulting data being passed to the Agent Framework via the Message Listener 
and the Mission Director which stores the data in its data repository for use by the 
Collateral Damage Estimation Agents. Based on the incoming messages from the LMCP 
Network the Mission Director will interact with the Authority Pathway State Machine 
causing a new tasking to be created as well as transitions from state to state. As the 
State Machine Transitions the Authority Pathway Clients are updated to reflect the 
current state.  
 
 

 
Figure 94: Authority Pathway Server component diagram 

C.4.2 Authority Pathway Client 

The Authority Pathway Client is used on both the Fusion C2 Station and the Fusion SO 
Station. On the Fusion C2 Station the Authority Pathway Client is responsible for helping 
the C2 Operator communicate with the tasking authority to make sure they are 
authorized to call a weapon engagement play. The C2 Operator will interact directly with 
the Authority Pathway Client by accepting taskings and acknowledging authorization. 
The Fusion SO Station will use the Authority Pathway Client as a SA tool to follow along 
with the C2 Operator. Based on the Authority Pathway State Board state the SO Station 
operator will respond to requests coming from the C2 Station. 
 
The main component of the Authority Pathway Client is the State Board used to keep 
track of the current objective of the C2 Operator during the Weapon Engagement Play. 
The State Board provides two pieces of functionality: (1) a visual indication of the current 
step of the weapon engagement play; and (2) a detailed outline of the current step, 
depending on the step it may be communicating with the TA or relaying information to 
the C2 Operator (Figure 94).  
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Figure 95: Authority Pathway State Board and Status and Control Panel 

 
The Authority Pathway State Board is made up of eight states each used to relay a 
different set of information to and from the C2 Station Operator (Figure 95). Each state 
can be in one of five (colour coded) sub-states: Deactivated (light brown), Idle (pale 
orange), In Progress (gold/orange), Completed (green), and Denied (red). Fusion Chat 
messages and dynamic LMCP messages are received throughout the scenario to 
progress through the different steps of the Authority Pathway State Board (see next 
section). 
 
For more information about the detailed design of the APWE GUI refer to Annex B of this 
report. 
 

 
Figure 96: Authority Pathway Client component diagram 

C.4.2.1 APWE-Fusion Information Exchange 

Authority Pathway and Fusion are integrated through the LMCP and the Hub 
Application. Authority Pathway subscribes to both LMCP Messages and JSON 
Messages. Authority Pathway uses the incoming LMCP messages to update its data 
repository and make decisions related to aircraft selection and payload type, such as 
lethal vs non-lethal payload.  JSON Chat messages are used to determine tasking 
decisions, higher authorization and sensor operator feedback.  
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Authority Pathways outgoing messages relate to updating Fusion about the changes to 
the Authority Pathway State Board and using Narrative to notify the AIM Operator of 
required action. As the Authority Pathway State Board changes updates are distributed 
to Fusion to indicate a new change in state. Fusion uses these messages to determine if 
a Weapon Engagement play is authorized for execution. Authority Pathway 
communicates with Narrative to notify the AIM Operator of required interaction either 
new/revised tasking or acknowledgement of granted authorization.  

C.4.2.1.1 Incoming Messages 

Authority Pathway listens for Fusion Configuration messages during scenario start-up. 
As Authority Pathway receives configuration messages from the Fusion System the 
internal data repository is populated with aircraft information, such as the payload type 
for both lethal and non-lethal weapons. Fusion Chat messages and dynamic LMCP 
messages are received throughout the scenario to drive the different components of the 
Authority Pathway State Board. Chat Messages are used to start a new weapon 
engagement task, grant authorization and provide feedback to the Authority Pathway 
system about the current state of the scenario. LMCP Messages are used to identify 
which aircraft has been selected the weapon engagement play as well as the location of 
the target on the CURSIT map. 
 

Table 43: Authority Pathway incoming Fusion Messages 

Message Description Usage within Authority 
Pathway 

AirVehicleConfiguration 
 
Type: LMCP 

Air Vehicle Configuration 
messages are used to learn 
about all UAV vehicles that are 
present within the Fusion 
scenario. Each Air Vehicle 
Configuration message is used 
to determine vehicle type, 
starting location and payload 
information.  

Authority Pathway saves the Air 
Vehicle Configuration data in the 
internal data repository. This 
information is used by the 
Authority Pathway Agents to 
calculate CDE Acceptable State 
and Weapon Planning Completed 
State. 

ImpactAutomationResponse 
 
Type: LMCP 

Fusion Impact Automated 
Response message is the return 
message outlining what aircraft 
has been calculated and chosen 
for the Weapon Engagement 
Play. The Weapon Engagement 
Play has yet to been executed 
(i.e., only calculated).  

Impact Automated Response 
message provides Authority 
Pathway with details regarding 
the air vehicle selected to carry 
out the Weapon Engagement 
Play. Message also includes the 
air vehicle’s route to reach the 
target location and the estimated 
length of time. 

PayloadDropTask 
 
Type: LMCP 

Fusion Pay Load Drop Task is a 
method of identifying the target 
location when the AIM Operator 
is configuring the Weapon 
Engagement play. This message 
distributes the location of the 
target to all systems interested 
in the current play being 
configured.  

Authority Pathway uses the Pay 
Load Drop Task as away of 
updating the Weapon 
Engagement Play target location. 
The Location received from the 
Pay Load Drop Task is used 
during the Collateral Damage 
calculation.  

ChatMessage Fusion Chat Message tend to be Authority Pathway uses the 
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Message Description Usage within Authority 
Pathway 

 
Type: JSON 

provided by the TOC Station via 
TOC Event Pumps function 
typically as scenario injects. 
Chat Message consists of the 
sender or user who is supposed 
to be generating the message, 
recipient room, and message 
contents. 

incoming Fusion Chat Messages 
to drive the Authority Pathway 
State Board. Messages are used 
to trigger State Board changes 
(e.g., authorization for a weapon 
engagement, authorization for a 
weapon release after CDE has 
been calculated).  

WeaponsEngagementPlay 
 
Type: JSON 

Fusion Weapon Engagement 
Play is a method of notifying 
different systems that a Weapon 
Engagement Play is being 
considered by the AIM Operator. 
This message consists of a 
unique identifier used to 
reference the forthcoming 
communications.  

Authority Pathway uses the 
Weapon Engagement Play 
message as a way of being 
notified of the new play which 
starts the process of calculating 
collateral damage. 

Constraints.Weapon 
 
Type: JSON 

Fusion Weapon Constraints 
message relays information 
about the Weapon Engagement 
Play as it is being constructed. 
As the AIM Operator requests 
different payloads to aircraft it is 
a Constraints.Weapon message 
that relays this information.  

When the AIM Operator adjusts 
the Weapon Engagement play to 
consist of a lethal or non-lethal 
weapon, the Constraints.Weapon 
message relays this information 
to Authority Pathway and other 
Fusion System components. 

 

C.4.2.1.2 Outgoing Messages 

All of Authority Pathway’s outgoing messages are made up of three LMCP type 
messages; two messages for the Fusion user interface related to the Authority Pathway 
State Board, and one used to rely information to the AIM Operator through Narrative. 
These messages are outlined in Table 44.   
 
Table 44: Authority Pathway Outgoing LMCP Messages 

Message Description Usage within Fusion 
StateBoardChange State Board Change message updates 

the Fusion System of changes within 
Authority Pathway State Board. For each 
transition within the State Board, Authority 
Pathway will generate a new State Board 
Change message. State Board Change 
messages are broken down into 
components indicating the message state 
and its sub-state (i.e., Idle, In Progress, 
Completed or Denied).   

When Authority Pathway State 
board changes to “Weapon 
Release Authorised 
Completed” weapon 
engagements plays are now 
able to execute. 

EyesOnTargetChange Eyes on Target Change message 
updates the Fusion System when the SO 
has notified that they have gained or lost 
visibility of the target. The Eyes on Target 

As soon as Authority Pathway 
gains or loses contact with the 
target an Eyes on Target 
Change message is 
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Message Description Usage within Fusion 
Change message is made up for a status 
indicating Idle, On Target, or Lost. 

generated. Fusion uses this 
message to notify the operator 
of the change in status. 

APWEToNarrative APWE to Narrative message 
communicates vital information to the AIM 
Operator through Narrative about 
changes to the Authority Pathway system. 
These messages notify of a required 
interaction with Authority Pathway. By 
prompting the operator about a required 
interaction, the AIM Operator can focus 
their attention on other components of the 
system. The APWE to Narrative message 
is made up for Text Authority Pathway 
wishes Narrative to speak, a URL path to 
Scenario information Authority Pathway 
wants displayed. As well as the location to 
highlight on the Narrative Map. 

APWE To Narrative message 
triggers a direct response 
within Narrative. The Narrative 
application will display the 
URL image and speak the text 
passed but Authority Pathway. 
Authority Pathway messages 
are played with a higher 
priority than other pieces of 
communication. This is 
because they related to 
Weapons Engagement Task 
and could be time sensitive. 

 

C.4.2.2 Outline of Authority Pathway and Fusion Interaction 

Authority Pathway communicates with the Fusion system via the Hub Application, which 
functions as a gatekeeper for communication traveling to the Fusion user interface and 
the Narrative system. The Authority Pathway Server conducts all the calculations and 
computation for the Authority Pathway System. The Authority Pathway Client on the C2 
Station is used to drive input back to the Authority Pathway Server; however, the 
decision-making occurs on the Authority Pathway Server. The Authority Pathway Client 
instance on the SO Station is purely used for SA viewer into the Weapon Engagement 
play by the SO Station operator. 
   
When communicating with the Hub Application, Authority Pathway is only transmitting 
result information as opposed to the detailed messages being transmitted between the 
Authority Pathway Client and Server which are used for decision-making purposes by 
the operator. This approach was implemented with the intent of limiting the amount of 
communication between the different systems. It also allows Authority Pathway to 
function somewhat independently from the Fusion system. Authority Pathway could 
easily be expanded to communicate with a different simulation allowing it to become a 
plug and play application.  
 
The sequence diagram in Figure 96 outlines the different communications between the 
Authority Pathway and the Fusion System. These interactions begin with the Authority 
Pathway and scenario initialization before scenario start-up and conclude with the final 
chat message outlining that the non-lethal weapon has been released and the Authority 
Pathway tasking has been successfully completed.  
 
C.5 Future Work 
 
Future work for Authority Pathway would focus on heavier integration with the simulation 
being supported and continued automation of tasks identified for agent development 
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from previous reports.  Time constrains with the Fusion development team led to a 
limited input of Authority Pathway on the Fusion Application. A relatively straightforward 
development effort would be to expand the messages that Fusion processes of the 
Authority Pathways. This would include better integration when the Weapon 
Engagement Play is triggered. Forcing the play workbook not to be updated and 
available for execute until authorization is granted by the tasking authority in Authority 
Pathway.  Authority Pathway only makes use of a single set of Agents used to calculate 
collateral damage during the weapon planning and CDE acceptable states. This is only 
one set of agents that where identified during the planning of Authority Pathway. 
Authority Pathway could easily be expanded to include additional agent work relating to 
Eyes on Target, PID, Weapon Planning and expanded capabilities of CDE based on 
requirements gather from the TIGER Trials.  
 
 

 
Figure 97: Sequence Diagram of APWE and Fusion Interaction 
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ANNEX D. GLOSSARY 
 
This annex presents a glossary of terms used in this report to describe concept 
development and evaluation activities. 
 
 

Term Definition 
concept A solution-oriented transformational idea that addresses a capability 

gap 
concept assessment Aims to evaluate the robustness of the solution over a range of 

possible future military operations. 
concept definition A description of the method or capability that can be used for 

employing military capabilities to accomplish given missions.  
concept development Refers to a set of activities that are carried out early in the systems 

engineering life cycle to collect and prioritize operational needs and 
select a preferred one as the basis for subsequent system or capability 
development and implementation.  

concept discovery The process by which military and other subject matter experts review 
current operational lessons to clarify the needs for future operational 
capabilities.  

concept refinement A phase of concept development that usually involves experimentation 
to quantify the extent that the proposed capabilities solve military 
problems. The aim is to identify redundancies and reveal capability 
gaps.   

prototype A preliminary or early version or release of a capability built for the 
purpose of testing a concept or process.  

prototype refinement The process by which a prototype is enhanced to address 
shortcomings or gaps identified as part of a concept refinement activity 

prototype validation Aims to provide demonstrated evidence that the prototype can function 
in an operational context and will improve operational effectiveness 
and/or satisfy other desired operational needs. 

 
 
 
 
  



Authority Pathway Development  ISR Report 6092-01-01 
 

 
195 

ANNEX E. RESULTS OF APWE EVALUATION 
 
This annex presents a summary of SME responses to questionnaires completed 
immediately after the conduct of live and synthetic use cases, and information collected 
during de-briefing sessions with the SMEs. All results pertain to APWE only. 
 
E.1 Top Three Strengths of AIM 
 

 
 
E.2 Supporting Weapon Release 
  

 
 

SME Top three strengths of 
AIM system Comments 

1 N/A N/A 

2 1st Authority Pathway. Some Authority Pathway information can be ambiguous. 

3 N/A N/A 

4  N/A N/A 

5 2nd Authority Pathway. N/A 

6 3rd Authority Pathway N/A 

7 1st Authority Pathway  
APWE and AIM able to assess collateral damage and 
advise operator of high risk, despite the orders to destroy 
target. Interface prevented casualties. 

SME Rate ability to handle 
weapons release Comments 

1 Satisfactory 

The switch from lethal to non-lethal just before release 
was tricky. System did not respond with feedback of 
release or impact.  
 
Simulation did not allow for this possibility of impact. 
APWE step relating to weapon release would have 
indicated weapon release was successful. 

2 Good Authority Pathway helps prompt what needs to be done. 
Authority Pathway is very easy to use.  

3 Satisfactory Once it became clear it went alright. Confusion over 
lethal and non-lethal desired effect. 

4  Poor The AP and IMPACT don’t communicate all that well. 

5 Good Good following with pathway. 

6 Excellent Authority Pathway is a good model; logical and assuring. 

7 Excellent N/A 
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E.3 Supporting Weapon Engagement 
 

 
E.4 Implementation of APWE within AIM 
 

 
 
  

SME 
How well did the system 

support weapons 
engagement? 

Comments 

1 N/A N/A 

2 Good AP is helpful in prompting the operator. 

3 N/A N/A 

4  Good System tried two engagements at once. 

5 Poor 

There were three weapon tasks – confusion for what 
weapon engagement was being tasked. Some confusion 
with engagement. Authority Pathway completed over half 
way then remained in position for rest of exercise, even 
after weapon engagement is in play. 

6 Poor  
Confusion with the play as multiple weapon engagement 
plays were called with little differentiation of what 
Authority Pathway was approving. 

7 Excellent 
Love the Authority Pathway function and reliability. 
Needs to maintain comm priority over low priority 
information. 

SME Rate implementation of 
AIM component – APWE Comments 

1 Exemplary, major 
enhancements 

It’s a clear presentation of authorisation for weapons 
employment. The stop light colours / acknowledgements 
keep things honest. 

2 N/A N/A 

3 Satisfactory, minor 
enhancements 

Need a fire button after target engagement authority 
given. 

4  Satisfactory, minor 
enhancements The system could put the operator at legal risk. 

5 Exemplary, major 
enhancements N/A 

6 Exemplary, major 
enhancements Brilliant. 

7 Exemplary, major 
enhancements 

Make Authority Pathway communication higher priority 
over Narrative. 
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E.5 Potential of APWE to Aid Future Operations 
 

 
 
E.6 Other Comments Relating to APWE 
 

• Authority Pathway is somewhat clunky, can take a long time to actually call in a 
weapons release. However, the AP is a good idea in that it doesn’t let you 
inadvertently engage before you have permission. (SME #2) 

 
• Weapon release timing, when it says release authorised I take that I can engage 

straight away. If it is being monitored by a target engagement authority, then they 
might need to have an executive order to fire or engage. APWE comprised step 
pertaining to final authority to release weapon following CDE. (SME #3) 

 
• AP needs more options. ROE / UOF (SME #4) 

 
• I am becoming more and more confident that the system can be applied rapidly. I 

also think that it can have an incremental delivery – i.e. Authority Pathway. 
Authority Pathway does not reset after cancelled missions. When Authority 
Pathway has approved weapon release and the mission is cancelled, Authority 
Pathway remains at the last completed step. This may lead to confusion at the 
operational level. When engagements are completed Authority Pathway needs to 
reset or be able to be reset on the Operator display. (SME #6) 

 
E.7 De-brief Comments Relating to APWE 
 

• Effectiveness of system. Weapons release waiting for it. ERROR by TOC - not 
manually fired did not see play. Was not active. It was auto-cancelled. SME was 
confused. Was not sure when CDE denied what to do next. Did not know what 
payloads were in each asset. Can see that information on the right screen, at 
least what is capable. Again, not trained. (SME #1) 

SME 
Rate the potential for 
each aid in future UxV 

operations – APWE 
Comments 

1 Could seriously benefit 
future operations N/A 

2 N/A N/A 

3 Could seriously benefit 
future operations 

Takes a lot of stress away from the operator. Easy 
interface. 

4  N/A N/A 

5 Could seriously benefit 
future operations N/A 

6 Could seriously benefit 
future operations N/A 

7 N/A N/A 
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• Discrepancy in messages was an issue (destroy versus disable), but could be 
realistic. Had good SA of engagement. Are we ready to go. Uncertainty good to 
have it. Interesting to see what happens when lost PID etc. Backing up pathway. 
Good tool. Attack would not happen that quickly normally. Over watch asset 
should not interfere with strike. (SME #2)  
 

• APWE interaction - "massive fan, logical and great visibility of engagement 
status" "Fat fingering with lethal weapon engagement - great catch". "Brilliant". 
APWE should stop the allocation of a play, it just stops engagement if not lawful. 
CDE is a negotiation so not black and white and takes a lot longer than what is in 
the scenario. Depends what ROEs are under in coalition forces. (SME #3) 
 

• Only two have non-lethal assets.  Was confused what had what. System needs 
to be clearer and was not aware that only two assets had non-lethal. System 
should provide an explanation. Not overly clear given the size of font and colour. 
‘Trouble reading stuff on active play. Especially dark green colour’. Knew 
wouldn’t accidentally engage target because APWE would catch it (assumed 
trusted it). (SME #4)  
 

• Did not run smoothly - lack of familiarity with APWE. When got busy, she did not 
speak so did not direct attention - missed lethal weapon intent. Lack of practice 
with it - needed help. Conflicting information - Narrative say disable, chat says 
destroy. Did not see chat. Under APWE chat room so missed it. Mental model 
was non-lethal. Training said ignore APWE chat room. But the information about 
engagement was only in this chat room. Missed destroy and thought it was 
disabled. In that confusion, took asset off of the radio tower by accident. Source 
of confusion was down to differences between APWE message presented by 
Narrative and AP chat - disable versus destroy. Can you disable a building using 
tear gas? His mental model from training was non-lethal weapon engagement. 
Information about assets show what they capable of but not what they actually 
have. This is also a source of confusion. (SME #5)  
 

• Struggled which asset had what capabilities - training issue. Won’t use browser 
to find that information (when asked). Prefer APWE to be in better position - 
bigger and higher. Location diverted attention. Better at top. Didn’t use narrative 
map once - didn’t look at it once. Authority Pathway could be used for any set 
criteria-based approach pathway. Medical – criteria has been satisfied, request 
for drug treatment, doctor review, authority given to deliver. Or law enforcement, 
emergency response escalation, natural disaster – request for more assets. 
(SME #6) 
 

• Confusion about lethal force. Air inspect sent to wrong place (system needs to 
warn that two assets on the same thing - riot team), weapon engagement play 
selected by accident, and not called air inspect. Already had eyes on radio tower 
with different asset but a human needs to confirm eyes on. Confusion from 
sensor screen - capability does not equal payload. Confused with wording - 
disable versus destroy (original APWE concept was kinetic / non-kinetic - 
perhaps go back to that). (SME #7) 
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