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Abstract  

In an increasingly connected and uncertain world, it is important to broaden horizons and appreciate what 

partners bring to the table and the challenges they face. A National Critical Infrastructure Model (NCIM) 

was developed to assist Public Safety Canada (PS) and Critical Infrastructure (CI) owners and operators 

identify dependency relationships and recognize imported risk with a view to informing and enhancing 

resiliency. Characterization of the 10 CI sectors was an important first step. Functional decompositions 

and logic models were developed to describe each sector as a prelude to developing a relational database 

and an integrated model. Subsequently a software application (RiskOutLook®) was employed to calculate 

cumulative/cascading risk and case studies were undertaken to validate and refine the model. This report 

describes how the Finance sector was characterized. 

Significance to defence and security  

This work has significant import for Public Safety. Structural seams and organizational handoffs present 

risks, opportunities for misunderstandings. Ordering dependencies and understanding the nature and 

significance of imported risks can be used to inform contingency and investment plans. The NCIM was 

developed in response to a request from the National Cross Sector Forum (NCSF), and the requirement 

for a model was noted in the 2014–2017 National Critical Infrastructure Action Plan. The 

characterization of CI sectors will complement the brief descriptions of CI Sectors published to date and 

will help shape internal and external stakeholders’ appreciation of functional dependencies and will be 

used to stimulate dialogue and align assumptions. 

It is easy to overlook the critical role the Finance sector plays. It provides financing, credit and equity 

services and enables business and personal payments and transactions underpinning the operation and 

growth of Canada’s market economy. Characterization of the sector was core to developing an integrated 

model, and understanding functional dependencies and vulnerabilities with a view to enhancing national 

resilience. 
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Résumé  

Dans un monde de plus en plus branché et incertain, il est important d’élargir ses horizons et de 

comprendre ce que nos partenaires nous apportent de même que les défis auxquels ils font face. Un 

modèle national des infrastructures essentielles (MNIE) a été établi pour aider Sécurité publique Canada 

(PS) ainsi que les propriétaires et exploitants des infrastructures essentielles (IE) à reconnaître les 

relations de dépendance et les risques importés en vue d’éclairer et d’améliorer la résilience. La 

caractérisation des dix secteurs d’IE a été une première étape importante du travail. Des décompositions 

fonctionnelles et des modèles logiques ont été établis pour décrire chaque secteur avant la création d’une 

base de données relationnelles et d’un modèle intégré. Ensuite, une application logicielle (RiskOutLook®) 

a servi à calculer le risque cumulatif ou en cascade, et des études de cas ont été entreprises pour valider et 

perfectionner le modèle. Le présent rapport décrit la méthode de caractérisation du secteur des Finances. 

Importance pour la défense et la sécurité  

Ces travaux revêtent une grande importance pour la sécurité publique. Les joints structuraux et les 

transferts organisationnels présentent des risques, des possibilités de malentendus. L’établissement de 

l’ordre des dépendances et la compréhension de la nature et de l’importance des risques importés peuvent 

servir à orienter les plans d’urgence et d’investissement. Le MNIE a été établi en réponse à une demande 

du Forum national intersectoriel, et la nécessité d’un modèle a été mentionnée dans le Plan d’action 

national sur les infrastructures essentielles de 2014–2017. La caractérisation des secteurs d’IE 

complétera les brèves descriptions des secteurs d’IE publiées jusqu’à maintenant, aidera à façonner la 

compréhension, chez les intervenants internes et externes, des dépendances fonctionnelles et servira à 

stimuler le dialogue et à harmoniser les hypothèses. 

Il est facile de passer sous silence le rôle essentiel que joue le secteur des Finances. Celui-ci fournit des 

services financiers, de crédit et d’équité et rend possible les paiements et transactions d’affaires et 

personnels qui soutiennent le fonctionnement et la croissance de l’économie de marché du Canada. La 

caractérisation du secteur était essentielle à l’établissement d’un modèle intégré, et à la compréhension 

des dépendances et des vulnérabilités fonctionnelles en vue d’améliorer la résilience nationale. 
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1 Introduction 

1.1 Project Background 

CI is at risk from natural, intentional and accidental hazards, and risks can be propagated and exacerbated 

by the complex system of interdependencies leading to cascading effects between sectors and across 

borders. This interdependence and increasing societal dependence on connectivity, services and just-in-time 

supplies chains pose concerns and challenges and places a premium on communications, collaboration 

and coordination i.e., a whole of society response to major emergencies/disasters.  

In 2009 the Federal Government, the Provinces and Territories agreed on a National Strategy for Critical 

Infrastructure and subsequently on an Action Plan for Critical Infrastructure.
1
 The intent of the Strategy 

was to strengthen resilience through building partnerships, applying an all hazards risk management 

approach and promoting the timely sharing and protection of information. The Action Plan outlined a 

number of initiatives supporting implementation of the National Strategy, one of which was the creation 

of Sector networks and establishment of a cross sector forum as the basis for collaborative work and 

information sharing. Note was taken of a previous CI interdependency modelling effort led by Emergency 

Management Ontario (EMO), using RiskOutLook® software. It foretold the benefits and underscored the 

requirement for an equivalent national model. At the 2012 National Cross-Sector Forum (NCSF) meeting, 

it was proposed that this methodology be exported, extended and exploited, and that Sector models and an 

integrated national model be developed to support an analysis of CI interdependencies within and 

between sectors. It was agreed that Public Safety Canada (PS) and the Defence Research and 

Development Canada – Centre for Security Science would partner and lead the project. 

Neither the National Strategy nor Action Plan offered a detailed description of CI Sectors, although an 

earlier Government of Canada Position Paper did describe illustrative “sample sub-sectors.”
2
 One of the 

immediate challenges faced was to describe Sectors in sufficient detail to support modelling efforts. The 

methodology which emerged and was adopted is outlined below (Figure 1). The first step involved 

orientation and scoping—studying and structuring the problem space (e.g., identifying potential utility of 

the model, developing a basic understanding of each Sector and choosing an integrating framework 

suitable for all sectors). Open source literature research followed. Characterizations for each CI Sector 

were generated with logic models describing key functions and relationships. 

1.2 Objective 

The objective of this report is to describe characterization of the Finance sector—functions, upstream and 

downstream dependencies and vulnerabilities.  

                                                      
1
 Public Safety. National Strategy for Critical Infrastructure, 2009, 

http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/srtg-crtcl-nfrstrctr/index-eng.aspx, and Action Plan for Critical 

Infrastructure (2014–2017), 2014 http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/pln-crtcl-nfrstrctr-2014-17/index-

eng.aspx, accessed 15 October 2014. 
2
 Public Safety and Emergency Preparedness Canada. Government of Canada Position Paper on a National Strategy 

for Critical Infrastructure Protection, November 2004, Appendix B, 

http://ccpic.mai.gov.ro/docs/Canada_non_paper.pdf, accessed 2 July 2016. 

http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/srtg-crtcl-nfrstrctr/index-eng.aspx
http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/pln-crtcl-nfrstrctr-2014-17/index-eng.aspx
http://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/pln-crtcl-nfrstrctr-2014-17/index-eng.aspx
http://ccpic.mai.gov.ro/docs/Canada_non_paper.pdf
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1.3 Document Structure 

This document consists of a number of discreet sections: 

 Section One outlines the project objective and scope; 

 Section Two discusses the modelling approach adopted and the key concepts which informed and 

framed development of the model; 

 Section Three provides an overview of the Finance sector; and 

 Section Four summarizes the conclusions reached relating to both the methodology and the model, 

and notes the proposed Way Ahead.  
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2 Modelling Approach 

Critical infrastructure refers to “the processes, systems, facilities, technologies, networks, assets and 

services essential to the health, safety, security or economic well-being of Canadians and the effective 

functioning of government.”
3
 The NCIM aspires to develop a more fulsome appreciation of the 

relationships between the 10 CI Sectors which Canada recognises (listed below): 

1. Energy and Utilities; 

2. Finance; 

3. Food; 

4. Government; 

5. Health; 

6. Information and Communications Technology (ICT); 

7. Manufacturing; 

8. Safety; 

9. Transportation; and 

10. Water. 

The approach adopted in developing Sector Characterizations is outlined below (Figure 2). The first step 

involved orientation and scoping—studying and structuring the problem space. An open source literature 

research followed. Sector characterizations were generated following development of logic models for 

each CI sector describing key functions and relationships. Federal Lead Departments were consulted and, 

in some cases, Subject Matter Experts (SMEs) were contracted to review the logic models. Annex A 

contains a list of key Finance Sector stakeholders. Functional decompositions and dependent relationships 

were captured in a Microsoft Access database.  

                                                      
3
 Public Safety Canada. https://www.publicsafety.gc.ca/cnt/ntnl-scrt/crtcl-nfrstrctr/index-en.aspx, accessed  

11 February 2018. 

https://www.publicsafety.gc.ca/cnt/ntnl-scrt/crtcl-nfrstrctr/index-en.aspx
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Figure 1: Modelling approach. 

2.1 Focusing on Functions 

Intuition, research and discussions with U.S. Department of Homeland Security (DHS) staff confirmed 

that past efforts which adopted an asset-based approach found that many CI owners and operators were 

reluctant to disclose (what they considered) proprietary details e.g., inventory, location and network 

structure—underlying their operations. Maintaining currency proved an additional challenge; significant 

staff effort would be required to keep a national asset inventory up to date. Further, an awareness of assets 

alone is insufficient to understand the full impact on critical infrastructure lying downstream. 

Complementary knowledge of the business operations (i.e., processes or functions) which the assets 

support is required. Lastly, it was suspected that there might be a temptation to exploit such a model to 

provide (near) real time situational awareness decision support. Developing this type of decision-support 

tool would involve satisfying an additional set of requirements given that liabilities could be incurred if 

plans were based on outdated and incorrect information or processing delays. Hence it was decided to 

adopt a functional approach in lieu. 

Figure 2 illustrates the relationship between scenarios, assets and functions. Scenarios invoke functional 

requirements—most of which can be described in terms of services. Employing functional requirements 

as Ends also introduces a level of abstraction which avoids a premature focus on Ways and Means. An 

integrating functions-based framework promotes semantic interoperability and provides an organizing or 
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ordering structure. It enables decomposition and analysis and aggregation and synthesis. There is a 

requirement to relate conceptual to physical models to assess if and how well physical, human and virtual 

assets satisfy functional requirements. Representative risk scenarios are used; they establish context, 

bound the scope and define functional requirements. Assets are the third leg in the stool. The scenario 

situates (and bounds) the data collection requirements and the functional framework provides a schema 

for organizing and structuring information. This approach offers several advantages, notably adaptability 

and scalability.  

 

Figure 2: Scenarios, functions and assets. 

2.2 The North American Industry Classification System 

The North American Industry Classification System (NAICS) was adopted and adapted to provide an 

integrating framework.
4
 It provides an exhaustive and authoritative characterization of national economic 

activities. Adoption involved tweaking the NAICS to establish a service oriented perspective and 

extending the NAICS to covered activities, particularly those invoked in the Safety Sector, which are not 

a significant part of routine economic activities and included. Nonetheless the NAICS provided the 

departure point for developing an integrating framework. It offered an established organizational structure 

a basis for cataloguing and relating CI functions and a comprehensive set of agreed definitions. Two other 

key advantages are worth noting: 1) the hierarchical structure of the NAICS (Table 1) helped to ensure a 

consistent level of resolution when defining functions / model entities, 2) the NAICS is used by Statistics 

Canada and the associated data bank provides a sound basis for assessing the economic impact of a risk. 

  

                                                      
4
 Statistics Canada. North American Industry Classification System (NAICS) Canada 1012, 

http://www.statcan.gc.ca/pub/12-501-x/12-501-x2012001-eng.pdf, accessed 7 December 2016. 

http://www.statcan.gc.ca/pub/12-501-x/12-501-x2012001-eng.pdf
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Table 1: NAICS extract. 

 NAICS 

Code 

NAICS Title 

Sector 52  Finance & Insurance 

Sub-Sector 522 Credit Intermediation 

Industry Group 5221 Depository Credit Intermediation 

Industry 52211 Banking 

2.3 Adopting the Approach 

Using NAICS industries as the building blocks, logic models and initial characterizations describing key 

functions and relationships were generated for each of the 10 national CI sectors.
5
 In many cases it proved 

necessary to create sub-models e.g., Electricity, Petroleum and Natural Gas models to characterize the 

Energy Sector; Watershed Management, Drinking Water and Waste Water to characterize the Water 

Sector. Sector and sub-models are shown below (Table 2). In some cases, sub-models (e.g., Insurance) 

were not developed fully, but could be further elaborated if a requirement to do so was identified. 

Table 2: NCIM sectors and sub-models. 

National CI Sector NCI Sub-models 

Energy Electricity 

Natural Gas 

Petroleum 

Finance Banking 

Securities 

Insurance  

Brokerage 

Food  Agri-Supply 

Crop Production 

Animal Production 

Aquaculture & Fishing 

Food Processing & Distribution 

Government Public Administration & Regulation 

Health Primary Health (e.g., ambulatory patients) 

Secondary Health (e.g., Hospitals Nursing & Residential 

Homes) 

Medical Support Services (e.g., laboratories, blood/organ 

banks)  

                                                      
5
 The US has 16 CI sectors. The model (10 CI sectors) proposed but Public Safety model has not been adopted 

nationally. For example, Ontario considers Food & Water one Sector, distinguishes Electricity from Oil and gas and 

does not recognize Manufacturing as a CI sector. Government is identified/restricted to Continuity of Government. 

Ontario Ministry of Community Safety and Correctional Services, 

https://www.emergencymanagementontario.ca/english/emcommunity/ProvincialPrograms/ci/ci.html, accessed 

7 December 2016. 

https://www.emergencymanagementontario.ca/english/emcommunity/ProvincialPrograms/ci/ci.html
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National CI Sector NCI Sub-models 

ICT Telecommunications 

Information Services 

Manufacturing Basic Materials 

Chemical 

Equipment & Machinery 

Technology 

Transportation 

Pharmaceuticals 

Safety Environment 

Incident Response 

Community Resilience 

Professional Services 

Protective Services 

Transport Air 

Marine 

Rail 

Road 

Trucking 

Urban 

Water Watershed Management / Flood Control 

Potable Water 

Wastewater 

In order to develop an integrated interdependency model, it was necessary to both bound and expand the 

descriptions of the individual Sectors. In some cases, e.g., Manufacturing, the NAICS offered a 

comprehensive and well-organized listing of entities. In others, e.g., Water, the NAICS had to be 

substantially extended, sub models (Watershed Management, Potable Water and Wastewater) introduced 

and the NAICS list of industry groups expanded to differentiate and singularize depict key functions. In 

some cases an industry group was reallocated e.g., Pipelines were moved from Transportation to Energy 

sectors to provide an end-to end profile of the sector. The NAICS categorizes Government 

organizationally e.g., Federal, Provincial/Territorial, Aboriginal and Municipal. The NCIM has 

incorporated these industries into a Public Administration and Regulation sub-model. The NAICS does 

not distinguish a Safety sector; fire and police services are included under Government in the NAICS but 

under Safety in the NCIM.  
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3 The Finance Sector 

3.1 Introduction 

The Finance sector is one of the CI sectors vital to the vibrancy of the Canadian economy. It enables 

business transactions and the exchange of goods and services. Its outputs are largely intangible rather than 

tangible. The services provided “(1) allow customers to deposit funds and make payments to other 

parties; (2) provide credit and liquidity to customers; (3) allow customers to invest funds for both long 

and short periods; and (4) transfer financial risks between customers.”
6
 In large part the sector caters to a 

public good and, not surprisingly, it is highly regulated to protect customers, facilitate international 

commerce, and maintain confidence in the banking system. It is also an important segment of the 

economy in its own right. “As of 2015, it accounted for 7.0% of GDP, one of the highest proportions in 

the G7, and over 790,000 jobs, which represent 4.4% of all jobs in Canada.”
7
 Assessing the vulnerability 

of the sector to all hazards and threats and understanding its dependencies on other sectors is critical to 

ensuring business continuity and the stability and functioning of market economies. 

3.2 Partitioning 

There is recognition of the importance of the Finance Sector and general consensus on what financial 

services include, although the terminology differs. It encompasses far more than banking. In his testimony 

before the U.S. Senate, Gregory T. Garcia, the Executive Director of the Financial Services Sector 

Coordinating Council, noted it includes “clearing houses, commercial banks, credit card networks and 

credit rating agencies, exchanges/electronic communication networks, financial advisory services, 

insurance companies, financial utilities, government-sponsored enterprises, investment banks, retail banks 

and electronic payment firms.” 
8
 The Financial Sector in Canada is no less wide-ranging. 

The U.S. Sector-Specific Plans (2007, 2010 and 2015) propose a characterization scheme based on 

“(1) deposit and payment systems and products; (2) credit and liquidity products; (3) investment products; 

and (4) risk transfer products.” 
9 
An earlier Canadian study of infrastructure and interdependencies offered 

an equivalent profile but based its characterization on organizational structure rather than services: 

1) deposit-taking institutions, 2) insurance companies, 3) mutual funds and 4) other market participants.
10 

The Canadian finance sector is dominated by a few large banks. One of the challenges with adopting an 

organizational focus is that many banks, particularly in Canada, operate as integrated service providers 

offering “one stop shopping” i.e., current accounts plus credit, mortgage and investments services. In 

                                                      
6
 U.S. Department of Homeland Security, 2010 Banking and Finance Sector-Specific Plan, An Annex to the 

National Infrastructure Protection Plan, page 7, accessed 22 December 2014. 
7
 Department of Finance Canada. Supporting a Strong and Growing Economy: Positioing Canada’s Finance Sector for 

the Future, 26 August, 2016, page 9, https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf, accessed 13 June 2017. 
8
 Gregory T. Garcia. From Protection to Partnership: Funding the DHS Role in Cybersecurity, testimony on behalf 

of the (US) Financial Services Sector Coordinating Committee to the U.S. Senate Committee of Appropriations 

Subcommittee on Homeland Security, 15 April 2015, page 2, 

http://docs.house.gov/meetings/HM/HM08/20150304/103055/HHRG-114-HM08-Wstate-GarciaG-20150304.pdf, 

accessed 26 August 2016. 
9
 U.S. Department of Homeland Security, 2010 Banking and Finance Sector-Specific Plan: An Annex to the 

National Infrastructure Protection Plan, page 8, accessed 22 December 2014. 
10

 Page 151, Canadian Infrastructures and their Dependencies, 2009. 

https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf
http://docs.house.gov/meetings/HM/HM08/20150304/103055/HHRG-114-HM08-Wstate-GarciaG-20150304.pdf
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general, horizontal integration facilitates diffusing institutional risks. While confidence in the sector spans 

business lines, some appear more important than others in the shorter term management of emergencies 

auguring for a service-oriented characterization. 

There are other frameworks for characterizing the sector. For example, the Global Industry Classification 

Standard (GICS) taxonomy divides the finance “industry” into four service groupings—banks, diversified 

financials, insurance and real estate. The NAICS was developed to provide a standardized taxonomy for 

characterizing and collating data and describing the national economies of the US, Canada, and Mexico. 

It reflects an attempt to establish a common language between the 3 countries. It has been adopted by 

Statistics Canada and presents an alternative framework. The NAICS offers a hierarchical decomposition 

of the finance and insurance Sector. At the higher level this includes: 1) Monetary Authorities-Central 

Bank; 2) Credit Intermediation and Related Activities; 3) Securities, Commodity Contracts and Other 

Financial Investments and Related Activities; 4) Insurance Carriers and Related Activities; and 5) Funds, 

Trusts, and Other Financial Vehicles. The NAICS treats Real Estate as a separate classification.
11

 

A cross-walk between the previously mentioned classification systems and a proposed decomposition 

structure is provided in (Table 3). 

Table 3: Cross-walk between classification systems. 

 

There are obvious dependencies (within the sector) between these services offerings; Figure 3 provides a 

schematic depiction of such dependencies. Table 4 provides a description of the interdependencies 

depicted in Figure 3.  

                                                      
11

 Monetary Policy can be viewed as the set of government decisions implemented generally through a central Bank 

(e.g., Bank of Canada) regulating the amount of money in circulation. This is controlled by adjusting interest rates. 

As there are inherent time lags in the transmission mechanism—monetary policies are forward looking—monetary 

authorities have little role to play in emergency response. They have a greater role to play in long term recovery. A 

detailed description can be found in Christopher Ragan. Why Monetary Policy Matter: A Canadian Perspective, 

https://www.bankofcanada.ca/publications/books-and-monographs/why-monetary-policy-matters/, accessed  

9 April 2019. 

https://www.bankofcanada.ca/publications/books-and-monographs/why-monetary-policy-matters/
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Figure 3: Internal dependencies. 

Table 4: Description of internal dependencies. 

Node Node(s) Description 

Government & 

Self-Regulation 

Banking Services, Credit 

Services, Investment Services 

and Insurance Services 

Confidence in operation and management of all 

Finance Sector services is linked closely to 

regulatory policies and oversight, administration 

and audit.  

Currency Banking Services Central banks produce and distribute currencies 

and manage the supplies in circulation. Monetary 

policies bound and inform banking services. 

Banking 

Services  

Credit Services, Investment 

Services and Insurance Services 

The implementation of policies and practices and 

provision of intermediary provides the means for 

extending credit, enabling investment and 

transferring/sharing risk. 
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3.3 Overview  

External i.e., immediate dependencies between sectors can also be easily distinguished. Public confidence 

is linked to assurance in the Finance Sector’s ability to enable and track exchanges, and to attribute and 

record assets. Increasingly this is done electronically, and the sector is dependent on real time 

communications and assured information processing and warehousing. Both the Information and 

Communications Technology (ICT) and Finance Sectors are reliant on a steady supply of electricity. 

Generally Primary and Back-Up “operations centres” have been dispersed and are in sufficient disparate 

locations to avoid simultaneous disruptions. The sector writ large is also reliant on an educated and 

experienced work force, although only a small cadre (estimated to be less than 100) is needed to operate 

key intra-sector Payment, Clearing and Settlement Systems (PCSS). Managers and staff, as depicted, rely 

on Food, Water, Health and Transportation to ensure their availability. 

As suggested, mutual trust and public confidence must be maintained for the sector to function. Hence, 

governance and protocols are required to ensure effective oversight and direction in the event of 

challenges and financial crises. This includes elements of self-regulation and extends beyond Government 

as a Sector, Government in this instance including elements of Provincial, Federal and International 

management and administration. 

As depicted below (Figure 4), the Finance sector relies heavily on the Information and Communications 

Technology (ICT) sector; specifically, on telecommunications, information processing and information 

warehousing. There are both physical and virtual dimensions, and threats, to the supporting ICT infrastructure. 

 

Figure 4: External dependencies. 
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The Finance sector is equally dependent on the Energy sector; specifically, on electricity distribution to 

support facility and system operations. In both ICT and Energy relationships, spatial dependencies may 

pose a significant risk; i.e., critical nodes may be co-located or located in close proximity and used to 

support several financial institutions, which may be in turn unaware of shared vulnerability to 

disruption.
12

 The interdependence between the Energy and ICT sectors has been identified as a concern. 

The Finance sector is prepared for short—up to 72 hour—electrical disruptions but has no insight into 

equivalent contingency planning in the ICT Sector. As shown in Figure 5, “Finance” in Canada is 

clustered in Toronto, Montreal and Vancouver. A 2015 Conference Board of Canada report concluded 

that the sector has become even more concentrated in metro Toronto over the previous decade accounting 

for 32.3% of Canada’s financial services employment and 43% of the sector’s headquarters 

employment.
13

 This concentration in the Toronto core poses concerns and presents a potential source of 

systemic risk i.e., reliance of several major banks operationally on the Toronto population and 

transportation and tactically on the same electrical sub-station and/or ICT telecommunications and 

information storage nodes. Optimization initiatives in Energy and ICT sectors may unknowingly 

compromise resiliency in the Finance sector. Spatial patterns and system topographies must be 

considered in identifying interdependencies and system vulnerability.  

                                                      
12

 Spatial dependence has been described as “the propensity for nearby locations to influence each other and to 

possess similar attributes.” (page 2, Goodchild 2009). To paraphrase a famous geographer named Waldo Tobler, 

while everything is related to everything else, things that are close together tend to be more related than things that 

are far apart (The Nature of Geographic Information 2019). 
13

 The Conference Board of Canada. An Engine for Growth: 2015 Report Card on Canada and Toronto’s Financial 

Services Sector, November, 2015. page 48. (In 2004 Toronto’s share of sectorial employment was 28.2%.) 
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Figure 5: Finance cluster map.
14

 

The Finance sector also depends on a skilled and experienced workforce. Although not a prime concern, 

this introduces indirect dependencies on Health, Food, Transportation and Water, particularly to support 

fuel and food distribution in the event of a prolonged disruption of services. Key lessons from the 

Superstorm Sandy identified the need to ensure geographic distance between primary data centres and 

back-up data centres and to establish recovery sites near where employees can access them and attend to 

the needs of employees.
15

 Finally, Safety and Government play important roles.
16

 The Finance sector 

relies on protective (e.g., security) and response (e.g., fire-fighting) services to control access to facilities 

and to respond to incidents and minimize damage to infrastructure. Not least, Finance relies on 

Government to determine an appropriate governance structure and regulatory regime i.e., to determine 

decision rights and protocols and to establish the rule of law. In NAICS terms, Public Administration 

spans all three levels of government in Canada and includes an international/extraterritorial dimension. 

Government and financial institutions serve complementary roles and operate in a dynamic environment. 

Money (circulating currency and bank deposits) serves as a medium of exchange, a measure of worth 

and a means to store value. Currencies are no longer tied to commodities (e.g., gold reserves) but are now 

backed solely by government fiats and underwritten by public confidence. Markets have expanded 

geographically into tightly integrated global enterprises which operate around the clock. Increasingly 

                                                      
14

 Gregory M. Spenser, Cluster Atlas of Canada: a data profile of resource, manufacturing, and service clusters in 

Canadian provinces using data from the 2011 Census and National Household Survey. Munk School of Global 

Affairs, University of Toronto, March 2014, page. 31. 
15

 Financial Services Sector Coordinating Council for Critical Infrastructure Protection and Homeland Security, 

Annual Report 2012–2013, page 9. 
16

 Government includes public administration functions such as courts, regulatory and border services. Safety 

includes police, fire fighting and emergency response services. 
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transactions are virtual and physical transactions are not required. In short, digitalization and 

globalization are transforming both the operating and the threat environment, offering more payment and 

settlement options, accelerating transfers, and coupling market infrastructures. Meeting and assessing 

customers has given way to remote, digital transactions occurring at “speeds beyond human perception, 

and on a vast and automated scale.”
17

 In response, more stringent oversight is being introduced to both 

further interoperability and reduce systemic risks. 

Traditional “metalists” viewed money as a commodity with an inherent value; conversely dominant 

“chartalists view money as a complex system of credit relationships” requiring regulation and 

management. The internet has afforded opportunities to reduce dependence on middlemen and is 

reshaping both retail and service industries. A recent Economist article noted the increase in venture 

capital investment and associated growth in financial technology. Peer-to-peer lending is the most 

established but peer-to-peer transfers, uber-style currency exchange markets and algorithmic-based 

“automated wealth managers” are among other emergent concepts. It observed that the “millennial” 

generation is as inclined to trust web-based services as established banks: “a third of them do not think 

they will need a bank account at all before the end of this decade.”
18

 Apple Pay is one of a number of 

systems substituting mobile devices for traditional plastic cards—may portend developments in payment 

systems. All of these trends have far reaching implications for the finance sector and will increase 

dependence on ICT and shape evolution of roles of banks and government.  

3.4 Banking Sub-Model 

The “big six” provide retail, wholesale and commercial banking; wealth management and insurance 

services.
19

 Together they hold $4.6 trillion in assets and represent 93% of all banking assets in Canada, 

and have been designated as domestically systemically important banks by the Office of the 

Superintendent of Financial Institutions. Canada’s 23 small and medium-sized banks collectively hold 

~2% of the banking assets and offer either full-service banking operations on a small scale or focus on 

niche business lines (e.g., credit cards, mortgage loans, prepaid cards, auto loans and reverse mortgages) 

in order to generate economies of scale and be competitive against larger players. Trust and loan 

industries may be either federally or provincially regulated and may provide banking services. Unlike 

banks they have fiduciary powers and can act as executors and/or trustees.
20

 Credit Unions and Caisses 

Populaire are member-based, deposit-taking, community banking institutions. There are over 600 in 

Canada. The Desjardin Group is the largest operating over 300 individual caisses in Quebec and 

representing about half of the credit unions by deposit.
21

 

                                                      
17

 CIO UK, Combatting digital fraud, June 2014, page. 22, 

https://fidelitybankmn.com/app/uploads/2017/09/Combating-Digital-Fraud.pdf, accessed 11 Jun 2019. 
18

 The Economist, Special Report: International Banking, 9 May 2015, page. 4. 
19

 The big six are: Bank of Montreal, Bank of Nova Scotia, Canadian Imperial Bank of Commerce, National Bank of 

Canada, Royal Bank of Canada and Toronto-Dominion Bank. 
20

 Department of Finance Canada. Supporting a Strong and Growing Economy: Positioning Canada’s Finance 

Sector for the Future, 26 August, 2016, page 10, https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf, accessed 

13 June 2017. 
21

 Department of Finance Canada. Supporting a Strong and Growing Economy: Positioning Canada’s Finance 

Sector for the Future, 26 August, 2016, page 17, https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf, accessed 

13 June 2017. 

https://fidelitybankmn.com/app/uploads/2017/09/Combating-Digital-Fraud.pdf
https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf
https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf
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It is the banking and credit intermediation which represent the most significant vulnerability and upon 

which other sectors depend. A study ordered by the European Commission, determined that 

intermediation could be defined in terms of security transactions and payment systems and involved 

four processes.
22

 These processes include (Figure 6): 

 Trading: involves receiving orders, determining pricing and matching corresponding offers; 

 Clearing: verifying and reconciling trade-related information and netting i.e., aggregating/summing 

buy and sell positions; 

 Securities settlement: debiting the securities from the seller’s bank and debiting the money from the 

buyer’s bank; and 

 Money settlement: crediting the securities to the buyer’s bank and crediting the money to the seller’s 

bank.
23

 

Periodic netting reduces the number of transfers between banks. Payment systems are simpler involving 

only the clearing and settlement functions. 

 

Figure 6: Trading, clearing and settlement model. 

The Bank of Canada has reduced the credit remediation to a two step process: 

                                                      
22

 Dr. Stephen Gottwald (Industrieanlagen-Betribsgesellschaft, Study on Critical Dependencies of Energy, Finance 

and Transportation Infrastructures on ICT Infrastructure: Final Report, 8 October 2009. 
23

 Dr. Stephen Gottwald, op.cit. pp 33–34. 
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1. Clearing—the process of transmitting, reconciling and, in some cases, confirming payment orders 

prior to settlement. This process can include netting of payments and the establishment of final 

positions for settlement; and  

2. Settlement—the release of payment obligations between two or more parties by transferring funds 

between them.
24

 

A recent study confirmed that the Canadian financial sector considers the systems that comprise the 

designated Payment, Clearing, and Settlement Systems (PCSS) critical infrastructure. They both enable 

banks to exchange payments among themselves and links Canada to the global economy. The study 

concluded: 

PCSS is the glue that holds the financial system together by permitting exchanges of large volume 

and value payments between the various financial institutions… Those networks that comprise 

the PCCC underpin much of the financial and economic activity in Canada. Failure of one or 

more of these systems would place in jeopardy the effective functioning of the Canadian financial 

system and potentially its connection to the global economy.
25

 

Core payment systems fall into 2 classes. Retail Payment Systems (RPS) handle high volume, low value 

transactions e.g., purchase of goods and services between individuals and businesses. “The most common 

payment instruments cleared in retail payment systems are cheques, credit transfers, direct debits and card 

payments.”
26

 Expedited Retail Payment Systems (ERPS) are designed to provide end users with near 

immediate payment processing, confirmation and fund availability. Conversely Large Value Payment 

Systems (LVPS) handle urgent, lower volume higher value, irrevocable transactions between financial 

institutions. Examples include money market, foreign exchange and security transactions. Batch RPS 

accumulate (typically for several hours or a business day) then reconcile batches of transactions before 

entering the results into the core retail payment system for clearing and settlement. As the name suggests, 

decentralized systems enable bilateral payment exchanges without the intervention of a central 

intermediary. Typically in a LVPS the central bank provides a managed process by establishing 

settlement accounts thereby mitigating counterparty risk.  

It is not clear that the NCIM need distinguish between RPS and LVPS as upstream dependencies are 

similar. However, for now, both have been modelled as separate functions. 

3.4.1 The Canadian PCSS Ecosystem 

The Payment, Clearing and Settlement Act (PCSA) was proclaimed by Parliament in July 1996 and most 

recently amended in 2014. It assigns the Governor of the Bank of Canada the authority to designate a 

payments clearing and settlement system and responsibility for the regulatory oversight of designated 

                                                      
24

 Bank of Canada. Canada’s Major Payments Systems, https://www.bankofcanada.ca/core-functions/financial-

system/canadas-major-payments-systems/, accessed 27 February 2019. 
25

 JUNO Solutions, Financial Sector Dependencies, page. 4. The Joint Operational Resilience Management (JORM) 

program, which was initiated in 2012 by Finance Canada and the Bank of Canada, defined its objectives as follows: 

to identify the key assets that are essential to the operation of financial sector critical infrastructure, determine 

sources of sector-wide operational risks, and generate recommendations to enhance resiliency. 
26

 Michael Tompkins. Clearing and Settlement Systems from Around the World: A qualitative Analysis, Payments 

Canada, June 2016, page 12, https://www.payments.ca/sites/default/files/2016-qualitative-analysis.pdf, accessed 

26 February 2019. 

https://www.bankofcanada.ca/core-functions/financial-system/canadas-major-payments-systems/
https://www.bankofcanada.ca/core-functions/financial-system/canadas-major-payments-systems/
https://www.payments.ca/sites/default/files/2016-qualitative-analysis.pdf
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systems i.e., managing systemic risk. Canada’s PCSS is supported by two major PCSS Systems (Figure 7). 

Key components of the PCSS are designated as Financial Market Infrastructures (FMIs): “the channel, 

through which virtually all financial transactions are cleared, settled and recorded.”
27 

FMIs have the 

potential to pose significant risks to and are designated by the Bank of Canada as being “systemic 

important FMIs.” Both the RPS and LVPS described below are owned and operated by Payments Canada. 

Membership includes chartered banks, trust and loan companies, credit union centrals, federations of 

caisses populaires and other financial institutions. Whereas the Minister of Finance has oversight 

responsibilities for Payments Canada, the Governor of the Bank of Canada has oversight responsibility 

for the PCSS. (The Bank of Canada is a member of Payments Canada.) Payments Canada also owns and 

operates the US Dollar Bulk Exchange (USBE) System which facilitates clearance of American 

dollar-denominated transactions. 

Minister of Finance

Payments Canada

Retail Payments System 

Large Value Payments System 

Automated Clearing Settlement System 
(ACSS)

Large Value Transaction System  
(LVTS)

Lynx

US Dollar Bulk Exchange Bank of Canada

Settlement Optimization Engine (SOE) 

Oversight

Oversight

Oversight

Oversight

M
em

b
er

sh
ip

 

Figure 7: PCSS structure in Canada. 

 The Automated Clearing Settlement System (ACSS) is Canada’s “retail” electronic accounting, 

confirmation and settlement system. The ACSS is an information system which tracks the volume 

and value of payment transactions (paper based e.g., cheques) and electronic e.g., automated debits 

and credits)) and determines the balances due to and from participants. Canadian Payment 

Association (CPA) members, referred to as Direct Clearers, handle the clearing and settlement for 

their own customers and for customers that maintain accounts at other financial institutions, known 

as Indirect Clearers. Clearing is handled through six regional settlement points. Payment exchanges 

among ACSS Direct and Indirect participants throughout the day are cleared overnight and 

adjustments made the following business day to accounts maintained by the Bank of Canada 

(i.e., the ACSS is a deferred net settlement system). 

                                                      
27

 Daniel McVanel and Joey Murray. The Bank of Canada’s Approach to Adopting the Principles for Financial 

Market Infrastructures. Bank of Canada, Financial System Review, December 2012 

http://www.bankofcanada.ca/wp-content/uploads/2012/12/fsr-1212-mcvanel.pdf, accessed 3 April 2015. 

https://en.wikipedia.org/wiki/Minister_of_Finance_(Canada)
http://www.bankofcanada.ca/wp-content/uploads/2012/12/fsr-1212-mcvanel.pdf
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 The US Dollar Bulk Exchange (USBE) is a parallel RPS (of sorts) operating in US dollars and 

offering a mechanism to track transactions in US dollars. The Bank of Canada is not involved and 

settlement is realized through banks in New York. 

 The Settlement Optimization Engine (SOE) is being introduced to replace the ACSS and USBE. 

 The Large Value Transaction System (LVTS) is an electronic credit transfer system that provides 

real-time processing and finality of payment, and it is Canada’s principal system for large-value and 

time sensitive payments. Sixteen deposit-taking institutions, including the Bank of Canada, are 

direct participants. At the start of the day they pledge appropriate collateral and the Bank of Canada 

guarantees settlement. Thereafter, funds can be transferred between participating members virtually 

instantaneously. Payments are immediately final and irrevocable; assured settlement is immediate 

although actual settlement occurs at the end of the day and is then reflected on the books of the Bank 

of Canada. The LVTS is the larger system accounting for approximately 90% of the total value of 

payments cleared and settled in Canada.  

 Lynx has been identified as the replacement for the LVTS. Industry testing is planned for 2019 and 

roll out for 2020. 

Payments systems also play a role in clearing and settlement transactions involving assets such as 

securities, derivatives and foreign exchange. The Canadian Depository Services Exchange (CDSX) is 

owned and operated by the Clearing and Depository Services Inc. (CDS).
28

 It is the main system for 

clearing and settling Canadian exchange-traded and over-the-counter equity, debt and money market 

transactions including Government of Canada securities, most provincial government debt, corporate debt 

and other long-term debt. The CDSX settles securities on a transaction-by-transaction basis netting 

associated payment flows and settling end-of-day net payments among CDSX participants through the 

LVTS. The Canadian Derivatives Clearing System (CDCS) is operated by the Canadian Derivatives 

Clearing Corporation (CDCC), a not-for-profit solely owned by the Montréal Exchange. The CDCS 

provides a clearing and settlement system for derivatives traded on the exchange providing Central 

Counter Party (CCP) services for repurchase fixed income, equity derivatives, and repo-type transactions 

in Canada. The NCIM does not explicitly recognize these other, privately operated PCSS.  

The focus of the NCIM is on bi-directional interdependencies. Being hierarchical in nature the NAICS 

offers leeway in determining what level of functional decomposition is appropriate. Obviously the need to 

provide sufficient fidelity to stakeholders to inform contingency and investment must be balanced with 

the value added and increased complexity an “Industry” perspective contributes. In the case of the 

Finance sector, a “big hand” approach was adopted initially. As shown below (Table 5), from a sectoral 

interdependency, emergency management perspective there appeared no reason to go beyond the NAICS 

subsector level. Real Estate has not been included to date although there may be some value in added a 

Real Estate function and tracing upstream and downstream dependencies in the future. One of the 

challenges is quantifying event impacts in sufficient detail to enable comparisons and inform investment 

decisions. An 11
th
 “CI sector” was added to complete the NCIM. It includes Population. Some sectoral 

outputs (e.g., health) are services to the general populace—from which labour forces are drawn. A 

                                                      
28 

Clearing and Depository Services Inc. (CDS) is a subsidiary of Canadian Depository for Securities Limited, which 

was incorporated in 1970 as a non-profit corporation, and is owned by the major Canadian chartered banks, 

members of the Investment Industry Regulatory Organization of Canada, and the TMX Group. CDS owns and 

operates CDSX, and provides depository services including facilities to deposit and withdraw depository-eligible 

securities, manage related ledger positions, and use these positions for various business functions.  
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General Economy – Services has been included in this grouping to track the provision, delivery and 

consumption of services unrelated to a specific CI sector.  

Table 5: NCIM finance sector functions. 

 

Logic models were developed to describe and inform the modelling of the dependencies of some 

functions common to all CI sectors e.g., Core Facilities, Management and Maintenance & Repair. For 

example, in the case of Core Facilities, the logic model describes the dependencies relating to the basic 

“housekeeping”/“lifeline” services general purpose, government and residential buildings require to 

provide administrative direction and to support non-specialist staff operations / business processes. These 

include electricity, telecommunications, water and wastewater services and support management, 

maintenance and production/operations functions.
29

 These models have been used to model the 

interdependencies of Securities & Commodities functions. Specific interdependencies for Central Banking 

and Insurance have not been elaborated; logic models can be developed and more detail added to the 

NCIM if and when warranted. 

The logic model describing Credit Intermediation is shown below (Figure 8). A list of all banking and 

credit intermediation functions can be found in Table B.1 of Annex B. 

                                                      
29

 These generic models are described in more detail in The NCIM User’s Guide. 

Sector Subsector Group

521 Monetary Authority - Central Bank
5211 Monetary Authority - Central Bank

5222 Non-Depository Credit Intermedation

5223 Activities Related to Credit Intermediation

5231 Securities and Commodities Contracts Intermediation & Brockerage

5232 Securities and Commodities Exchaghes

5239 Other Financial Investment Activities

5241 Insurance Carriers

5242 Agencies, Brockerages & Other Insurance Related Activities

5261 Pension Funds

5269 Other Funds and Financial Vehicles

5311 Lessors of Real Estate

5312 Office of Real Estate Agents & Brokers

5313 Activities Related to Real Estate

5221 Depository Banking

523 Securities, Commodity Contracts & 

Other Financial Investment & Related 

Activities

522 Credit Intermediation & Related 

Activities

524 Insurance Carriers & Related Activities

526 Funds & Other Financial Vehicles

52 Finance & 

Insurance

53 Real Estate 531 Real Estate
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Figure 8: Credit intermediation sub-model. 

3.5 Insurance 

A sub-model has not been developed for insurance industry but it has become increasingly clear that 

insurance plays a major role in mitigation and recovery. A properly functioning insurance market reflects 

exposure and should inform development and investment. Government interventions tend to distort 

pricing and obscure risk. Insurability (cost, availability, coverage, exclusions) is an effective way for CI 

and home owners to gauge exposure and gain insight into potential hazards. Transparency and disclosure 

can spur risk mitigation management initiatives. Currency presents a significant challenge in terms of 

forecasting the effects of climate change and downscaling impact projections to actionable, location-specific 

hazard data and ensuring owners and operators are aware of changes in building standards and attendant 

rises in replacement costs. 

Insurance is big business; insurers are paid about 8% of global GDP to absorb risk.
30

 Again the Canadian 

industry is concentrated; the 3 largest Property and Casualty (P&C) Insurer holding 31% of the market 

                                                      
30

 As quoted in Climate Risk Proprietary Limited (Australia). Buyer-Beware: Home Insurance, Extreme Weather 

and Climate Change, June 2014, page 6, accessed 12 June 2017. 
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share.
31

 The pace and extent of community Recovery following a disaster is dependent in part on 

infrastructure and property insurance coverage and dispensation. Catastrophes are more problematic and 

the industry itself vulnerable. A study conducted by the Conference Board of Canada based on a 1–500 year 

earthquake scenario off the BC coast concluded that insured costs would likely exceed the industry’s 

capitalization levels and render insurer failures inevitable.
32

 Factors such as increased urbanization, 

terrorism, and climate and environmental change have increased the potential for losses from catastrophic 

events.
33

 Insurance and other finance sector functions are listed in Table B.3 of Annex B. 

3.6 Security Dealers and Exchanges 

Security dealers and exchanges provide a means to raise capital. The six largest security dealers are 

owned by the six large Canadian banks and accounted for 64% of the value of securities issued in 2015. 

Canada’s equity market capitalization ranks 9th globally; the largest exchanges are the Toronto Stock 

Exchange, the Montreal Exchange and the Canadian Securities Exchange.
34

 

Exchanges facilitate and enable transactions. Commodity exchanges provide a means to purchase 

commodities (e.g., raw materials and agricultural products), futures and derivatives. For example, the 

means to buy oil itself rather than stock in an oil company. Initial modelling underscores the important 

role—and dependency of some sectors and industries—on international commodity exchanges. 

Investment functions are listed in Table B.2 of Annex B. 

3.7 Vulnerabilities 

The Bank of Canada conducts a risk assessment of sector-related vulnerabilities.
35

 The 2018 Financial 

System Review concludes that “elevated household indebtedness, housing market imbalances and the 

potential for cyber attacks remain the key vulnerabilities affecting the Canadian financial system.” It goes 

on to note that “cyber attacks and other operational-risk incidents could seriously disrupt the financial 

system if they propagated widely or undermined confidence.”
36

 

The 2017 assessment identified four key risks to the stability of the Canadian financial system: 

                                                      
31

 Department of Finance Canada. Supporting a Strong and Growing Economy: Positioning Canada’s Finance 

Sector for the Future, 26 August, 2016, page 14, https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf, accessed 

13 June 2017. 
32

 The Conference Board of Canada. Canada’s Earthquake Risk: Macroeconomic Impacts and Systemic Risk, 

November 2016, page iii. 
33

 Department of Finance Canada. Supporting a Strong and Growing Economy: Positioning Canada’s Finance 

Sector for the Future, 26 August, 2016, page 28, https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf, accessed 

13 June 2017. 
34

 Department of Finance Canada. Supporting a Strong and Growing Economy: Positioning Canada’s Finance 

Sector for the Future, 26 August, 2016, page 18, https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf, accessed 

13 June 2017. 
35

 “A vulnerability is a pre-existing condition that can amplify and propagate shocks throughout the financial 

system. A trigger is the adverse shock that can spark systemic stress if the financial system is sufficiently 

vulnerable.” Ian Christensen, Gitanjali Kumar, Cesaire Meh and Lorie Zorn. Assessing Vulnerabilities n the 

Canadian Financial System, The Bank of Canada, Financial System Review, June 2015, page 37, 

https://www.bankofcanada.ca/wp-content/uploads/2015/06/fsr-june15-christensen.pdf, accessed 28 February 2019.  
36

 The Bank of Canada, Financial System Review, June 2018, page 1, https://www.bankofcanada.ca/wp-

content/uploads/2018/06/fsr-june2018.pdf, accessed 28 February 2019. 

https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf
https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf
https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf
https://www.bankofcanada.ca/wp-content/uploads/2015/06/fsr-june15-christensen.pdf
https://www.bankofcanada.ca/wp-content/uploads/2018/06/fsr-june2018.pdf
https://www.bankofcanada.ca/wp-content/uploads/2018/06/fsr-june2018.pdf
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 Risk 1 A severe recession following a fall in foreign demand. This would cause firms to reduce 

investment and employment; 

 Risk 2 A significant correction in the housing market in Toronto and/or Vancouver and surrounding 

areas. (This might be characterized more as a regional than a national risk.); 

 Risk 3 A sharp increase in interest rates driven by a rise in global risk premiums and resulting in an 

increase in debt-servicing charges; and 

 Risk 4 A financial disruption or economic downturn in China or other emerging market economies. 

 

Figure 9: Key risks to the financial sector.
37

 

It is noteworthy that in three of the scenarios the trigger is offshore, attesting to the global connectivity 

related risks. Interconnectivity, both domestic and global, represents a significant systemic risk. Linkages 

between partners and between can create the potential or contagion.
38

  

The 2018 assessment provided an update, in this case in tabular form, as shown in Table 6 below. 

  

                                                      
37

 The Bank of Canada. Financial System Review, June 2017, page 19, http://www.bankofcanada.ca/wp-

content/uploads/2017/06/fsr-june2017.pdf, accessed 19 June 2017. 
38

 Ian Christensen, Gitanjali Kumar, Cesaire Meh and Lorie Zorn. Assessing Vulnerabilities n the Canadian 

Financial System, The Bank of Canada, Financial System Review, June 2015, page 38. 

http://www.bankofcanada.ca/wp-content/uploads/2017/06/fsr-june2017.pdf
http://www.bankofcanada.ca/wp-content/uploads/2017/06/fsr-june2017.pdf
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Table 6: Key risks to the stability of the Canadian financial system.
39

 

 

Risk 

scenarios 

Ratings and developments since 
the November 2017 Financial 

System Review 

Risk 1: A severe nationwide recession leading to a rise in 
financial stress 

 A large, persistent negative foreign demand shock 

affects Canada. One possibility is a severe 

recession in China or a sharp rise in global 

protectionism, which triggers weaker global 

growth. 

 A foreign demand shock could lead to a severe 

recession in Canada, with a sharp rise in 

unemployment nationwide and a correction in 

house prices. 

 Household and housing market vulnerabilities 

interact to create stress on lenders and the broader 

financial system. 

Elevated but decreasing 

 Economic performance in Canada and abroad has been 

strong. 

 Solid job growth and higher wages have enhanced 

the resilience of Canadian households. 

 Stronger mortgage underwriting standards and higher 

interest rates have slowed household credit growth. 

The updates to Guideline B-20 will also help reduce 

the creation of highly indebted households. 

 The stock of household debt remains high and is 

expected to be elevated for some time. 

Risk 2: A house price correction in overheated markets 

 Significant house price corrections occur in Toronto 

and Vancouver and their surrounding areas, with 

modest direct spillovers to other housing markets. 

 Residential investment and related 

consumption fall dramatically in affected 

regions. 

 Lender balance sheets deteriorate and credit 

conditions tighten. 

Moderate 

 Growth in home prices has slowed markedly over the 

past year. Resales are also down, but activity is 

expected to pick up. 

 Price declines for single-family homes in Toronto have 

unwound increases from early 2017. In contrast, the 

growth in condominium prices in Toronto and 

Vancouver has been strong, and there is evidence of 

speculative activity. 

Risk 3: A sharp increase in long-term interest rates driven 
by higher global risk premiums 

 Higher global risk premiums are triggered by abrupt 

market reactions to (i) an unanticipated change in 

economic policies or (ii) an unexpected increase in 

inflation prospects. Financial contagion affects a 

wide range of asset classes. 

 The resulting collapse in valuations puts many 

financial institutions under stress, amplified by past 

risk-taking in the non-bank financial sector. 

Moderate but increasing 

 Major global central banks are gradually 

withdrawing monetary stimulus, or plan to do so. 

 Despite gradual increases in global policy rates, risk 

premiums remain low. 

 Financial stress is developing in some emerging-market 

economies, but contagion has so far been limited. 

 Liquidity mismatch by investment funds could amplify 

shocks. 

These vulnerability assessments are internally, sector focused and represent moderate to slow onset risks, 

and considerable efforts have gone into insulating CI and FMIs from potential intrinsic and upstream 

failures e.g., alternative/secondary operations and data centres. Cyber is unique and represents a rapid 

onsert risk requiring response and business continuity plans. “Shadow banking,” credit intermediation 

outside of the regulated banking sector, reflects an other “external” risk. 

                                                      
39

 The Bank of Canada, Financial System Review, June 2018, page 18, https://www.bankofcanada.ca/wp-

content/uploads/2018/06/fsr-june2018.pdf, accessed 28 February 2019. 
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4 Summary 

There are a number of communities represented in the Financial Sector. All have a vested interest in 

maintaining public confidence in e-commerce, and in personal and transactional information integrity. 

This extends beyond intermediation between banks given societal reliance on virtual exchanges. A 

prolonged interruption in business-to-business interactions would have significant national economic 

consequences. 

The banking “sector” has invested in resiliency—isolating key systems and building in redundancy. The 

JORN study has suggested that, for the most part, this has been done more on an enterprise than a national 

basis. Given geographic consolidation/concentration of the sector and upstream interdependencies on ICT 

and Energy, electrical substations and/or telecommunications centres serving the downtown Toronto core 

may represent vital points. 

4.1 Way Ahead 

This report is the fourth in a series of DRDC/CSS Reference Documents characterizing Canada’s 10 CI 

sectors. (Safety was the first sector to be documented.) Documenting the characterization and modelling 

of the remaining sectors and producing a complementary User’s Guide to the NCIM remain priorities. 

Concurrently, support is/will be provided to initiatives exploiting the NCIM to investigate vulnerabilities 

using risk scenarios and to inform contingency and investment plans.  

This document will be posted on the Defence Research Reports website  

(http://pubs.drdc-rddc.gc.ca/pubdocs/pcow1_e.html) and distributed to members of the Finance sector. It 

is hoped that it will stimulate discussion and prompt feedback. Comments will be reviewed and 

periodically the NCIM will be refreshed. 

Initial analysis indicates that, in the wake of an earthquake off the BC coast, Food Distribution would 

pose a significant risk. Opportunities permitting, the findings should be reviewed and confirmed. In 

addition, consideration should be given to modelling a risk scenario nominated by the Food sector SMEs. 

This would provide an opportunity to expose and validate NCM characterization of the Sector. 

http://pubs.drdc-rddc.gc.ca/pubdocs/pcow1_e.html
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Annex A Key Federal and Provincial Government 
Stakeholders 

Federal statues set out the rules for federally incorporated institutions in the trust and loan, life insurance, 

and property and casualty insurance industries. Credit unions, caisses populaire and security dealers and 

exchanges are generally provincially regulated.
40

 Key stakeholders include: 

A.1 Primary Federal Departments 

 Public Safety Canada (PS) has two prime responsibilities. The first relates to collaboration with 

other federal departments and provincial and territorial governments, academia, national 

associations and non-governmental organizations to strengthen national emergency preparedness 

and enhance resiliency. The second is to assist in coordinating a federal response to emergencies and 

PS manages the Government Operations Centre and Regional Operations Centres. 

 The Department of Finance Canada deals with issues affecting federal financial institutions 

(banks, trust and loan companies, insurance companies and credit unions), pension plans, and all of 

their respective clients. For example, it: 

 Develops the regulations that govern the institutions so they remain safe and sound and are 

responsive to consumers’ needs. 

 Analyzes the financial sector in Canada and abroad. 

 Helps ensure that Canada has an effective regime to combat money laundering and the 

financing of terrorism. 

 Manages the debt and international reserves of the Government of Canada, in conjunction 

with the Bank of Canada, and provides policy advice on activity in the domestic capital 

markets. 

 The Financial Transactions and Reports Analysis Centre of Canada (FINTRAC) is Canada’s 

financial intelligence unit, created in 2000. It is an independent agency, reporting to the Minister of 

Finance Canada. FINTRAC’s mandate is to facilitate the detection, prevention and deterrence of 

money laundering and the financing of terrorist activities.
41

 

A.2 Supporting Central Agencies and Financial Market 
Infrastructures (FMIs) 

 The Bank of Canada serves as the nation’s central bank. Its principal role is “to promote the 

economic and financial welfare of Canada,” as defined in the Bank of Canada Act. The Bank’s 

four main areas of responsibility are:  

                                                      
40

 Department of Finance Canada. Supporting a Strong and Growing Economy: Positioning Canada’s Finance 

Sector for the Future, 26 August, 2016, page 8, https://www.fin.gc.ca/activty/consult/ssge-sefc-eng.pdf, accessed 

13 June 2017. 
41

 Who We Are, Financial Transactions and Reports Analysis Centre, 2019, https://www.fintrac-

canafe.gc.ca/fintrac-canafe/1-eng, accessed 7 November 2019. 

http://laws-lois.justice.gc.ca/PDF/B-2.pdf
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 Monetary policy: The Bank influences the supply of money circulating in the economy, 

using its monetary policy framework to keep inflation low and stable. 

 Financial system: The Bank promotes safe, sound and efficient financial systems, within 

Canada and internationally, and conducts transactions in financial markets in support of 

these objectives. 

 Currency: The Bank designs, issues and distributes Canada’s bank notes. 

 Funds Management: The Bank is the “fiscal agent” for the Government of Canada, 

managing its public debt programs and foreign exchange reserves.
42

 

 The Office of the Superintendent of Financial Institutions (OSFI) is an independent agency 

reporting to the Government of Canada charged with regulating and supervising all banks; federally 

incorporated insurance, trust and loan companies and private pension plans in order to ensure public 

confidence in the Canadian financial system. The OSFI assesses institutional soundness and risk 

management and governance processes.
43

 

 The Canadian Derivatives Clearing Corporation (CDCC) is a not-for-profit solely owned by the 

Montréal Exchange. It acts as the central clearing counterparty for exchange-traded derivative 

products in Canada; that is, it clears and settles futures, options and options on futures. Clearing 

members must qualify and the CDCC monitors risk exposure and maintains a Clearing Fund. The 

Canadian Derivatives Clearing System (CDCS) operated by the CDCC has been designated as being 

of systemic importance by the Bank of Canada.
44

 

 Clearing and Depository Services Inc. (CDS) is a subsidiary of Canadian Depository for 

Securities Limited, which was incorporated in 1970 as a non-profit corporation, and is owned by the 

major Canadian chartered banks, members of the Investment Industry Regulatory Organization of 

Canada, and the TMX Group. CDS owns and operates CDSX, and provides depository services 

including facilities to deposit and withdraw depository-eligible securities, manage related ledger 

positions, and use these positions for various business functions. 

 The Canadian Bankers Association (CBA) is one of Canada’s oldest business associations. It was 

founded in 1891 and incorporated by an act of Parliament in 1900. In addition to contributing to 

policy development, the CBA provides its members (domestic banks and foreign bank 

subsidiaries/branches operating in Canada) with research, information and operational support. The 

Canadian Financial Crimes Intelligence Unit (CFCIU) is housed within the CBA. It promotes the 

exchange of information i.e., it receives, collates and analyzes data received from members and 

generates and disseminates Intelligence. 

 Payments Canada (formerly the Canadian Payments Association) is not-for-profit organization 

created by Parliament to establish national systems for the clearing and settlement of payments. It 

maintains and operates, and is modernizing, the national RPS and LVPS systems.  

The Society for Worldwide Interbank Financial Telecommunication (SWIFT) is a member-owned 

cooperative headquartered in Belgium. SWIFT operates the principal payment messaging service 

                                                      
42

 About the Bank, Bank of Canada, https://www.bankofcanada.ca/about/2019, accessed 7 November 2019. 
43

 About Us, Office of the Superintendent of Financial Institutions, 2019, http://www.osfi-bsif.gc.ca/Eng/osfi-

bsif/Pages/default.aspx, accessed 7 November 2019. 
44

 A Made-in-Canada Solution for Derivatives Clearing, Canadian Derivatives Clearing Corporation, 2019, 

https://www.cdcc.ca/index_en, accessed 7 November 2019. 
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provider for financial institutions around the world. It does not hold funds nor manage accounts on behalf 

of customers or store information on an on-going basis. The name has come to also describe the network 

i.e., proprietary communications platform, products and services that allow customers to connect and 

exchange financial information securely. SWIFT is used to exchange millions of standardized financial 

messages; volume has steadily increased to over 5 billion in 2013 and reliability, to this point, has not 

proven an issue. (It was 100% for core services in 2013.) SWIFT provides the proprietary 

communications platform and services allowing participants to connect and exchange financial 

information securely and reliably. 
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Annex B Financial Sector NCIM Functions 

Table B.1: Banking and credit intermediation NCIM functions. 
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Table B.2: Investment NCIM functions . 

 

Table B.3:Other finance sector NCIM functions. 
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ACSS Automated Clearing Settlement System 
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CI Critical Infrastructure 

CDCC Canadian Derivatives Clearing Corporation 
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CDS Clearing and Depository Services (Inc.) 

CDSX Canadian Depository Services Exchange 

CFCIU Canadian Financial Crimes Intelligence Unit 

CLSB Continuous Linked Settlement Bank 

CPA Canadian Payments Association 

cpp Central counterpart (services) 

CSS Centre for Security Science 

ERPS Expedited Retail Payment System 

FINTRAC Transactions and Reports Analysis Centre of Canada 

GICS Global Industry Classification Standard 

ICT Information and Communications Technology 

LVPS Large Volume Payment System 

LVTS Large Value Transaction System 

NAICS North American Industry Classification System 

OSFI Office of the Superintendent of Financial Institutions 

PCSA Payment, clearing and settlement Act 

PCSS Payment, Clearing & Settlement Systems 

PS Public Safety Canada 

RPS Retail Payment System 

SWIFT Society for Worldwide International Financial Telecommunications (network) 

USBE U.S. Dollar Bulk Exchange 
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