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1.0 Introduction 
 

In June 2016, the Canadian Department of National Defence (DND) participated in the Coalition 
Warrior Interoperability eXploration, eXperimentation and eXamination eXercise (CWIX2016).  This 
exercise was seen as an opportunity to validate and demonstrate new capabilities in the area of 
Data Centric Security (DCS) that will enable both the protection and sharing of information assets 
within and between NATO partners’ information architectures. 

 

The CWIX2016 research team within DND has fostered research to extend the existing DCS 
information protection model to enable the exchange of information assets between national 
partners in a coalition environment.  In keeping with the program’s objectives, the manner by which 
these exchanges are achieved would adhere to the principles on which the DCS information 
protection trust model is based.  These principles include: 

 

1. The ability to apply national and cross coalition information handling policy decisions to 
individual assets; 

 

2. The ability to ensure that information assets are not released to requesting users or nations 
unless the action is explicitly permitted by the security policy of the originating nation and 
the information exchange takes place under the auspices of an information sharing 
agreement between the nations; and 

 

3. The ability to record the application of security policy decisions in a trusted and tamper-
resistant audit store in support of incident analysis and forensic investigation. 

 

The Data Centric Architecture (DCA) protection model provides a high degree of trust by ensuring 
the responsibility for the creation, protection, storage, and dissemination of information assets 
always resides at the national level.  The CWIX2016 technology target included enhancements and 
extensions to the current DCA information protection model to further refine the process for 
enabling cross coalition information exchange by: 
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• Leveraging the trust that is established as part of the standard operating procedure for 
standing up a multi-partner coalition network environment;  

 

• Combining that cross-coalition trust with the trust that is established within a national 
network when information protection practices, based on DCA principles, are used to secure 
information assets; and 

 

• Supporting the definition of cross coalition communities of interest to permit information 
assets to flow between national network while still allowing local DCS services to gate access 
to and protect those information assets. 

 

 

1.1 Document Purpose 
 

This document provides: 

 

• A statement of the goals and objectives for participation at the CWIX2016 exercise; 

 

• A summary of the technology target that was deployed to the CWIX2016 exercise 
environment; 

 

• A review of the evaluation and testing methodology that was applied during the exercise; 

 

• A summary of the observations and results from the exercise; and 
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• A statement of the technical, programmatic and operational lessons learned from 
participation in this exercise. 

 

 

Additionally, this document provides a linkage between the technology target and the CWIX2016 
exercise quality assurance, testing and scenario development documentation.  Specifically, the three 
main support documents that will present the findings from the CWIX2016 exercise are: 

 

1. The CWIX2016 Test Plan that defines the practices that were used to test, demonstrate and 
evaluate this capability at the exercise; 

 

2. The CWIX2016 Trial Report that fully documents the results and observations from the 
exercise; and 

 

3. The CWIX2016 System Architecture Document that provides a more comprehensive 
description of the technology target, the new capabilities and technology rationale that 
justifies approach taken for the cross-coalition trust model. 

 

 

1.2 Document Audience 
 

The intended audience for this document is security practitioners that have an interest in DCS 
information protection and have a specific need to build or evaluate the proposed cross coalition 
information exchange model.  This includes security professionals with a need for: 

 

1. A description of the DCS cross coalition capability and the CWIX2016 technology target that 
was used to prove the viability of DCS-based cross coalition information exchange; and 
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2. An understanding of the scope and testing methodology applied to the DCS participation at 
the CWIX2016 exercise, including the relevant observations and results from the exercise 
evaluation. 

 

1.3 Assumptions and Definitions 
 

1. The terms ‘domain’ and ‘national domain’ are used in this document to represent a DCS 
deployment and has the following characteristics: 

 

a. Individual domains are run by separate CWIX2016 partners; 

b. Each domain represents a Windows domain with a full set of directory and data 
services in accordance with DCA testing requirements; 

c. Each domain has a full set of DCS services; 

d. Each domain’s data services are used by the hosting partner nation to send 
information assets to other coalition partners in the context of cross-coalition data 
exchanges. 

 

2. There is a one-to-one correspondence between a national domain and a national network.  
For example, the UK domain was hosted on the uk.cwix national network. 

 

3. Each domain was able to perform testing for national and cross-coalition data exchanges; 
file sharing was the application of choice for the CWIX2016 DCA experiment. 

 

4. Each domain used the STANAG 4774 labelling syntax to generate security labels on their file 
assets. 
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5. Minimal security hardening was performed against the CWIX2016 DCS solution deployment.  
It is expected that hardening and red-teaming evaluation will be addressed in subsequent 
exercises. 

 

6. Additional Handling Instructions is a term to indicate additional security tags on an 
information asset and can be used to restrict the dissemination of that asset according to 
the local security policy.  Historically on this project, these tags have been referred to as 
caveats and caveat-level separation.  In this document the terms caveats and additional 
handling instructions are used interchangeably. 

1.4 Document Outline 
 

This document is structured into the following sections: 

 

• Section 2.0 : CWIX2016 Goals and Objectives provides a high-level summary of the intended 
goals and objectives for the CWIX2016 experiment. 

 

• Section 3.0 : CWIX2016 Technology Capability provides a general description of the 
capability that was deployed to the exercise; this information is provided in greater detail in 
the CWIX2016 System Architecture Document. 

 

• Section 4.0 : Experiment Configuration and Execution, describes the experiment 
configuration, including: 

o The packaging, delivery and installation methodology, 

o The means by which the DCS capability was integrated with the NATO infrastructure 
and partner networks, 

o How cross-coalition information exchange was perform for testing and 
demonstration purposes, and 

o The management of security metadata, including:  
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 security labels,  

 user security attributes 

 security policies 

 security label mapping between domains. 

 

• Section 5.0 : Testing Methodology and Results summarizes the testing methodology, testing 
results and identifies the significant observations with respect to: 

o The programmatic of the CWIX2016 exercise itself; 

o The integration effort to enable DCS capabilities for participating partners; and  

o Defects pertaining to the solution design, implementation, delivery and integration 

 

• Section 6.0 : Lessons Learned provides a comprehensive discussion of what was learned 
from CWIX2016 with the goal of validating the approach and improving the experience for 
participation in future coalition experiments.  
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2.0 CWIX2016 Goals and Objectives 
 

This section describes the technological, operational and programmatic goals for the CWIX2016 
exercise.  

 

Historically, the participation at CWIX exercises has been driven by the following high-level 
programmatic goal: 

 

To close any technology gaps that have been detected in prior experiments and address 
any perceived defects, limitations or inaccuracies in the overarching DCA trust model. 

 

This high-level goal for the ongoing refinement and maturing of the DCA solution remained in place 
for the duration of the various CWIX2016 project phases from requirements gathering, 
development, testing and execution at the exercise itself. 

 

Within the context of this overarching objective, the primary technical objectives for participation at 
the exercise were to expand the applicability of DCA information protection though: 

 

1. The application of DCA principles in the creation, support and enforcement of dynamic multi-
lateral information sharing relationships; 

 

2. The empowerment of individual partners to: 

 

a. Leverage their national security and data services; 
b. Define and manage their national security policy rules; 
c. Bridge between their national local information asset security metadata and the security 

data used in coalition information exchange as defined in the dynamically established 
multi-lateral information sharing relationships; and 
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3. Extended support for and validate the use of emerging standards in specification of security 
metadata on information assets.  

 

 

These three technical objectives were encapsulated in the scoping of two logical extensions to the 
DCA cross-coalition information protection model: support for live environment experimentation 
and support for Electronic Information Sharing Agreements (eISAs). 

 

2.1 Live Environment 
 

One of the main limitations identified in the CWIX2015 experiment was the lack of control partner 
nations were given over their DCA experience.  DCA deployment configurations were statically 
defined within each deployed environment and could not be altered by the DCA evaluation team 
within each partner nation’s domain.  As a result, part of the technological objective for CWIX2016 
was to have the DCA deployments integrate more directly with partner IT infrastructures and to be 
able to adapt to changes in the target environment in the areas of: user account definition, user 
security attribute selection, selection of security attributes on information assets and the creation of 
security policy rules. 

 

The technology target for CWIX2016 included expanding partner participation through the definition 
of a Mission Manager (MM) role. It was proposed this DCA administrator / Mission Manager be 
provided with the ability to do the following activities. 

 

1. Manage the security attributes of the DCA user community where those users are based on 
existing identities within the partner’s domain.  The user security attributes that would be 
under the control of the Mission Manager would be aligned with the security policy rules 
that would act on those attributes and, for the purposes of the experiment, would include: 
user clearance level, user nationality and user group membership. 
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2. Manage the security policy rules for the DCA operational state.  New policy rules would be 
created by the Mission Manager to grant or deny specific DCA community users and groups 
the ability to perform specific actions against specific classes of information as defined by 
the information asset’s security attributes. 

 

3. Create and maintain information sharing relationships with other nations in bi-lateral or 
multi-lateral electronic agreements.  The Mission Manager would have the ability to 
propose an information sharing agreement with specific nations and then configure local 
DCA processing to ensure that information flows adhere to that agreement in terms of: 
alignment with the local security policy and alignment with the syntax and semantics 
necessary to make the information exchange possible with other participating partners. 

 

4. Configure and monitor the actions of the DCA components through the presentation of a 
dashboard style interface. 

 

In summary, a primary goal of the CWIX2016 experiment was to enable and educate other partner 
nations on the true potential of the data centric approach to information management; specifically 
in how it can be used to support cross coalition communities. 

2.2 Electronic Information Sharing Agreements (eISAs) 
 

The CWIX2016 experiment greatly expanded the nature of information-sharing agreements beyond 
the limited and static implementation that was seen at CWIX2015.  For CWIX2016 the creation, 
application and sharing of eISAs was made a function of the Mission Manager role and, in this way, 
were to be: dynamically defined, integrated with the DCA security services and applicable in real 
time.  Under the control of the Mission Manager these agreements were created, shared and 
enforced entirely through the DCA architectural services. 

 

As entirely electronic artifacts, eISAs are distinct from existing paper-based MoUs in that: 

 

• They act directly on information assets (via the DCA information protection services); 
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• They apply directly on operations that are being performed on those assets; and 

 

• They are defined, enacted and applied in real time. 

 

The deployed architectural solution for the CWIX2016 exercise included the following capabilities. 

 

1. The Mission Manager was given the ability to create, assign policy rights for and share 
multiple bilateral or multilateral agreements. 

 

2. Information sharing agreements could be expressed at many levels, as shown in Figure 1, 
where: 

 

• Mission level ISAs enforced existing MoUs that have already been established between 
nations through diplomatic channels and provides the nation with the authority to 
process information on the coalition network; and 

 

• Event level ISAs were used to support the establishment of segregated Communities of 
Interest (COIs) that extend across national boundaries to allow the controlled flow of 
information in a coalition network environment. 

 

The vast majority of the eISAs that were created as part of the exercise were at the event level; 
inheriting the authority to process from the overarching CWIX2016 mission network and used to 
show the ability to create dynamic CoIs between partner networks. 
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Figure 1: Information Sharing Agreements in CWIX2016 

 

3. Under the auspices of an established eISA, individual partners were able to assign access 
control privileges at a per-person or group level within their local domain. Partners were 
able to temporarily escalate or de-escalate access control privileges in response to 
simulated in-field requirements. 

 

4. Mission Managers were given the ability to propose eISAs with other partner nations and 
were able to configure their local DCA infrastructure in a manner that mapped an eISA’s 
context, syntax and semantics to their local representation for enforcement. 

 

5. eISAs were to be policy enforceable objects; that is, in order to create information assets 
denoted as existing under the auspices of an eISA, a user was required to have the DCA 
policy right to use that eISA. 

 

6. eISAs were enforced at the national PEPs in order to ensure that the act of creating the 
information asset was in compliance with the security policy and was also enforced at the 
nation’s network boundary PEPs to transform the asset in a manner that is in compliance 
with the terms of the information sharing agreement.  
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2.3 Other Goals and Objectives 
 

The desired outcome of participation at CWIX2016 was also to include the implementation and 
demonstration of the following capabilities. 

 

1. File-based information exchange: Whereas previous CWIX experiments have shown the 
DCA-based protection of emails, IM sessions and GCCS-J information feeds, this experiment 
was to extend the list of DCA applicable information assets to include the exchange of files, 
the protection of file servers and support for file exchange protocols. 

 

2. Broader support for STANAG 4774: Within a security domain it was possible to use 4774 
complaint security labels on files.  A profile of the 4774 syntax, that is, a subset of the 
overarching 4774 syntactical expression, was specified for the CWIX experiment and the 
information asset security attributes within that profile will be used in the context of access 
control decisions and DCA-based cross coalition information exchanges. 

 

3. Ease of deployment: A new approach to DCA service deployment and the use of a 
centralized DCA configuration service was intended to ease the process of deploying, 
integrating and configuring DCA services for partners and connecting their DCA deployment 
to other DCA infrastructures in the form of information sharing agreements. 
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3.0 CWIX2016 Technology Capability  
 

 

This section provides a summary overview of the technology capability that was delivered as part of 
the CWIX2016 exercise.  A more complete description of the new capabilities that were developed 
in support of the exercise’s technical and programmatic objectives is presented in the CWIX2016 
System Architecture Document. 

 

 

Figure 2: CWIX2016 System Architecture illustrates the current DCA information protection model 
architecture with the new solution components that were required as part of the technology target 
for the CWIX2016 exercise. 
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Figure 2: CWIX2016 System Architecture 

 

 

3.1 Mission Management Capability 
 

On the periphery of the DCA infrastructure, it can be seen that an individual partner’s network 
infrastructure interacts with the deployed DCA components; this degree of integration being one of 
the core objectives for the exercise.  Each partners’ directory services act as the repository for 
individual user security attributes.  Partner’s workstations and data services reside on either side of 
the local DCA Policy Enforcement Point (PEP), allowing DCA protections to be applied to all user 
transactions against information assets.   
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Each DCA deployment also included a border PEP that coordinated the information sharing process 
and allowed information assets to transit to collation partner networks under the auspice of the 
eISA under which the asset was created.  Most significantly, however, the DCA infrastructure 
boundary extended the Mission Management GUI interface that permitted the designated Mission 
Manager to manage the security policies within the local domain and the information sharing 
policies for enabling cross coalition information exchange. 

 

The MMGUI interface is the mechanism by which security protection and information sharing rules 
are set, in real time, to be enforced by the DCA services, specifically: 

 

• The MMGUI can be used to set user’s security attributes such as group memberships; 
 

• The MMGUI can be used to set security policy rules to give users the right to create or 
access information assets that pertain to a specific eISA or set of handling instructions (i.e. 
caveats); 

 

• The MMGUI can be used to define eISAs and the information handling rules that allow the 
local expression of security attribute data on information assets to be mapped to their 
coalition domain equivalents; and 

 

• The MMGUI can be used to set configuration information that drives the operational 
behavior of the individual DCA components. 

 

As seen in Figure 2: CWIX2016 System Architecture, information entered through the MMGUI is 
stored in a central configuration service repository.  This information is then retrieved and used by 
individual DCA components such as: 

 

• the Policy Decision Point which retrieves and makes access control decisions based on the 
currently defined security policy rules; and 
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• The Security Label Equivalency Service which retrieves the eISA data to translate local 
security metadata to its coalition equivalent when an asset leaves the network domain and 
translates coalition security metadata to its local equivalent when assets ingress the 
network domain. 

 

3.2 Enhanced Security Policy Capability 
 

Access control within the CWIX2016 experiment ensured the following facts were true about an 
information request transaction prior to allowing that action to take place. 

 

• Classification Check: Does the user’s clearance allow them to act on the asset given the 
classification associated with that asset.  
 

• Support Profile Check: Does the user (or a group that the user belongs to) have the policy 
right to use the Support Profile specified on the asset and does the user (or a group the user 
belongs to) not have an explicit denial preventing them from using that profile. 

 

• Caveat Check: Caveat checks are divided into two usages: Union checks and Intersection 
checks: 

 

o Union Caveat Check: Does the user (or a group that the user belongs to) have the 
policy right to use all the caveats specified on the asset and does the user (or a 
group the user belongs to) not have an explicit denial preventing them from using 
any of the caveats on the asset; and 
 

o Intersect Caveat Check: Does the user (or a group that the user belongs to) have the 
policy right to use any of the caveats specified on the asset and does the user (or a 
group the user belongs to) not have an explicit denial preventing them from using 
any of the caveats on the asset. 
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• Support Profile Specification Check: Are the syntactical and semantically values specified on 
the information asset in compliance with the Support Profile under which the asset is being 
released.  That is, the security metadata on the security label for an asset must be in 
alignment with the Support Profile reflected in the security label. 

 

The access control checks defined above represent the primary access management policy checks 
that was enforced on information assets at the CWIX2016 experiment.  The CWIX2016 Test Plan 
used this policy structure as the basis for deriving the structured test procedures and information 
gathering sessions that took place during the experiment. 

 

3.3 Enhanced DCA Service Capabilities 
 

Significant improvements were made to other DCA services either in support of the target objectives 
for dynamic policies and information sharing or in support of the overarching goal to mature the 
DCA information protection model.  These enhancements are described below. 

 

1. The DCA service responsible for bridging between the requirements of the policy engine and 
the user security attribute repository is referred to as the User Policy Information Point or 
UserPIP.  Unlike previous deployments, the UserPIP was responsible for both getting and 
setting user security attributes and is the only point of interaction for user security data 
between the DCA infrastructure and the partner’s network domain. 
 

2. The DCA service responsible for setting and getting security attributes in information assets 
is referred to as the Asset Policy Information Point or AssetPIP.  For the CWIX2016 
deployment, a new AssetPIP was deployed which used the STANAG 4774 security label 
syntax format as its source for security attributes.  This AssetPIP was able to get and set 
STANAG 4774 compliant security labels to Microsoft Office files.  The use of STANAG 4774 
security labels is documented in the System Architecture Document in section 3.5 STANAG 
4774 Security Labels. 

 

3. Support Profiles are event driven information sharing agreements that exist for a specific 
purpose and period of time or, alternatively, for the purpose of sharing and protecting a 
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specific application or data source.  Support Profiles serve to identify cross-coalition 
communities that have specific needs or requirements to: 

 

a. Define the nature of an information sharing relationship through the specification of 
greater detail required for the exchange of assets, that is, additional security metadata 
attributes that must travel with an asset. 

 
b. Allow for greater control over the who has the policy right to exchange information 

within an eMoU; individuals may need enhanced privileges in order to use certain 
Support Profiles and certain caveats may only be able to be used in the context of a 
specific Support Profile; and 

 

c. Link specific user communities or application communities that exist across coalition 
boundaries. 

 

 

 

In the CWIX2016 experiment, support profiles were a key concept that impacted: 

 

• Policy Enforcement: Users required the explicit policy right to create or access 
information that was associated, through its security label, with a specific profile. 
 

• Desktop Labeling: Users were able to apply or view support profiles (and other security 
attributes) on information assets through the application of a security label. 

 

• Use of the Labeling Standard: The AssetPIP used the Context Category as the location to 
store the support profile identifier.  By reading this category, the AssetPIP and the PDP 
were able to determine which support profile applied to the asset being evaluated. 
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• Label Equivalency: The definition of the support profiles included the mapping of 
security metadata values to allow a locally generated asset to be transformed into an 
asset that could be interpreted by the coalition in general and vice versa. 

 

  



CWIX 2016 Exercise 

Experiment Summary Report 

July 31, 2016 Bell Canada / Cord3 Innovation Page 20 of 40 

 

4.0 Experiment Configuration and Execution 
 

This section describes the deployment, integration, connectivity and security metadata 
management strategies that were used during the CWIX2016 exercise. 

 

4.1 Deployment Strategy 
 

The deployment strategy for the CWIX2016 experiment used a single installable Linux based 
distribution disk to install all DCA components and services, as shown in Figure 3: Installation and 
Deployment Strategy. 

 

 

Figure 3: Installation and Deployment Strategy 
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In this way, the DCA deployment was no longer tied to a particular hosting solution, virtual or 
otherwise.  The effort to deliver this capability as an installable software solution stemmed from 
issues raised in previous experiments where partners brought incompatible virtualization solutions.  
As an installable ISO, partners could take on the full responsibility for providing a hosting 
environment for the DCA infrastructure. 

 

 

 

 

The installation process itself was greatly simplified in that partners were required to: 

 

1. Fill in a questionnaire prior to installation that ensured that they had the needed 
information for their deployment when prompted by the DCA installation process; 
 

2. Perform a basic installation using the supplied DCA distribution installer; 

 

3. Use the supplied configuration wizard to: 
 

a. Configure their local networking information; 
b. Install the DCA messaging component and Mission Management GUI; and 
c. Install the PEP services. 

 

The installation process was intended to simplify the deployment and integration of DCA services 
into the target deployment environment.  As such: 

 

• Installers were asked for a minimal amount of information during the install process; 
 

• The information that was requested was used to tailor the DCA services to use the partner’s 
infrastructure; and 
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• Services were set to start automatically after a reboot. 
 

The intended goal was that once installed no further interaction with the DCA deployment processes 
would necessary.  All DCA protection services would be fully operational, accessible via the MMGUI 
and able to start protecting information assets without further intervention on the part of the 
installer. 

 

Both the project team and participating partners used this same strategy to create each of the 
deployments in the CWIX2016 exercise.  In total, 5 DCA deployments were created during the 
course of the exercise: 

 

1. The Canadian domain deployment in Bydgoszcz 

2. The UK domain deployment in Bydgoszcz 

3. The Czech Republic domain deployment in Bydgoszcz 

4. The Dutch domain deployment in Bydgoszcz 

5. The US Army domain deployment at their remote facility in Virginia USA 

 

 

 

 

 

4.2 Integration Strategy 
 

As stated previously, building upon lessons learned from prior exercises an attempt was made to 
automate the integration process by having partners come prepared for the installation process 
with: 
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1. A correctly pre-configured IT infrastructure that was ready for the DCA installation process; 
and 

2. A set of configuration details could be supplied to the installation process on an as 
requested basis. 

 

Preparing a partner IT infrastructure for DCA required the following items: 

 

1. The creation of a domain account that would be used by the DCA services to interact with 
the IT infrastructure. 
 

2. The creation of a file share location where DCA protected files would be stored.  The DCA 
account required full access rights on this file share location. 

 

3. The DCA required full access rights on the DCA security attributes that were to be stored 
within the partner’s Active Directory service. 

 

4. DNS entries for the policy enforcement point and labeling service needed to be added to the 
Windows domain DNS. 

 

On installation, the partner was required to supply the following information: 

 

1. The NetBOIS name, DN name and IP address of the Active Directory machine in the 
partner’s domain. 
 

2. The DCA account and password created above. 

 

3. The partner’s nation code. (e.g. CAN) 

 

4. The location and DNS name for the file share service. 
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5. The IP, netmask, default gateway and hostname for the DCA machine. 

 

When supplied with this information the DCA install was able to automatically configure and 
integrate with the partner’s domain infrastructure. 

 

4.3 Cross Coalition Information Exchange 
 

A brief summary of how cross coalition information exchange was achieved for the targeted 
application is described in this section.  The descriptions in this section are based upon DCA 
deployments that have been properly configured to enable cross coalition information exchange, in 
that: 

 

1. Users have been properly created in their respective partner domains; 
 

2. Nations have been configured via the MMGUI; that is, the nation code of ‘TEST2’ and 
‘TEST3’ have been defined to point to their respective networks; and 

 

3. The networks are resolvable to the partners’ border PEPs. 

 

The cross coalition information exchange mechanism for the exchange of files between partners is a 
two-stage process: 

 

1. The creation of a support profile that can represents the information sharing event (or 
context) under which the exchange will take place; and  
 

2. The creation of information assets that are to be shared under the auspices of this support 
profile.  
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4.3.1 Creating a Support Profile 
 

Given a scenario where a user in the TEST1 domain wants to share information assets with users in 
domains TEST2 and TEST3, this information exchange must take place under the auspices of a 
support profile.  If an appropriate support profile does not exist one must be created. 

 

1. In this scenario, a Mission Manager from one domain generates a support profile, 
expressing: 
• A name for the profile and an indication of where the profile gets the authority to 

process (e.g. an overarching support profile or eMoU); 
• A classification for this profile; where the classification is expressed as both the local 

representation value and the equivalent coalition value (e.g. TEST1_SEC and SECRET, 
respectively); 

• One or more “Additional Handling Instructions” or caveats where these values are again 
expressed in terms of a local value and a coalition value; and 

• The set of nations that are participants in the definition of this support profile. 
 

2. Once the profile is created, it can be sent to the Mission Managers in the other domains 
defined by the profile.  The profile is sent using the coalition values which reflects the 
‘common language’ for the expression of support profiles.  When received at a domain, that 
domain’s Mission Manager accepts this profile by assigning the profile local values.  
 

3. Mission managers in each of the domains can then assign users and groups the privilege to 
use this profile for information exchanges. 

 

4.3.2 Creating a Protected Asset 
 

With a support profile in place, a user with the policy right can create information assets that will be 
protected by the DCA infrastructure.   For the CWIX2016 exercise, information assets included all 
Microsoft Office files such as Word documents, Excel workbooks and PowerPoint presentations. 

 

1. At the desktop, the user creates a document and applies the correct security attributes for 
the security label for the asset using the locally installed add-in for Office.  This add-in 
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presents the user with a list of available profiles and, when a profile is selected, the choice 
of classification and caveat selected available for that profile.  
 

2. The labelled document is then copied to the DCA protected file share where the file is policy 
vetted and protected, specifically: 

 

a. The user must have the policy right to use the support profile on the asset; 
b. The user’s clearance must be at or above the classification on the asset; 
c. The user must have the policy right to create content using each of the caveats on 

the asset; 
d. The classification and caveats on the asset must be in alignment (covered by) the 

support profile on the asset. 
 

3. Only when an asset has been vetted by the DCA policy will it be protected and stored in the 
back end file store repository.  Subsequently, only user with the policy right to do so will be 
able to access the asset’s contents. 
 
 

4.3.3 Sharing a Protected Asset 
 
The act of creating an asset that can be shared under the auspices of a support profile does not 
actually trigger the sharing actions.  User’s still must initiate the sharing operation by placing the file 
in a location that serves as the triggering action to send the file to coalition partners.  When a user 
placed a file in the sharing location on the DCA protected file share, the following actions take place: 

 

1. The support profile on the asset is retrieved to determine which nations (if any) the file can 
be shared. 

2. The local protections on the file are removed; the file is decrypted. 
3. The security label on the file is transformed to map the local semantic values to their 

coalition equivalents using the mapping equivalencies defined in the support profile on the 
asset. 

4. The file is protected for transmission across the coalition network and sent to each of the 
nations defined in the support profile 
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When a receiving nation receives a protected file, the reverse process takes place: 

 

1. The file is decrypted to remove the transport level protections. 
2. The security label on the file is transformed to map the coalition semantic values to their 

local equivalents using the mapping equivalencies defined in the support profile on the 
asset.  Since the support profile was agreed to by all nations when the profile was created 
there should be no unexpected semantic values on the asset’s security label. 

3. Local protections are applied to the asset and it is placed in the DCA protected file 
repository. 

4. Local users, accessing the file via their local national PEP will have access to the file’s 
contents if they have the policy right to do so: 

a. The user must have the policy right to use the support profile on the asset;  
b. The user’s clearance must be at or above the classification on the asset; 
c. and 
d. The user must have the policy right to access content using any of the caveats on 

the asset. 

 

4.4 Policies and Security Metadata 
 

For the CWIX2016 experiment, the following practices and policies were established in order to 
achieve a balance between simplifying the deployment process and enabling partners to use the 
DCA deployment in a dynamic manner that linked DCA processing to their local IT infrastructure 

4.4.1 User Accounts 
 

Each partner domain used their local Active Directory as the basis for the user community and the 
storage repository for DCA user security attributes.  Through the MMGUI, the Mission Manager was 
able to get and set individual user security attributes; most significantly in order to add them to DCA 
managed policy groups. 

 

4.4.2 Security Policy 
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The experiment was defined with a single policy structure that determined how policy decisions 
were made.  This policy structure defined, for specific operations, the process for determining if a 
user had the policy right to act on an information asset.  This policy structure as described in section 
3.2:Enhanced Security Policy Capability and in section 4.1:Access Management Services of the 
System Architecture Document ensured that a correct access control decision was made based on 
the current state of the dynamic policy rules. 

 

The dynamic policy rules were set by individual partner nations through the MMGUI to define: 

 

• What users or groups could use a support profile 
 

• What users or groups could were explicitly not permitted to use a support profile 

 

• What users or groups could use a caveat for a specific operation (i.e. Write) 

 

• What users or groups could not use a caveat for specific operation 
 

Other dynamic policy rules were defined through the creation of support profiles: 
 

• What caveats could be used under the auspices of a support profile; and 

 

• To what classification should a profile be equated. 
 

 

Allowing these dynamic policy rules to be set and enforced by the Mission Manager through the 
MMGUI was a significant achievement towards the goal of a live experiment experience for partner 
nations. 
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4.4.3 Security Labelling 
 

For the CWIX2016 exercise, each information asset (Office file) was to be protected by DCS and the 
following security metadata elements to be attached to the asset. 

 

1. A Policy Identifier used by nations to identify the local labeling standard.  This value was 
represented in the policyIdentifier mandatory element and was generated automatically by 
the local labeling software rather than being set by the users. 
 

2. A Support Profile Identifier used to indicate the profile under which assets are being shared.  
This value was represented in the Context category and users were required to have the 
explicit policy right to use a defined Support Profile in order to access a file created under 
that profile. 

 

3. A Classification which was represented in the Classification mandatory element 

 

4. Release To information that was used to enumerate the list of nations to which an asset can 
be shared.  This value was represented in the Release To category.  This value was set 
automatically by the labeller based on the Support Profile’s set of participating nations. 

 

5. Caveats information that was used to set additional handling instructions for the asset.  
These values were represented in the Additional Sensitivity category and users were able 
specify the caveats that should be reflected in the security metadata on an information 
asset. 

 

All partners were provided with the Cord3 plug-in for Office and Outlook.  This labeller accessed the 
DCA infrastructure to obtain (dynamically) an up to date list of the profiles that were available for 
use within the domain. 
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5.0 Testing Methodology and Results 
 

This section provides a summary of the CWIX2016 exercise testing methodology and results.  A more 
detailed presentation of this information is provided in the CWIX2016 Test Report. 

 

The purpose of these experiments was to validate and demonstrate new capabilities in the area of 
Data Centric Security that will enable both the protection and sharing of information assets within 
and between coalition partners’ information architectures. 

 

The CWIX 2016 experiment demonstrated: 

 

• The flexibility of controlling National User’s access to data through the Mission Manager, 
Data Centric Security (DCS) Policy control capability;  

• The flexibility of controlling the release of documents through the Mission Manager 
capability to other nations based upon Support Profiles; 

• The export/import of a Support Profile through the Mission Manager capability, from one 
National Domain to another National Domain; 

• A web-based service that can retrieve the currently applicable set of values that can be 
placed on an information asset. 

 

An overview of the test execution environment for the CWIX2016 experiment is shown in Figure 4: 
CWIX2016 Cross Coalition Test Environment.  Those national domains that were configured with a 
DCA deployment in their IT network environment included: 

 

1. The Canadian domain deployment at the NATO facility in Bydgoszcz 

2. The UK domain deployment at the NATO facility in Bydgoszcz 
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3. The Czech Republic domain deployment at the NATO facility in Bydgoszcz 

4. The Royal Netherlands Army (NLD) domain deployment at the NATO facility in Bydgoszcz 

5. The US Army domain deployment at the Aberdeen testing facility, Virginia USA 

 

 

FMN

CZE MNE
(JFTC)

GBR MNE “Jackdaw”
(JFTC)

CAN MNE
(JFTC)

NLD MNE
(JFTC)

US Army MNE
(Virginia)

JFTC Observers
DEN

JFTC 
End Point/Operators

TUR

P2P
US Marines J6 FFI 

XML G/W
TUR XML G/W

 

Figure 4: CWIX2016 Cross Coalition Test Environment 

The CWIX2016 experiment also included non-participating observers from Denmark and the US 
Marine Corps.  Additionally, the delegation from Turkey performed security label compliancy and 
interoperability testing apart from the formal DCA cross coalition testing described in this section.  
For CWIX2016, the testing approach called for both: 

• a partner to partner model where cross-coalition testing with each partner was done in 
communication with the Canadian domain; and 



CWIX 2016 Exercise 

Experiment Summary Report 

July 31, 2016 Bell Canada / Cord3 Innovation Page 32 of 40 

 

• Multi-partner testing which involved multiple nations defined in a single information sharing 
agreement. 

 

As a result, testing results fell into three categories: 

 

1. National Tests: Local testing, within a domain, of DCA services which did not involve cross 
coalition information exchange; 
 

2. Nation to Nation and Border tests where information assets were shared between the 
Canadian domain and a single partner; and 

 

3. Multi-National tests involving multiple partner nations. 

 

 

Each set of tests involved a unique set of testing procedures that ran through a defined set of 
scenarios.  These scenarios, their associated test procedures, and the per-partner testing results are 
documented in detail in the Test Report in section 5: Test Results.  

 

A summary of those results is shown in the following table. 

 

 PARTNER NATION 

CZE USA GBR NLD CAN 

Nation Mission 

Manager 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 
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Nation 

File 

Transfer 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Nation to 

Nation Border 
File 

Transfer 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Border 
Mission 

Manager 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Testing 
Complete 

(Pass) 

Multi 

National 

File Transfers 

Testing 
Complete 

(Pass) 

Not Tested 

Testing 
Complete 

(Pass) 

 

Limited 

Success 

 

Testing 
Complete 

(Pass) 

 

Table 1: CWI2015 Testing Matrix 

In evaluating the completeness of the coverage of the testing matrix, three nations were able to do 
a complete set of tests including the multi-domain testing that included a mesh scenario with 
multiple participants.  Where testing was complete, a full set of successful results was obtained with 
no failures encountered.   

 

Due to time constraints, the US Army was not able to participate in the mesh testing.  Also due to 
time constraints, The Royal Netherlands Army was not able to execute a definitive set of mesh 
scenario tests cases, as there was no 3rd party partner available to participate in the mesh 
framework at that time.  The mesh test cases were executed successfully, but the results are 
deemed to be a limited success since only 2 participants were present for those tests scenarios. 

5.1 Observed Results 
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This section provides a summary of the results of the testing procedures and interprets the results 
from the CWIX2016 exercise.  As a general statement, all tests procedures were successful as 
executed.  This included the following observations.  

 

1. Testing validated that the dynamic modification of security policies by the Mission Manager 
was able to affect the real time dissemination of information assets. 

 

2. Testing validated that support profiles could be created, shared and imported by partner 
nations to establish eISA information sharing agreements. 

 

3. Testing validated that the creation of eISA support profiles triggered activity across all DCA 
services: these profiles were available for use in policy rules, the profiles were available for 
use for security label translation and these profiles were made available to end users for the 
purposes of assigning labels to documents. 

 

4. Testing validated that complex policy enforcement was possible in that policy decisions 
were made using a wide range of information attributes and the relationships between 
those attributes, including: 

 

o Users, user’s group memberships and user’s clearance; 

o Assets classification and handling instructions; 

o eISAs;  and 

o The actions being performed against the test asset. 

 

It is significant to note that the policies being enforced during these experiments reflected a 
much more sophisticated relationship between elements of DCA security modeling. 
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5. Testing validated that the use of Border PEPs to transform information assets from a 
common coalition expression to a local representation (and vice versa) while at the same 
time adding transport level protections to an information in transit is a valid architectural 
approach for supporting cross coalition exchanges. 

 

6. Testing validated that DCA protections remained in place under the conditions of cross 
coalition exchange: assets remained in a protected state and it was not possible to bypass 
DCA protections to get access to content for which a user did not have an explicit policy 
right. 

 

7. Testing validated that the degree of seamless integration with partners’ operational IT 
environments provided further evidence of the viability of the DCA security overlay model. 

 

8. Testing validated that the use of a central service to store all configuration and policy data 
both simplified the deployment process and supported the creation of the MMGUI. 

 

Based on these observations, it can be concluded that the DCS information protection exercise 
achieved all the target goals for the CWIX2016 exercise. 

 

5.2 DCA Information Protection Issues 
 

While all testing generated successful results, the following observations were made about the 
behavior of the solution and required in situ adjustment to the test suite execution. 

 

1. The approach used to auto start the DCA services (upstart) was not reliable.  DCA services 
had to be manually started to ensure they were operational.  The issues appeared to be 
relating to timing, slowness of the JFTC network and general immaturity of the upstart 
component.  Another service monitoring/startup solution is needed. 
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2. As in CWIX2015, Domain Name Service resolution remains a challenge at JFTC.  While the 
CWIX2016 experiment was an improvement over the previous year, it s recommended that 
the DCA solution limit its dependency on DNS and that additional testing be made prior to 
future experiments. 

 

3. The Cord3 labeller did not scale its fonts for the CZE domain deployment.  It is believed that 
the workstations in this domain were using a different DPI scale that altered how the dialog 
boxes were being displayed.  This issue may require further investigation to resolve. 

 

4. There was a data modeling error in the relationship between eISAs, caveats and label 
equivalencies that would cause a support profile to show caveats that were not part of the 
definition of that profile.  A closer inspection of the data model is needed to revise how 
these complex objects are created, stored and retrieved. 

 

 

 

5.3 Partner to Partner Testing 

 
Apart from the DCA information exchange testing, a set of out-of-band, partner to partner tests was 
performed with the delegations from Turkey and the NCIA group to assess the level of 
interoperability between the Canadian implementation of the STANAG 4774 standard and that of 
other security research groups. 

 

Both the NCIA and Turkish groups supplied a 4774 labeled document and which was then evaluated 
by the DCA Asset Information Point to determine if the label on the asset could be located and 
evaluated. 

 

For both groups, the information asset that was provided met the success criteria of the evaluation 
test.  Specifically, Canadian DCA service was able to extract security metadata values from the 
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supplied 4774 label and this extracted data was confirmed as correct by the group supplying the 
asset. 

 

These simple tests were further evidence that the STANAG 4774 labeling standard is a suitable 
mechanisms for expressing security metadata in a cross coalition environment. 
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6.0 Lessons Learned 
 

While the CWIX2016 exercise can be declared a success in that all technical and programmatic 
objectives were realized, there are some areas of improvement in both the solution architecture 
and experiment execution that were noted during the exercise and are presented in this section.  
This section also identified information of note that was not part of the testing effort but should be 
recorded for future reference. 

 

1. The CWIX environment is, by nature, a complex and chaotic environment as many nations are 
pressed to set up their experiments under strict time restrictions.  The Canadian contingent lost 
some time due to the following issues and, being forewarned, the issues could be addressed in 
advance of future exercises: 

 

a. The Canadian equipment software should be licensed in advance to the exercise; 
b. The equipment should be tested in advance of the exercise to ensure it will work in the 

constrained environment of the JFTC;  
c. Restrictions and requirements for JFTC connected equipment should be determined and 

accommodated prior to the experiment; and 
d. The network configuration for the Canadian JFTC environment should be definitively 

determined in advance of the exercise. 

 

2. The Canadian team should come to the experiment with the expectation that not all partners 
will have the same level of knowledge of the tools that are being used. For example, not all 
partner nations are as well versed in the Unix family of operating systems. Instructions that are 
geared to a less knowledgeable audience would be beneficial and a dedicated technical writer to 
bridge this gap may be an option to consider. 

 

3. As the DCA solution matures, it is recommended that testing shift from the structure test 
case/test scenario model to one that encourages more experimentation.  The limited time 
spend on P2P testing was of great value for the exchange of ideas between the various teams.  
At the experiment, once the structured testing was complete many partners were interested in 
more ad-hoc testing which resulted in a much richer experience for the participants.  A shift 
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away from structured testing to experimentation model should be encouraged in subsequent 
CWIX experiments. 

 

  



CWIX 2016 Exercise 

Experiment Summary Report 

July 31, 2016 Bell Canada / Cord3 Innovation Page 40 of 40 

 

 

 

References 

 

 

[1] DCSS CWIX2016 Test Plan, March 2015 

 

[2] CWIX VEE Architecture & Design Document (draft), December 2015 

 

[2] SAMSON Technology Demonstrator CWIX2014 Trial Report, July 2014 

 

[3] DCSS CWIX2016 System Architecture Document, March, 2015 

 

[4] DCSS CWIX2016 Exercise Summary Report, July 2015 

 

[5] DCSS CWIX 2016 DCS Experiment Plan (draft), December 2015-12-04 

 

[6] ADatP-4774 Confidentiality Labelling for Information Sharing, February 2015 

 



  

  

DOCUMENT CONTROL DATA 
*Security markings for the title, authors, abstract and keywords must be entered when the document is sensitive 

 1. ORIGINATOR (Name and address of the organization preparing the document.   
A DRDC Centre sponsoring a contractor's report, or tasking agency, is entered 
in Section 8.) 
 
Cord3 Innovations 
900 Morrison Drive 
Suite 206 
Ottawa, Ontario 
K2H 8K7 
  

 2a.  SECURITY MARKING  
(Overall security marking of the document including 
special supplemental markings if applicable.) 

 
CAN UNCLASSIFIED 
 

 
 2b.  CONTROLLED GOODS 
 

NON-CONTROLLED GOODS 
DMC A 

 3. TITLE (The document title and sub-title as indicated on the title page.) 
 
Data Centric Information Protection Architecture CWIX 2016 Exercise: Experiment Summary Report  

 4. AUTHORS (Last name, followed by initials – ranks, titles, etc., not to be used) 
 
Henderson, G.; Clason, A.; Coxon, W.; Nordin, B.; Seguin, D.; Srivastava, P.; Whittaker, P. 

 5. DATE OF PUBLICATION  
(Month and year of publication of document.) 
 
 
July 2016 

 6a. NO. OF PAGES   
(Total pages, including 
Annexes, excluding DCD, 
covering and verso pages.) 
 

46 

 6b. NO. OF REFS   
(Total references cited.) 
 
 
 

6 
 7. DOCUMENT CATEGORY (e.g., Scientific Report, Contract Report, Scientific Letter.) 

 
Contract Report   

 8. SPONSORING CENTRE (The name and address of the department project office or laboratory sponsoring the research and development.) 
 
DRDC – Centre for Security Science 
NDHQ (Carling), 60 Moodie Drive, Building 7 
Ottawa, Ontario K1A 0K2 Canada 
  

 9a. PROJECT OR GRANT NO. (If appropriate, the applicable 
research and development project or grant number under which 
the document was written. Please specify whether project or 
grant.) 

  
  

 9b. CONTRACT NO. (If appropriate, the applicable number under  
which the document was written.) 
 

  
 W7714-08FE01 

 10a. DRDC PUBLICATION NUMBER (The official document number 
by which the document is identified by the originating  
activity. This number must be unique to this document.) 
 
DRDC-RDDC-2019-C262 

 10b.  OTHER DOCUMENT NO(s). (Any other numbers which may be 
assigned this document either by the originator or by the sponsor.) 
 
 
15BS  

 11a. FUTURE DISTRIBUTION WITHIN CANADA (Approval for further dissemination of the document. Security classification must also be 
considered.) 

  
Public release 

 11b. FUTURE DISTRIBUTION OUTSIDE CANADA (Approval for further dissemination of the document. Security classification must also be 
considered.) 

 
  

 

  
  



  

  

 12. KEYWORDS, DESCRIPTORS or IDENTIFIERS (Use semi-colon as a delimiter.) 
  

Information Access Management and Protection  
 
 13. ABSTRACT/RÉSUMÉ (When available in the document, the French version of the abstract must be included here.) 
 

In June 2016, the Canadian Department of National Defence (DND) participated in the Coalition 
Warrior Interoperability eXploration, eXperimentation and eXamination eXercise (CWIX2016). This 
exercise was seen as an opportunity to validate and demonstrate new capabilities in the area of 
Data Centric Security (DCS) that will enable both the protection and sharing of information assets 
within and between NATO partners’ information architectures. 

The Data Centric Architecture (DCA) protection model provides a high degree of trust by ensuring 
the responsibility for the creation, protection, storage, and dissemination of information assets 
always resides at the national level. The CWIX2016 technology target included enhancements 
and extensions to the current DCA information protection model to further refine the process for 
enabling cross coalition information exchange. 
 

 

  
 


	1.0 Introduction
	1.1 Document Purpose
	1.2 Document Audience
	1.3 Assumptions and Definitions
	1.4 Document Outline

	2.0 CWIX2016 Goals and Objectives
	2.1 Live Environment
	2.2 Electronic Information Sharing Agreements (eISAs)
	2.3 Other Goals and Objectives

	3.0 CWIX2016 Technology Capability
	3.1 Mission Management Capability
	3.2 Enhanced Security Policy Capability
	3.3 Enhanced DCA Service Capabilities

	4.0 Experiment Configuration and Execution
	4.1 Deployment Strategy
	4.2 Integration Strategy
	4.3 Cross Coalition Information Exchange
	4.3.1 Creating a Support Profile
	4.3.2 Creating a Protected Asset
	4.3.3 Sharing a Protected Asset

	4.4 Policies and Security Metadata
	4.4.1 User Accounts
	4.4.2 Security Policy
	4.4.3 Security Labelling


	5.0 Testing Methodology and Results
	5.1 Observed Results
	5.2 DCA Information Protection Issues
	5.3 Partner to Partner Testing

	6.0 Lessons Learned



