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Abstract

Given Unmanned Air System (UAS) performance and Counter Unmanned Air System
(CUAS) system capabilities, determining the necessary performance of CUAS systems in
a particular scenario can be complex. To better understand and more accurately develop
requirements for CUAS systems given the variety of potential scenarios and threats, GOAL-
TENDER commissioned a prototype CUAS software simulator to understand future re-
quirements in CUAS simulation. Though initial concepts considered dynamic manoeuvre,
ballistics, Electro-optic/Infra-Red (EO/IR), and Radio Frequency (RF) models within a
monte-carlo like simulation, the GOALTENDER team came to realize that simpler range
and propagation models would suffice to capture both CUAS and UAS capabilities for
this initial prototype. The report reviews the resulting modifications to Lockheed Martin’s
Hydra Fusion ToolsTM (Hydra) that employ multiple performance viewsheds applied to
detailed 3D urban terrain.

Résumé

Étant donné le rendement des systèmes d’aéronef sans pilote (UAS) et les capacités de
lutte (CUAS) contre ceux-ci, il peut s’avérer complexe de déterminer le rendement néces-
saire des systèmes CUAS dans un scénario donné. Afin de mieux comprendre et de définir
avec plus de précision les besoins des CUAS compte tenu de la variété des menaces et des
scénarios potentiels, le projet GOALTENDER a commandé un prototype de simulateur de
CUAS logiciel en vue de comprendre les besoins futurs pour ce type de simulation. Bien
que les concepts initiaux ont tenu compte de la manœuvre dynamique, des paramètres
balistiques, de l’électro-optique et infrarouge (EO/IR) ainsi que des modèles de radiofré-
quence (RF) dans une simulation de type Monte Carlo, l’équipe du projet GOALTENDER
a constaté que des modèles de portée et de propagation plus simples permettraient de saisir
les capacités de CUAS et d’UAS dans ce prototype initial. Le rapport passe en revue les
modifications apportées aux outils de fusion Hydra de Lockheed MartinMD (Hydra) qui
utilisent de multiples bassins visuels du rendement appliqués à des terrains urbains détaillés
tridimensionnels.
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1 Introduction

Given UAS performance and CUAS system capabilities, determining the necessary perfor-
mance of CUAS systems given a particular scenario is complex for all but the most simple
scenarios. To better understand and more accurately develop requirements for CUAS sys-
tems given the variety of potential scenarios and threats, GOALTENDER commissioned a
prototype CUAS software simulator. This report briefly reviews the capabilities, limitations,
and capability gaps of this software.

1.1 Background

As reviewed in the GOALTENDER UAS [1] and CUAS [2] reviews, the shrinking size,
growing capability, and typical flight environment of Small Unmanned Air System (SUAS)
greatly complicates existing countermeasures. Countermeasure performance depends on the
environment; countermeasure type and performance; and geographical distribution. The
best countermeasure strategy will vary from site to site and from scenario to scenario,
meaning some form of CUAS modeling tool is necessary to develop a solution. Recognizing
the coupling of these factors, Qinetic Training Systems Canada (QTSC) was recruited as
a CSSP GOALTENDER Project (GOALTENDER) team member with small UAS engage-
ment experience that could provide insight into a CUAS planning tool.

Initial concepts for this tool focussed on using dynamic manoeuvre, ballistic, EO/IR, and RF
models within a monte-carlo like simulation of potential scenarios and urban environments.
However, QTSC came to realize that such complexity may not be necessary. Rather, simpler
range and propagation models would probably suffice to capture both CUAS and UAS
capabilities. The resulting proposal sketches a future product that would employ multiple
performance projections, many a function of terrain, onto a scenario map (see Annex A).

Some existing software could provide parts of the proposed simulator capability. Geograph-
ical Information System (GIS) (e.g., QGIS or GRASS[3]) can create and manipulate 3D
topographical models, RF modeling tools (e.g., SPLAT![4]) can produce propagation mod-
els for single transmit/receive pairs and many inter-visibility tools can generate Line of
Sight (LoS) viewsheds (e.g., Google Earth Pro [5]). However, no existing tool appears well
suited to explore multiple viewsheds on urban terrain. Given this deficit and many existing
components, a GOALTENDER team member, QTSC, proposed the development of a basic
prototype to examine the utility of a multi-viewshed solution.

This approach assumes that UAS countermeasures can be networked and fused into a single
wide-area defence system. While integrated point-defence countermeasures have appeared
on the market, most CUAS offerings are only pieces of a larger puzzle, such as Radio
Detection and Ranging (RADAR) and acoustic systems for detection, EO/IR for UAS
detection or identification, and various kinetic countermeasures from specialized shotgun
rounds to interceptor UAS. Manufacturers accept that no single system is a ‘magic bullet’
that will solve UAS intrusions and that all must work together for success.
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The central problems of CUAS are the potentially small UAS target size and low altitude
operational scenarios. Both factors challenge current CUAS systems, many of which (such as
RADAR) have evolved from larger air defence systems directed at larger targets and higher
altitudes. These two factors, combined with urban terrain, significantly shorten the effective
range and utility of many countermeasures. GOALTENDER sought to examine how these
factors, current countermeasures, and the urban landscape translate into regional air defence
through a simple CUAS visualization prototype. This report describes the features of this
prototype and recommendations for future work.

1.2 Qinetiq Contract

Leveraging existing 3D mapping software, QTSC hoped to give decision makers an effective
modelling and simulation tool to assess the UAS threat presented by a given site and allow
for front line personnel to plan, analyze, and evaluate potential responses to this threat.
QTSC is a world leader in air defence training, developing airborne target drones and scoring
systems, and providing equipment and personnel for air defence training on both land and
sea for Canadian and US forces.

The object for the simulator was to provide the end user with an ability to select the a
Unmanned Air Vehicle (UAV) type, its maximum speed and anticipated endurance, assign
a position to an asset, projected on a 3D map of the environment. By laying UAS and
countermeasure information onto the map, such as the maximum range of the drone and
the RF line of sight environment, the user would be able to determine the greatest risks
presented to defence of the protected site. This information could then be used to refine
the placement of security assets based on known or recently measured local terrain and
structures. Overlays for countermeasure assets would include safety arcs for specific weapons
that might allow planners to determine safe zones to employ or deploy specific counter
measures.

A database of specific UAS systems (such as the The Technical Cooperation Program
(TTCP) UAS database) could be used, or a pull down menu that would allow you to build
a generic drone by selecting the type, size, payload, speed, endurance and control method.
A generic simulator would be required to simulate UAS navigation of both fixed wing and
rotary wing UAV. A database of counter measures would also need to be integrated into
the software. A tool for marking arcs of fire and laying down weapon hazard patterns would
be useful as well as a database of weapon hazard patterns for kinetic weapons. Ideally,
classified performance model modules could be loaded independently of the main software
system.

GOALTENDER sought to develop a functional prototype or proof-of-concept that would
include a 3D environment using Digital Terrain Elevation Data (DTED) data and the
ability to, at minimum show the RF line of sight of a drone given a known control point at
maximum altitude of the drone. A stretch goal for this level of funding would be to add a
3D city to the map environment and possibly add another overlay like a Global Positioning
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System (GPS) Jammer.

Of course, a fully-fledged system would combine high resolution terrain geometry, Electronic
Warfare (EW) models, and vehicle characteristics to help form an initial countermeasure
solution for a given scenario.

In the long term, this type of tool could evolve from a countermeasure planning tool to a
training or battle management tool for countermeasure operators.

Under contract, Qinetiq delivered the following items:

• CUAS Simulator Design Document: A software design specification for a CUAS tac-
tical requirements tool.

• CUAS Simulator Design Prototype: A software prototype of a CUAS tactical require-
ments tool.

This Reference Document includes the Software Specification report and a brief discussion
of the prototype produced by the project and future potential.
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2 Hydra Fusion Tools

QTSC chose the Hydra software package as a rendering/mapping foundation for the proto-
type CUAS Planning Tool. A number of drivers led Qinetiq to this conclusion: a pre-existing
close working relationship with the Lockheed Martin - CDL Systems Canada (LM/CDLS)
developers, the future impact of Hydra on Qinetiq’s target Ground Control Station (GCS),
and the products capabilities. Finally, Royal Canadian Mounted Police (RCMP) and Spe-
cial Operations Forces (SOF) have acquired Hydra for exploratory evaluation, making the
selection possibly relevant to deployed defence and security forces.

LM/CDLS designed Hydra to process real-time and archived data streams within a live
map environment. Much like Google Earth Pro, Hydra uses on-line map data to construct
basic satellite map views that can be panned and rotated by the user. Since the software
can also import various 3D formats to display terrain and/or built-up landscapes, the user
can develop a sense of terrain relief.

Hydra can also display video feeds from UAS sources. If the UAS payload provides pan-
tilt and position meta-data, Hydra also permits users to annotate a 3D terrain map with
position markers based on selected points in the video feed. Selecting a point in a live feed
will generate a correctly located map marker for text annotation.

Hydra can also use these video feeds (or still image archives) to generate terrain point clouds
through a Simultaneous Localization and Mapping (SLAM)-like real-time terrain (or point
cloud) construction process similar to batch-mode video and still analysis packages (e.g.,
Pix4D’s PixMapperTM).

Despite the foregoing rationale, on the surface, Hydra seems an odd choice since it is prin-
cipally a tactical UAS data fusion tool. However, there is some logic in this selection,
particularly since Low-Small-Slow (LSS) aircraft exploit small scale terrain and structures,
many of which are not mapped accurately or frequently. Hydra’s ability to import imagery
and create new 3D terrain maps suggests a potential work flow that uses UAS collected
data sets to model the CUAS environment prior to installation.

2.0.1 Similarity to the Sensor Command and Control Planning Suite (SC2PS)

The Canadian Army uses SC2PS to help place sensors in the field. From Rhinemetall: “real
time-capable SC2PS complies fully with Multilateral Interoperability Programme (MIP)
Coalition Shared Data standards.” Both are designed to represent a Common Operating
Picture (COP) to a local commander, though Hydra has a UAS focus and both deliver
EO/IR data back to a mobile command station. Hydra shares many design features with
SC2PS and, therefore, likely shares many lessons with respect to CUAS utility.
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2.1 GOALTENDER Modifications

Within GOALTENDER, QTSC and LM/CDLS planned relatively modest modifications to
Hydra that could have broad utility beyond the CUAS problem. These modifications imple-
mented terrain interference of spherical and line-of-sight frustums, geometric constructions
that resemble a either pyramid or cone cut between parallel planes. Hydra represents sensor
lines of sight as either as a simple spherical radiating source or a tetrahedral beam bounded
by field of view dimensions. Hydra uses the term viewshed to describe both spherical and
frustum sensor representations.

The software permits a user to place a viewshed onto the map surface. If a 3D model
is present, the surface will be on top of the model (e.g., a building roof). For spherical
viewsheds, a range and height in above ground level (AGL) refine the viewshed placement
and reach. Alt-azimuth pointing direction and field of view further shape frustum viewsheds.

The software subtracts portions of the viewshed occluded by structures or terrain to produce
a hybrid solid capturing the a volume of space visible from the sensor source. This software
establishes the viewshed using a LoS ray assumption to determine regions visible from the
source. For RF viewsheds, a more realistic approach would use 3D Fresnel RF computations
(e.g., in SPLAT!) to estimate the complex Electro-Magnetic Radiation (EM) propagation
and signal strength, however Qinetiq did not implement this approach.

For CUAS, this means that LoS countermeasures can be represented viewsheds placed at
candidate positions and a simplified field of effect observed. By examining the visible terrain
and the overlaps, a basic qualitative assessment of CUAS coverage becomes possible. Though
a LoS assumption provides some insight into EM countermeasures, actual propagation (even
against Fresnel methods [6]) is often difficult to model and would have to be used cautiously.

The following will describe software’s features in greater detail and provide an example.

2.1.1 Delivered System

Qinetiq delivered Hydra installed on a ‘gaming’ laptop, an MSI i7-7700HQ2.8GHz with
16GB RAM, equipped with an Nvidia GeForce GTX 1070 Graphical Processing Unit (GPU)
with 16GB graphics memory—both necessary to run Hydra’s graphic intensive enviroment.

Qinetiq initially configured the Windows 10 installation to conserve power by switching
graphics processing from the native Intel card to the Nvidia processor when running Hydra.
Since the graphics swap logic frequently crashed during GPU switching, DRDC reconfig-
ured the OS to use full Nvidia graphics to ensure stability. Further investigation would be
necessary to determine if this is an operating system or Hydra bug.

2.1.2 Terrain Import

Terrain, specifically city 3D models, can be imported into Hydra. This installation used a
free Calgary terrain model in the 3DS format. Additional free Montreal and Ottawa 3DS
models have since been acquired.

DRDC-RDDC-2019-D085 5



Figure 1: City Models must be registered against the OpenStreetMap by hand using the
dialog inset.

Model insertion is depicted in Figure 1—a process that requires inserting the model’s known
or estimated coordinate boundaries against the OpenStreetMap background. While work-
able for an alpha prototype, this approach is neither accurate nor rapid and must be auto-
mated in any future CUAS tool.

Imported terrain significantly slows map rendering, even for the delivered laptop’s 1070
GPU.

To permit large scale maps outside of the rendered terrain either cached maps or continuous
internet connection to OpenStreetMap is required.

2.1.3 Viewshed Configuration

Viewsheds are added through a map-based insertion and may then be edited for viewshed
dimensions such as range, height and, optionally, alt-azimuth angles and Field of View
(FOV)—settings that mimic a scanning or optical alt-azimuth mount. Figure 2 depicts two
viewsheds: one inserted into the Calgary downtown map and the other into the terrain
model.

Hydra represents a viewshed as a spherical transparent solid (or fraction thereof). While
this approach makes the extent of the viewshed visible, the rendered outer shell can confuse
or obscure the surface extent of the viewshed. This rendering method makes viewing the
surface extent easier from within the viewshed (in which case the outer boundary is not
visible). However, even this view takes time to digest and, for small viewsheds becomes
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unworkable. This might be rectified by portraying either the visible volume or the painted
surface—an option that Hydra doesn’t provide.

In these two examples, a hemispherical viewshed centred 2m above the surface extends
500 m in diameter. Comparing the two viewshed instances, occluded view ’cutouts’ are
immediately visible in the terrain viewshed surface. Somewhat obscured, the surface extent
of the viewshed is visible as green painted surfaces near the centre.

As in the addition of terrain models, inserting viewsheds slows Hydra’s processing substan-
tially.

Hydra’s modifications establish the visible regions from a source as sculpted by surround-
ing terrain. While the software does a good job of generating viewsheds, interpreting the
results requires careful manual inspection of the scene, often requiring pan, slide and tilt
manipulation of the operators camera-centred view.

Unlike Google Earth Pro that uses a central focal point about which the viewer zooms or
rotates, Hydra uses a camera-centred view by default. While camera control preferences are
subjective to the user, a camera-centred view seems awkward by comparison.

Hydra hilights the boundary of the viewshed and the intersection of the viewshed with
terrain.

2.1.4 Example

To demonstrate a use-case for Hydra, consider an event will be held at Calgary’s Olympic
Plaza in front of City Hall. What coverage strategy options exist for a single integrated
CUAS system (e.g., RADAR, EO/IR, and RF jamming)?

Assume the following are co-located:

• RADAR provides 360◦ horizontal FOV and 45◦ vertical FOV and has a 2 km range.
The RADAR is installed horizontally.

• RF provides 30◦ horizontal FOV and 30◦ vertical FOV and has a 1km range.

• widefield EO/IR provides 120◦ horizontal FOV and 120◦ vertical FOV and has a 1km
range.

The EO/IR and RF jammer are confocal and can be queued/slewed by the RADAR. An-
ticipated threats are from more open terrain from the South, presumably better GPS and
communications makes this approach more likely.

Initial placement:

As a simplistic, though unlikely, baseline is to install the CUAS system in the plaza itself.
Some notes on the viewshed construction
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1. Hydra does not permit colocated sources to exactly colocated and must be offset as
shown in Figure 3.

2. Hydra does not permit specific horizontal or vertical FOV regions, but assumes sym-
metry about the sensor alt-azimuth setting.

The individual and combined viewsheds for a sensor group are depicted in Figure 3.

Refined placement:

A more realistic approach installs multiple countermeasures over the plaza on the adjacent
Suncor building. Some notes on the viewshed construction:

1. Higher altitude placement improves penetration to street level where possible.

2. While more distant features are illuminated by higher altitude installations, the build-
ing roofline at the installation site can obscure near field regions.

The individual and combined viewsheds for the sensor group with a heading are depicted
in Figure 4.

Distributed placement:

Distributing sensors in Hydra provides more comprehensive coverage in complex urban ter-
rain. While air defence networks are not new, anecdotal experimentation in Hydra shows
that if only short range sensors are available for CUAS engagement, countermeasure dis-
tribution will be necessary in complex terrain. DARPA’s Aerial Dragnet program makes
similar assumptions in the call for an airborne CUAS urban network [7]. Figure 5 shows
the penetration of a notional hovering high altitude LoS sensing network over a down-
town corridor. While qualitatively informative, Hydra viewsheds lack grounding in actual
countermeasure performance so the quantitative impact and optimal distribution of coun-
termeasures remains inaccessible.

Optimal placement:

Without actual countermeasure performance models, optimal placement in Hydra is not
possible. Instead, Countermeasure optimization in Hydra is an iterative process of position,
altitude, number and type. However, if terrain-based performance models were availabe,
an automated optimal placement method should be possible based on predicted coverage.
For example, a Probability of Kill (Pkill) index based on the estimated performance of
countermeasure combinations could be used to determine ideal countermeasure mix and
placement (e.g., [8]).
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Figure 2: Viewshed applied before (top) and after (bottom) city model insertion.
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Figure 3: Initial placement: all countermeasures at Olympic Plaza.

Figure 4: Refined placement: High altitude effects of an oriented viewshed placement.
The placement of viewsheds on the Suncor Building shows that they are not colocated

easily.
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Figure 5: Building a distributed viewsheds similar to a Aerial Dragnet [7]. A horizontal
view of three initial viewsheds (top) and final vertical view of five viewsheds and resulting

downtown coverage.
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3 Discussion

The object of the prototype was to provide a limited, functional window into a potential
CUAS planning capability. In this role, the tool succeeds in revealing the significance of
terrain in CUAS positioning and the necessity of multiple sensing sources and countermea-
sures, particularly in urban environments.

Narrow urban canyons produce extremely narrow, cluttered fields of view and fields of fire
for optical and kinetic countermeasures. Equally, urban canyon depth and extent greatly
complicate RF propagation for emitted RADAR pulses and reflections, UAS RF emissions,
and RF jammer propagation.

Through manual qualitative manipulation and refinement of these simple viewsheds, users
quickly grasp the significance of distributed countermeasures over a wide area and the
balance between altitude and resolution to reduce occluded regions.

In retrospect, QTSC’s decision to focus on viewsheds rather than monte-carlo like dynamic
simulations seems reasonable. While these simulations will have a place in detailed coun-
termeasure evaluation, this simpler approach could substantially inform countermeasure
placement in urban terrain.

However, Hydra’s CUAS modification is also clearly a modest, limited upgrade that provides
only basic insight into important capability gaps that must be addressed to create a fully
fledged CUAS planning tool.

3.1 Limitations

Currently, the asset viewsheds are simple geometric constructions occluded by local terrain
with basic descriptors such as radius, altitude and bearing boundaries. In effect, Hydra
can capture the coupling between a LoS device and the terrain. However, these viewsheds
are not grounded in actual countermeasure performance. In part, this shortfall may be
attributed to the immature science surrounding UAS countermeasure performance particu-
larly in complex terrain, but principally to the unrealistic representation of Hydra’s simple
LoS viewsheds. A number of important gaps can be identified in this initial prototype
concept:

Configuration files: Manual placement and assignment of viewsheds on terrain is time con-
suming and, often, inaccurate. Since Viewsheds can only be mounted on surfaces and Hydra
does not display viewshed origin in absolute coordinates, the user must guess at position
and altitude, manually placing viewshed locations. Given complex urban terrain, even small
countermeasure placement errors can have large effects on regional coverage.

Further, Hydra cannot save and re-load past viewshed configurations, making comparisons
of layouts difficult and time-consuming.
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RF Propagation: Viewsheds assume a simple LoS propagation. However, the performance of
most radiating devices depends on the target or terrain. The manner in which a LoS EM
device couples with terrain can be more complex than simple LoS interference, for example
as RF and RADAR propagation can result in multi-path signals and ducting, and requires
additional numerical simulation to accurately portray. As mentioned earlier, RF modeling
akin to SPLAT! will be required to capture this performance.

Sensor/Target Coupling: Performance is often coupled to both the terrain and the target
itself. An EO/IR or RADAR sensor can detect targets of a fixed radial diameter which
means that the detection range is, at minimum, a function of vehicle scale and (for radar)
albedo. Similar limitations apply to UAS transmission and antenna properties which will
influence actual range of RF jammers and sniffers.

Kinetic Trajectories: Hydra does not represent non-LoS, ballistic and/or guided kinetic coun-
termeasures areas of effect. The simple interference model can capture plausible target fields
along direct fire trajectories, but cannot represent plausible high ballistic falling fire tra-
jectories (e.g., mortars or long range artillery). Similarly, non-ballistic guided time-of-flight
ranges cannot be captured in this prototype. All kinetic countermeasures will require some
dynamic modelling module to capture potential flight paths, interception times, and ranges.

Analytical measures and tools: Viewsheds appear in Hydra merely as rendered surfaces.
While informative, these surfaces would be more useful if they also possessed values grounded
in countermeasure performance that could be sampled and processed with analytical tools.
For example, estimated signal strength of jamming RF emissions could be processed against
UAS receiver performance to produce a Jam probability. Combined with other similar prob-
abilities, a Pkill map could be produced to describe CUAS effectiveness.

3.2 Outcome

GOALTENDER has generated two outcomes through modifications to Hydra: a direct
upgrade to deployed software that will benefit sensor and UAS operators and important
insight into the necessity for wide-area countermeasure network distribution to provide deep
CUAS defence.

The modifications requested by the GOALTENDER contract have been folded into the
baseline release of the Hydra software, adding a simple viewshed capability both for CUAS
operations and, perhaps more significantly, for planning UAS operations – albeit at a very
basic level of representation and fidelity.

This means UAS operators can now mark potential CUAS or other LoS ranged dependent
facilities (e.g., mortar, artillery, or area denial weapons) and add estimated range and fields-
of-fire zones for these assets permitting somewhat better estimates for safe approach and/or
intrusion into these areas.

In the context of current countermeasures, most of which are short range, Hydra provides a
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clear tool that illustrates the necessity of networked sensing and countermeasures for wide
area defence.

4 Conclusions and Recommendations

While Hydra has provided a quick and accessible initial prototype platform, subsequent
effort should apply greater attention to the underlying software infrastructure, interoper-
ability, and existing client base for real CUAS modelling and mission planning.

Any forthcoming tool must treat the identified limitations of model RF propagation, kinetic
trajectories, and sensor/target coupling. Oversimplified RF models tend to underestimate
actual performance of RADAR and both UAS emitters and EW equipment. Emerging ki-
netic options (such as UAS interceptors or ballistic weapons) will need characterization
within a CUAS modeller. Finally, sensor-target coupling will be needed to correctly charac-
terize the likelihood of detection, identification, and tracking in these complex environments.

Moreover, the rapid rate of countermeasure development seems to recommend an open
interface to the underlying software for third party countermeasure models or measured
field data. Real-world field trials combined with unbiased equipment models can be used to
develop practical, verified CUAS performance estimates that could substantially improve
purely theoretical models. Similarly, a CUAS planning tool should accept actual site signal
strength or propagation surveys to improve initial sensor deployments. Integrated into an
appropriate environment, these additions could make realistic CUAS placement planning
possible.

Finally, visualization may not be sufficient to ensure effective coverage. Extensive manual
optimization of sensor type, field of view, altitude, and distribution by an operator may
be too complex for some terrain, threats, and scenarios. The complexity of balancing these
constraints needs an interactive, but automated, optimization of countermeasure require-
ments. Automated optimization could exploit probability estimates to maximize Pkill across
a given region or scenario types.

For all these recommendations, this approach assumes that UAS countermeasures are net-
worked and fused into a single wide-area defence system. While centralized integrated point-
defence countermeasures will likely be first to market, even this basic prototype tool reveals
the future necessity of adopting distributed networked countermeasures.
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EXECUTIVE SUMMARY 

The Counter Unmanned Aerial System (C-UAS) software planning tool report discusses in detail 
the features and information that would be most useful to a security operative when 
Unmanned Aerial Systems (UAS) present a threat to a security operation.  This report presents 
the potential hardware and operating system for the tool, what the software environment 
could include with regards to the 3D maps, the configuration of the unmanned aerial systems, 
and the UAS countermeasures. 

This report discusses the growing commercial adoption of micro Class 1 UAS and the increased 
risk this presents to security professionals.  The report covers features of the map environment 
including the state of readily available 3D map data and the most common formats that this 
data is currently found in, a small overview of the growing commercial availability of accurate 
3D map data and the ability to generate accurate 3D maps in near real time using commercially 
available mapping systems.  The report includes a brief overview of micro Class 1 UAS, their 
general performance, and the characteristics that need to be captured by the tool to provide 
useful information to the end user.  The report also covers current countermeasures, as well as 
the information required to be input into the tool by the end user to configure a new UAS or 
countermeasure. 

The threat posed by UAS has never been greater, and it is growing by the day.  The information 
compiled in this document serves as a guide to illustrate the type of information that C-UAS 
professionals need to provide an effective countermeasure to this growing threat. 
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1. AIM 

The aim of this report is to identify the features and qualities that a Counter Unmanned Aerial 
Systems (C-UAS) software planning tool would include to be valued as an asset by both civilian 
and military security providers.  The report identifies the requirements for the 3D map 
environment and the UAS environment, with a focus on multi rotor Class 1 UAS. It also touches 
on the countermeasures environment.  The proposed tool would allow the end user to place UAS 
control points, countermeasure points, object of interest points, and the zones of effect or 
control on a 3D map and then approximate the capabilities of the systems based on the impact 
of terrain and built up infrastructure.   This would provide the end user with a strategic picture 
of the potential routes the UAS may take to get to its target, as well as the effective ranges of the 
countermeasures when they are placed in a location.  This information would allow the end user 
to optimize the deployment of the available counter measures in order to maximize the 
effectiveness of the security plan or to determine what assets may need to be acquired to 
improve probability of success. 

2. BACKGROUND 

Project Goaltender is part of the Canadian Safety and Security Program (CSSP) Call for Proposals, 
Call No. 003 – Solicitation W2207-12CSSP/E which closed on January 16th, 2015.  Goaltender is a 
multi-agency project that will clearly establish the Civil Authority’s responsibilities, limits, and 
tools as well as the “rules of engagement” (ROE) available to counter intentional or accidental 
intrusions into restricted airspace by Class 1 unmanned aircraft systems.  The North Atlantic 
Treaty Organization (NATO) defines a Class 1 UAS as being under 150kg and having an under 5000 
ft AGL limit as per the NATO UAS Classification Guide [1].   The project comprises of a set of paper 
studies surrounding the law and technology of the C-UAS problem and a plan to perform field 
trials in a following phase.  It also features a C-UAS software simulator prototype.  

2.1  Concept of Operations 

The intent of the tool is to combine data from disparate sources and process it into a display 
that provides situational awareness for the operator.   Existing infrastructure requires manual 
reconciliation of data inputs and is impractical for use against this threat.  This tool provides: 

• Detection. Display of effective and ineffective areas covered by existing sensors.  For 
example, radar will not have the same coverage capability at 10 m AGL as it does for 
>1000 m AGL.  An overview of common commercially available sensors can be found in 
section 4.3.5, Passive Countermeasures. 

• Engagement.  There are many possible approaches to engaging and neutralizing the 
threat posed by UAS.  These possibilities can be shown on the display.  This capability is 
further described in Sections 4.3.2, Kinetic Countermeasures, and 4.3.3, Energy Based 
Countermeasures. 

• Flight capabilities.  While micro UAS pose a significant threat, flight operations using 
these vehicles is also limited.  These limitations are known for commercially available 
drones and can be combined into a databased and displayed using this tool. 

There are two main use cases envisioned for this system: 
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1. Known hostile launch location: 
2. Unknown hostile location, known target location: 

In the first case, one can assume that the end user, via intelligence gathering or some other 
method, is aware of the potential launch location(s) of the hostile UAS.  In this example, the 
end user would select the launch site for a potential hostile UAS from the point on the 3D Map 
that corresponds with the real-world intelligence.  The end user would then select the type of 
UAS that they are expecting to encounter.  In this example, let’s assume that the end user 
selects a DJI Phantom 4.  When the user selects the DJI Phantom 4 the software would produce 
a visual overlay, showing where the Phantom 4 could fly, and were it could not fly based on 
both the features of the drone itself, as well as the interaction with the specific environment.  

With the second use case, one would assume that the end user has no specific information 
regarding a potential threat from a UAS system, and has no useful additional intelligence in 
which to make assumptions about the potential launch location of a UAS.  In this instance, the 
end user can extrapolate potential real-world launch sites, and just an importantly, potential 
flight paths to the target by placing the UAS launch site at the target site.  Once the launch site 
is placed at the target site, a UAS can again be selected from a menu.  Let’s assume that a DJI 
Phantom 4 is again selected as the UAS threat. Once again, the software would produce a visual 
representation of where the UAS could fly, if it were launched from the site of the target.    
Armed with this information the end use can see potential flight paths that a hostile UAS may 
take to reach the target.  

In both cases the end user is presented information visually that narrows down the possible 
approaches a hostile UAS could take to reach its intended target.  Armed with this information 
the end user can begin to develop a plan for countering this threat.  The end user would select 
from a menu the assets required to counter the UAS threat and place them on the map.  By 
using the information gathered when placing the UAS system on the map the end user can 
position the countermeasures in the location they expect them to be most effective.  When a 
countermeasure is placed on the map, it will also display visually its area of effect, effective 
range, and how the environment affects its performance.  For example, the end user will be 
able to observe terrain or a building obscuring the range of a radar system or the view of an 
EO/IR system.  By observing the interaction with the environment, the end user can determine 
the optimum location of the countermeasure.  In this case the user can determine if the current 
countermeasures that are available will be sufficient, which alternative countermeasures would 
be better in the given situation, and ultimately make decisions based on this data that will allow 
for the best possible security plan in each scenario. 

While these are the two most obvious ways to employ the planning tool, once it is in the hands 
of security planners there will be other ways in which the end user employs the tool. 

2.2 An overview of the threat 

The civilian use of Class 1 UAS has exploded over the past 3 years. The proliferation of this 
technology has created challenges for both civilian and military organizations as they work to 
keep people and assets safe.  These new threats range from uneducated users putting their UAS 
into the flight paths of airliners [2] to organizations like the Islamic State of Iraq and the Levant 
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(ISIL) using UAS as a bomb platform against military and civilian targets alike. [3].  They have also 
presented a challenge for VIP security [4] as well as a security risk for major events [5]. 

2.3 An overview of countermeasures 

With the proliferation of the UAS threat the need to develop safe and effective countermeasures 
has taken off.  There are a wide variety of counter UAS options ranging from EW to traditional 
kinetic weapons and everything in between.  While most of these systems come with some type 
of software based map tool, what is lacking is a single software planning tool that can take the 
performance specifications of both the UAS threats and the countermeasures and build a 
complete picture of the theatre of operations.  By having one tool that can combine the 
performance of the various countermeasures the end user can quickly build an effective counter 
UAS strategy for each new security engagement. 

3. HARDWARE 

3.1 Discussion on Hardware/OS Platforms 

This tool is intended to be on the front lines, in the hands of an individual doing a security 
assessment for a potential VIP speech site, outdoor event, or a fixed infrastructure like an airfield, 
prison or forward operating base.  There will also be instances where the end user is using the 
software planning tools from a traditional office environment.  To keep development costs down 
it is suggested that Windows 10 environment be serious considered as the OS as it will allow the 
software to be used in both the traditional desktop environment as well as in the field on a 
Microsoft Surface Pro type tablet/laptop hybrid.  This solution will allow for the development of 
a single software package that can be used by individuals in the field or in the office with a 
common user interface.  This should increase the usability of the tool while reducing 
development and training costs. 

4. SOFTWARE 

4.1 Map Environment 

4.1.1 Map Data Base 

To make the package as useful as possible many pre-determined 3D maps should be available.  
Major Canadian cities and cities with Canadian embassies would be two examples that would be 
useful if made available out of the box.  3D map retailers like LuxCarta, Sanborn, Carmera or 
directly for cities themselves, such as the 3D massing information provided by the City of Toronto 
currently provide accurate and up to date 3D maps of many major centers globally.  Ideally the 
software tools map environment should be compatible with as many OEM 3D mapping sources 
as possible to ensure the greatest coverage, ease of use, and flexibility out of the box.  Ultimately 
compromises will have to be made between cost and utility, however, the goal from the outset 
should be to support as many formats as is cost effective.  With the 3D map providing the base 
the interaction of the UAS and countermeasures within the 3D environment will allow the end 
user to visualize the potential range of a UAS as well a possible flight paths based on where the 
UAS can operate and where it would be obstructed by the physical environment.   
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4.1.2 Common 3D Map File Formats 

Most commercially available 3D mapping tools use one of the following file formats.  Shapefile, 
OBJ, SketchUP, FBX, DXF, KML, and COLLADA.  Shapefile combines between 3 and 6 individual 
files, containing lines, points and polygons, the 3 additional files provide metadata to improve 
the information presented in the map.  Shapefile is one of the most common Geographic 
Information System (GIS) file formats currently in use.  The KML file format was developed by 
Keyhole and later purchased by Google.  KML version 2.2 has been adopted as the international 
standard of the Open Geospatial Consortium(OGC).  The OGC claims the US Department of 
Homeland Security, the US Geological Survey and the US National Aeronautics and Space 
Administration as strategic members.   COLLADA stands for Collaborative Design Activity and has 
been adopted by ISO (ISO/PAS 17506:2012) as a specification for the transmission of GIS data.  
COLLADA files (.dea) are often used in the gaming environment but gained use in the 3D mapping 
community, with Autodesk, Google Earth, Maple, SketchUp and others supporting the format.  
There are many other 3D file formats available and the software will not be able to handle them 
all.  However, by ensuring that the major file formats are accepted most other formats will 
convert to one or all the major standards and the tool will provide the end users with access to a 
huge library of base map data for which to use the planning tool. 

4.1.3 Real Time Map Development 

To ensure the end user always has a map available the software tool should also accept maps 
that are produced by UAS mapping software.  Aeyron Labs Map Edition, PrecisionHawk’s 
DataMapper, DroneDeploy, PiX4D’s suite of mapping tools, and Lockheed Martin CDL’s Hydra 
Fusion tools are all examples of software that will take imagery gathered by UAS and turn it into 
3D maps that could in turn be used by the software tool.  These tools export the GIS information 
in the most popular formats, so in supporting the most commonly available GIS file formats the 
tool will also support many of the real-time user generated 3D maps.  If potential end users 
already have selected mapping platforms every effort should be made to ensure that the 
software planning tool is compatible with the output from the selected mapping platforms. 

4.2 UAS Environment 

4.2.1 An Overview of Class 1 UAS 

In September of 2009 NATO released their UAS Classification Guide.  According to this guide, a 
Class I UAS is less than 150kg.  Inside the Class 1 category there are 3 sub sets.  UAS over 20kg 
are considered small UAS. An example of this would be the Hermes 90 from Elbit, a 115kg fixed 
wing UAS with up to 15 hours endurance.  The Mini category of Class 1 UAS consists of UAS that 
weigh between 2 and 20kg.  These include fixed wing systems like the Boeing Insitu Scan Eagle, 
the Elbit Skylark and AeroVironment Raven as well as multirotor vehicles like the Aeryon 
SkyRanger and the Draganflyer X4-P.  NATO defines the Micro Class 1 group as units that weigh 
less than 2kg have a ceiling of 200ft AGL and a range of under 5km.  The Micro Class 1 UAS 
includes most commercial multirotor UAS from DJI, GoPro and Parrot which represent almost all 
commercial UAS sales.    This paper will focus on the most common multirotor Class 1 UAS units 
in the Micro or under 2kg group.    
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4.2.2 UAS Command Modes  

There are several common autopilot command modes available on commercial multirotor UAS.  
They can be grouped broadly into 3 categories.  Autopilot with GPS guidance, Autopilot with 
visual positioning, and manual flight.  GPS based autopilots use the UAS position as determined 
via GPS to guide it along a preprogrammed route following waypoints, a course or a track.  This 
mode typically requires a downlink back to the controller, but does not require a video link.  There 
are instances where custom Navigation software from the do it yourself (DIY) community will 
allow for preprogrammed routes to be flown without a downlink required.  Generally, 
commercially available autopilot software does not support this type of flight as it is view as a 
safety/liability risk.  The next most common control mode is manual flight.  This is accomplished 
with a hand controller and a direct link to the UAS.  This is either done with the pilot having direct 
view of the UAS, or through a method that is commonly referred to as First Person Visual (FPV).  
FPV a is mode in which you operate the UAS with information received from the video link.  While 
this mode is not GPS dependent, it is dependent on RF line of sight.  A mode that is emerging in 
the Class 1 UAS community is using sensors other than GPS for positioning.  Some of the most 
common technologies use cameras, either monocular or stereo vison.  DJI’s Visual Positioning 
System (VPS) is an example of a commercial implementation of visual navigation however there 
are many smaller autopilot developers in the DIY and academic fields working on low cost camera 
based navigation solutions.  Other sensors used for navigation is GPS denied environments 
include lasers, LIDAR, SONAR, or a combination of these sensors and cameras.  The tool will need 
to have drop down menus to allow for the end user configure the type of navigation expected.   

4.2.3 Loss of Link Behavior 

At the time of writing, most, if not all commercial UAS autopilots require a link back to the hand 
controller to function, even in autopilot or autonomous modes.  This means that once the UAS 
no longer has line-of-sight with the controller it will begin its failsafe protocol. The two most 
common fail-safe protocols are return to home and, stop and land.  This helps make planning for 
stopping commercial Class 1 multirotor UAS straightforward, as the Loss of Link (LoL) behavior is 
hard coded, predictable and repeatable.  It also means that UAS that use a data link with these 
types of fail safes can be disabled by obscuring GPS signals, or disrupting the command link. 

While all commercially available UAS should have autopilots with robust loss of link failsafe 
protocols there are also open source Autopilots that could be modified to remove these safety 
protocols.  These autopilots use technology like navigation on board, as well as visual systems to 
navigate the UAS.   Due to technology like this being available to more sophisticated actors the 
tool will need to be able to have modes that do not limit UAS flight paths to RF line of sight areas, 
if selected. 

Understanding the loss of link behavior of the UAS being planned for is important to the end user, 
at it may influence what types of counter measures are deployed, and where it is safe to do so. 

4.2.4 Technical Specifications Class 1 UAS 

Micro Class 1 multirotor UAS typically have a range of 3 to 5km line of sight, and most often run 
on a 900 MHz or 2.4 GHz data link with 5.8 GHz becoming increasingly common.  Climb and 
descent rates of approximately 2 m/s are common for this category of UAS.  The endurance 
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ranges between 20 – 50 minutes and many have a small payload capability of under 1kg.  The 
tool should feature drop down menus to select a pre-defined UAS such as a DJI Phantom 4, GoPro 
Karma, or Parrot Mambo.  In addition to well-known UAS the tool should have a small number of 
generic systems to select for quick planning and evaluations.  To ensure maximum flexibility the 
tool should have drop down menus that allow the end user to build or configure a UAS rather 
than selected a predefined system.  To build a complete picture of the UAS capabilities the 
following attributes should be configurable.    

a. RF Range.  Knowing the RF range of the UAS will provide a baseline of what area the end 
user would have to cover to watch for threats. 

b. Endurance.  Knowing how long the UAS can be in the air will help with strategic planning.  
It is also a key variable in calculating the range of a UAS if it can operate without the RF 
links required on commercial UAS. 

c. Speed.  Knowing the max speed of the UAS is important for many reasons.  Primarily, it is 
needed to calculate a theoretical maximum range for a UAS that is not limited by RF line-
of-sight fail safe protocols.  It is also useful to provide information to the end user that 
will assist in the placement and potential effectiveness of counter measures. 

d. Ceiling.  Knowing the maximum altitude above ground level or AGL is required to plan for 
situations with high geographic obstacles like buildings.  DJI products are limited to 400 ft 
AGL.  

e. Loss of Link Response.  Knowing whether the UAS will try to return to base, or just land 
immediately is valuable information for the end user.  In addition to this, if it is suspected 
that the UAS may be completely autonomous, being able to select this option would 
change the potential range of the UAS from the RF line of sight link to the speed x 
endurance theoretical maximum.  The end user should be able to select return to base, 
land immediately, or no loss of link response. 

4.2.5 Fixed Wing vs Rotary Wing 

This report has focused on rotary wing UAS due largely to how prolific they have common in the 
commercial market.  There are however many small fixed wing aircraft that also occupy this space 
and will present a similar challenge when trying to protect assets from harm.  Fortunately for the 
end user, there is very little that will be different when planning for fixed wing vs rotary wing 
counter UAS.  The end user should be able to select between fixed wing and rotary wing when 
configuring the UAS.  When selecting fixed wing UAS from the drop down the land immediately 
failsafe behavior should no longer be selectable as a failsafe option.  In addition to this, the when 
selecting a fixed wing option, the minimum take off distance, or runway length, should be a 
variable to be considered.  That information will help the end user determine possible launch 
sites that are in range of the asset being protected.  All other counter UAS planning tools should 
remain applicable to fixed wing UAS. 

4.3 Countermeasures 

4.3.1 Overview of Counter UAS Solutions 

There are three general approaches to Counter UAS systems.  Kinetic countermeasures like 
bullets or other traditional projectiles like nets, or any other physical object propelled towards 
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the target.  There are energy based weapons, that use either highly concentrated RF or light that 
is directed towards the target, or omnidirectional weapons used to disrupt a UAS 
communications or guidance.  There are other more unique approaches being trialed globally 
which for the purposes for the report will be classified as “other”.  These include things like 
trained birds of prey and systems that claim to hack the data link between the UAS and the 
operator.  As part of the effective countermeasure environment, passive information gathering 
systems such as radar, EO/IR and acoustic systems will be discussed in this section as well. 

4.3.2 Kinetic Countermeasures 

The kinetic countermeasures group consists of two main components.  Traditional kinetic 
weapons firing traditional projectiles and new or modified weapons firing new types of projectile.  
The most common of these is a specific net gun or shotgun shells that fire nets.  For kinetic 
projectiles, the following features need to be considered for graphical representation. 

a. Effective Range.  The range at which the projectile is still effective at counting the UAS.   
b. Area of Effect.  The area that would be effected by the countermeasure should it be 

discharged.  
c. Danger Area. the area, greater than the area of effect, in which collateral damage to 

infrastructure or personnel could occur if the countermeasure were to be discharged. 

Graphically, when one of the kinetic countermeasures is selected by the end user the effective 
range and the area of effect are the most useful pieces of information.  These will most likely be 
visually represent by a cone or tube showing the above criteria.  In addition to this the end user 
will need to be able to define the arc of fire for the weapon to help determine proper placement 
as well as when it is safe to engage the UAS with the countermeasure.  As these countermeasures 
are generally person portable theoretically they have a 360-degree arc of fire, however, safety, 
and the UAS data that is already overlaid on the map environment will help to limit and 
concentrate the area that will need to be cover by the kinetic countermeasure.  Predefined 
kinetic countermeasures that include the effective range of the systems should be available via 
drop down menu.  The software should include the following kinetic options at minimum. 

a. Shotgun – Birdshot Shells 
b. Shotgun – Buckshot Shells 
c. Shotgun – MI-5 Skynet Shells 
d. DroneDefence – Netgun X1 
e. OpenWorks Engineering Skywall 100 
f. OpenWorks Engineering Skywall 300 (Part of an integrated system) 

In addition to the predefined kinetic weapons the ability to select a user defined kinetic system 
should be available as well.  The user will define the range of the projectile as well as the area of 
effect. 

4.3.3 Energy Based Countermeasures 

There are several energy based weapons and they generally break down into two broad 
categories.  Directional countermeasures and omnidirectional countermeasures.  The 
directional energy countermeasures can be further broken down into two main groups; 



 

STR00343                                                                        Page 8 

Use or disclosure of data is subject to the restriction on the title page of this QinetiQ Group Canada Inc. document. 

Directed Energy systems and RF based systems.  Directed Energy systems include technology 
like electro lasers, dazzlers, and laser weapons.  RF based systems would send concentrated 
energy in the RF band at the target to disrupt the GPS signal, or the data link signal.  An 
extension of this concept would be microwave weapons, which direct high frequency high 
energy signals at a target to destroy the electronics.  These systems can be automated, with 
radar, visual or acoustic sensors feeding the system data for automated targeting or controlled 
by a man.  In this class of countermeasure, the software should include as selectable items the 
following systems: 

a. AUDS RF Inhibitor (Part of a Detection and Tracking System) 
b. Battelle DroneDefender Manpad 
c. Battelle DroneDefender Ground Based (Paired with a detection and tracking system) 
d. DroneShield DroneGun 
e. DroneShield DroneCannon (Part of DroneShield DroneSentry) 
f. MCTech MC-Horizon AntiDrone Jammer System 

 

As with the kinetic countermeasures pre-defined energy based countermeasures should be 
selectable via drop down menu.  Visually they will be similar to the kinetic countermeasures in 
that each choice should be defined by the effective range and the area of effect.  The following 
features should be represented graphically. 

a. Effective Range.  The range at which the RF signal still possesses enough strength to 
accomplish its task. 

b. Area of Effect.  Essentially the RF radiation pattern of the countermeasure. 
c. Danger Area. The area, greater than the area of effect, in which collateral damage to 

infrastructure or personnel could occur if the countermeasure were to be discharged. 

Omnidirectional countermeasures seek to accomplish the same task as the as the focused RF 
weapons, but do it by disrupting command or GPS frequencies over a much broader area.  
When the predefined omnidirectional systems are selected the range and height in which they 
are effective should be displayed on the map.  The key feature of this type of countermeasure is 
the RF range of the device, as the area of effect is assumed to be 360 degrees. 

4.3.4 Other Countermeasures 

There are a few other countermeasures that are available, and there may be value in including 
them in the counter UAS planning tool.  There has been some success in training birds of prey to 
intercept UAS as well as using a UAS carrying a net to intercept threats as well.  While 
unconventional there may be merit in included the following currently available options in the 
CUAS planning tool. 

a. Guard from Above – Birds of Prey to intercept UAS 
b. Theiss UAV Solutions – Excipio Aerial Netting System w/ Validus Y-6 UAS 
c. SearchSystems – SparrowHawk (DJI Matrice 600 w/ Net) 

Critical information for the visual representation of these countermeasures would be the range 
of the system as well as a maximum altitude.  The UAS based C-UAS systems would require the 
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same parameters as the UAS listed in section 4.2.4.  The Guard from Above system would require 
the following parameters for the graphical representation of its performance. 

a. Effective Range. The range at which the system can detect and intercept an UAS. 
b. Effective Ceiling. (Maximum Altitude) 

4.3.5 Passive Systems 

To round out the counter UAS picture the selection and placement of detection countermeasures 
should be available to the end user.  These items should consist of both predefined 
countermeasures as well as options for the end user to custom build a countermeasure from 
drop down menus.  There are 3 main types of passive surveillance currently being employed to 
detect Class 1 UAS.  These are acoustic, radar and EO/IR surveillance with some OEMs combining 
two or all 3 of the formats for their C-UAS platforms. The end user should be able to select a 
system and position it on the map in the best possible place based on the graphical 
representation of the area that the system covers.  Some of these systems will be omnidirectional 
and others will be more focused in their specific area of coverage.  The software should include 
the following systems as options. 

a. Sensofusion – Airfence 
b. Blighter Surveillance Systems – AUDS Counter-UAV Defense System 
c. Battelle – Drone Defender 
d. DroneShield – DroneShield 
e. DJI - Aeroscope 

The graphical representation of these systems in the 3D environment will be identical, as all three 
types will have similar constraints regarding line of sight.  The main information required to 
produce the graphical representation is the range of the system and the field of view or beam 
width.  The following parameters should be considered when creating the graphical 
representation of these devices. 

a. Effective Range.  The maximum range in which the sensor can effectively detect a Class 1 
UAS. 

b. Field of View.  The area that system covers. 

         

5. FINDINGS & DISCUSSION 

With the growth in high quality commercially available UAS the challenges faced by counter UAS 
personnel have never been greater.  The need for an easy to use counter UAS planning tool to 
help navigate this complex environment is evident.  The purpose of such a tool is to bring a 
graphical representation of a variety of threats together with a graphical representation of the 
counter UAS technology available, and place this information in a 3D environment so the end 
user can effectively plan to keep an event, location, or VIP safe from the unique threat presented 
by Class 1 UAS.  Appendix A of this document contains a graphical representation of the planning 
software discussed. 
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As the threat to security has increased, so too have the responses.  There are dozens of exiting 
countermeasure solutions currently on the market, with more entering every day.  It is important 
to understand that neither the UAS themselves, or the countermeasures operate in a vacuum.  
They interact with the environment, and this interaction alters the expected performance.  Some 
of this interaction is straight forward, the concept of RF line of site is relatively simple, if the UAS 
and the control station do not have a direct path between each other communications will be 
broken, or a search radar can not look around a corner.  However, some of these interactions are 
much more sophisticated.  Precipitation such as fog or heavy rain can reduce the effective range 
or radar systems, fog or snow can make an optical detection system useless.  GPS signal strength 
is not consistent, and depending on the position of the satellites in the constellation could result 
in GPS blackout zones for certain periods of time.   Acoustic sensors and doppler radars can be 
affected by busy highways and other sources of noise or clutter.  While the tool is not initially 
going to handle these more sophisticated interactions with the environment it could in time. 

When the launch point of a UAS is selected a 3D representation of its performance capabilities 
will be displayed on the 3D map.  The end user will be able to determine the most likely routes a 
UAS would have to take to reach the intended target.  They would be able to determine the 
optimal location of the countermeasures they have available.  A tool like this would be able to 
drastically reduce the guess work for front line security professionals. 

Since the commissioning of this report the proliferation of commercially available Class 1 UAS 
have grown exponentially.  When it comes to counter UAS planning this could be helpful as Dà-
Jiāng Innovations Science and Technology Co., Ltd commonly known as DJI has approximately 
67% of the commercial UAS market in North America [6].  Many of the other commercial 
manufacturers are actively trying to emulate and replicate the features that have made the DJI 
UAS so successful.  There is however, a large and growing DIY community that makes use of 
opensource technology including autopilots.  The relative ease of building a UAS that specifically 
avoids the most common counter UAS strategies means that the software planning tool needs to 
be flexible enough to plan for these eventualities.     

During the original discussions regarding the development of a software planning tool where to 
source accurate map data was identified as a potential issue.  Because of the large increase of 
UAS systems being operated daily in North America with the express purpose of gathering GIS 
data the availability of good 3D map data has never been better. 

While having pre-loaded information for both the UAS and the countermeasures would be the 
most straightforward way for the end user to use the planning tool this environment is rapidly 
evolving.  The ability to configure a UAS or countermeasure would allow the tool to be useful in 
between patches or software updates.   

6. CONCLUSION 

Keeping infrastructure, events, and people safe from UAS that are being operated recklessly or 
with malicious intent is becoming more and more challenging.  According to Transport Canada 
from January to October 2017 there were 1596 UAS incidents reported and 131 of them involved 
aviation safety. [7].  A software planning tool with the features described in this report would 
make the task much easier for today’s security professionals.  
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The basis for the technology is the 3D map environment.  This has exploded in popularity in recent 
years resulting in a wealth of data from which to build the foundation of the planning tool.  With 
the ability to fly a potential site in advance of the event and build a custom map that can then be 
uploaded to the planning tool the end user should never have issues with getting an accurate and 
up to date picture of the environment in which they are planning the counter UAS operation.  By 
writing the software tool around the Windows 10 environment the end user will be able to use 
the tool at a desktop, or out in the field with a suitable laptop. 

While the UAS environment is rapidly evolving, DJI is emerging as a definite leader in the sector.  
With 67 percent of the commercial UAS market belonging to DJI the probability that the end user 
will be planning around keeping the target secure from a DJI product is highly likely.   Ensuring 
that the DJI products appear on the drop-down menus for UAS selection will result in a high 
probability that the planner will have an accurate picture of the capabilities of the UAS they are 
attempting to counter.  By ensuring the tool can configure a custom UAS the end user can 
effectively plan for more sophisticated actors that may be using custom equipment specifically 
designed to cause damage.   

With the inclusion of the most common types of counter UAS solutions the end user can 
determine what type, how many, and where specific capabilities or assets will need to be 
deployed to provide security.  It will also alert the end user to potential holes, short comings, or 
blind spots in the security plan.    

Undoubtedly once the tool is in the field there will be many suggestions on how to increase the 
value of the tool by adding features and capabilities.  By ensuring that custom UAS as well as 
custom countermeasures can be created and saved the tool will remain useful and relevant in 
between patches and updates.   

A software planning tool that achieves the capabilities outlined in this document would be an 
asset to security personnel, both civilian and military.  
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GLOSSARY 

Term Definition 

3D Three Dimensions 

AGL Above Ground Level 

BBC British Broadcast Corporation 

COTS Commercial of the Shelf 

CSSP Canadian Safety and Security Program 

C-UAS Counter Unmanned Aerial System 

DIY Do it Yourself 

DJI Dà-Jiāng Innovations Science and Technology Co., Ltd 

EW Electronic Warfare 

EO/IR Electro-Optical / Infrared 

FPV First Person Visual 

GHz Gigahertz 

GIS Geographic Information System 

GPS Global Positioning System 

ISIL Islamic State of Iraq and the Levant 

ISO International Organization for Standardization 

kg Kilogram 

km Kilometer 

LIDAR Light Detection and Ranging 

LoL Loss of Link 

MHz Megahertz 
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NATO North Atlantic Treaty Organization 

 

Term Definition 

OEM Original Equipment Manufacturer 

OGC Open Geospatial Consortium  

OS Operating System 

RF Radio Frequency 

ROE Rules of Engagement 

SONAR Sound Detection and Ranging 

UAS Unmanned Aerial System 

VIP Very Important Person 

VPS Visual Positioning System – DJI Visual positioning technology 
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APPENDIX A  
COUNTER UAS SOFTWARE PLANNING TOOL STORY BOARD 



The user selects a UAS operational 
template from the pre-programmed list 
of vehicles. Additional flight templates 
can be added. 

The system then calculates all potential 
approach paths within the capabilities 
of the selected flight template. The 
results are displayed in the 3D 
environment.

With steps 1 & 2 completed, 3D areas 
are displayed that reveal exposure to 
potential launch positions and flight 
path approach, based on:

Zone of protection position

Current UAS template chosen

Location of known potential UAS 
launch site (if chosen).

Counter UAS Software

Project GoaltenderSoftware Overview

UAS threat assessment and defense planning

Vip Position3D Visualization of Unmanned 
Aerial System threat exposures 
for accurate hazard templating in 
any theatre of operations.

Plan and visualize counter 
measure deployments. 

Set the VIP / Principal position in the 
3D environment. The software will 
calculate areas of exposure from this 
position. Or pin the location of a 
known potential launch site for 
calculations from that position.

1
Threat Template Selection

2

Defensive positions and counter 
measures are placed into the 3D 
environment. The 3D theatre is then 
updated to reveal any areas of inefficient 
overlap of defensive positions, or 
remaining areas of exposure. Additional 
defensive templates (zone of affect) can 
be user added. Areas of exposure that are 

within the operational 
template of the UAS selected, 
and offer an undefended 
approach to the VIP. 

While planning the defensive 
positions, areas of overlapping 
and potentially redundant use 
of assets are highlighted. 

The defensive zone of 
affect is displayed 
accurately and to 
scale, according to 
template settings.  

Areas calculated that show 
low-defense requirements within 
UAS operational template.  

Counter Measures

3

DJI Phantom 4
DJI Mavic Pro

Parrot

Shotgun

Netgun
Skyguard

Unnecessary counter measure.  
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