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Abstract 
 
The objective of this work was to design and develop a software application, to run on Linux 
platforms, to classify ongoing collected traffic based on the optimal weight-based kernel bandwidth 
selection algorithm and modified Bayes kernel classifier. The software application is integrated into 
the improvised radio network (IRN) Sensor Network interface with online and offline traffic 
classification evaluation. 
 
 
Résumé 
L’objectif de ce travail était de concevoir et de développer une application logicielle, de l’exécuter sur 
des plates-formes Linux, de classifier le trafic continu en fonction de l’algorithme de sélection de la 
bande passante du noyau en fonction de la pondération optimale et de la classification bayésienne 
modifiée. L’application logicielle est intégrée dans l’interface réseau du capteur IRN (réseau radio 
improvisé) avec évaluation de la classification du trafic en ligne et hors ligne. 
 
   
  



1. Introduction 
 
Task 22 involved the implementation of the traffic classification algorithms from [1], into an 
online traffic monitoring system that was developed in a previous task (TA-11). The 
requirements were split into 3 parts: 

 
I. Modify the current monitoring application to collect new packet information required by 

the classification algorithm. 
II. Implement the traffic classification algorithms from [1] and integrate them into the 

current monitoring application 
III. Modify the current interface software to display the traffic classes 

 
To accomplish the above requirements, the project was split into multiple phases, all of which 
mirror the remaining sections in this document. The first phase involved a data collection step 
(Section 2). Multiple traffic classes were identified, and a repository of data streams were 
recorded for each class. This data repository was used for training and offline testing of the 
algorithm. 

 
Once enough data was collected, the second phase was to implement an offline python version 
of the classification algorithm to verify that the underlying algorithm mechanics and intricacies 
were fully understood (Section 3). It was decided that this python software would be used to 
generate the classification table offline, which would serve as an input for the online software 
package. The unknown class prediction algorithm was also implemented and tested in this step. 

 
Finally, the classification algorithm from [1] was added to the previously developed traffic 
monitoring software (Section 4). The existing message definitions were updated to handle the 
new packet parameters (start times and lengths). The client (Part I of [2]) and interface (Part II 
of [2]) applications were updated with the new message definitions, as well as including the 
classification table generated using the offline python software. The implementation enabled 
operators to change the classification table parameters on the fly at run-time. 

 
2. Data-set Generation 

 
The first phase of the task involved collecting a large amount of network traffic data to be used 
to train and test the classification algorithm. This data set would contain a large amount of raw 
packet information, each with a class label. 

 
2.1. Collection 
Data was collected using the tcpdump utility, where each transmitting source was recorded in a 
pcap file, and then converted to CSV files (comma separated) to facilitate analysis. Video, 
Audio, FTP, and SMS packets were identified as candidates for traffic classes. Multiple online 
sources were used to generate data sets for each traffic class. Each source was recorded to a 
pcap file that was then inspected using Wireshark. After inspection, a script was created for 
each to automate labelling the packets. 
 
Table 2.1 shows a list of the data sets that were created, and the number of class entries for 
each. 
 



Class File Description Entries 

Video vid_x264_720p_15fps_2mbps_Motion Generated from an H.264 encoded camera while in motion at 
15fps, 720p, 2mbps limited bandwidth 61143 

Video vid_mjpeg_D1_15fps_1792kbps Generated from an MJPEG encoded camera stream at 15fps 37526 

Video vid_mjpeg_D1_30fps_4mbps Generated from an MJPEG encoded camera at 30fps, D1, 
4mbps limited bandwidth 40293 

Video vid_x264_720p_15fps_2mbps_stationary Generated from a stationary H.264 encoded camera at 15fps, 
720p, 2mbps limited bandwidth 24650 

Video vid_x264_cif_10fps_256kpbs Generated from an H.264 encoded camera at 10fps, CIF, 
256kbps limited bandwidth 9583 

Video vid_x264_D1_10fps_512kbps Generated from an H.264 encoded camera at 10fps, D1, 
512kbps limited bandwidth 14199 

Video vid_x264_D1_15fps_1mbps_Motion Generated from an H.264 encoded camera while in motion at 
15fps, D1, 1mbps limited bandwidth 22799 

Video/ 
Audio bunnyRTP rtsp://184.72.239.149/vod/mp4:BigBuckBunny_115k.mov A: 9019 

V: 4813 

Video flashPhoneVidCap N/A 5681 

Audio cbcRadio Audio streamed CBC radio online 14125 

Audio live885 Audio streamed Live 885 online. https://www.live885.com/ 1133 

Audio musicStreamBandcamp Audio streamed from various bands on bandcamp 27439 

Audio starTalkRadio A stream of a podcast from star talk radio. 
https://www.startalkradio.net/ 11606 

Audio swissRadio Audio streamed from a Swiss radio station 5656 

FTP javaDump Various small java source files were uploaded to an FTP size 
and monitored 160806 

FTP largeUploadAndDelete A large multi gigabyte file was uploaded to an FTP server, 
and a command was sent to delete it 1145980 

FTP sourceDownloadAndDelete A large software project (100000+ files) was uploaded, 
downloaded, and deleted 593148 

 
SMS 

 
BNCDialog 

A section of the British National Corpus 
(https://www.english-corpora.org/bnc/) was piped over a 
network using netcat 

 
483380 

 

SMS 

 

FreecodeChat 

Freecode chat data set 
(https://www.kaggle.com/freecodecamp/datasets). 3 years of 
chat history, each message was piped over the network using 
netcat 

 

720121 

 

SMS 

 

MovieDialog 

Quotes from famous movies were piped over the network 
using netcat. 
https://www.cs.cornell.edu/~cristian/Cornell_Movie- 
Dialogs_Corpus.html 

 

242462 

 
SMS 

 
TwitterCustomerSupport 

Customer support interaction from twitter. 
https://www.kaggle.com/thoughtvector/customer-support-on- 
twitter 

 
331522 

SMS RandomTextMessages A collection of random text messages 12537 

Table 2.1: Traffic data sets 
 

The video data was generated using available camera systems, in multiple different formats, 
while a couple of RTSP streams were found online. The audio data was generated by 
streaming multiple online radio stations, podcasts, and music sites. For the FTP class, an FTP 
server was created, and then multiple file types and sizes were uploaded and downloaded from 
the site while the traffic was monitored. In addition to this, the FTP commands/responses were 
also monitored and added to the data sets. Finally, SMS data was generated by using multiple 
online text, chat, dialog data sets, and piping them over a wireless network using the netcat 
Linux utility. It was assumed that this might mimic what natural dialog would look between 

https://www.live885.com/
https://www.startalkradio.net/
https://www.english-corpora.org/bnc/
https://www.kaggle.com/freecodecamp/datasets
https://www.cs.cornell.edu/%7Ecristian/Cornell_Movie-Dialogs_Corpus.html
https://www.cs.cornell.edu/%7Ecristian/Cornell_Movie-Dialogs_Corpus.html
https://www.kaggle.com/thoughtvector/customer-support-on-twitter
https://www.kaggle.com/thoughtvector/customer-support-on-twitter


multiple humans on a network. This assumption I believe is valid for most of the data, 
however, the movie dialog data might not quite fit the SMS tag as there are multiple large 
entries indicating times when an actor had a section with lots of uninterrupted dialog. This 
might not happen over a text exchange. For each data set, the timing characteristics of each 
packet are accurate with the exception of the SMS data. 

 
As was previously described, each network stream is encapsulated in a pcap file. For each one, 
the pcap file was analyzed using Wireshark, and then a python script was used to filter out any 
packets that didn’t match the target class, and convert the data to a csv format. This was done 
to facilitate viewing the data in multiple formats (CSV can be opened as raw text, excel 
spreadsheets, and is easy to parse). Table 2.1 shows the number of packets that were analyzed 
from each file, while Table 2.2 shows the same analysis done for each traffic class.  In total, 
just under 5 million packets from the different classes were recorded. 

 
Class Video Audio FTP SMS Total 

# Entries 275993 86203 2375539 2247436 4985171 

Table 2.2: Number of packets for each class 
 

It should be noted that in the data collection phase, no attention was placed on ensuring that the 
relative packet frequencies found in the data sets would reflect what is found in a typical 
network. For each class, multiple stream sources were recorded for analysis, and the actual 
number of entries in each data set purely reflected the length of time the developer spent during 
the recording process. For instance, the camera streams could have been left on for a week to 
generate more data, but the hour or two was at the time determined to be sufficient. A similar 
approach was used while recording the online radio streams, as well as while 
uploading/downloading files from an FTP site. As will be discussed in Section 5, future work 
should focus on creating a data-set repository that better reflects the environment that will be 
monitored. 

 
2.2. Analysis 
Figure 2.1 shows the prior probabilities for each data class. 

 

Figure 2.1: Prior Probability Distribution 



As is evident by the above figure, the data-set is very lopsided, as FTP and SMS data 
significantly outweigh their Audio and Video counterparts. Although more Audio and Video 
might have been added, at the time it was decided to move forward with the implementation as 
a representative relative weighting scheme was not known. Also, having not yet done the 
implementation, it was unclear how this would affect the algorithm performance. 

 
Figures 2.2-2.6 below show the packet distribution for each class. 

 

Figure 2.2: Video Packet Distribution Figure 2.3: Audio Packet Distribution
 
 
 

Figure 2.4: FTP Packet Distribution Figure 2.5: SMS Packet Distribution 



 
Figure 2.6: The distribution of packets for each class 

 
In the early analysis, it was noticed that the FTP, Audio and Video data all looked very similar 
and might cause problems with a classification algorithm that solely used packet length as a 
classifier. All three of those classes had a high number of packets around 1500 bytes in length 
(most likely due to hitting the max MTU value). Furthermore, the sheer number of FTP 
packets in the data set would most likely result in a classifier weighting the packets as FTP 
ones over Audio or Video, even though the number of FTP, Video and Audio packets is 
arbitrary. More work is needed to properly define what the training sets should look like, and 
what distribution of classes they should have (frequencies of each class) 

 
3. Algorithm Implementation (python) 

 
The implementation of the classification algorithms were done in python. This enables a 
classification table to be generated in a platform-agnostic way, and facilitate its use for 
scientists having varied backgrounds. This section will outline the source files that are used in 
the algorithm implementation, as well as explain the various steps in the training process. 

 
3.1. Source Files 
Table 3.1 outlines the various python source files that were used in the implementation. The 
files are split up into 4 categories: dataset, utilities, libraries, main. The dataset files are used to 
manipulate the raw data set files. The libraries are either classes or function groups that are 
used to provide a specific set of functionality for the utilities and main python scripts. The 
utilities folder contains scripts that are not part of the main algorithm implementation. These 
scripts were all either used for testing, or for dataset analysis and visualization. All of the 
figures in this report were generated using the python utilities. Finally, the main functions are 
implementations for the core algorithm functionality from [1]. 



Name Location Description 
testDataGenerator.py datasets This utility splits data folder into separate training and testing data sets. 

classificationTableReader.py libs This class facilitates reading and operating on a classification table 

gaussian.py libs This file provides functions to generate gaussian distributions and perform 
mathematical operations on gaussian variables 

kernelBandwidthCalculator.py libs This class provides functionality to calculate the kernel bandwidths of a given 
training data set 

probabilityDistributionCalculator.py libs This file provides a set of functions for generating probability distributions from 
training and test datasets 

trainingDataReader.py libs This file provides functionality to read in and manipulate training data 

kernelBandwidthGenerator.py utilities This file outputs the kernel bandwidth estimates from an input training set. It is 
used to test the bandwidth calculations 

trainingDataAnalyzer utilities This utility is used to output various metrics in a training set 

trainingDataVisualizer utilities This utility is used to visualize the training set data and the associated probability 
distributions. It also can generate a gantt chart of the classification results 

 
testingDataAnalyzer 

 
main 

This file generates an accuracy report given the test data folder and the 
classification table. It is used to test the accuracy of the classification table against 
a test data set. 

 

trafficClassificationGenerator.py 

 

main 

This file generates the classification table given an input training data set. The 
classification table is output to a file named ‘classification.txt’. In that file, a class 
is predicted for each packet length, and the kernel bandwidths are also included for 
unknown traffic predictions. 

 

naiveClassificationGenerator.py 

 

main 

This file generates a naive classification table given an input training data set. The 
classification table is output to a file named ‘naiveclassification.txt’. In that file, a 
class is predicted for each packet length based on which class has the most packets 
of that length in the training data 

unknownClassificationAnalyzer.py main This file runs the unknown class prediction algorithm. Given a training set, testing 
set, and classification table, the algorithm finds outliers in the test data that might 
be incorrectly classified. 

Table 3.1: Python Source File List 
 

3.2. Data set splitting 
A python utility was created that randomly splits the data repository into separate training and 
testing folders (‘testDataGenerator.py’). The user must change the ‘TEST_DATA_RATIO’ 
parameter at the top of the script, which indicates how much of the data should be moved to the 
test folder. For example, a value of 0.2 will move approximately 20% of the data to the testing 
folder, leaving the remaining 80% for training.  To run the program, the user must input the 
raw dataset folder, and the python script will split the data sets into two folders: Training and 
Testing. For each file found in the raw folder, the script created identically names files within 
the two new folders, and then splits the data into each based on the data ratio value. 

 
It should be noted that no provision was made to remove entire data set files from the training 
and test data set, nor was there to crop out entire sections to preserve timing information. This 
might be something that should be considered for future development. However, the user still 
has the ability to go and manually move and delete files in the testing and training folders, so 
the functionality is possible. 

 
3.3. Classification Table Generation 
The classification table is generated using the ‘trafficClassificationGenerator.py’ python script. 
It implements steps 1-3 from [1], and generates a classification table that ties each packet 
length from 1 to 2000 to one of the classes found in the training set. 



The first step in the classification process is to calculate the kernel bandwidth estimates for 
each traffic class. For the current data set, the following values were calculated 

 
FTP: 0.615 
Audio: 0.585 
Video: 0.67 
SMS: 1.825 

 
Once the bandwidths were calculated, the posterior probability distribution was calculated for 
each class. The distribution associates a multi-model probability density function over all 
packet lengths for each class. The posterior probability distributions for each class can be 
found in Figures 3.1-3.4 below. 

 

Figure 3.1: Video Posterior Probability Figure 3.2: Audio Posterior Probability 
 
 

Figure 3.3: FTP Posterior Probability Figure 3.4: SMS Posterior Probability 



There are a few odd peaks in each data set that are caused by very small probability values in 
outlier packet sizes. For instance, the SMS posterior probability has a peak from packet 1509 
to 1525, even though very few SMS packets were detected at that range. This peak was 
created by having very low prior and conditional probabilities for all classes at those packet 
lengths. These outlier peaks can be removed or reduced by increasing the zero-probability 
threshold. For these tests, the value was set to the minimum floating point value available 
(2.2e-308), but could easily have been increased. 

 
The resulting classification table from this data set can be seen below in Figure 3.5: 

Figure 3.5: Classification Table 
 

In the table, the x-axis indicates the length of a given packet, while the y-axis displays which 
class a packet of that length would be assigned to. 

 
3.4. Performance 
The algorithm’s accuracy was measured by running the prediction algorithm against a test data 
set that was generated by randomly selecting 20% of the packets (~1 million packets) from the 
main data set, and putting them in a separate repository. The remaining 80% was used for 
training. In addition to this, a comparison was made against a naive classification algorithm 
that simply classified packets based on the number of packets found with that length in the 
training data. For each packet length value, the classifier simply selected the class that had the 
most packets at that length in the training data. 

 
The accuracy results can be found in Table 3.2: 

 
 Video Audio FTP SMS Total 

OWKB Method 93.7% 41.7% 87.1% 99.7% 92.4% 

Naive Method 93.2% 42.8% 91.2% 96.4% 92.8% 

Table 3.2: Classification Algorithm Accuracy 
 

The naive approach seems to perform better with data types that have a low bandwidth, while 
the OWKB algorithm improves cases where the bandwidth is higher. It is also expected that
the naive approach performs well when the test and training data are generated from the same 



network sources. 
 

3.5. Unknown Class Prediction 
Lastly, in the offline python implementation, the unknown traffic prediction algorithm was 
implemented from [1] (‘unknownClassificationAnalyzer.py’). This step involved analyzing a 
sub-set of the classified test data, and estimating whether or not one of the classes was 
mislabelled. If a mislabelled class was discovered, it would be re-labelled as a new class and 
added into the training data. 

 
When running the algorithm with the current test data, none of the packets were identified as 
mislabelled. This was somewhat expected since the test data is from the same sources as the 
training data. It is assumed that with new data sets, this feature would possibly detect 
misclassified packets, but this has yet to be done. 

 
4. Online Implementation 

The next step in the project involved updating the monitoring software from [2] to perform the 
classification step. Figure 4.1 shows the application architecture for the monitoring system. 

Figure 4.1: Monitoring Application Architecture 
 

The system comprises of 3 components: The client nodes are software systems that monitor 
traffic and publish packet data back to a server application in real-time; the server is a linux 
application that communicates with the client nodes, logs all data that is received, and facilitates 
communication with other 3rd party systems; the sensor interface is a GUI application that 
allows an operator to receive data and send commands to the client nodes via the server 
application. For more detailed information on the applications, Part I of [2] will outline the 
functionality and operation of the client nodes, while Part II will outline the operation of server 
and user interface components. 

 
For the implementation, it was decided that the client node and messaging framework would be 
updated to include new packet parameters, specifically the packet start times, and length values. 
Using these parameters, a classification generated from the python software would be uploaded 
to the user interface such that any packet information displays might include the predicted class 



as well. This architecture allowed for easy classification updates, and decoupled the 
classification algorithm from the monitoring software. With this approach, new algorithms 
could be added with ease for future applications. 

 
4.1. Messaging 
To begin, the messaging system needed to be updated to include the packet parameters 
necessary for transmission. The protobuffer packet information was updated to include these 
parameters, and the code was then re-generated for each of the supported languages. These 
new message definitions were added to the client, server and interface applications quite easily. 

 
4.2. Client Side Node 
The client node was updated to retrieve the new parameters and pass them to the server when 
requested. In this step, multiple performance improvements were also added over the previous 
implementation. 

 
4.3. Server 
The IRN Server logging functionality was updated to log all packet start times and length 
values. Because of this, log files are now much larger than they were previously. 

 
4.4. User Interface 
The user interface for the monitoring software is used to receive data and send commands to all 
nodes on the network, from a single control station.  For this task, the interface was upgraded 
to display all the received packet data, as well as displaying their predicted classes given a 
classification table. A detailed description of how the interface is operated can be found in [2]. 

 
A new view was added to the application to display all of the raw packets for each detected 
transmitted (Figure 4.2 below). 

 

Figure 4.2: Packet Display View Without Data 
 

When the client nodes begin transmitting, the packet display table will be populated with the 
packets that have been received for each transmitter (Figure 4.3). Note that if a classification 
table has not been loaded, the packet type column will simply display “N/A”. The
‘classification’ button in the lower left corner can be used to set the classification table that 
should be used. Once loaded, each packet will have a predicted type (Figure 4.4). 



 

Figure 4.3: Packet Display Table with Data 
 
 

Figure 4.4: Packet Display Table with Labelled Data 
 

Using this software a user can monitor in real-time the packet information, and load new 
classification tables as the need arises. 

 
4.5. Incomplete Work 
For the online implementation, two main components were left incomplete. 

 
The unknown traffic prediction algorithm was not implemented within the online software. 
This was partly due to the complexity of integration, and partly for lack of test time. There 
was no way to easily integrate this part of the algorithm without significant modifications to 
existing software, and it was not clear whether this was required in an online integration. The 
implementation was done offline, but not added to the IRN Interface software. 



Secondly, I would have liked to automate the steps of taking the log data from the online 
application and generated new training sets from them. Right now, this can be done manually, 
but with extra time it might have been better to automate the process. 

 
5. Future Work 

This task saw the creation of a data repository containing Video, Audio, SMS, and FTP packet 
data, with approximately 5 million labelled packets within it. The task resulted in the successful 
implementation of two classification algorithms in an offline python software application, and 
updated an existing traffic monitoring system to use the generated classification software in an 
online real-time scenario. Future improvements should be made on both the dataset and the 
online software applications. 

 
For the dataset, the SMS data was mostly generated from chat and dialog data sets. When 
transmitting the data over the network, most of the timing information was lost, and thus not 
applicable if new algorithms require accurate timing information. However, it was suitable for 
the purposes of this task. In addition to this, the dataset was heavily lopsided in favour of SMS 
and FTP traffic. This was not corrected during the task as there was no definition available of 
what the distributions of classes should have been. As such, future work will require a proper 
definition of what the dataset should look like, and the relative weights associated with each 
class within it. The test data should also be collected with different sources in order to properly 
ensure that the algorithm can handle multiple distributions from each class. 

 
In addition to improving the data set, new work might also focus on closing the loop between 
the online software, and the classification table generation (offline) software. The online 
monitoring tool should be used to create new datasets. Although this can be done with the 
current implementation, it is a manual process where a user will need to grab the logs from the 
IRN Server application, and convert them to training sets. A better approach would be to add 
the ability to export labelled data from the user interface, in the same format that the 
classification table generation software expects. 
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