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Abstract  

The Public Safety Broadband Network Use-Cases and User Requirements [1] contains a set of scenarios, 
referred to as “use-cases,” that typify the way subscribers of the Public Safety Broadband Network (PSBN) 
are expected to use the PSBN in their day-to-day work and during extra-ordinary events, as well as a list 
of User Requirements (UR) that are phrased in terms of what the users need to be able to do or accomplish.  

The technical considerations contained in this Technical Considerations on Operability document (TCO) 
were derived with those URs in mind, and they reflect the operational capabilities that the PSBN provides 
to satisfy the needs of the users of a PSBN. The statements express “what is needed” in operationally 
relevant terms. The contributors to the TCO refrained as much as possible from stating “how” to satisfy 
the needs of the users. The TCO does not state performance objectives. The latter will be developed as 
part of a more detailed study to be undertaken by a yet to be identified party at a future date.  

The Technical Considerations on Operability in this document define a PSBN, based on Long Term 
Evolution (LTE), that has characteristics, which in some cases, resemble those of commercial mobile 
networks, but in others extend beyond. These include: 

 A network based on a single Public Land Mobile Network-IDentifier (PLMN-ID) but that is 
possibly operated by different operating entities. 

 The support of Mission-Critical Services and related service enablers. 

 The support of deployable systems. 

 The interworking between an LTE-based Mission-Critical Push-to-Talk (MCPTT) system and a 
Land Mobile Radio (LMR) system. 

 The support of a Federated Identity, Credentialing, and Access Management (FICAM) service 
providing the means by which user’s credentials can be can be exchanged securely across multiple 
devices, applications, and networks. 

 Quality of Service (QoS) and congestion control (priority and pre-emption) mechanisms. 

 A network with public-safety grade availability and resiliency. 

 A local control granted to End-User Agencies (EUA) with regards to service provisioning and 
management, QoS and priority, Home evolved NodeB (HeNodeB) and deployables ownership, and 
user credentials. 

The TCO does not sequence the technical considerations in the manner of a roadmap of features. It is 
expected that the features and capability roadmap will be developed by the entity ultimately responsible 
for the implementation and operation of a PSBN in Canada, as part of their strategic planning process. 

This version of the TCO has been produced while considering recent publications, including from the 
National Public Safety Telecommunications Council (NPSTC) [2], [3] and Defence Research and 
Development (DRDC) – Canada Centre for Security Science [4]. The authors also brought their own 
experience to the process. 
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What public safety needs in an emergency is… 

“The ability of emergency personnel to communicate between jurisdictions, disciplines, and levels of 
government, using a variety of systems, as needed and as authorized… a national emergency 
communications based on common user requirements, open standards and a system of systems 
approach… a public safety controlled mobile broadband communications network expected to operate in 
the 700 megahertz (MHz) band [5].” 

Significance to defence and security  

The wireless PSBN will be a nationwide cellular network primarily for the public safety, security and 
defence communities. It will be a transformational capability that will revolutionize the way first 
responders and defence personnel communicate and share information with one another for decades to 
come. Putting secure mobile broadband in their hands will greatly increase their ability to anticipate, 
respond to and recover from emergencies, disasters and acts of terrorism by increasing their situational 
awareness and ability to communicate, which will ultimately help protect and save lives, limit property 
damage and loss, and make communities safer. Indeed, while commercial cellular service is able to 
deliver broadband to public safety users for day-to-day use, it quickly becomes unavailable when major 
incidents occur and networks become severely congested. The availability of commercial networks are 
primarily driven by economic considerations whereas it is expected that the availability objectives for the 
PSBN will be strongly influenced by life-safety considerations.  

The technical considerations on operability contained in the TCO describe a modern mobile broadband 
communications network that provides users with the ability to access their information and applications 
from anywhere across the nationwide footprint of the PSBN and over partner networks in Canada, in the 
US, and internationally. This TCO, together with its companion documents, the User Requirements 
Document (URD) [1], the Technical Considerations on Security document (TCS) [6], the Network 
Architecture Description document (NAD) [7], and the Technical Considerations on Interoperability 
document (TCI) [8], are expected to contribute to the successful implementation of a nationwide 
interoperable mobile public safety broadband network in Canada. 
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Résumé  

Les cas d’utilisation et les exigences des utilisateurs du Réseau à large bande de sécurité publique 
(RLBSP) [1] contiennent un ensemble de scénarios (cas d’utilisations) typiques de l’utilisation prévue du 
RLBSP par les abonnés dans le cadre de leurs travaux quotidiens et d’événements spéciaux, ainsi qu’une 
liste des exigences des utilisateurs, exprimées en fonction des activités ou des objectifs des utilisateurs. 

Les facteurs techniques qui figurent dans le présent document Facteurs techniques relatifs à l’opérabilité 
(FTO) tiennent compte de ces exigences et correspondent aux capacités du RLBSP pour satisfaire aux 
besoins en matière de sécurité des utilisateurs d’un Réseau à large bande de sécurité publique. Les 
énoncés expriment les besoins en fonction des activités. Les contributeurs aux FTO se sont abstenus, dans 
la mesure du possible, de définir le moyen de répondre aux besoins des utilisateurs. Les FTO n’énoncent 
pas d’objectifs de rendement. Ceux-ci seront élaborés dans le cadre d’une étude plus détaillée effectuée à 
une date ultérieure par une partie qui n’a pas encore été identifiée. 

Les Facteurs techniques relatifs à l’opérabilité (FTO) qui figurent dans le présent document définissent un 
RLBSP, fondé sur la technologie LTE (évolution à long terme), dont les caractéristiques ressemblent à 
certains égards aux réseaux mobiles commerciaux, mais vont plus loin à d’autres égards. Cela comprend 
ce qui suit : 

 Un réseau fondé sur un seul identificateur de réseau mobile terrestre public (ID RMTP) qui pourrait 
être exploité par diverses entités. 

 La prise en charge de services essentiels à la mission et d’éléments habilitants connexes. 

 La prise en charge de systèmes déployables. 

 L’interconnexion entre un système bidirectionnel à bouton de microphone essentiel à la mission 
(MCPTT) et un système de radio mobile terrestre (RMT). 

 La prise en charge d’un système fédéré d’identification, de justificatifs d’identité et de gestion de 
l’accès (FICAM) qui permet l’échange sécurisé de justificatifs de l’utilisateur entre de multiples 
appareils, applications et réseaux. 

 Des mécanismes d’assurance de la qualité du service (QS) et de gestion de la congestion (priorité et 
préemption). 

 Un réseau qui assure une disponibilité et une résilience adaptées aux exigences en matière de 
sécurité publique. 

 Un contrôle local accordé à des entités d’utilisateurs finaux (EUF) en ce qui concerne la fourniture 
et la gestion du service, la QS et la priorité, les nœuds HeNodeB (Home Evolved NodeB) et la 
propriété d’éléments déployés, ainsi que les justificatifs d’identité d’utilisateurs. 

Les FTO n’ordonnancent pas les facteurs techniques sous forme d’une carte des fonctions. On s’attend à 
ce que l’entité chargée de la mise en œuvre et de l’exploitation d’un RLBSP au Canada définisse les 
fonctions et les capacités de ce réseau dans le cadre de son processus de planification stratégique. 

La présente version des FTO a été produite en tenant compte de publications récentes, provenant 
notamment du National Public Safety Telecommunications Council (NPSTC) [2], [3] et de Recherche et 
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développement pour la défense Canada – Centre des sciences pour la sécurité (RDDC CSS) [4]. Les 
auteurs se sont aussi fiés à leur expérience. 

Les besoins relatifs à la sécurité publique en cas d’urgence 

« La capacité du personnel d’urgence d’assurer les communications entre les administrations, les 
disciplines et les ordres de gouvernement en utilisant divers systèmes, au besoin et selon ce qui est 
autorisé [...] un système national de communications d’urgence, système des systèmes, en fonction des 
exigences communes des utilisateurs et des normes ouvertes [...] un réseau mobile de communications à 
large bande contrôlé par les organismes responsables de la sécurité publique qui devrait fonctionner sur 
la bande de 700 mégahertz (MHz) » [5]. 

Importance pour la défense et la sécurité  

Le RLBSP sans fil sera un réseau cellulaire à l’échelle du pays qui sera principalement utilisé par les 
milieux de sécurité publique et de défense. Il s’agira d’un outil transformateur qui modifiera 
profondément, pendant les prochaines décennies, comment les premiers intervenants et le personnel de la 
défense communiquent et échangent de l’information. L’accès à un outil de communication mobile à 
large bande améliorera leur capacité d’anticiper les urgences, les désastres et les actes de terrorisme, d’y 
répondre et de reprendre les activités grâce à une meilleure connaissance de la situation et à une capacité 
accrue de communiquer, ce qui aidera à sauver des vies, à réduire les pertes et les dommages à la 
propriété et à protéger les collectivités. Bien que les services cellulaires commerciaux offrent un accès 
quotidien à large bande aux utilisateurs du milieu de la sécurité, ces services ne sont pas fiables en cas 
d’incidents majeurs, lorsque les réseaux sont surchargés. La disponibilité des réseaux commerciaux est 
principalement justifiée par des facteurs économiques, alors qu’on s’attend à ce que les objectifs en 
matière de disponibilité du RLBSP dépendent de facteurs liés à la sécurité des personnes. 

Les facteurs techniques relatifs à la sécurité qui figurent dans les FTO décrivent un réseau de 
communication mobile à large bande moderne qui permet aux utilisateurs d’accéder de manière 
sécuritaire à leur information et à leurs applications n’importe où dans l’empreinte nationale du RLBSP et 
sur les réseaux partenaires au Canada, aux É.-U. et ailleurs au monde. Les présentes FTO, avec les 
documents d’accompagnement (Exigences de l’utilisateur [EU] [1], Facteurs techniques relatifs à la 
sécurité [FTS] [6], Description de l’architecture du réseau [DAR] [7] et Facteurs techniques relatifs à 
l’interopérabilité [FTI] [8],) devraient contribuer à la réalisation d’un réseau mobile à large bande 
interopérable pour la sécurité publique à l’échelle du Canada. 
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1 Purpose 

The purpose of this Technical Report is to inform the public safety community on a variety of 
considerations related to the operability of a PSBN in Canada. To do so, a possible architecture described 
in the PSBN NAD [7] is used to draw out such considerations. The architecture is based on a two-tier 
service delivery model and was selected to serve as the basis for the operability considerations in this 
Report insofar as it introduces modes of operation between the actors in the service delivery fabric that 
are unusual and are, thereby, uncommon in the industry. Other architectures could also have been 
considered in producing this Report, but it is the opinion of the authors that the one selected, while not 
exclusive, is the most complex, and would therefore yield the most comprehensive list of technical 
considerations on operability As such, a subset of the considerations identified herein could apply to other 
valid architectures that are less complex. The technical information provided in this report is that of 
DRDC – Centre for Security Science and does not necessarily represent the position of the federal 
government on PSBN. 

The TCO is one in a series of PSBN Reports issued by DRDC – Centre for Security Science that also 
includes the PSBN NAD [7], the PSBN TCI [8] and the TCS [6] Reports. These documents were 
originally drafted in the 2012–2014 timeframe under different titles in some cases by a federally-led 
technical advisory group while considering input from technical and operational PSBN work groups 
comprised of participants from government, public safety, industry and academia. Not all input from 
these workgroups was considered by the 700TAG in producing the documents, where the decision to 
include or exclude information was the responsibility of DRDC – Centre for Security Science. 

While the original NAD was published by DRDC in 2013, the TCI, TCO and TCS remained in draft form 
and all were not re-visited until a PSBN Task Team lead by Public Safety Canada was stood up in 2017 [9] 
and related projects were initiated. At the time (2014), these documents were intended to serve as 
references for federal, provincial, territorial, and municipal public safety stakeholders and agencies. They 
were expected to contribute to the establishment of technical requirements, features and capabilities of the 
PSBN by the entity(ies) ultimately responsible for the implementation and operation of a PSBN in 
Canada. The current variants of the documents have a similar purpose, which is to inform the public 
safety community on a variety of technical considerations related to network architecture, the operability, 
interoperability and security of a potential PSBN in Canada.  

The technical information contained herein should not be construed as requirements or recommendations 
for a PSBN. This information is simply intended to complement and add to various other sources of 
information that will inevitably be considered in devising an implementation plan for a PSBN in Canada. 
These other sources of information may include other technical approaches to a PSBN, business plans, 
cost-benefit analyses, feasibility assessments and trade-off decisions. The information contained in this 
document may be considered either in its entirety, partially or not at all in the development of such a plan.  

In the cases of the TCO, TCI and TCS, while they include statements containing the auxiliary verbs 
“shall,” “should” and “may,” it is important to note that they are simply considerations in the form of 
statements that are conditional and only pertinent if parts or all of the architecture assumed in this Report 
are considered by those ultimately responsible for the PSBN. As such, they do not represent actual 
requirements of the PSBN but simply information points on technical aspects of the PSBN. 
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As this report is part of a series, it is recommended that the NAD be read before this TCO Report, as it 
contains assumptions and more detailed technical descriptions that are not fully provided in this Report. 
The NAD will therefore serve as a foundational basis for the technical considerations found herein.  
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2 Introduction 

The world of mobile communications is experiencing massive growth in the creation and consumption of 
data. Consumers have an insatiable appetite for information delivered at their fingertips. Access to 
information in a timely, i.e., immediate manner, has had, and continues to have, an enormous impact on 
our lives—from increased productivity for businesses to accelerated social development. 

Technology re-invents itself with ever shrinking product life-cycles. Applications developers keep 
churning out new tools, while consumers continuously invent more ways to use them. The commercial 
world has moved from voice-only mobile communications to multi-media, pervasive, content-rich, 
adaptive, personalized information delivery platforms. Yet, public safety communications have not 
advanced much beyond the walkie-talkie push-to-talk style of voice-centric networks from decades ago. 
Certainly, first responders have better radios today, but they are still used for the same purpose. That is, to 
transmit and acquire information through the spoken word Figure 1 illustrates an example of the evolution 
of mobile communications devices for consumers compared with first responders for the past 30 to 50 years. 
Over this period, consumer devices and capabilities in mobile communications have changed dramatically 
while spanning four generations of mobile technologies. In comparison, while 2-way radio devices have 
evolved somewhat over the same period, their capabilities remain largely the same—namely voice. 

 
Figure 1: Example of the evolution of mobile communications  

devices for consumers compared to first responders.2 

The advent of a mobile broadband network for public safety heralds the era of advanced communications 
capabilities for first responders. The public safety community will be able to take advantage of new 
applications to improve the effectiveness with which they conduct their missions, increase their own 

                                                      
2 iPADTM, Blackberry®Q10TM, and Google GlassTM are registered trademarks of Apple, Blackberry, and Google, 
respectively. 

CONSUMERS

FIRST RESPONDERS
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safety and that of the citizens whom they serve, and preserve property. The network will provide 
high-capacity mobile communications to first responders and will support applications that deliver the 
kinds of information and experience on par with commercial users, but with greater reliability and security. 

A Service Delivery Model (SDM) for a mobile network such as the PSBN identifies the actors and their 
interactions in the delivery of services—in this case, mobile broadband communications services, to its 
“customers.” The PSBN is based on a service delivery model [10] whereby it is posited that the users of 
the PSBN are clients of the network operator, and EUAs are owners of the information networks. The 
PSBN is used to link users with their information networks and ensures they can access their information 
from any region in Canada. Facilitated by roaming agreements, users would also be able to access their 
information when they are on other networks.  

The information networks are assumed to be owned and managed by the various agencies to which the 
end-users pertain. As such, it would be within the purview of the end-user agencies to grant appropriate 
access to their information networks as required during day-to-day operations and for the specific 
interoperability needs during incidents. The end-user agencies would control the profiles of the end-users 
within their jurisdictional authority.  

The ability for users to communicate and share information is dependent on the integrity of the PSBN that 
is enabled by adhering to industry-accepted standards, best practices and taking certain measures that 
allow the PSBN to operate and perform as one network from a user-centric perspective. It is expected that 
each regional sub-network will comply with a set of nationally-harmonized requirements in order to 
achieve nationwide interoperability such that end-users from any region in Canada can be served over the 
PSBN regardless of which region they are in. A national network layer serves as the host for nationwide 
applications and interconnects the regional sub-networks. 

The technical considerations on operability contained in this TCO apply to the PSBN considered as one 
single entity, regardless of how the PSBN will be jointly operated by the National Entity (NE) and the 
Regional Service Delivery Entities (RSDE)s. The technical considerations on operability for the 700 MHz 
PSBN were defined in accordance with a PSBN architecture [7] for the PSBN that is based on a 
federation of regional sub-networks that, together, comprise a nationwide PSBN. It is the opinion of the 
authors that this two-tiered architecture yields the most complete analysis of operability considerations, 
and as such, any other architecture that may be selected for the PSBN would nevertheless be covered by 
the contents of this report.  

Defining what the Canadian public safety community wants in terms of a modern, robust, interoperable 
communications network is the first step in the process towards realizing it. This document describes the 
technical considerations on operability for such a network. It is expected that the technical considerations 
on operability will evolve over time and as such, this document is a snapshot in time of the needs of the 
public safety community as they are known today.  

The technical considerations on operability for the PSBN are qualitative considerations that express 
“what” is needed of the PSBN from the perspectives of the different user groups that are expected to 
make use of the PSBN and the services delivered over its infrastructure. A user is considered to be a 
person or machine authorized to access the resources available on the PSBN and to communicate with 
other users on the network, or subscribers of other services—globally. For the purposes of defining 
technical considerations on operability, the broadest possible definition of “user” is used in the TCO. The 
definition assumed here is subject to the Government of Canada’s pronouncement of who will be 
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permitted to access the PSBN and will be updated when this is known. Provisionally, the users are 
deemed to belong to the user groups that follow. A more detailed description of the user groups can be 
found in the section titled “Glossary.” 

 Network Administrator 

 network operations 

 security operations 

 maintenance operations 

 End-User Agency Administrator (EUA-A) 

 Incident Manager 

 Incident Commander 

 Dispatcher 

 Communications Unit Leader 

 Communications Unit Technician 

 Emergency Management officials 

 End-User 

 Incident Commander 

 First Responders 

 Critical infrastructure 

 Non Governmental Organizations (NGO) 

 Emergency Management officials 

There are more than 450 statements of considerations in the TCO organized according to the following 
main groupings. These statements result from the consideration of public safety and security use cases 
and their associated user requirements [1], and a resulting series of potential network architectures 
extracted from the PSBN NAD [7].  

1. End-user device: This section deals with technical considerations on operability that are specific to 
the user devices also referred to as User Equipment (UE). User devices are expected to be available in 
various form factors depending on the application. There are two main classifications of user devices: 
those used by human users and those used by non-human users. The latter group comprises devices 
that are embedded in sensors, robots, and other machines. In all cases, user devices will be able to 
register onto the PSBN. Topics covered in this section include: (i) UE capabilities, (ii) device form 
factors, (iii) the Over-The-Air (OTA) management of the Subscriber Identity Module (SIM), 
(iv) Mobile Device Management (MDM), (v) UE positioning, (vi) support for multiple users, and 
(vii) UE device certification. 

2. Network management: This section deals with the technical considerations on operability associated 
with operating the PSBN. More specifically, they state what the PSBN needs to incorporate in order 
to facilitate the management of the PSBN. A crucial subject in the area of network management, 
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especially given that the PSBN will possibly be composed of multiple vendors and technologies, is 
the adherence to standards and best practices to maximize and continually improve operational 
efficiencies. Topics covered in this section include: (i) fault, configuration, accounting, performance, 
security management, (ii) self-organizing networks, (iii) network design and optimization, 
(iv) maintenance, upgrades, and evolution, and (v) disaster recovery. 

3. Services and service management: This section describes commercial, mission-critical, and network 
services offered by the PSBN. It also deals with the information that the PSBN makes available to 
3rd party applications, in the manner of the Network-as-a-Service (NaaS) offering. It covers service 
management functionalities necessary for the management of services required by or proposed to 
customers. Topics covered in this section include: (i) commercial, mission-critical and emergency 
services, (ii) service enablers, (iii) network time service, (iv) service provisioning, (v) billing, 
(vi) service quality management, and (vii) customer care. 

4. Applications: The PSBN is expected to act as the delivery network for Over-The-Top (OTT) 
applications that are hosted by 3rd parties. The PSBN is also expected to host some applications 
natively. The technical considerations on operability in this section deal with the manner in which the 
PSBN supports applications and are arranged by type of application. The types of subjects covered in 
this section are: (i) PSBN-hosted applications, (ii) EUA-hosted applications, (iii) Mobile Virtual 
Private Network (MVPN), (iv) home-page web portal, (v) mobile application management, (vi) user 
access control, (vii) mobile application store, and (viii) application vetting. 

5. Mobility services: The technical considerations on operability contained in this section cover the 
various mobility scenarios involving users as they access their information networks and applications 
from various locations and networks in Canada, in the US or internationally, as follows: (i) within 
PSBN, (ii) with FirstNet, (iii) roaming partners, (iv) 3rd Generation Partnership Project (3GPP) 
network of small cells, (v) non-3GPP networks, (vi) deployable systems, and (vii) session persistence. 

6. Operability of the PSBN with external networks: Operability refers to the usability of the services of 
the PSBN, that the features function as expected, and that the user can make beneficial use of those 
services. Interoperability refers to the ability for users to share information, the utility of the features 
of the PSBN in allowing users to coordinate or collaborate on missions and tasks. Although 
interoperability is an important raison d’être for the PSBN, the notion of operability is just as 
important. This section covers the various external networks which the PSBN is expected to operate 
with, including the information networks which belong to the end-user agencies. Topics covered in 
this section include operability of the PSBN with: (i) EUA Networks, (ii) LMR networks, (iii) non-3GPP 
access networks, (iv) IP eXchange (IPX) networks, (v) Public Switched Telephone Networks 
(PSTN), (vi) National Public Alerting System (NPAS), (vii) public internet, (viii) Enhanced 911 
(E911)and Next Generation 911 (NG 911), (ix) FICAM, and (x) Transport networks. 

7. QoS and congestion control: There will be circumstances when the demand for services exceeds the 
capacity of the PSBN. These are likely to be incident-specific when a large number of first responders 
will converge on to a relatively small geographic area, typically within 1 or 2 sectors of a cell site. 
This section of the TCO contains the definitions of QoS and congestion control, as well as the 
considerations associated with what the PSBN is expected to do during periods of traffic congestion. 
Topics covered include: (i) Quality of Service, (ii) congestion control, and (iii) parameters for 
prioritization and QoS. 
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8. Public safety grade availability and resiliency: The PSBN is expected to be designed and 
implemented to a higher grade of availability and resiliency than commercial wireless networks. A 
number of actions can be taken to increase the robustness of the network—all of which carry a price. 
The TCO does not present a risk assessment and cost-benefit analysis for the various approaches to 
increase robustness. It describes a number of actions that can be taken. It is expected that a trade-off 
analysis will be undertaken by the national entity and the RSDEs. Topics covered in this section 
include: (i) hardened sites, (ii) coverage, (iii) network and services, (iv) layered resiliency, (v) UE 
and applications. 

9. Local Control: The section covers the considerations to provide EUAs with local control capabilities 
including: (i) mobile device and application management, (ii) service provisioning, (iii) user credential 
and access control, (iv) mission-critical service control, (v) priority, pre-emption and QoS, (vi) evolved 
NodeB (eNodeB)and deployables, (vii) accounting, and (viii) planning, monitoring and maintenance. 

10. Partnerships management: This section deals with the different agreements that the PSBN may enter 
into with EUAs and commercial operators. Topics covered in this section include: (i) Multi-Operator 
Core Network (MOCN) Operation-Level Agreements (OLA), (ii) Service Level Agreements (SLA), 
(iii) local control SLA, (iv) roaming agreements. 

To ensure completeness, the Operational Considerations (OC) in this report have been mapped to the 
PSBN user requirements [1] by conducting a traceability analysis that is outside of the scope of this report. 
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3 Operational capability 

The purpose of the mobile broadband communications network, for which technical considerations on 
operability are provided herein, is to enable Canada’s public safety community to conduct safer and more 
efficient missions. Such missions encompass: 

 Law enforcement; 

 Fire fighting; 

 Emergency medical services; 

 Search and rescue; 

 Border security; 

 Event security; 

 Protection of Very Important People (VIP), dignitaries, etc.; 

 Evacuation of citizens 

 Response to natural and human induced disasters; 

 and others. 

The capabilities expected of the PSBN touch upon three principle areas: (i) safety for first responders and 
citizens, (ii) interoperability, and (iii) mission-effectiveness. The goal of nation-wide and agency-wide 
communications interoperability has hitherto been very challenging for the Canadian public safety 
community. In general, the mission areas listed above require the coordinated response of several public 
safety agencies as well as support functions. The PSBN is intended to permit all first responders and their 
support teams to communicate amongst themselves in a seamless manner and to access the important 
information that they need. Enhanced mission-effectiveness results from the enhanced situational 
awareness during emergencies and disasters in particular, which is predicated upon the ability to access 
information, to communicate across agencies, and from having Standard Operating Procedures (SOP) that 
put into effect the new capabilities. 

Allowing support function personnel to participate with first responders on the same communications 
network enables better coordinated responses to incidents. Depending on the nature of the incident, some 
of the support function personnel that could possibly contribute to greater mission-effectiveness include, 
but are not limited to: 

 Public works; 

 Utilities; 

 Public transportation; 

 Relief agencies, e.g., non-governmental organizations. 
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3.1 Capability gaps 

The capability gaps addressed in the technical considerations on operability for the PSBN are associated 
with the inability to access broadband services during emergencies. Lack of interoperability between first 
responders is a fundamental capability gap but is a consequence of not having access to the technology 
that enables interoperable broadband communications. Inadequate situational awareness due to lack of 
timely and sufficient information is a capability gap that is also caused by ineffective methods to 
communicate between first responders. The major capability gaps during emergencies can be traced to a 
common issue—inadequate access to applications and sharable information due to the lack of a dedicated 
high speed data network to render them usable. The following sections describe the major capability gaps. 

3.1.1 Lack of communications interoperability between users 

Communications interoperability is a matter of degree as shown in the Canadian Communications 
Interoperability Continuum of Figure 2. Technology is one of the lanes in the Continuum. To the extent 
that the communications technologies employed by first responder agencies are based on commonly-adopted 
open standards, the other lanes in the Continuum are supported in their migration towards greater 
interoperability. Today, first responders subscribe to mobile broadband services from different 
commercial carriers. There is no common platform that allows sharing of information between first 
responders across Canada since each jurisdiction contracts with a commercial carrier according to its 
specific needs. 

First responders lack a public safety wireless network that connects to all their information networks and 
renders them accessible to other first responders, according to access privileges that they control, with 
user devices that can operate across the entire footprint of the public safety network.  
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Figure 2: Communications interoperability continuum. (Source: Public Safety Canada [11].)  

3.1.2 Bandwidth deficiency 

The public safety community currently uses three principal technologies for its communications needs, 
(i) LMR, (ii) mobile data services obtained from commercial wireless carriers, and (iii) paging systems. 
Satellite systems are also used, but to a lesser extent. 

Land Mobile Radios provide robust mission-critical voice communications to first responders. The 
relatively low frequency, narrow bandwidth, and high power allow LMR to cover long distances. The 
LMR signals are better able to penetrate buildings as compared to commercial mobile cellular service in 
higher frequency bands. However, LMR is constrained to voice services and low rate data service. It is 
not suitable for the high data rates required to support video applications and large file transfers. 
Interoperability is achieved by designating certain channels for mutual aid and inter-agency cooperation—a 
manual process to maintain and to coordinate between agencies. 

On the other hand, commercial mobile data service can support higher data rates but there is ever-increasing 
competition for the limited bandwidth between public safety and consumers. As demand increases, the 
commercial operator faces the prospect of reducing the quality of service delivered to consumers, thereby 
increasing churn and cost, degrading the quality of service delivered to public safety, or adding more 
network capacity through investments in infrastructure thus also increasing cost. Importantly, during 
emergencies, the commercial spectrum is frequently over-loaded. In some countries and jurisdictions, 
public safety users can, for a premium, subscribe to Wireless Priority Service (WPS). WPS places priority 
users in the front of the queue for the next available cellular session. During emergencies it is common for 
commercial users to not release their active calls, thereby creating long queue times even for WPS 
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service. Modern 4G networks (i.e., LTE) offer more sophisticated priority and QoS capabilities with 
several levels of priority classes dedicated to emergency services. 

Paging systems deliver short messages and are designed for one-way transmission of very low bit-rate 
information. 

Based on the above, it is expected that the public safety community would benefit from a high capacity 
mobile communications network that can meet its evolving considerations for interoperability, robustness, 
security, capacity, and availability. The currently employed technologies do not fully satisfy all of these 
fundamental needs. 

3.1.3 Vulnerability of the communications infrastructure 

First responders currently use commercial wireless networks for their data services. These networks are 
designed to commercial best practices. Shareholders of commercial networks emphasize the profitable 
delivery of wireless services. When disasters strike, all the networks in the disaster area are affected. 
Commercial networks need not be any more robust than those of their competitors.  

Some recent high-profile commercial network outages include: 

On August 4, 2017, many Atlantic Canadians lost the use of their cellular phones, as a widespread outage 
hampered emergency communications, airports and other services.3 

On March 8 2017, 12,539 Americans who were AT&T customers tried to call 911. But they could not reach 
emergency services because of a nationwide outage of AT&T’s Voice over LTE (VoLTE) 911 network.4  

In September 2015, many of Sprint’s customers in the U.S. Midwest were unable to make or receive calls 
and texts for over an hour.5 

In July 2015, T-Mobile USA agreed to pay the Federal Communications Commission (FCC) a $17.5 million 
fine as compensation for outages lasting three hours in August 2014, during which emergency 911 services 
could not be accessed.6 

In October 2013, a software glitch led to massive wireless outage at Rogers Wireless. The vast majority 
of the company’s 9.42 million wireless subscribers lost their services.7 

Survey data from a Heavy Reading Report dated January 20168 shows a worldwide increase in the 
number of commercial network outages that take 48 hours or more to fix. 

                                                      
3 https://www.thestar.com/news/canada/2017/08/04/many-areas-in-atlantic-canada-hit-by-major-cellphone-service-
outage.html. 
4 https://www.nytimes.com/2017/03/08/us/att-users-unable-to-call-911.html. 
5 https://www.spirentfederal.com/documents/spirent_network_reliability_report.pdf. 
6 https://www.fcc.gov/document/t-mobile-pay-175-million-resolve-911-outage-investigation-0. 
7 https://www.theglobeandmail.com/report-on-business/rogers-not-clear-on-what-triggered-service-
failure/article14797280/. 
8 https://www.prnewswire.com/news-releases/heavy-reading-report-finds-congestion-and-network-failures-are-
growing-causes-of-mobile-network-outages-and-service-degradations-300223163.html. 



  

12 DRDC-RDDC-2019-R024 
 

  

First responders are aware of these limitations and therefore their operating procedures do not leverage 
the potential benefits of high bandwidth applications to enhance the effectiveness of their response during 
disasters. The LMR networks are implemented to more demanding survivability requirements and, in 
many cases, are the only means of communications available to first responders. In extreme disasters 
where even the LMR networks have failed, communications is delivered via satellite and High Frequency 
(HF) systems operating in the 3–30 MHz range. High Frequency (HF) systems can offer text messaging 
services. Satellite systems offer data services whose speed is in part, directly proportional to the size of 
the earth station antenna. Normally, high-speed satellite service is enabled at fixed locations, but the 
ability to distribute the service to first responders within the area is lacking. The network infrastructure 
required to support fixed locations, as well as the antenna system itself, are also vulnerable during disasters. 

The PSBN is intended to be a broadband wireless network whose primary role is to serve public safety 
users. They have expressed a desire for the PSBN to be more survivable than commercial wireless 
networks. While their requirements for a public safety grade broadband network have been articulated [12], 
they not been fully quantified. It is recognized that the cost to harden the network should be weighed 
against the benefits and residual risk tolerance. This should be considered during implementation discussions. 

3.1.4 Lack of communications infrastructure in remote areas 

Remote areas, by their nature, have very low population densities, are inaccessible by terrestrial 
infrastructure, and are under-served or not served at all by fixed communications infrastructure. It is 
impractical to maintain radio coverage where there is seldom a need for it. Hence, when an incident 
occurs in these areas first responders are not able to access their information networks and applications. 
Furthermore, broadband communications services are needed in areas when an incident arises in isolated 
areas where there is no infrastructure. First responders would need to bring the communications 
infrastructure with them to the incident in the form of Deployable Systems (DS). The major challenge to 
enable this concept of operations is the backhaul (getting the information/data to and from the remote site 
back to the core network or the Internet). The deployable communications package needs to be able to 
operate autonomously assuming no connectivity to remote servers for a period of time, if at all. In this 
environment, interoperability between many public safety agencies must be achieved independently of the 
network, since the network may not exist. 

3.2 Description of the proposed Public Safety Broadband Network 
(PSBN) 

For the purposes of this report, the components that are considered to be part of the PSBN are shown 
inside the yellow block in Figure 3 and make up the primary focus of this Scientific Report. While the 
elements in the blue section also make up the overall public safety communications ecosystem and are 
equally important, the authors defined the scope of the TCO and the other reports in this series to focus on 
the functions that are contained within the yellow section as they are integral components of a 
communications network. The PSBN will interface with several external networks, systems, services and 
applications that are captured in the blue space, and this Report considers the interworking with many of 
these components from an operability perspective. 
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Figure 3: Public safety communications ecosystem. 

Fundamentally, the components of the PSBN in the yellow block of Figure 3 that touch upon the 
technical considerations on operability are described further in the following sections. Furthermore, each 
component that touches on operability may be treated in multiple sections. 

 Radio Access Network (RAN) 

 Backhaul network 

 Core Network (CN), including service and application platforms 

 Telecommunication Management Network (TMN) 

The PSBN is unlike LMR networks but similar to commercial 4G cellular networks. Radio coverage is 
provided by base stations, which are called eNodeB in LTE.9 A backhaul network interconnects the 
eNodeBs to the core network. This is generally implemented with a wired connection (fibre, coaxial, 
paired copper) or by high capacity terrestrial microwave radio. The core network contains the elements 
that manage the user-data, management traffic, and inter-eNodeB control information. 
                                                      
9 In 3GPP terminology, an eNodeB (eNodeB) is generically known as a cellular base station. The eNodeB provides 
the air interface to the UE device. The functions of the eNodeB are to (i) manage radio resources, (ii) provide hand-
off control information to the Mobility Management Entity (MME), and (iii) connect end-user data with the Serving 
Gateway (S-GW). 
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First responders would interact with the PSBN via the RAN eNodeBs. Network administrators would 
generally interact with the PSBN via the TMN interfaces which are part of the Network Management 
(NM) component.10 It is through the latter that the network is monitored and controlled.  

It is expected that the PSBN will comprise many technologies but the fundamental technology will be 
based on the 3GPP LTE Release 14 or later. 

The sections that follow provide an overview of four major aspects of the PSBN related to operability. 
The descriptions below can apply to a typical wireless broadband network. However, the PSBN is 
exceptional due to the need for (i) enhanced resiliency as compared to a typical network, (ii) enhanced 
security, (iii) inter-agency interoperability across the entire PSBN, and (iv) the assertion of priority and 
QoS parameters to manage data traffic congestion. 

More details about the PSBN network architecture is provided in the NAD [7]. 

3.2.1 Radio Access Network (RAN) 

The RAN is part of the wireless access infrastructure and comprises the base station and the UE (the 
user’s device in the case of human users, or the embedded LTE modem in the case of machine users).  

PSBN UEs are required to use a Universal Integrated-Circuit Card (UICC) and Universal Subscriber 
Identity Module (USIM) application. These devices also may be supporting IP Multimedia Sub-system (IMS) 
based Services, so an IMS Subscriber Identity Module (ISIM) application is also integrated with the 
UICC and USIM. The PSBN will have Band14 sensors and machines with embedded LTE UEs able to 
communicate in real-time over the PSBN to Machine Type Communications (MTC) servers and to other 
MTC devices. This is referred to as Machine to Machine (M2M) or MTC.  

The eNodeB contains the intelligence for allocating radio resources to the UE. The amount of resources 
allocated to each UE is based on the type of information that is to be exchanged between the eNodeB and 
UE, the priorities assigned to the UE and applications, and the nature or quality of the Radio Frequency 
(RF) channel. The quality of the RF channel is affected by the distance separating the eNodeB and the 
UE, the radio frequency of operation, and RF impairments such as obstructions, fading and interference. 

Available capacity reduces as distances increases from the eNodeB as well as with greater operating 
frequencies. Figure 4 illustrates the differences in range relative to the frequency of operation. Note that 
lower frequencies would normally have greater range. However, the actual range is also affected by 
antenna gains, feeder losses, receiver noise bandwidth, path profile, interference, absorption due to 
foliage, walls and other obstructions, and myriad of other factors. 

                                                      
10 When telecommunication networks are inter-connected with each other, their management systems provide the 
means of exchanging information required to manage end-to-end telecommunication services. All types of 
telecommunication networks and network elements – such as analogue networks, digital networks, public networks, 
private networks, switching systems, transmission systems, telecommunication software, and logical resources of 
the network (such as circuit, path, or telecommunication services supported by these resources) fall under the 
management umbrella of the TMN. Several standards development organizations, such as the TeleManagement 
Forum (TMF), the International Telecommunications Union (ITU) and the 3GPP have produced specifications and 
recommendations on TMN processes and procedures, best practices and architectures. 



  

DRDC-RDDC-2019-R024 15 
 

  

The PSBN also supports non-3GPP access networks, of which the most common are based on the 
Institute of Electronic and Electrical Engineers (IEEE) 802.11 radio technology, also known as Wireless 
Fidelity (WiFi). 

 

 
Figure 4: Effect of frequency of operation on the relative distance  

from the cell centre. (Source: Verizon Wireless [13].) 

3.2.2 Backhaul network 

The backhaul network is also part of the radio access network and interconnects the eNodeBs to the core 
network as well as to each other. It also provides connectivity for the elements of the CN, the TMN, and 
to redundant facilities. The backhaul network is designed with a high degree of availability and 
redundancy. Redundancy may take several forms: 

 Hot stand-by: redundant equipment, monitored for assured fail-over to functional stand-by 
equipment. 

 Media diversity: fiber optic, coaxial, or twisted-wire pair links backed up by microwave radio 
relays. 

 Route diversity: typically arranged in a ring topology. 

Figure 5 illustrates a ring backhaul network. Ring topologies can maintain the connection between all the 
eNodeBs and the core network despite the failure of any single link. Additional intersecting links in the 
ring would protect against multiple simultaneous failures, as in a meshed topology. Backhaul networks 
must have very low latency, especially for signalling and control traffic. They must have sufficient 
capacity to carry the anticipated traffic load, and should be designed to support a long horizon of growth 
in traffic. 
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Figure 5: Illustration of ring backhaul network with redundant connections to the core network. 

3.2.3 Core Network (CN) 

The CN of the PSBN is also part of the wireless access infrastructure. Figure 6 illustrates a functional 
block diagram for a hypothetical public safety 4G core network. Some of the key functions performed by 
the core network are to: 

 Authenticate and authorize access to radio resources by user devices; 

 Authenticate and authorize access to users according to user profiles, which are resident on the core 
network databases; 

 Dynamically track which eNodeBs are serving which users; 

 Provide connectivity to other communications networks outside of the PSBN, such as world-wide 
cellular networks, fixed phone networks, LMR networks, the Internet, etc.; 

 Track roaming users and their usage of the PSBN resources; 

 Host Service Delivery Platform (SDP); 

 Host user-applications; 

 Host security protocols and algorithms; 

 Generate reports and statistics on the use and performance of the PSBN, the use and performance of 
applications, and users’ access; 

 Manage and assign network resources. 

Newer mobile communications technologies, such as LTE, have consolidated some functions into fewer 
functional elements thereby reducing latency, which means faster delivery of information. 
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Figure 6: Example of a public safety core network functional block diagram for a 4G mobile  

network. (Source: U.S. Federal Communications Commission [14].) 

3.2.4 Telecommunication Management Network (TMN) 

The TMN encompasses network, service, and customer management functions performed by entities in 
the management plane of the network, and as such, is pertinent to both the network management and 
service management components of the network. The management plane captures the operations that are 
required to enable services to be delivered. These operations are sometimes regrouped in two terms: 
Operations Support systems (OSS) and Business Support Systems (BSS).  

The OSS enables and facilitate the operational processes of the PSBN. It is directly involved in the 
planning, implementation, operations, and maintenance of the network. Some of the major processes that 
the OSS facilitates are: 

 Fault management 

 Configuration and inventory management 

 Accounting management 

 Performance management 

 Security management 

The OSS is covered in Section 4.2 Network management. 

The BSS enables and facilitates the processes required to conduct relationships with external stakeholders 
including customers, partners, and suppliers. The BSS functions are the customer-oriented subset of 
operations support. Some of the major processes that the BSS facilitates are: 

 Service provisioning 
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 Billing and revenue assurance 

 Service Quality Management (SQM) 

 Customer care 

The BSS is covered in Section 4.3 Services and service management. 

OSS/BSS implementation can be highly customized to the needs of each network operator. While a 
customized OSS/BSS can be precisely tailored to known needs of the network operator, it is more 
difficult and more costly to maintain over the life of the network. The TMF11, an industry-led common 
interest group, has developed a suite of best practices and standards for the implementation of next 
generation OSS/BSS, referred to as “Frameworx,” which was formerly known as Next Generation OSS 
(NGGOSS), that when adopted, enable a service-oriented, highly automated and efficient approach to 
operating a communications network. The TMF053 series of documents [15] provide the major 
architectural concepts and specifications of the NGOSS Technology Neutral Architecture (TNA). Figure 7 
illustrates the TMF’s “enhanced Telecommunications Operations Map” (eTOM) [16], which is integrated 
in the TMF’s business process framework of Frameworx [17].  

In the context of a public safety network that may be implemented with a private partner, it is expected 
that greater emphasis will be placed on Service Level Agreements (SLA) as an important basis of the 
contractual framework between the parties. Frameworx-based OSS/BSS allows greater visibility into the 
performance of the network. In spite of inevitable and continual changes and upgrades to the network 
elements over the life of the network, the Frameworx-based OSS/BSS would be able to recognize where 
the relevant information is located so that the private partner’s compliance to its contractual agreements 
can continue to be monitored with the least amount of effort to re-program or re-script software. 

                                                      
11 The web site for the TMF is: www.tmforum.org.  
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Figure 7: enhanced Telecommunications Operations Map (eTOM).  
(Copyright: TeleManagement Forum; Source: ITU-T M.3050 [16].) 

Another example of the role of Frameworx-based OSS/BSS is to enable the dynamic re-assignment of 
priorities at an incident, as discussed in Section 4.9.5. Achieving this capability requires the reconfiguration 
of a set of equipment, which collectively impacts how bandwidth is allocated. This needs to be undertaken 
without human intervention, other than to initiate the change in priorities. Frameworx-based OSS/BSS 
allows the reconfiguration process to be automated and mitigates the risk of errors when network 
elements change or are upgraded and when new vendors replace obsolete equipment. 

3.3 Service Delivery Model (SDM) 

There are numerous SDM that can be considered for the implementation of a public safety broadband 
network in Canada. The SDM in Figure 8 is the two-tiered model that, according to the authors, is the 
most comprehensive from a technical perspective based on the associated network architecture’s 
complexity, and is therefore the focus of this report. It illustrates the major actors in the value-chain 
delivering broadband services to front-line users. They are (i) national entity, (ii) RSDE, and (iii) EUA.  
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The PSBN is used to link users with their information networks and ensures they can access their 
information from any regional sub-network in Canada. Facilitated by roaming agreements, users would 
also be able to access their information when they are on partner networks. 

 
Figure 8: Service delivery model of the PSBN. 

The SDM lays out the roles of the principal actors in bringing broadband services to end-users. The 
network architecture assumes a SDM whereby the end-users are subscribers to a wireless service offered 
by the RSDE. The RSDE also serves as the gateway to connect the end-users’ information networks 
(including applications). The information networks are assumed to be owned and managed by the various 
agencies to which the end-users pertain. As such, it would be within the purview of the EUAs to grant 
appropriate access to their information networks as required during day-to-day operations and for the 
specific interoperability needs during incidents. The EUAs would control the profiles of the end-users 
within their jurisdictional authority. 

3.4 Technical assumptions 

The following technical assumption list, based on the two-tiered model for the reason stated above, serves 
as input to the development of the TCO. For a single national operator of the PSBN all references to NE 
and RSDE in this report can be replaced by “national PSBN operator.” 

a. The NE specifies, procures, operates and manages the inter-regional backbone network that 
interconnects the RSDEs (should regional entities exist). 

b. Billing (due to roaming) will be reconciled at the national level. The NE will settle the 
inter-carrier charges. It will collect or credit the amount attributed to any specific RSDE. 
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c. The NE manages policies regarding spectrum sharing with FirstNet and commercial mobile 
network operators. 

d. The NE manages the national and international roaming agreements. 

e. The NE offers value-added nationally-hosted applications and services. 

f. The NE configures the mobile devices and USIM with national configuration parameters. 

g. The NE provides connections for Federal network access at agreed-upon demarcation points. 

h. The RSDE adheres to nation-wide interoperability standards. 

i. The RSDE delivers value-added services through regionally-hosted applications. 

j. The RSDE provides a connection point for EUA information networks at agreed-upon 
demarcation points. 

k. The RSDE provides access to the public Internet. 

l. The RSDE provides connection points for roaming exchange networks. 

m. The RSDE configures the mobile devices / USIM with regional configuration parameters. 

n. The RSDE provides an LTE-LMR interworking function to support inter-domain Push-to-Talk 
(PTT) talk groups in accordance with national standards. 

o. Each agency provisions the services for its own subscribers. 

p. The EUA establishes and manages the access control policies and rules for their information 
networks. 

q. The EUA will be able to assert selective local control12 on the PSBN, in accordance with 
national and regional policies. 

r. The EUA may procure, own and operate its own deployable systems in accordance with 
national and regional policies. 

s. The EUA may procure, own and operate its own mobile devices in accordance with national 
and regional policies. 

t. The EUA may activate the services and mobile devices’ USIM. 

u. The EUA provides access to the Internet for the users and user devices under its authority. 
This enables the EUA to apply its Internet access policies. 

v. The user requirements for the PSBN are articulated in the “PSBN Use-Case and User 
Requirements” report [1]. 

                                                      
12 National Public Safety Telecommunications Council (U.S.) recommendations for local control are contained in 
the report “Public Safety Entity Control and Monitoring Requirements for the Nationwide Public Safety Broadband 
Network” [18]. 
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w. The end users will have a common quality of experience when they are connecting to a 
nationwide PSBN service regardless of which RSDE that they are accessing. 

x. All authorized users served by the PSBN may attach to any region of the PSBN regardless of 
which agency they pertain to. There is no roaming by such users anywhere on the PSBN. 

y. The minimum 3GPP feature set and specifications for the PSBN will be LTE Release 14. 

z. There will be one PLMN ID for the PSBN. There may be a separate PLMN ID assigned for 
PSBN deployable systems for when they are isolated from the macro network, as 
recommended by the 3GPP TS 23.401 Annex K [19]. 

aa. 20 MHz of spectrum is allocated for the PSBN in the 700 MHz Band-14 (downlink:  
758–768 MHz and uplink: 788–798 MHz). 

bb. Public safety traffic of the PSBN will flow through a dedicated public safety CN. 

cc. Any commercial Band-14 traffic is carried on the commercial CN only. In effect, commercial 
traffic and public safety traffic will be kept separate when both are using Band 14 spectrum. 

dd. Public safety traffic may flow over a commercial network in the absence of the PSBN. 

ee. Sensitive data shall remain under Canadian jurisdictional control while in transit or at rest and 
must not leave Canada. That means that sensitive data must not traverse through network 
devices such as routers or servers outside Canada. There may be special dispensation granted 
that would allow sensitive data to exit Canada, such as potential interoperability with FirstNet 
in the U.S. 

ff. The RSDEs may be able to operate, serving the users in their regions, in case of 
disconnection from the National Entity. 

gg. The minimum PSBN content of an RSDE is the RAN. 

hh. The PSBN, except for UEs, will not store user-traffic, except if required by regulations. 

ii. There will be service continuity and session (LTE bearers) persistence during hand-over 
between RSDE-to-RSDE, RSDE-to-Mobile Network Operator (MNO) partner,  
RSDE-to-FirstNet/AT&T. 

jj. The PSBN operators have enabled QoS, priority and pre-emption mechanisms on the PSBN. 

kk. The PSBN, as a mobile network, will support Wireless Public Alerting (WPA) (receiving 
and broadcasting). 

ll. The PSBN, as a mobile network, will support NG 911 in accordance with National 
Emergency Numbering Association’s (NENA) i3 solution [20]. 

mm. RAN-sharing may be used in the regional networks. 
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4 Considerations on operability 

Considerations on operability are intended to enable the capabilities as expressed in the use-cases for the 
PSBN [1]. The technical considerations on operability are stated in terms of what is required of the PSBN 
by the users. The definition of the user groups is found in the “Glossary” section of this document. There 
are two main groups of users: (i) end-users and (ii) network administrators. Furthermore, the end-user 
group can be segmented between human users and non-human users. The latter represents sensors, robots, 
embedded modems, etc. Where needed for clarity, the distinction is made within the considerations 
statement between those that apply to one user group versus another. 

In order for the PSBN to be usable, a number of decisions must be made on questions that affect how the 
network will be operated and how the services that are offered over the PSBN will be managed. The 
questions broadly cover operational policies and roles and responsibilities of the participants in the 
service delivery chain in support of their mission to deliver broadband services to the end-users. There are 
interoperability implications for policies as well, when policies are network-enforced via a policy 
database, a Policy Decision Point (PDP) server, and a Policy Enforcement Point (PEP) [21]. Defining 
policies and attributing roles and responsibilities is beyond the scope of this document. 

The technical considerations on operability are categorized as follows and will be described in the 
following sections:  

 End-user device 

 Network management 

 Services and service management 

 Applications 

 Mobility services 

 Operability with external networks 

 QoS and congestion control 

 Local control 

 Public safety-grade availability, reliability and resiliency 

 Partnerships management 

Considerations on operability express “what” is required and not “how” to fulfill the need. The technical 
considerations on operability in this Section 4 consider the assumptions listed in Section 3.4. Any changes 
to these assumptions could impact the technical considerations contained in this report. 

4.1 End-user device 

This section deals with the aspect of managing user devices. It is assumed that the UE devices that will be 
used to access information networks and applications over the PSBN will be certified by an accredited body 
or agency. EUAs will likely have specialized requirements for the UE that are tailored to the needs of 
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particular missions. UE devices will either be used by human users or will be embedded within machines, 
sensors, and other non-human hosts. Both types of UE devices will need to operate with the PSBN.  

This section covers operability of UE devices over the PSBN. 

4.1.1 UE capabilities 

PSBN UEs will come with a wide variety of capabilities depending on the specific needs of the EUAs 
using them. Capabilities can be Hardware (HW), Software (SW), or system capabilities. Some UE 
capabilities are device-only capabilities with no equivalent capabilities required in the network. 
Furthermore, some UE capabilities are required for the device to operate on a network other than the 
PSBN, for instance while roaming on non Band 14 commercial networks.  

Bring-Your-Own-Device (BYOD) is considered as a UE, and as such, there is no distinction made 
whether it is agency-supplied or user-supplied; it is expected that BYOD will be subject to specific 
policies not explored here. 

Table 1 below provides a non-exhaustive list of UE capabilities with an indication as to whether an 
equivalent capability is required in the PSBN in order to enable the capability in the UE.  

Table 1: UE capabilities. 

UE Capabilities 
Support 

required in 
PSBN? 

Radio Access Technology (RAT) and Frequency Band support  

LTE Frequency Division Duplex (FDD) Band 14 YES 

3GPP TS 36.306 UE Radio Access Capabilities, Release 14 YES 

Uu Interface (UE-eNodeB): 3GPP TS 36.101 [22], 36.104 [23], 36.133 [24], 36.141 
[25], 36.201 [26], 36.211 [27], 36.212 [28], 36.213 [29], 36.214 [30], 36.314 [31], 
36.321 [32], 36.322 [33], 36.323 [34], 36.331 [35] 

YES 

S1 Interface (UE-MME): 3GPP TS 23.122 [36], 24.301 [37], 36.410 [38], 36.411 [39], 
36.412 [40], 36.413 [41], 36.414 [42], 33.210 [43], 33.310 [44] YES 

3G RAT Support NO 

WiFi Support (GSMA TS.22 [45]) YES 

Non Band 14 Support NO 
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UE Capabilities 
Support 

required in 
PSBN? 

UE Category   

High Power UEs (HPUE), specified as Class 1 in 3GPP TS 36.101 [22] YES 

UICC/USIM/ISIM   

USIM/USAT applications on the UICC in accordance with the relevant 3GPP 31.101 
[46], 31.102 [47], and 31.111 [48] standards. YES 

Codecs   

Audio Codecs: AMR-NB (TS 26.071 [49]) , AMR-WB (TS 26.171 [50]), EVS 
(TS 26.441 [51]) YES 

Video Codecs: H.264 [52] YES 

Commercial Services   

Voice telephony (VoLTE/VoWifi) interworking with the Public Switched Telephone 
Networks (PSTN) 

YES 

Video telephony (ViLTE) YES 

Short Messaging Service (SMS) YES 

Multimedia Messaging Service (MMS) YES 

Streaming Video/Audio Services YES 

Data Internet Service YES 

Machine Type Communication (MTC) YES 

enhanced Multimedia Broadcast and Multicast Services (eMBMS) for 
bandwidth-intensive communications 

YES 

Presence and Discovery Services YES 



  

26 DRDC-RDDC-2019-R024 
 

  

UE Capabilities 
Support 

required in 
PSBN? 

Location Services with accuracy for x and y coordinates YES 

Next Generation 9-1-1 (NG 911) YES 

Wireless Public Alerting (WPA)  YES 

PS-Grade Services   

Mission Critical Common Requirements (MCCoRe) YES 

Mission Critical Push-to-Talk (MCPTT) YES 

Mission-Critical Data (MCData) YES 

Mission-Critical Video (MCVideo)  YES 

Proximity Services (ProSe) and Direct Mode YES 

Mission-Critical Machine Type Communication (MTC) YES 

Mission-Critical Location Services (i.e., enhanced accuracy for x, y, and z direction and 
indoor locations) 

YES 

Mobile Virtual Private Network (MVPN) YES 

Isolated E-UTRAN Operation for Public Safety (IOPS) Support YES 

Mobility  

Intra-PLMN and Inter-PLMN Handover YES 

Intra-System and Inter-System Handover YES 

Roaming YES 

Management   



  

DRDC-RDDC-2019-R024 27 
 

  

UE Capabilities 
Support 

required in 
PSBN? 

Mobile Application Management (MAM) Client YES 

OMA DM client YES 

SIM-OTA YES 

Positioning   

3GPP TS 36.355 [53] (LTE positioning protocol) YES 

Assisted Global Navigation Satellite System (A-GNSS) YES 

Observed Time Difference of Arrival (OTDOA) YES 

Enhanced Cell ID (ECID) YES 

Control Plane: 3GPP TS 44.031 [54] YES 

Secure User Plane Location (SUPL) OMA YES 

Network   

Multiple Operator Core Network (MOCN) YES 

Access Network Discovery and Selection Function (ANDSF) YES 

Minimization Drive Tests (MDT) YES 

Measurements for Self Organizing Networks (SON) YES 

Circuit Switched FallBack (CSFB) NO 

enhanced Single Radio Voice Call Continuity (eSRVCC) NO 

Dual IPv4/IPv6 stacks YES 

Access Classes (3GPP TS 22.011 [55]) YES 
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UE Capabilities 
Support 

required in 
PSBN? 

QoS mechanisms (3GPP TS 23.203 [56]) YES 

QoS mechanisms (802.11e [57]) YES 

Connectivity   

Bluetooth Security Mode 3 and Service Level 1 NO 

Near-Field Communication (NFC) NO 

Universal Serial Bus (USB) NO 

3.5mm Headphone Jack NO 

Others   

Camera NO 

Distributed Digital Rights Management (DDRM) NO 

FM Radio NO 

Memory Card NO 

Microphone NO 

Fingerprint Sensor NO 

Keypad NO 

 

OC-4.1.1.1 UE devices SHALL, at a minimum, support LTE over 3GPP Band 14. 

OC-4.1.1.2 The UE devices SHALL enable the user to select whether to connect the devices to the 
infrastructure or directly to other devices. 

OC-4.1.1.3 UE devices for human users SHALL support VoLTE. 
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OC-4.1.1.4 UE devices for human users SHALL support an IMS client. 

OC-4.1.1.5 The UE devices SHALL be able to display the presence of other devices that are 
discovered when operating in direct mode. 

OC-4.1.1.6 The UE devices SHALL be capable of operating in UE-to-Network relay mode as defined 
by the 3GPP’s ProSe. 

OC-4.1.1.7 The UE devices that operate in direct mode SHALL be capable of supporting one-to-one 
and one-to-many voice and messaging services. 

OC-4.1.1.8 The UE devices SHALL present a user-configurable notification when they transition 
between connected modes and between connected-to-infrastructure mode and direct mode 
operation. 

OC-4.1.1.9 The PSBN SHOULD enable direct mode discovery and communications between its UE 
devices and those from FirstNet. 

OC-4.1.1.10 The UE devices SHALL present a user-configurable notification to the user when an 
application-layer encryption for the user data is enabled or disabled. 

OC-4.1.1.11 UE devices SHOULD provide a wireless or wired tethering capability for other 
computing platforms. 

OC-4.1.1.12 UE devices SHALL interface at the IP level with devices and systems that are peripheral 
to the UE devices. 

OC-4.1.1.13 UE devices SHOULD support 4.94–4.95 GHz Wireless Local Area Nerworks (WLAN). 

OC-4.1.1.14 UEs SHALL support capabilities that are in accordance with the mission-specific needs of 
the EUAs. 

OC-4.1.1.15 UE devices for human users SHALL support WiFi IEEE802.11-2016 [57] networks. 

OC-4.1.1.16 UE devices for non-human users SHOULD support WiFi IEEE802.11-2016 networks 

OC-4.1.1.17 UE devices SHOULD support IEEE 802.11e (QoS over WiFi) [57]. 

OC-4.1.1.18 UE devices SHALL be able to use the direct mode of WiFi (i.e., no infrastructure) to 
connect with other devices without the presence of a WiFi access point. 
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OC-4.1.1.19 Selected UE devices SHOULD contain suitable RAT that would enable them to connect 
to satellite systems. 

OC-4.1.1.20 UE devices SHALL contain suitable RAT that would enable them to connect to 
commercial wireless networks. 

OC-4.1.1.21 The PSBN SHALL allow the integration of HPUE, specified as Class 1 in 3GPP TS 
36.101 [22], as they become available. 

OC-4.1.1.22 UE devices SHOULD support eMBMS and Group Communications System Enabler 
(GCSE) clients. 

OC-4.1.1.23 UE devices SHALL comply will all relevant 3GPP standards. 

4.1.2 Device physical form factors 

The physical form factors of the UE will vary considerably depending on the needs of the users. For 
example, firefighters may require UE that is integrated into the LMR radios, which acts as a personal area 
network access point that relays telemetry (air level, biometric readings, position, temperature, etc.) to the 
Incident Commander. Some use cases for UE will require highly ruggedized devices, while others only 
require commercial devices. Some UEs will be embedded in other devices such as sensors, robots, and 
LMR radios. It is outside the scope of this document to list all the physical form factors of the UE needed 
by each user group. However, there are general UE form factors that are expected to be usable by most 
user groups, such as (i) handheld similar to a smartphone or LMR radio, (ii) tablets, (iii) dongles, 
(iv) in-vehicle routers. 

OC-4.1.2.1 UEs SHALL be available in a form-factor that is suitable for the mission in which they 
will be used. 

OC-4.1.2.2 UEs SHOULD be available as embedded devices in sensors, robots, and other machines. 

4.1.3 SIM card management  

The UICC is a physically secure device that can be either a removable hardware module or a non-removable 
separate hardware module embedded in the mobile equipment. The UICC may contain one or more 
applications. A mandatory application on the UICC is the USIM. 

The USIM is an application residing on the UICC used for securely accessing services provided by 
mobile networks. If the UICC is removed from the mobile equipment, the service shall be terminated 
immediately (with the exception of 911 calls). The functions of the USIM include authenticating itself to 
the network and vice versa, authenticating the user and providing additional security functions.  
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The UICC/USIM may also contain applications which use the features defined in the USIM Application 
Toolkit (USAT). The USAT, as specified in TS 31.111 [48], provides the capability for operators or 
third-party providers to create applications that are resident on the USIM. 

The IMS SIM (ISIM) is another application that can reside on the UICC and it provides access to IP 
multimedia services. ISIM is a mandatory application to access IMS-based services such as VoLTE 
and MCPTT. 

The 3GPP TS 31.102 [47] and TS 31.103 [58] specify the characteristics of a USIM and an ISIM 
respectively. The 3GPP TS 31.115 [59] and 31.116 [60] specify the exchange of secured packets between 
an entity (SIM-OTA server) in the network and an entity in the UICC. 

SIM Over-The-Air (SIM-OTA) is a technology that updates or changes data in UICC without having to 
re-issue the cards. SIM-OTA enables a network operator to introduce new services or to modify content 
of UICC in a secure, rapid, and cost-effective way. SIM-OTA is based on a client/user architecture where 
at one end there is an operator back-end system and at the other end there is the UICC.  

SIM-OTA services include the ability: 

 to send commands to the USIM/ISIM via SMS or other bearer services; 

 to add or delete USIM/ISIM files; 

 to add, change or delete USIM/ISIM file data; 

 to add, change or delete USIM/ISIM applications; 

 to activate or deactivate USIM/ISIM applications; 

 to query for USIM/ISIM data. 

With SIM-OTA, the PSBN operator can, among other things: 

 activate, deactivate, suspend/restore, manage USIM/ISIM subscriptions; 

 install, activate, deactivate, remove USIM-based applets; 

 manage the list of roaming partners; 

 determine the access technology allowed. 

OC-4.1.3.1 The PSBN SHALL host and manage a SIM-OTA platform to manage UICC cards, USIM 
and ISIM applications over-the-air. 

OC-4.1.3.2 The software/firmware of the USIM or ISIM SHALL be upgradable without requiring that 
the equipment be connected to a dedicated harness or to be placed into a mode that takes 
the equipment off-line. 

OC-4.1.3.3 The UE SHALL be usable while it or the USIM or ISIM is being updated. 
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OC-4.1.3.4 In case the download process is interrupted, the PSBN SHOULD resume the downloading 
process from the point at which it was interrupted whenever the possibility arises to do so 
in order to not re-initialize the process if it is interrupted in mid-stream. 

4.1.4 Mobile device management 

The UE will require occasional updates to its firmware, virus definition files, etc. It is necessary that such 
updates can be performed while the UE is in service and at such time that the EUA or the end-user judges 
to be most opportune.  

Similarly, application clients that are resident on the UE devices will also require occasional updates. This 
is covered in Section 4.4.7. 

The possibility for EUAs to operate a MDM system to manage their end-user UEs can be granted via 
Local Control as specified in Section 4.9.1. 

OC-4.1.4.1 The PSBN SHALL support remote mobile device management capabilities over the air, 
including software updates, discovery, device platform configuration, lock, unlock, wipe, 
security configurations, and other related abilities. 

OC-4.1.4.2 The PSBN-hosted mobile device management system MAY be based on OMA DM v2.0 [61]. 

OC-4.1.4.3 The software/firmware of the UE SHALL be upgradable without requiring that the 
equipment be connected to a dedicated harness or to be placed into a mode that takes the 
equipment off-line. 

OC-4.1.4.4 Downloads to the UE SHOULD be performed in the background when radio resources 
are available. 

OC-4.1.4.5 The UE SHALL be usable while the download is in process. 

OC-4.1.4.6 A network administrator SHALL have override capability on any configuration setting, in 
accordance with relevant policies. 

4.1.5 UE positioning 

It is essential to be able to locate UE devices in two dimensions, at a minimum. Some use-cases require 
that the location of the UE device can be determined in the third (vertical) axis. This is especially 
applicable to locating firefighters in multi-story buildings.  

Multiple positioning methods exist and, based on the UE capabilities, can be combined to create hybrid 
positioning methods; positioning methods vary in location accuracy and speed to generate the location 
information. Some methods applicable to LTE include: 
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Assisted Global Navigation Satelittle System (A-GNSS)—The network assists GNSS-enabled mobile 
devices to improve the performance of their GNSS receivers by providing it with “assistance data” such 
as reference time, visible satellite list, reference position, and satellite ephemeris. The final position can 
be calculated by either the UE (UE-based) or the network (UE-assisted). The receiver must lock onto at 
least four satellites in order to compute a 3-D position.  

Cell ID (CID) / Enhanced Cell ID (ECID)—A user device is localized to its serving eNodeB, typically 
to the specific cell/sector within the eNodeB. By using additional radio-related measurements, such as 
Round Trip Time (RTT) and Angle of Arrival (AoA), ECID positioning is more accurate than CID. 

Observed Time Difference of Arrival (OTDOA)—The UE measures time differences in downlink 
signals from two or more eNodeBs. Using the known position of the eNodeBs and these time differences, 
it is then possible to calculate the position of the UE. 

Uplink Time Difference-Of-Arrival (UTDOA)—Defined as part of 3GPP Release 11, UTDOA became 
available later than the other techniques. The advantage is that the UE does not need any additional 
hardware or software. The method uses time difference measurements based on Sounding Reference 
Signal (SRS), taken by several eNodeBs, to determine the UE’s exact location. The network has to be 
equipped with exactly time-synchronized Location Receivers / Location Measurement Units (LMUs) and 
a Location Calculation and Control Center to calculate the position of the handset. 

Table 2 shows which positioning method requires assistance from the UE and/or the eNodeB, and 
whether the estimation is performed by the UE or the location server. 

Table 2: LTE positioning methods. (Source: Rhode & Schwartz [62].) 

 

For those location measurements to be performed and provided to location-based applications or services, 
the PSBN needs to host the Evolved Serving Mobile Location Center (E-SMLC) and the Gateway Mobile 
Location Centre (GMLC), described below. 

The E-SMLC is a server in the core network that manages the support of different location services for 
target UEs, including positioning of UEs and delivery of assistance data to UEs. For positioning of a 
target UE, the E-SMLC decides on the position methods to be used, based on factors that may include the 
required location accuracy, UE and eNodeB positioning capabilities. The E-SMLC may combine all the 
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received results and determine a single location estimate for the target UE (hybrid positioning). 
Additional information like accuracy of the location estimate and velocity may also be determined. 

The GMLC is the first node an external location application accesses in the PSBN. The GMLC performs 
registration authorization and requests routing information from the Home Location Register / Home 
Subscriber Server (HLR/HSS). There may be more than one GMLC in a PLMN. It provides the following 
functions: 

 Access point to the mobile network where external Location Services clients can retrieve 
positioning data 

 Generates billing data for every delivered position 

 Security checkpoint 

 Interface to Public Safety Answering Point (PSAP) tandems 

There are two options for how the device (client) can communicate with the location server: 

Over the user plane using a standard data connection, the data link is used as the bearer for handling the 
Location-Based Service (LBS) session and for transport of the assistance data messages. This is the 
default approach used for location applications requiring a large amount of data transfer that is not 
typically carried over cellular control channels. The user plane is handled by the SUPL Location Platform 
(SLP). Based on OMA SUPL standards [63], this solution relies on user plane data bearers to transfer 
location-assistance and positioning-related messages between the SUPL-enabled terminal and the SLP. A 
SUPL client is required on the user device. Both E-SMLC and SLP are just logical entities and can be 
located in one physical server. 

Over the control plane an LBS session is established and assistance data message exchange is performed 
over the “control” channels. LTE Positioning Protocol (LPP) is the protocol used for control plane 
LBS sessions. 

Figure 9 below provides an overview of the positioning network architecture. 

 
Figure 9: LTE positioning network architecture. (Source: Rhode & Schwartz [62].) 
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In the case of in-building or in-infrastructure positioning, additional technology could be required for 
accurate positioning. 

VoLTE E911 calls 

In VoLTE, location determination is handled by the E-SMLC when requested by MME. UE location once 
calculated and obtained from E-SMLC is then cached in GMLC and sent to the E911 or NG 911 network. 
The GMLC, along with the Location Retrieval Function (LRF), is used to both assist the routing of the 
call towards the closest PSAP as well as to allow the PSAP to request updated information of the user’s 
location during the emergency call. 

OC-4.1.5.1 The UE device SHALL contain a GNSS receiver. 

OC-4.1.5.2 UEs SHALL support location based services. 

OC-4.1.5.3 Selected UE devices SHOULD contain a means by which they can be located in the third 
(vertical) axis. 

OC-4.1.5.4 The PSBN SHALL be able to locate the UE in any axis according to regulations and 
agreed upon requirements. 

OC-4.1.5.5 The UE devices SHALL allow a user to configure whether its location information is 
reported on a secure user-plane. 

OC-4.1.5.6 The PSBN SHALL allow users to block their UE device’s location information from being 
collected by the PSBN, in accordance with relevant policies. 

OC-4.1.5.7 For commercial location services, the PSBN SHALL enable end-users to restrict access to 
their location information. 

OC-4.1.5.8 For mission-critical and regulatory location services, the PSBN SHALL NOT enable 
end-users to restrict access to their location information. 

OC-4.1.5.9 The PSBN MAY support location based services via standardized 3GPP-based network 
location enablers such as the E-SMLC and the GMLC. 

OC-4.1.5.10 The PSBN SHALL meet all Canadian regulatory requirements on location-based services 
such as E911 and lawful intercept. 

OC-4.1.5.11 The PSBN location servers SHALL authenticate and authorize location services or 
applications requesting location information of target UEs. 

OC-4.1.5.12 UEs MAY support positioning methods standardized by 3GPP for LTE. 
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OC-4.1.5.13 The PSBN MAY support all UE positioning methods standardized by 3GPP for LTE. 

OC-4.1.5.14 The PSBN SHALL support a SUPL platform. 

OC-4.1.5.15 The PSBN SHALL contain location information of roaming users that are attached to 
the PSBN. 

OC-4.1.5.16 The PSBN SHALL receive location information of its users while roaming. 

OC-4.1.5.17 Location information SHALL be accessible only by authorized users. 

OC-4.1.5.18 Location information SHALL be accessible only by authorized applications. 

4.1.6 Support for multiple users 

This section applies if there is a requirement for first responders to share PSBN communications devices 
in the same work shift or between shifts. If end-users change devices, controls will be needed to transfer 
the device from a previous user to a new user without compromising access or security. 

OC-4.1.6.1 The UE device SHOULD retain the configuration settings for each user. 

OC-4.1.6.2 The PSBN SHOULD allow a user to access and adjust the configuration settings that 
pertain to that user only. 

OC-4.1.6.3 The UE device SHALL not allow UICC modules to be removed and replaced by the users. 

4.1.7 UE device certification 

It is assumed that only UE devices that are approved by the PSBN will be permitted to be connected to 
the PSBN. Regulatory agencies and other industry accredited entities will be responsible for device 
certification. Once a device has successfully passed certification, it must then be approved for use by the 
entity responsible for the PSBN. The approval process will involve a series of system level tests 
conducted at a certified test and evaluation facility. Upon recommendation from the certified facility on a 
device’s successful passing of the system-level test, approval could then be granted.  

It is expected that EUAs may also have their own UE approval processes, for instance if ruggedized UEs 
need to meet a specific public-safety grade to operate in harsh physical environments.  

Although the scope of the certification and approval processes are out-of-scope of this document, the 
following example helps clarify this point. Some UE devices will be required to support voice and video 
applications. For interoperability across the entire PSBN, the audio and video codecs used in the devices 
must be compatible with each other and standardized.  
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For commercial services, 3GPP and GSMA have standardized the Adaptive Multi Rate-Narrowband 
(AMR-NB), the AMR-Wideband (AMR-WB), and the Enhanced Voice Services (EVS) codecs for voice 
services, as well as the H.264 codec for video services. 

For public-safety-grade services, 3GPP mandates AMR-WB (with EVS as optional) as the voice codec 
for MCPTT, and H.264 (with H.265 as optional) as the video codec for MCVideo.  

In order for a voice session to be established between different codecs, the PSBN would need to 
implement a transcoder at the network boundary in order to convert from one algorithmic domain to 
another. The decision as to which audio codec to use will be the responsibility of the PSBN national 
entity in concert with the RSDEs. Users may want to use non-standardized protocols for their audio 
communications. This can be accomplished via over-the-top applications and programmable codecs that 
can be configured to the desired protocols. 

OC-4.1.7.1 UE devices that can operate in harsh physical environments SHALL be qualified and 
certified for use by public safety users. 

OC-4.1.7.2 The PSBN SHALL admit only those UE devices that have been approved for use with 
the PSBN. 

OC-4.1.7.3 Only approved audio codecs SHALL be used on the PSBN UE devices. 

OC-4.1.7.4 Only approved video codecs SHALL be used on the PSBN UE devices. 

4.2 Network management 

Network management refers to the Operations, Administration, Maintenance, and Provisioning (OAM&P) 
functions of the PSBN. These functions are typically carried out by the technical and administrative staff 
of the PSBN.  

This section is based on the 3GPP PLMN management architecture as specified in TS 32.101 [64], 
TS 32.102 [65] and other specifications in the 32.xxx family. 3GPP PLMN management architecture is 
based on the ITU TMN. The TMN is a model defined by ITU-T for managing systems in a 
communications network. It is referenced in ITU-T Recommendation M.3010 [66] and provide a 
framework for service providers. The TMN logical layered architecture includes four layers of 
abstraction: 

 The business management layer 

 The service management layer 

 The network management layer 

 The element management layer 

For the network management layer, the ITU-T M.3400 [67] and X.700 [68] recommendations specify five 
management functional areas, referred to as FCAPS, an acronym that is composed of the first letter of 
each functional area, namely: 



  

38 DRDC-RDDC-2019-R024 
 

  

 Fault management—detect, isolate, notify, and correct faults encountered in the network; 

 Configuration management: configure aspects of network devices, such as configuration file 
management, inventory management, and software management; 

 Accounting management: collect usage information of network resources to enable charges to be 
established for the use of those resources; 

 Performance management: monitor and measure various aspects of performance so that overall 
performance can be maintained at a defined level; 

 Security management: secure access to network devices, network resources, and services to 
authorized individuals. 

In addition to FCAPS functional areas, this section covers the following dimensions: 

 Self-Organizing Networks (SON); 

 MOCN OLA management; 

 Network design and optimization; 

 Maintenance, upgrades, and evolution; 

 Disaster recovery. 

Although not in-scope of this document, it is expected that the PSBN will use best-practices in 
implementing network management processes. These management processes can be based on the widely 
accepted eTOM, developed by the TMF. The eTOM is part of the Business Process Management 
framework of the TMF Frameworx program. This reference framework for categorizing the business 
activities that a service provider will use is found in the ITU-T Recommendations M.3050.x series [16].  

Figure 10 shows the operations portion of the eTOM framework broken out into the Operations Support 
and Readiness vertical end-end process grouping plus the three Customer Operations vertical end-end 
process groupings of Fulfilment, Assurance and Billing. The purpose is to show in more detail the 
predominant processes that need to be involved—integrated and automated—to support the vertical 
end-to-end, Customer Operations processes of Fulfilment, Assurance and Billing as well as the 
Operations Support and Readiness processes. 
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Figure 10: Operations portion of eTOM. (Copyright: TeleManagement  

Forum; Source: ITU-T M.3050 [16].) 

4.2.1 Fault management 

Fault management (referred to by ITU-T as network trouble management) processes are responsible for 
the management of troubles with network resources. The objectives of these processes are to report 
network resource failures, to isolate the root cause and act to resolve them.  

Fault management also includes a trouble-ticketing and workflow system for dispatching service 
personnel, logging the actions taken, and time-stamping the various steps in the fault correction process. 
It is tied to performance management such that trigger points at certain performance levels will initiate 
action. It is also related to inventory management such that service personnel are dispatched with the 
correct version and configuration of spares. Whereas performance management typically addresses the 
performance of the network, fault management is associated with the performance of the service 
organization. There are Key Performance Indicators (KPI) associated with organizational performance as 
well. These can be: time to repair, time to close issues, cost to maintain, and cost to repair. A similar set 
of KPIs can be defined for time and cost to restore service. 
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Responsibilities of the fault management processes include, but are not limited to:  

 Detect, analyze and report network resource failure events; 

 Fault localization analysis; 

 Correcting network resource faults; 

 Resource trouble reporting to service problem management processes; 

 Resource trouble administration to ensure repair activities are assigned and tracked efficiently. 

Network resource troubles may relate to problems reported in the service and hence the customer domain 
via the corresponding trouble ticketing systems. 

OC-4.2.1.1 The PSBN OSS systems SHALL provide real-time event-based monitoring correlating 
alarm data from the different PSBN network element and application servers. 

OC-4.2.1.2 The PSBN SHALL present processed KPIs and other information relevant for fault 
management to a fault management application as a network service of the PSBN. 

OC-4.2.1.3 The PSBN SHALL present processed KPIs and other fault-related information to the OSS 
via open standards-based APIs. 

OC-4.2.1.4 The PSBN’s fault monitoring application MAY be implemented using the Simplified 
Network Management Protocol (SNMP)v3-based protocol. 

OC-4.2.1.5 The PSBN SHALL host a trouble ticketing OSS application with suitable workflow, issue 
tracking and escalation, and notification scheme for issues related to the PSBN. 

OC-4.2.1.6 The PSBN SHALL provide an EUA-A the ability to open and track trouble tickets related 
to the PSBN. 

4.2.2 Configuration management 

It is expected that the national entity, RSDEs, and EUAs will implement tools to manage the 
configurations of the various components of the PSBN, as well as maintain an accurate inventory of the 
infrastructure13—both on-line and off-line. This function is associated with a change management process 
whereby requests for changes, substitutions, upgrades, etc., are reviewed and verified prior to approval 
and implementation. The tools enable rapid assessment of the scope, cost, and impact of changes. For 
example, before approving the implementation of a proposed “critical” firmware upgrade, a change 
control board can interrogate the configuration and inventory management function to determine the 
extent of the upgrades, all the affected sites, potential down time, etc. The change control board can then 
devise a plan to roll out the upgrades at least cost, quickest time, with least operational impact. 

                                                      
13 Infrastructure used in this context includes network hardware, software, devices, spares, and applications. 



  

DRDC-RDDC-2019-R024 41 
 

  

Despite the likelihood that many actions taken by the PSBN will be automatically initiated through 
expert-rules based workflow processes, it is expected that manually initiated actions will also be 
necessary by the network administrators. For example, network administrators would push software 
upgrades to various network elements. They would stand ready to halt the process in case there are 
unexpected consequences. There may be situations where automatic re-routing of traffic in case of 
bottlenecks creates un-intended consequences on other links. The network administrators may need to 
manually re-configure the traffic flow. Although rare, there is the possibility that a network may suffer a 
catastrophic outage. Manual intervention will be required in those circumstances to bring the network 
back live by each sub-network at a time. 

An issue with OAM&P applications arises when the applications are tailored to the specific network 
elements that make up the PSBN. When network elements are replaced or upgraded with limited 
backwards compatibility for element management, then the OAM&P application needs to be 
reprogrammed to communicate with the new or upgraded network elements. It is preferable that the 
vendors conform to published requirements for the Management Information Base (MIB) and protocol 
needs of the OSS. 

Configuration management is related to inventory management. The main task of the network inventory 
management is to manage network inventory information about the various resources of the PSBN. It 
provides support to network planning, to network operation, and to maintenance staff. 3GPP TS 32.690 [69] 
has specified the requirements for an efficient access for network management systems to the static 
inventory data of all related managed network elements. 

OC-4.2.2.1 The PSBN SHALL allow configurable parameters to be controlled by authorized network 
administrators according to established policies and procedures. 

OC-4.2.2.2 All service-affecting OAM&P activities SHALL require command confirmation to 
minimize the potential of accidental service disruption. 

OC-4.2.2.3 The OSS application that presents the interfaces to the users by which they control the 
PSBN SHALL be implemented using industry-accepted best practices to achieve 
multi-vendor interoperability. 

OC-4.2.2.4 The PSBN SHALL report inventory and configuration information for on-line and off-line 
network elements as a network service. 

OC-4.2.2.5 Equipment configurations and inventory SHOULD be remotely accessible by the network 
administrators. 

OC-4.2.2.6 The PSBN SHALL present inventory and configuration information to the OSS via open 
standards-based APIs. 

4.2.3 Accounting management 

Charging is the function whereby information related to a chargeable event is formatted and transferred in 
order to make it possible to determine usage for which the charged party may be billed. 
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Accounting is the process of apportioning charges between the home network, serving network and user. 
Accounting management enables charges to be established for the use of resources in the PSBN, and for 
costs to be identified for the use of those resources. Accounting management includes functions to: 

 inform users of costs incurred or resources consumed 

 enable accounting limits to be set and tariff schedules to be associated with the use of resources 

 enable costs to be combined where multiple resources are invoked to achieve a given 
communication objective 

Billing is a function whereby Charging Data Records (CDRs) generated by the charging function are 
transformed into bills requiring payment. Billing is covered in Section 4.3.6. 

The charging capabilities required depend on the charging requirements: 

 Charging usage on a per domain-basis e.g., Packet Switched (PS) domain; 

 Charging usage on a per system-basis e.g., IMS; 

 Charging usage on a per service-basis e.g., MMS, LCS, PoC, eMBMS, SMS, VoLTE, ViLTE; 

 Online and/or offline charging14; 

 Advice of Charge; 

 Roaming charges. 

3GPP TS 32.240 [70] specifies the charging architecture and principles. 

OC-4.2.3.1 The PSBN SHALL implement capabilities so that appropriate charging information is 
generated and collected by the network elements of the PSBN. 

OC-4.2.3.2 The PSBN SHALL implement offline and/or online charging systems. 

OC-4.2.3.3 The PSBN SHALL implement interfaces to transfer the charging information (i.e., CDRs 
or charging events) to the appropriate charging and billing system. 

OC-4.2.3.4 The PSBN SHALL implement a charging system compliant to 3GPP specifications. 

4.2.4 Performance management 

Performance management is based on different types of measurements performed by the network elements. 
Via their element management system, the network elements transfer their measurements to a performance 
management application where raw data is processed, aggregated, and combined to create KPI. 

                                                      
14 In offline charging, the charging information is transferred from the network to the billing domain; in online 
charging, the charging information is transferred from the network to the Online Charging System (OCS) which in 
turn, may have an offline charging reference point used to forward charging information to the billing domain. 
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The performance of the network will be derived from those KPIs. The KPIs would be used by the 
performance management application to construct the performance dashboard of the PSBN and the 
services delivered over it. Performance management is associated with optimizing the performance of the 
network. Typically, and among other actions that can be taken, this consists of adjusting antenna 
parameters, such as tilt and orientation, in order to improve the coverage of a cellular base station 
i.e., eNodeB in LTE. Another aspect of optimization is based on long term monitoring of traffic patterns 
and applying measures to reduce or alleviate bottlenecks in the transport. Some other factors that fall 
under performance management include dropped session rate, session establishment rate, availability of 
the backhaul network on a link-by-link basis, and load balancing. 

On a per network element basis, 3GPP has defined a list of parameters that should be measured for 
performance management. 3GPP has further specified KPIs for the Evolved Universal Terrestrial Radio 
Access Network (E-UTRAN) [71] which is the radio access network, the Evolved Packet Core (EPC) 
[72], the IMS [73], and the home eNodeB (HeNodeB) [74], as well as performance requirements for the 
MCPTT [75] and the MCVideo [76]. Those KPIs are regrouped in 5 categories that are (i) accessibility, 
(ii) retainability, (iii) integrity, (iv) availability, and (v) mobility.  

Additional KPIs, particularly for mission-critical services, may be defined by the RSDEs and the NE. 

Furthermore, performance alarms can be generated when KPIs cross predefined threshold values. 

OC-4.2.4.1 The PSBN SHALL enable a performance management process defining KPIs and 
target values. 

OC-4.2.4.2 The PSBN SHALL activate the creation of performance-related measurements on all 
applicable network elements. 

OC-4.2.4.3 The PSBN SHALL host a performance management application collecting 
performance-related measurements to create, store, and report network KPIs. 

OC-4.2.4.4 The PSBN SHALL support alarms based on network KPIs crossing specified thresholds. 

OC-4.2.4.5 The PSBN performance management application SHALL support a northbound interface 
to share KPIs with other applications. 

OC-4.2.4.6 The PSBN SHALL present KPIs as a network service to performance management 
applications. 

OC-4.2.4.7 The PSBN SHALL present KPIs to the OSS via open standards-based APIs. 

4.2.5 Security management 

The purpose of security management is to support the application of security policies by means of 
functions which include: 

 the creation, deletion and control of security services and mechanisms; 
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 the distribution of security-relevant information; 

 the reporting of security-relevant events; 

Security considerations for the PSBN are covered in the TCS [6]. 

4.2.6 Self-Organizing Networks (SON) 

Self-Organizing Networks (SON) is an application that uses PSBN data to automatically adjust various 
configurable parameters of the PSBN to optimize a number of performance conditions such as load 
balancing, interference control, facilitation of handovers, coverage optimization, and energy saving 
management. In the use-case of inserting deployable nodes into an existing PSBN infrastructure, SON 
automates the process of coordinating the configuration of the inserted nodes with the adjacent existing 
nodes to minimize the interference cases (source-victim) and optimize radio coverage.  

SON concepts were included in the LTE (E-UTRAN) standards starting from the first release of the 
technology (Release 8), and has continued to expand in scope with subsequent releases. A key goal of 
3GPP standardization is the support of SON features in multi-vendor network environments.  

3GPP has defined a set of functions and usages for SON [77], as follows: 

 Coverage and capacity optimization 

 Energy savings 

 Interference reduction 

 Automated configuration of Physical Cell Identity (PCI) 

 Mobility robustness optimization 

 Mobility load balancing optimization 

 Random Access Channel (RACH) optimization 

 Automatic neighbor relation function 

 Inter-Cell Interference Coordination (ICIC) 

As shown in Figure 11, those usages can be grouped into 3 categories i.e., self-configuration, 
self-optimization, and self-healing categories, each category tracking the network evolution stages in time.  
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Figure 11: SON usages and network lifecycle. (Source: SON-LTE training  

material, used with permission from Briskwave Consulting.) 

As shown in Figure 12, SON implementations can be centralized, distributed, or hybrid depending on the 
time (speed) required for SON convergence, and the scope of the SON function in terms of number of 
cells involved.  

In a distributed approach, SON algorithms reside within the eNodeB, thus allowing autonomous decisions 
to be made at the eNodeBs based on UE measurements received on the eNodeBs and additional 
information from other eNodeBs being received via the X2 interface.  

In a hybrid approach, part of a given SON optimization algorithm is executed in the NMS (in the SON 
manager) while another part of the same SON algorithm could be executed in the eNodeB. For example, 
the values of the initial parameters could be done in a centralized server whereas updates and refinement 
to those parameters in response to the actual UE measurements could be done in the eNodeBs. 
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• …

Self-Healing
• Capacity & Coverage 

Optimization
• Cell Outage Detection
• Self-healing
• …

NETWORK LIFECYCLE
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Figure 12: SON implementations. (Source: SON-LTE training material,  

used with permission from Briskwave Consulting.) 

3GPP has defined the specifications for the capabilities required in both the UE and the network [78], as 
well as the specifications for the interface between the LTE network and the SON application layer [79]. 

The benefits of SON for a mobile operator are numerous: 

 Improves the quality of service 

 Improves the network performance 

 Decreases the Capital Expenditures (CAPEX) and Operational Expenditures (OPEX) 

 Increases the network capacity 

 Decreases the time-to-market 

OC-4.2.6.1 The PSBN SHALL implement all SON use-cases and related SON functions that are 
relevant to the optimization of the PSBN. 

OC-4.2.6.2 The PSBN SHALL supply the data required by an automated SON process as a Network 
Service according to industry-accepted interface specifications for the interface between the 
PSBN and the SON manager. 

OC-4.2.6.3 The PSBN SHALL allow a SON manager to configure those network elements that impact 
the performance of the PSBN. 
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OC-4.2.6.4 The PSBN SHALL present to SON managers only those network parameters that are 
necessary to achieve the expected value of the SON features. 

OC-4.2.6.5 The PSBN SHALL authenticate the SON manager for access to network services according 
to the security requirements of the PSBN. 

4.2.7 Network design and optimization 

Network design 

Radio network planning is the process of determining the RF coverage footprint. It uses tools to predict 
radio propagation under various simulated geo-climactic environments. The predictions are normally 
validated by a drive test, where a specially-equipped vehicle takes sample measurements of the received 
signal level at precise locations. The actual results are used to adjust the predictions, referred to as tuning. 
The output of the process is commonly presented in the form of an RF coverage map such as the one 
shown in Figure 13. RF coverage maps are very effective tools to be able to determine the degree of RF 
coverage in any area of interest and thus the expected capacity at those locations. This information may 
be useful to the Incident Command team to decide whether or not to deploy deployable systems during an 
incident to increase coverage or capacity or both.  

 
Figure 13: Illustration of RF signal strength contours in a multi-cell  

network. (Source: Radspec Consultants [80].) 

Network optimization 

Following the initial network deployment, the RF planning process involves continuous optimization of 
the RF plan to accommodate for changes in the environment or additional service, capacity or coverage 
requirements. This phase starts from initial network deployment and involves collecting measurement data 
on a regular basis. The data is then used to plan new sites or to optimize the parameter settings (e.g., antenna 
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orientation, down tilting, frequency plan) of existing sites. Following the network launch, there are mainly 
three sources of system performance verification: customer complaints, network and drive test statistics.  

The 3GPP has specified a method whereby the UE can report the received signal level to an application 
that can build the coverage maps using actual measurements. The method is called “Minimization of 
Drive Tests” (MDT) and is specified in TS 37.320 [81]. The method can be used to maintain up-to-date 
RF coverage maps in quasi-real-time, depending on the polling period. 

Capacity growth and coverage extension 

At a certain point in time, the cumulative traffic growth from all user types will be such that the PSBN 
network resources will become exhausted and additional traffic growth will cause unacceptable 
degradation to the QoS for certain user types. In such a case, the PSBN operator may decide to increase 
network capacity and/or extend coverage. 

Numbering, addressing, and identification planning 

In order to guarantee a seamless network services implementation and operation across the PSBN, the 
network design shall also include a single nationwide design, implementation, and management plan for 
the numbering, addressing, and identification of the network elements and resources, as specified by 
3GPP TS 23.003 [82]. A more detailed description of this is provided in the associated Technical 
Considerations on Interoperability Report. 

OC-4.2.7.1 The LTE coverage design criterion SHALL meet a minimum acceptable user data rate at a 
prescribed service area reliability. 

OC-4.2.7.2 The radio coverage design SHALL be performed at a specific traffic load level. 

OC-4.2.7.3 The radio coverage model SHALL consider calls for service at incident locations based 
upon the experience of public safety agencies operating in that geography. 

OC-4.2.7.4 The radio coverage model SHALL consider UE placement on the body of the user. 

OC-4.2.7.5 The PSBN SHOULD provide the MDT data as a network service to an application that 
would convert the data into a display of RF coverage. 

OC-4.2.7.6 The PSBN SHALL present MDT data via open standards-based APIs. 

OC-4.2.7.7 The PSBN SHALL enable capacity management processes to meet current and future 
PSBN objectives. 

OC-4.2.7.8 The PSBN SHALL implement the numbering, addressing, and identification plan as 
defined by the applicable PSBN policies. 
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OC-4.2.7.9 The PSBN SHALL implement the IP addressing plan (IPv4 and IPv6) as defined by the 
applicable PSBN policies. 

OC-4.2.7.10 The PSBN SHALL implement the Mobile Station International Subscriber Directory 
Number (MSISDN) numbering plan as defined by the applicable PSBN policies. 

4.2.8 Maintenance, upgrades, and evolution 

It is expected that the PSBN will be upgraded with new capabilities over time. The hardware and 
firmware of network elements will be continually upgraded to extend the useful life of the PSBN. The 
risks associated with the potential incompatibility of uncoordinated revisions between vendors are 
significant and must be mitigated. An approach to mitigate the risks is to subject the upgrades to a type of 
gate process. The gate process could require that all requests for changes are scrutinized by a group of 
experts for a risk assessment, having the authority to review results of interoperability assurance tests 
before approving the implementation of the requested changes. It is possible that a vendor may 
discontinue a product with no equivalent substitute for the aging equipment. In such cases the NE and 
RSDEs may opt to maintain sufficient quantities of spares while an alternative vendor or new design is 
discovered and vetted. 

OC-4.2.8.1 The PSBN SHALL implement an OSS using industry-accepted best practices for 
multi-vendor interoperability and cost-efficient operations. 

OC-4.2.8.2 The PSBN SHALL provide network administrators the ability to mine configuration, 
inventory, status, remaining useful life, and other information that would be necessary for 
the network administrators to make decisions on procurement, disposal, and substitutions 
of network elements. 

OC-4.2.8.3 The PSBN SHALL enable release management processes to introduce features, 
functionality, and applications into the PSBN without impacting user services. 

OC-4.2.8.4 Infrastructure equipment procured for the PSBN SHOULD support backwards 
compatibility with deployed LTE devices. 

OC-4.2.8.5 Infrastructure equipment in the PSBN SHOULD be upgradeable to minimally two major 
3GPP releases (i.e., n+2, where n is the release available at deployment provided that the 
equipment does not need to implement a new air interface specification). 

OC-4.2.8.6 Hardware and software systems comprising the PSBN SHOULD support industry 
practices for management of standard network interfaces from each supplier e.g., interface 
compliance, deprecation of interfaces, support for backwards compatibility and graceful 
obsolescence of interfaces. 
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OC-4.2.8.7 The PSBN SHOULD support industry practices for life cycle management of interfaces that 
it exposes to applications or users of the network to ensure backward compatibility for a 
reasonable interval, using industry-practice interface deprecation and obsolescence methods. 

OC-4.2.8.8 The PSBN SHALL enable a network upgrade strategy to address coverage, quality, and 
capacity improvements to the PSBN and include methodologies and thresholds used 
to trigger. 

OC-4.2.8.9 The PSBN SHALL enable a framework to facilitate collaboration with EUAs to improve 
the PSBN service area and capabilities. 

4.2.9 Disaster recovery 

This section deals with restoring service in the case of a catastrophic failure of the network. The ability to 
restore broadband services to first responders and deliver access to their information networks is paramount.  

In order for the PSBN to meet the high-availability requirements expected of a public safety grade 
network, a network disaster recovery plan is mandatory. The network disaster recovery plan provides 
guidelines for restoring network services and normal operations following a network disaster. The plan 
outlines resources and responsibilities as needed to perform network recovery procedures, such as off-site 
backups and restore procedures. The plan spells out responses unique to specific natural disaster events, 
such as a fire, flood or earthquake, as well as to non-natural disaster events, such as cybersecurity-related 
attacks, physical link failures or network failures. In effect, a disaster recovery plan would be part of the 
PSBN’s business continuity management [83]. 

A network disaster recovery plan also identifies specific issues or threats related to an organization’s 
network operations, including interruptions due to loss of voice or data connectivity as a result of network 
provider problems or disasters caused by nature or human activities. 

Like any other disaster recovery plan, the procedure includes information for contacting key staff 
members in case an emergency occurs off-hours, such as late at night or on weekends. The plan should be 
periodically reviewed, practiced by staff and updated as needed, since technologies or the potential threat 
of specific hazards could change over time. 

OC-4.2.9.1 The PSBN SHALL enable business continuity management processes, including 
provisions for disaster recovery and major event support to EUAs. 

OC-4.2.9.2 The PSBN SHALL provide the network administrators the ability to re-boot the part of 
the PSBN that is under their jurisdictional control, into a known configuration state. 

4.3 Services and service management 

A service is a component of the portfolio of choices offered by service providers to a user, i.e., a 
functionality offered to a user. A service entails that a subscriber is engaged in a subscription with a 
service provider. A subscriber is associated with one or more users. In this document, services are 
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network-based, provided by the PSBN, and almost exclusively 3GPP-specified (e.g., VoLTE, SMS). 
Users can be both human-users and applications-users.  

Services can also act as “enablers” when complemented with appropriate logic and exposure building 
blocks, so that it can be reused by other services or applications through well-defined functional and 
operational interfaces (e.g., UE positioning, Domain Name Service (DNS)). These service enablers, also 
referred to as network services, are typically not directly visible to end-users, but rather made available to 
end-user applications or administrative-user applications. Service enablers can serve both PSBN-hosted 
applications as well as EUA-hosted applications. Service enablers may be specified by bodies other than 
the 3GPP. 

Service management includes all functionalities necessary for the management of communications and 
information services required by or proposed to customers. The focus is on service delivery and service 
management as opposed to the management of the underlying network and information technology. 
Closely connected with the day-to-day customer experience, those functionalities enable the processes 
that are accountable to meet minimum targets for service quality, process performance, and customer 
satisfaction at a service level. 

4.3.1 Commercial services 

It is expected that the PSBN may provide commercial services to commercial users on the PSBN, 
equivalent to those services offered by commercial operators, including the following services: 

 VoLTE interworking with the PSTN; 

 ViLTE; 

 Messaging supporting text messaging, SMS, MMS, instant messaging, email, voice mail, chat, and 
Rich Communications Services (RCS); 

 Streaming video/audio services; 

 Data Internet service; 

 MTC supporting device-to-device communications, machine-to-machine communications, and data 
exchange within the PSBN as well as to and from external networks; 

 eMBMS for bandwidth-intensive uni-directional communications (also a service enabler); 

 Presence and discovery services (also a service enabler); 

 Location services with accuracy for x and y coordinates; 

 Lawful intercept enabling to intercept signalling and bearer information for specific users; 

 E911 and NG 911 interconnecting and sending information to a PSAP [84], [20]; 

 WPA; 

 Wireless number portability (subscribers can keep number when changing MNOs). 

OC-4.3.1.1 The PSBN SHALL offer commercial open-standards-based IMS services such as VoLTE, 
ViLTE, presence services, RCS. 
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OC-4.3.1.2 The PSBN MAY support VoLTE (cellular voice) capabilities using GSMA PRD IR.92 [85]. 

OC-4.3.1.3 The PSBN SHALL host an open-standards-based VoLTE service. 

OC-4.3.1.4 The PSBN SHALL support the ability to have un-hosted conference calls in full duplex mode. 

OC-4.3.1.5 Voice services SHALL be accessible ubiquitously on the PSBN by all authorized users. 

OC-4.3.1.6 The PSBN SHALL host a standards-based ViLTE service. 

OC-4.3.1.7 The PSBN MAY support ViLTE capabilities using GSMA PRD IR.94 [86]. 

OC-4.3.1.8 The PSBN SHALL host a standards-based messaging service. 

OC-4.3.1.9 The PSBN SHALL offer commercial standards-based messaging services such as SMS, 
MMS, instant messaging, email, voice mail, chat, and RCS. 

OC-4.3.1.10 The PSBN SHALL interface with other messaging applications outside the PSBN using 
open-standards-based methods. 

OC-4.3.1.11 The PSBN SHALL offer standards-based streaming video and audio services. 

OC-4.3.1.12 The PSBN SHALL offer standards-based data internet services. 

OC-4.3.1.13 The PSBN SHALL support standards-based MTC. 

OC-4.3.1.14 The PSBN SHALL support eMBMS. 

OC-4.3.1.15 The PSBN SHALL enable direct mode discovery and communications between UE devices. 

OC-4.3.1.16 The PSBN SHALL offer commercial location services. 

OC-4.3.1.17 The PSBN SHALL have a provision to interface with external lawful intercept functions. 

OC-4.3.1.18 PSBN SHALL support emergency calls (911 calls) and provide location (ALI) and 
number identification (ANI) to PSAP. 

OC-4.3.1.19 The PSBN SHALL support WPA. 

OC-4.3.1.20 All commercial services SHALL be accessible ubiquitously on the PSBN by all 
authorized users. 
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OC-4.3.1.21 The PSBN SHALL host a presence server, in accordance with industry standards, that 
contains location information of the UEs registered on the PSBN. 

OC-4.3.1.22 The PSBN SHALL support standards-based wireless number portability compliant to 
CRTC directives. 

4.3.2 Mission-Critical Services (MCS) 

The PSBN is expected to deliver voice and data services with features that are equivalent to current LMR 
systems. The US National Public Safety Telecommunications Council (NPSTC) has produced 
requirements for public safety grade PTT communications [87]. Along with contributions from other 
public safety organizations, the NPSTC report served as inputs for the 3GPP MCPTT specifications. 

The 3GPP standards body has further finalized several Mission-Critical Services (MCS) required in the 
PSBN to provide public safety users with emergency communication services. MCS include but are not 
limited to: 

 MCPTT [75]; 

 MCData [88]; 

 MCVideo [76]; 

 ProSe and Direct Mode [89]; 

 MTC [90]; 

 Mission-critical location services (i.e., enhanced accuracy for x, y, and z direction and indoor 
locations) [91]. 

MCS comprise the key support services (i.e., service enablers) of eMBMS), GCSE, ProSe, and enhanced 
location capabilities for indoor and outdoor emergency communications. 

Responder Emergency is the ability for first responders to notify dispatchers and other appropriate 
personnel of the life-threatening condition via a button on their devices (Emergency Alert). Immediate 
peril is a prioritization feature which allows an entity to re-prioritize PSBN applications for a specific first 
responder, in the event of an imminent threat to human life. Both Responder Emergency and Immediate 
Peril are part of the MC core capabilities as defined by 3GPP [91]. 

The aspects of QoS, Priority and Pre-emption (QPP) for Responder Emergency and Immediate Peril are 
further covered in the context of local control in Section 4.9.5. 

OC-4.3.2.1 The PSBN SHALL offer an “Emergency Alert” messaging capability to end-users. 

OC-4.3.2.2 The PSBN SHALL allow authorized end-users the ability to assert and clear Emergency 
Alert signals on their UE devices. 
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OC-4.3.2.3 The PSBN SHALL enable mission-critical voice services according to industry-accepted 
standards and as technology becomes available. 

OC-4.3.2.4 The PSBN SHALL support MCS as they become available in the 3GPP standards: 
MCPTT, MCData, and MCVideo. 

OC-4.3.2.5 The PSBN SHALL enable mission-critical voice talk groups to be established across 
macro, deployable and device-only platforms. 

OC-4.3.2.6 The PSBN SHALL support mission-critical voice features as defined by the 3GPP. 

OC-4.3.2.7 The PSBN SHALL support applications that upload data to EUA information networks. 

OC-4.3.2.8 The PSBN SHALL allow users to push information selectively to other users. 

OC-4.3.2.9 The PSBN SHALL allow one or more video streams to be uploaded at an incident and to 
be viewed (downloaded) by other end-users as authorized. 

OC-4.3.2.10 The UE devices for human users SHALL display the identity of all first responders in a 
conference call. 

OC-4.3.2.11 The PSBN SHALL support eMBMS, GCSE, ProSe, and enhanced location capabilities for 
indoor and outdoor emergency communications. 

OC-4.3.2.12 The PSBN SHALL allow an EUA-A the ability to remotely clear Emergency Alert signals. 

OC-4.3.2.13 The PSBN SHALL prioritize Emergency Alert messages in accordance with a national 
prioritization policy. 

4.3.3 Services enablers 

The PSBN service enablers serve PSBN-internal services and applications and EUA-hosted applications 
either via 3GPP-based interfaces or via network services capabilities exposed using a common set of 
industry standards. 

3GPP-based interfaces 

Service enablers specified by 3GPP will serve 3GPP-specified network services; examples of those 
service enablers include: 

 IMS serving VoLTE, ViLTE, MCPTT, MCData, MCVideo; 

 eMBMS; 

 GCSE: unicast and multicast broadband communication; 
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 ProSe: device-to-device, UE to network relay communication; 

 Mission Critical Common Services: user authentication and service authorization, dynamic group 
management, identity management; 

 LBS: providing UE location to applications such as: 

 Commercial value-added services; 

 PSBN-internal applications and services; 

 MCS; 

 Emergency calls; 

 Lawful intercept. 

 Presence services: presence information of users’ devices, services and service media, even when 
roaming [92]; 

 DNS and DHCP; 

 OSS-based services; to provide information and control from/into the management layer of the 
PSBN to serve applications such as: 

 Network problem alerting application; 

 Network performance reporting application; 

 Service provisioning; 

 Other. 

As an example of how the eMBMS service enabler can serve mission critical applications, the following 
are examples of mission-critical video applications expected to be supported over the PSBN: 

 Downlink (towards the user) real-time video surveillance; 

 Uplink (towards the base station or eNodeB) and downlink real-time incident video; 

 Multi-user video conferencing, including audio stream; 

 Telemedicine applications; 

 Downlink news video feeds; 

 Closed Circuit Television (CCTV). 

Video is expected to be an important source of situational awareness for first responders. It can, however, 
consume a large amount of bandwidth. When the same video feed is viewed by several people 
simultaneously like in a mission critical group communication, the downlink bandwidth of a cellular 
system can be used more efficiently by enabling the GCSE over LTE, which makes use of eMBMS. By 
doing so, instead of individual video streams each consuming resource blocks as in unicast mode, one 
video stream is shared among all the users simultaneously. For even more efficiency and performance, the 
Single-Cell Point-To-Multipoint (SC-PTM) feature was introduced in 3GPP Release 13 as 
complementary bearer type of eMBMS transmission. SC-PTM reuses the eMBMS system architecture 
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(logical entities and interfaces) and relies on PTM transmissions. However, the synchronized multi-eNodeB 
transmission is abandoned, i.e., PTM transmission is performed on a per-cell basis. 

API-based interfaces 

The PSBN would likely benefit from implementing a set of common nationwide network services that 
can be accessed by applications and used in a standard and interoperable manner via a common set of 
industry standards. These services are typically not directly visible to end-users, but made available to 
end-user applications, administrative-user applications and application developers that are building new 
Composite Services or Composite Applications. 

The PSBN will host service enablers serving both PSBN-hosted applications and EUA-hosted 
applications via network services capabilities exposed using a common set of industry standards. 

The PSBN shall support a Service Delivery Platform (SDP) integrated with public safety APIs, the 
application development platform, a Service Capability Exposure Function (SCEF), and the network 
services layer. The PSBN shall develop services and applications policies for various scenarios, such as 
authorization, congestion management, privacy, and security. The SDP enables Service Creation and 
Service Execution. 

For instance, a number of applications require information from the PSBN, such as location information. 

There are a number of use-cases that rely on the ability to track the location of first responders, vehicles, 
and other assets. It may be necessary to tag location data to information collected at incidents. Thus, the 
ability to store location information and keep it updated is an essential requirement for the PSBN. In the 
case of geo-tagging, the action could be taken by an application residing on the network as opposed to the 
UE for security reasons (non-repudiation). Such applications would access location information residing 
on a Presence Server within the PSBN. The 3GPP has defined the specifications and the architecture for 
implementing a presence service [93], [94]. Location information requires suitable security safeguards 
due to its sensitive nature. This is further documented in the TCS document.  

An essential interface between the application domain and the PSBN is the API.  

3GPP has specified a SCEF [95] that was initially intended for MTC applications, but is now integrated 
into the mission-critical applications such as MCPTT. In addition, 3GPP has now created TS 23.222 [96] 
to specify a Common API Framework (CAPIF) for 3GPP northbound APIs so that all northbound APIs 
function similarly. The northbound API is in effect the interface between an application server (either in 
the PSBN or external to it—operated by an EUA) and the 3GPP system via specified functions in the 
PSBN. The figure below taken from 3GPP draft TR 23.722 [97], proposes how this may be achieved. The 
blue lines are defined for all services accessed by northbound APIs—a common framework. The red lines 
are specific interfaces to deliver a particular service.  
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Figure 14: 3GPP common northbound API framework. (Source: 3GPP TR 23.722 [97].) 

OC-4.3.3.1 To serve commercial and mission-critical services, the PSBN SHALL implement all 
necessary service enablers, such as IMS, GCSE, ProSe, Presence service, MC-Common, 
eMBMS, and location-based services. 

OC-4.3.3.2 The PSBN SHALL present the network and device usage information via open 
standards-based APIs. 

OC-4.3.3.3 The PSBN SHALL present subscriber profile information and device information to 
authorized messaging applications as a network service. 

OC-4.3.3.4 The PSBN SHALL provide network services only to those applications that have been 
verified and approved by a trusted entity. 

OC-4.3.3.5 The PSBN SHALL present location information to authorized applications as a Network 
Service. 

OC-4.3.3.6 The PSBN SHALL implement a common information model as its standard format for the 
information that is shared between network elements, operations support applications, and 
business process applications. 

4.3.4 Network time service 

Network time service serves two fundamental needs: 

 Accurate time-stamping of events and information which is an essential aspect of non-repudiation 
security measures; 

 Network synchronization. 

Synchronization is an essential prerequisite for all mobile networks to operate. For instance, eNodeBs 
rely on reliable and accurate reference timing signals in order to generate radio signals and maintain 



  

58 DRDC-RDDC-2019-R024 
 

  

frame alignment, permitting seamless handover of subscriber connections between adjacent eNodeBs. 
Synchronization also underpins many network applications and configurations such as eMBMS, Carrier 
Aggregation (CA), and some advanced ICIC techniques. 

A GNSS, such as GPS, provides an accurate and stable synchronization source that allows for good 
outdoor positioning, but suffers from poor indoor coverage. where outdoor cells reach indoors, UE 
positioning based on Observed Time Difference Of Arrival (OTDOA) could be used for indoor location, 
but requires synchronization within 100ns. A GPS solution is the only viable option today which is able 
to deliver this degree of precision.  

IP-based synchronization support both frequency and phase-based synchronization via the Network Time 
Protocol and, more recently, the Precision Time Protocol (IEEE 1588) [98]. 

Network elements can be equipped with free-running precision clocks e.g., cesium-based clocks, that 
once synched can run free over a specified period of time without synchronizing with the network clock. 

OC-4.3.4.1 The timing source for the PSBN SHALL be traceable to an approved time reference. 

OC-4.3.4.2 The PSBN SHALL prevent users from modifying the time setting on their UE devices. 

OC-4.3.4.3 The PSBN SHALL automatically and dynamically adjust the time on the UE according to 
the time zone that the UE is located in. 

OC-4.3.4.4 The PSBN SHALL automatically adjust the time according to seasonal changes and apply 
the changes to those provinces and territories that offset the time. 

OC-4.3.4.5 The PSBN SHALL reference all time offsets to Coordinated Universal Time (UTC). 

4.3.5 Service provisioning 

Provisioning the services for a user consists of (i) registering the user in the PSBN subscriber database 
and (ii) associating access privileges and priorities. The service provisioning process also includes service 
de-activation when it is required. Each of these aspects requires other information associated with the user 
and the services that he/she is authorized to access. The actual information that the service provisioning 
process should capture is to be determined.  

In more advanced implementations, the TMF Frameworx best practices are used, and the service 
provisioning process interconnects to the SDP and with other processes in the OSS to determine if there is 
sufficient capacity in the network to accommodate new service requests. Trigger points can be established 
such that when a certain level of subscription is achieved, alerts are raised to suggest action to be taken 
such as upgrading backhaul, adding new cell sites, etc. 

Many EUAs are subscribed to commercial wireless carriers to provide cellular voice and data services to 
their users. The public safety information networks are currently accessed via the commercial carriers’ 
networks. As the RSDEs implement their portion of the PSBN it is expected that EUAs will request their 
RSDE to connect their information networks to the PSBN. The process to migrate from the commercial 
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carrier to the PSBN must be undertaken with national coordination since Access Points Names (APNs) to 
which PSBN gateways connect must be unique. Furthermore, the cut-over process needs to be done with 
care to avoid service disruptions. 

OC-4.3.5.1 The services which are provisioned for a user SHALL be accessible to that user across the 
entire PSBN. 

OC-4.3.5.2 The PSBN SHALL present a user interface to the EUA-A to facilitate the service 
provisioning process. 

OC-4.3.5.3 The PSBN SHALL implement the user interfaces for the provisioning function according 
to nationally harmonized specifications for the design of the user interfaces. 

OC-4.3.5.4 The PSBN SHALL only allow authorized administrators to provision end-users. 

OC-4.3.5.5 The PSBN SHALL allow only the SIM/UICC cards that are approved as per the 
SIM/UICC distribution and management processes. 

4.3.6 Billing 

Billing systems use information from the PSBN and other sources to determine how much to charge 
whom. Such systems may also perform reconciliation of the accounts to flow the consolidated data up 
into general ledger applications. Billing systems apply usage information against rates that are configured 
by the network administrator.  

It is expected that subscribers of the PSBN will roam onto commercial networks and onto the FirstNet 
network. It is also possible that commercial users may share the public safety spectrum with first 
responders. These cases give rise to the need for a system that meters usage by user. The manner in which 
cross-charges are settled is beyond the scope of this document. In the context of the PSBN, the NE and 
the RSDEs will determine how much to charge for services, what basis to use for charging (e.g., usage, 
flat-rate), whether or not to charge users visiting from other jurisdictions, etc. 

OC-4.3.6.1 The PSBN SHALL provide usage records and other data required for billing purposes as a 
network service. 

OC-4.3.6.2 The PSBN SHALL present usage and other billing-related information to the OSS and 
BSS via open standards-based APIs. 

OC-4.3.6.3 The PSBN SHALL provide usage information and/or billing records to EUAs. 

OC-4.3.6.4 The PSBN SHALL be able to process TAP (Transferred Account Procedure) [99] files 
received from roaming partners. 

OC-4.3.6.5 The PSBN SHALL support both post-paid and pre-paid service subscriptions. 
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4.3.7 Service Quality Management (SQM) 

Service Quality Management (SQM) is the process of monitoring and maintaining an acceptable level of 
quality for end-to-end services delivered to an individual or a group of customers. To proactively manage 
this, the end-to-end components that make up the service must be monitored and maintained. Typically, 
end-to-end SQM requires a powerful data aggregation engine and a tool for end-to-end mapping of 
services. SQM systems make use of network KPIs collected from the network to provide the necessary 
data for the generation of Key Quality Indicators (KQI), which allow for threshold management, SLAs 
surveillance and real-time monitoring, and are the best approach to customer experience management. 

Figure 15 illustrates the evolution of quality from resource level (network) through service level up to 
user level (customer). 

 
Figure 15: Relationship between customer, service and network metrics.  

(Source: ITU-T E.800 Series Supplement 10 [100].) 

OC-4.3.7.1 The PSBN SHALL enable ongoing service-level management processes that provide a 
continued baseline of system and per service performance. 

OC-4.3.7.2 The PSBN SHALL enable a service management process covering configuration, change, 
incident, and release management processes. 
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OC-4.3.7.3 The PSBN MAY enable a service management process based on best practices such as the 
Information Technology Infrastructure Library (ITIL). 

OC-4.3.7.4 The PSBN SHALL provide detailed statistics and KPI information related to Priority and 
QoS usage to EUA on a per end-user basis. 

OC-4.3.7.5 The PSBN OSS and BSS systems SHALL provide real-time, performance-based 
monitoring and reporting around user provisioning, user service experience, and 
individual PSBN component performance. 

OC-4.3.7.6 The PSBN SHALL provide network and device usage information as a network service to 
network administrators having suitable level of access privileges. 

4.3.8 Customer care 

Customer Relationship Management (CRM) considers the customer’s needs and includes all 
functionalities necessary for the acquisition, enhancement and retention of a relationship with a customer. 
It includes customer care, as well as retention management, selling and marketing.  

OC-4.3.8.1 The PSBN SHALL host a customer trouble ticketing system for users reporting a degraded 
user experience on the PSBN. 

OC-4.3.8.2 The PSBN SHALL support a customer trouble ticketing system to manage incidents 
reported by end-users. 

OC-4.3.8.3 The PSBN SHALL establish and report to EUAs customer service issue resolution KPIs. 

OC-4.3.8.4 The PSBN SHALL establish customer care tools and processes for resolving customer 
service requests or issues with service delivery or products. 

OC-4.3.8.5 The PSBN SHALL host a CRM system to capture and report on a user’s life-cycle on 
the PSBN. 

4.4 Applications 

This section describes the minimum set of applications that should be supported by the PSBN. The list is 
not all-inclusive as other applications may be developed in the future that would benefit PSBN users. It is 
possible that the NE, the RSDEs, and the EUAs will all host applications.  

4.4.1 PSBN-hosted applications 

It is expected that the PSBN operator will facilitate the on-boarding process to migrate existing user 
applications onto the PSBN. This includes network configuration and network cutover procedures. 
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PSBN-hosted applications are expected to be categorized within a wide array of attributes: 

 Target domain: general purpose (cross domain), law enforcement, fire, emergency medical service, etc.; 

 Connectivity: device-only, client-server, cloud-based; 

 Functionality: situational awareness, local control, data analytics / crime analytics; 

 Commercial model: open/public applications, commercial applications; 

 Distribution model: embedded in device firmware, pre-installed locked and unlocked, distributed by 
EUA MAM / mobile device management MDM solution, distributed by PSBN MAM/MDM solution; 

 Deployment model: nationally-, regionally-, or deployable-hosted. 

OC-4.4.1.1 The PSBN SHOULD support existing public safety applications, deployed regionally or 
within agencies. 

4.4.2 EUA-hosted applications 

The PSBN will allow users, both human and machine, to capture information from their operating 
environment and upload it for further processing, fusing into a common operating picture, logging, and 
for myriad other purposes. Examples of the types of information that could be captured by users and 
uploaded over the PSBN are: 

 Biometric identification vectors 

 Patient and responder vital signs 

 Responder location 

 Vehicle telemetry 

 Tracking evacuees 

 Environmental sensors 

 Incident video 

Some applications upload data on a polling basis whereas other applications use an interrupt basis for 
uploading. The latter means that the data is uploaded upon a trigger event. Both approaches can be used 
by the same application. For example, vital signs can be monitored on a polling basis, but a stress 
condition could be a trigger to upload the vital signs immediately without waiting for the next polling cycle.  

There is a class of applications that present the user with a query screen to select information files to view 
or download. Examples of information that a user could access are as follows: 

 Material safety data sheets 

 Geographic Information System (GIS) 

 Building plans 

 Hazardous material inventory 



  

DRDC-RDDC-2019-R024 63 
 

  

 Still images 

 Criminal information 

 Patient information 

 Traffic advisories 

 Vehicle registration 

 Standard Operating Procedures (SOP) 

 Policies and manuals 

Transaction-based applications are those that imply an exchange of information between users and 
servers. Examples of such applications are as follow: 

 Computer-Aided Dispatch (CAD); 

 Records Management Systems (RMS); 

 User credentials and authentication to access the network; 

 Licence plate readers; 

 Biometric data capture; 

 E-ticketing; 

 Blue Force Tracking; 

 Administrative tools such as time accounting, duty rosters, etc.; 

 Multi-Agency Situational Awareness System (MASAS).15 

Public safety users have the need for client devices to consistently and continuously reach server-based 
applications that may be hosted in jurisdictional networks or accessible via the global Internet. Field-based 
server applications include, for example, CAD and RMS. 

OC-4.4.2.1 The PSBN SHALL support transaction-based applications. 

OC-4.4.2.2 The PSBN SHALL support video applications. 

OC-4.4.2.3 The PSBN SHALL support remote access to information contained in local, provincial, 
territorial, and national databases. 

OC-4.4.2.4 The PSBN SHOULD support use of field-deployed server applications. 

OC-4.4.2.5 The PSBN SHOULD support devices that are reachable via the global internet and can be 
used to host field-deployed server applications (i.e., deployable servers). 

                                                      
15 The web site for MASAS is: www.canops.org. 
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4.4.3 Mobile Virtual Private Network (MVPN) 

A Mobile Virtual Private Network (MVPN) is a hosted application that encrypts user and routing 
information. It adds a header to the encrypted IP packets. MVPN provides privacy and confidentiality of 
the information. It can also buffer information during session breaks and re-establishes the flow when the 
session resumes, including on different networks. Sign-on is maintained active in a virtual manner during 
session breaks. 

MVPN consists of a VPN client installed on the device and a VPN endpoint hosted in the network. The 
VPN tunnel is established between the client and the host. QoS and priority are applied on the VPN 
tunnel, and therefore apply to all session flows within a given VPN tunnel. It is expected that both the 
PSBN and EUAs will host a MVPN service. When hosted by an EUA, the EUA could decide which type 
of encryption is required for a specific type of encryption protocol. 

OC-4.4.3.1 The PSBN SHALL provide a mobile VPN service as a value-added service for users to 
securely access files and applications on their home information networks or through 
public networks. 

OC-4.4.3.2 The PSBN SHALL support EUA-specific implementation of MVPN solutions. 

OC-4.4.3.3 The PSBN SHALL allow MVPN hosts to push updates to the client applications running 
on UE devices. 

OC-4.4.3.4 The PSBN SHALL ensure that MVPN tunnels allow priority and QoS to be asserted per 
session flow. 

OC-4.4.3.5 Voice and data sessions that are encrypted at the application layer SHALL be persistent 
during the hand-over between any two eNodeBs of the PSBN. 

OC-4.4.3.6 The PSBN SHALL maintain the integrity of end-to-end encryption of user-generated data 
such that the encrypted information is not “in the clear” at any point in the PSBN. 

OC-4.4.3.7 The PSBN SHALL be capable of determining which application flow a packet is 
associated with when MVPN or VPN technology is being used. 

4.4.4 Home-page web portal 

EUA-hosted home-page 

An EUA may provide a home page to welcome users onto its jurisdictional area. The home page could 
provide useful information to users such as alerts, incident-specific information, LMR channel assignments, 
and system status information. It could have contact and telephone numbers for support/service personnel, 
name/contact information of the local administrator of the network, and information that the EUA deems 
important to share with visitors to its jurisdiction. Typically, the user might receive a text welcome 
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message with a link to the “splash” page when first connecting to a visited jurisdiction’s network. This 
function also serves to notify the user that he/she is being served by another jurisdiction. 

PSBN-hosted home-page 

It is expected that in addition to EUA-hosted home-pages, the PSBN will offer a PSBN-hosted home-page 
application customizable and configurable by the EUAs. The home page will be customizable by EUAs 
to provide users with relevant information about their agency and current events and incidents. The home 
page will be customizable so that users can subscribe to data feeds, including PSBN network and service 
status, agency information, alerts, and basic situational awareness of recent nationwide and local 
incidents. The home page will support Attribute-Based Access Control (ABAC) and the ability for local 
administrators to control what content is displayed and to whom. 

OC-4.4.4.1 The PSBN SHOULD allow EUAs to implement home-pages as a push notification service 
for end-users. 

OC-4.4.4.2 The PSBN SHALL allow end-users to disable EUA home-page notifications in 
accordance with EUA policies. 

OC-4.4.4.3 The PSBN SHALL host a home-page web portal customizable by EUAs. 

OC-4.4.4.4 The EUAs SHALL be able to configure the PSBN-hosted home page application with 
information relevant to the EUA users. 

OC-4.4.4.5 The PSBN SHALL allow EUA users to subscribe to specific data feeds on the PSBN-hosted 
home page application. 

OC-4.4.4.6 The PSBN-hosted home page web portal SHALL support ABAC. 

OC-4.4.4.7 The PSBN SHALL enable end-users to access any EUA home page on the PSBN, 
as authorized. 

4.4.5 Mobile application management 

Based on the PSBN policies with regards to mobile applications, a MAM solution will be required for 
mobile application management, monitoring, and distribution to the PSBN UEs and application store. The 
MAM will need to interface with the MDM to provide application whitelisting and blacklisting services, 
and to provide applications and updates for installation on managed mobile devices.  

The MAM shall provide the PSBN administrators and EUA administrators, when granted via Local 
Control, with the ability to: (i) set up an application store, (ii) distribute mobile applications from a 
dedicated mobile application store, (iii) provision and control access to internally developed and 
commercially available mobile applications, (iv) enforce application policy, (v) monitor integrity and 
behaviour of installed applications, (vi) restrict which applications may be installed through whitelisting 
(preferable) or blacklisting, (vii) restrict the permissions (e.g., camera access, location access) assigned to 



  

66 DRDC-RDDC-2019-R024 
 

  

each application, (viii) restrict which app stores may be used, (ix) verify digital signatures on application, 
(x) and remotely install, upgrade or uninstall applications as necessary. 

The capability for EUAs to manage their own MAM is granted via local control and is covered in 
Section 4.9.1. 

OC-4.4.5.1 MAM SHOULD be used to distribute applications in an automatic and managed manner 
to UEs based on policies considering users roles, ensuring no applications are inaccessible 
to unauthorized users. 

OC-4.4.5.2 MAM SHALL be used to enforce application level security for public safety applications, 
including user authentication and data encryption. 

OC-4.4.5.3 MAM capabilities SHALL be available to enable version control and manage the update 
of applications on public safety UEs. 

OC-4.4.5.4 The PSBN SHALL allow only applications that are tested and certified as conformant to 
the appropriate PSBN behaviour and performance policies. 

OC-4.4.5.5 The PSBN SHALL be capable of disabling or removing applications and associated data 
from UEs. 

OC-4.4.5.6 The PSBN SHALL provide users with capabilities to control when and how applications 
are updated on their UE, as authorized. 

OC-4.4.5.7 Applications SHOULD be usable while they are being updated. 

OC-4.4.5.8 Sensitive applications SHALL be encrypted whenever they are being downloaded to the UE. 

OC-4.4.5.9 The PSBN SHALL track, log, and share with authorized entities which applications have 
been downloaded to which user device. 

4.4.6 User access control 

The PSBN is intended to be a single nationwide network that makes all the subscribing public safety 
agencies’ data and applications potentially accessible to every user no matter where they are located, 
either through the PSBN, a commercial roaming partner, or FirstNet. Security mechanisms are required to 
allow users to access only the data, applications and services that they are authorized to access.  

It is recommended that the PSBN participate in establishing a FICAM service providing the means by 
which digital identity management credentials can be exchanged securely across boundaries between the 
EUAs, the RSDEs, and the NE. Without a FICAM, application authentication would require unique 
credentials for each application or applications within an administrative domain and between 
administrative domains. Such proliferation of access credentials will quickly become a barrier to usability 
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and therefore interoperability if first responders are expected to manage credentials for many different 
such networks and applications. 

During emergencies, the Incident Commander may authorize certain users to access certain data and 
applications that they would normally be able to access. Section 4.7.2 covers congestion management and 
controlling a user’s access to information networks and applications during periods of contention for the 
available radio resources. 

The FICAM with federated identity, authorization, and credentialing from EUAs, would provide user 
credential and access control for: 

 End-user to network services 

 End-user to applications 

 Applications to network services 

To ensure the security of access to administrative accounts on the PSBN, the PSBN should host an ICAM 
solution and related processes that are applicable to the PSBN’s internal administrator users. The relation 
of the PSBN-hosted ICAM to an external FICAM is described in more details in the TCS report [6]. 

OC-4.4.6.1 The PSBN SHALL control access to location information that is maintained in its location 
servers by applications that request access to this information. 

OC-4.4.6.2 The PSBN SHALL support a FICAM service to exchange securely digital identity 
management credentials across boundaries between the EUAs, the RSDEs, and the NE. 

OC-4.4.6.3 The PSBN SHALL implement mechanisms to control access to the PSBN-hosted 
applications according to policies established by the operator of the PSBN and EUAs. 

OC-4.4.6.4 An authentication process SHALL be used (such as an identity management system) to 
verify a user’s credentials, so they may access authorized applications. 

OC-4.4.6.5 Authenticated users SHALL have access to all authorized applications resident on the UE 
without further explicit application sign-on (except those outside the PSBN requiring 
additional input). 

OC-4.4.6.6 PSBN SHOULD accommodate multi-level evidentiary standards. Additionally, the 
applications need to follow local guidelines on where data can be transmitted. 

OC-4.4.6.7 The PSBN SHALL apply access control measures to applications attempting to access 
network services and databases. 

4.4.7 Mobile application store 

The PSBN shall host and manage a public safety mobile application store with the following capabilities 
and attributes: 
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 Incorporate new applications that have been fully approved and certified by the PSBN operator 

 Handle payments and billing for applications and related services 

 Support application change management 

 Inform end users of updates and critical patches 

 Provide application customer support 

 Allow users to learn about applications capabilities and discover new applications 

OC-4.4.7.1 The PSBN SHALL host a highly secure App Store that contains a set of certified apps 
specifically relevant to the public safety community. 

4.4.8 Application vetting 

It is assumed that only those applications that have been verified and vetted by a trusted testing facility 
are accessible on the PSBN. This means that there should be safeguards in place in terms of procedures 
and technical implementation to prevent unauthorized applications from being used. 

The PSBN operator needs to be assured that the applications do not contain malware and exploitable 
vulnerabilities. Furthermore, some applications may have minimum performance requirements of the 
PSBN in order to function properly, such as maximum tolerable latency, packet error rate, or throughput. 
The goal of validating and approving applications for use on the PSBN is to inspect the application from a 
security standpoint and to characterize the applications for the performance they require of the PSBN. 

GSMA has published guidelines [101] on developing mobile applications that are more responsive and 
reliable, all while improving battery life and reducing strain on network resources.  

OC-4.4.8.1 The PSBN SHALL provide users the ability to access applications that have been 
approved for use on the PSBN. 

4.5 Mobility services 

The PSBN offers mobility services that include roaming and handover applicable to multiple types of 
networks that are 3GPP based or non-3GPP based. 

Roaming is the ability for users to access their services in a serving network different from the home 
network. Through roaming, a PSBN end-user can receive his/her services while outside the coverage of 
the PSBN, using a PLMN identity different from the PSBN PLMN identity. This includes mobile (MNO 
or FirstNet) and by extension Wi-Fi networks. Roaming can take place both at the national and at the 
international levels. National roaming maximizes the service coverage of the PSBN in Canada, particularly 
in the initial deployment phases of the PSBN when Band 14 coverage roll-out is not yet completed.  

Any functionality needed from the visited PLMN network to support specific PSBN services is subject to 
security, operational constraints and limitations of both the underlying access technology and the visited 
network, as well as subject to a roaming operator agreement. 
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Within the single PLMN-ID PSBN, there is no roaming for PSBN end-users; all end-users can be served 
and have access to all their services anywhere on the PSBN. This includes deployables which are part of 
the PSBN and operate on Band 14 using the PSBN PLMN-ID. 

3GPP has specified two types of roaming for LTE: 

 EPC-level roaming, with 3G CSFB; 

 IMS-level roaming e.g., VoLTE and ViLTE roaming. 

MC Services require EPC-level and, and in some cases, IMS-level agreements. The roaming agreement 
defines, among other things, whether home-routed, local breakout, or both shall be applied, and this, on a 
per-service basis (or per APN-basis). Typically, home-routed is used for data services while local 
breakout is used for voice. However, to reduce complexity of implementation, VoLTE roaming has been 
implemented as home-routed by commercial operators.16 

Handover is the transfer of a user’s active connection from one cell/sector to another. Some real-time 
applications are sensitive to connection interruption and the whole session can be dropped if the interruption 
is too long. 3GPP defines “seamless handover” [102] as a handover without perceptible interruption of 
the radio connection. In this report, handovers are always assumed to be seamless thus providing “session 
persistence.” Service continuity is a 3GPP term that also carries the meaning of an uninterrupted user 
experience when a UE undergoes a radio access technology change (e.g., LTE to 3G) or a circuit-
switched (CS) to PS domain change. Although mobile VPN solutions can offer certain level of session 
persistence on non real-time data sessions, that level is not considered suitable for Mission-Critical real-time 
communications. The considerations for session persistence are examined in Section 4.5.7. 

Handovers come in different categories with varying levels of technical complexities. The following 
handover types are supported by the PSBN: 

 Intra-PSBN handover: a handover taking place between any 2 cells of the PSBN access network, 
whether eNodeB, deployables, relay nodes, and whether they are served by the same MME or not; a 
handover taking place between an LTE cell and a non-3GPP access point of the PSBN access network. 

 PSBN-FirstNet handover: a handover taking place between a PSBN cell and a FirstNet cell; by 
definition this handover takes place on Band 14 and LTE exclusively. 

 PSBN-MOCN partner handover: a handover taking place between a PSBN cell and a MOCN 
partner cell, both operating on LTE. 

The following handovers could also be supported by the PSBN: 

 PSBN (LTE)—MNO (LTE) handovers: a handover taking place between a PSBN cell and an 
non-partner MNO cell, both operating on LTE. 

 PSBN (LTE)—MNO (3G) handovers: a handover taking place between a PSBN cell and an MNO 
3G cell. 

 PSBN (LTE)—MNO (non-3GPP) handovers: a handover taking place between a PSBN cell and an 
MNO non-3GPP access network. 

                                                      
16 https://www.nttdocomo.co.jp/english/info/media_center/pr/2015/0226_00.html. 
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This section deals with the technical considerations on operability that enable users to retain access to 
their information networks and applications during day-to-day and emergency situations. The ability for 
users to share information via voice, video, and data applications—on demand, in real time, when needed, 
and as authorized is a fundamental raison d’être for the PSBN. 

4.5.1 Within PSBN 

There are two aspects to end-user level accessibility: (i) the UE being able to register onto the PSBN as an 
authorized device, and (ii) the user being able to access information networks. The former is concerned 
with the ability for a device to attach to the PSBN. The latter is concerned with the authentication 
application recognizing the login credentials of the user and, upon authentication of the user, granting 
him/her access to approved information networks.  

OC-4.5.1.1 The PSBN SHALL allow an authorized UE to be able to attach to any regional sub-network 
regardless of which EUA registered the UE. 

OC-4.5.1.2 The PSBN SHALL be accessible by all authorized users from any public safety agency on 
any regional sub-network. 

OC-4.5.1.3 The PSBN SHALL allow users to access both local and home information networks from 
any regional sub-network. 

OC-4.5.1.4 The PSBN SHALL allow end-users to access information networks and applications that 
are centrally hosted by the PSBN operator, according to defined access privileges. 

OC-4.5.1.5 When a user returns to the coverage footprint of the PSBN of any jurisdiction, his/her UE 
SHALL automatically re-attach to the PSBN. 

4.5.2 With FirstNet 

U.S. first responders are frequently called upon to support Canadian first responders during incidents, and 
vice-versa. In many cases, U.S. first responders are the closest ones to incidents on Canadian territory. 
Response teams may be composed of both U.S. and Canadian first responders such as with the ShipRider 
program [103]. Allowing U.S. users to access the PSBN enables them to employ their devices in the joint 
CAN–U.S. missions without the need to re-train on different equipment or exchange/provide equipment 
during the missions.  

It is expected that Canadian users will be required to support U.S.-based incidents for the same reasons 
mentioned above from the perspective of assisting U.S. responders on U.S. territory. This assumes that 
the Canadian first responders are operating in an area in the U.S. that has radio coverage from a wireless 
carrier with whom the NE has an established roaming agreement, such as FirstNet or commercial carriers. 

OC-4.5.2.1 The PSBN SHALL enable an authorized FirstNet UE to attach to the PSBN on any 
regional sub-network. 
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OC-4.5.2.2 The PSBN SHALL allow authorized U.S. users to access Canadian information networks 
and applications, when and as approved by the owners of the information networks and 
applications. 

OC-4.5.2.3 The PSBN SHALL allow only those FirstNet UE devices that are approved for use in 
Canada to connect to the PSBN. 

OC-4.5.2.4 The PSBN SHOULD allow Canadian first responders to access their home information 
networks and applications when operating in the U.S., assuming roaming agreement is in 
effect with FirstNet. 

4.5.3 Roaming partners  

There may be areas where users will not receive service from the PSBN. This may be due to shadow 
zones created by obstructions, or there may be areas that lie outside of the coverage footprint of the 
PSBN. In such cases it is necessary for users to be able to access their services through commercial 
carrier networks via roaming (i.e., where the UE is served by a network using a PLMN identity different 
from the PSBN PLMN identity), at the regional, national, and international levels.  

It is expected that the NE will enter into roaming agreements with Canadian, U.S. and international 
commercial carriers. Each individual roaming agreement will specify the PSBN services that can be 
supported and offered by the roaming partner. The UE device, whether BYOD or not, must be able to 
support the RAT of the roaming partners and so roaming agreements are only meaningful between 
partners that have interoperable UE devices. This constraint will determine which commercial carriers the 
NE can partner with. 

OC-4.5.3.1 The PSBN SHOULD allow end-users to access their information networks and 
applications using their UE devices via those commercial carrier networks with whom 
roaming agreements are in place and where coverage is available. 

OC-4.5.3.2 The UE device for a human user SHALL provide a visual indication of when it is in a 
roaming state and when it is camped on the PSBN. 

4.5.4 3GPP networks 

The ability for users to access their information networks and applications is essential. When demand for 
data traffic exceeds the capacity of the PSBN to support the demand, it is expected that the PSBN be able 
to off-load the traffic securely from the macro layer of the PSBN onto other layers of smaller cells, when 
such alternative access paths are available.  

In the context of the PSBN, the 3GPP access network can consist of cells of different characteristics 
(e.g., for the case of E-UTRA: a variety of eNodeBs, HeNodeB, E-UTRA relays) and of different sizes 
(macro, pico, femto…) requiring specific mobility and interference management solutions. 
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OC-4.5.4.1 The PSBN SHOULD interface with other 3GPP networks in order to off-load traffic. 

OC-4.5.4.2 The PSBN SHALL implement industry-accepted standardized methods to off-load traffic 
from the macro-cell to other 3GPP small cell networks. 

4.5.5 Non-3GPP networks 

An emerging method for off-loading macro LTE cells is through non-3GPP networks such as WiFi 
networks. As in the case of off-loading via 3GPP networks, the PSBN core network will need to interface 
with the non-3GPP networks in order to authenticate and provide a path to the information networks. The 
3GPP has defined a specification for off-loading from the macro-cell to non-3GPP WLAN [104]. 

OC-4.5.5.1 The PSBN SHOULD interface with non-3GPP networks in order to off-load traffic. 

OC-4.5.5.2 The PSBN SHALL implement industry-accepted standardized methods to off-load traffic 
from the LTE macro-cell to non-3GPP networks. 

4.5.6 Deployable systems 

There may be occasions when additional capacity and/or coverage will be required at planned events such 
as athletic competitions, concerts, political summits, state visits, etc., as well as for unplanned emergency 
situations. Both can be in urban and rural areas, while the latter can also be in isolated areas. It should be 
possible to increase data capacity and/or coverage in specific locations by deploying temporary systems 
for the duration of the event or emergency. Depending on the nature of the need specific to the 
event/emergency, deployable systems may be of different configuration or be comprised of different 
network elements. However, there are some common requirements for such systems regardless of their 
configuration. 

As described in the upcoming Section 4.8.2, deployables can operate in different network states as 
described in the following Table 3. 

Table 3: PSBN deployable system mode of operation. 

Mode Description 

Connected 
Deployables that are operating in connected mode have a backhaul connection with 
the PSBN macro network. Therefore, connected mode operations allow a full 
extension of PSBN services to first responders. 

Stand Alone 

Deployables that are operating in stand-alone mode do not have a backhaul 
connection to the PSBN macro network or have experienced a failure of the backhaul 
link. Deployables may be activated in stand-alone mode to support a localized public 
safety mission that does not require services from the PSBN core. Those services 
would be provided by local application servers on the deployable. 3GPP has 
developed requirements for the stand alone mode, which is referred to as IOPS [19]. 
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Mode Description 

Cluster 

Certain emergency incidents span large geographic areas in which a single 
deployable may not provide sufficient coverage for the incident area. This may 
require the activation of two or more deployables. This simultaneous use of more 
than one deployable is called “cluster operations.” Deployable clusters may operate 
with or without a backhaul connection to the PSBN macro network. 

 

OC-4.5.6.1 UE devices SHALL be able to establish voice and data sessions with application functions 
that are resident on deployable systems and in the macro network, simultaneously. 

OC-4.5.6.2 The PSBN SHALL allow users to access their information networks and applications 
through the deployable systems. 

OC-4.5.6.3 The PSBN SHALL allow users to access information networks and applications that are 
resident on deployable systems that pertain to other agencies. 

OC-4.5.6.4 Any deployable system that is qualified to operate with the PSBN SHALL be capable of 
serving any UE device from any EUA in Canada. 

OC-4.5.6.5 Connected deployables SHALL support service continuity and session persistence for 
users during transition to and from the PSBN macro network. 

OC-4.5.6.6 Connected deployables SHALL support service continuity and session persistence for 
users transitioning between different deployables operating in clusters. 

OC-4.5.6.7 Deployables SHALL support the same priority, pre-emption, and QoS features as the 
PSBN macro network. 

OC-4.5.6.8 During handover, the deployable SHALL maintain the priority and QoS settings of first 
responders as they transition to and from the PSBN macro network. 

4.5.7 Session persistence  

Users may need to access information or be engaged in interactive data communication sessions during 
critical moments while en route to an emergency In these circumstances, if the user traverses from the 
coverage of one eNodeB to another eNodeB, or between the PSBN and a commercial carrier’s network or 
FirstNet, or to/from any other network that the UE can attach to, it is vital to maintain the sessions active 
in real-time, hence not have to re-enter the user’s credentials to re-establish the session.17 Session 
persistence does not infer any performance objective related to seamlessness or loss of data during the 
transition. The essential requirement of session persistence is that the session is maintained during the 
transitions. The transition could cause loss of data, but it should not drop the session. With seamless 
                                                      
17 Inter-PLMN session persistence was demonstrated in the CAUSE IV [105] and CAUSE V experiments [106]. 
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session persistence though, any loss of data would be minimal and not impact real-time applications such 
as voice or video by manner of artifacting, freezes or pixelation.  

OC-4.5.7.1 Session persistent connections SHALL maintain the users session active during a hand-off 
with no need for the user to re-authenticate with the network or the applications. 

OC-4.5.7.2 Voice, video, and data sessions SHALL be persistent during the hand-over of the UE from 
one eNodeB to another eNodeB within the same regional network. 

OC-4.5.7.3 Voice, video, and data sessions SHALL be persistent during the hand-over of the UE from 
an eNodeB of one regional network to an eNodeB of another regional network. 

OC-4.5.7.4 Voice, video, and data sessions SHALL be persistent during the hand-over of the UE 
between any eNodeB and a radio relay node, whether macro or deployable. 

OC-4.5.7.5 Voice, video, and data sessions SHALL be persistent during the hand-over of the UE 
between any eNodeB and a UE-to-Network relay. 

OC-4.5.7.6 Voice, video, and data sessions SHALL be persistent during the hand-over of the UE 
between an eNodeB of the macro network and a deployable system. 

OC-4.5.7.7 Voice, video, and data sessions SHALL be persistent during the transition between 3GPP 
networks and non 3GPP networks that comprise the PSBN. 

OC-4.5.7.8 Voice, video, and data sessions SHALL be persistent during the hand-over of the UE 
between one deployable system and another deployable system. 

OC-4.5.7.9 Voice, video, and data sessions SHOULD be persistent during the transition of the UE 
between an eNodeB of the PSBN and an eNodeB of FirstNet. 

OC-4.5.7.10 Voice, video, and data sessions SHOULD be persistent during the transition of the UE 
between an eNodeB of the PSBN and an eNodeB of a commercial carrier network with 
whom a roaming agreement is in effect. 

OC-4.5.7.11 Voice, video, and data sessions SHOULD be persistent between the PSBN and other 
3GPP networks of carriers with whom agreements permitting this capability are in effect. 

OC-4.5.7.12 Voice, video, and data sessions SHOULD be persistent between the PSBN and non-3GPP 
networks of carriers with whom agreements permitting this capability are in effect. 
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4.6 Operability with external networks 

The PSBN is expected to operate in conjunction with external networks and with public safety agency 
networks. The PSBN is the nucleus of an ecosystem of communications services that the public safety 
community uses. The landscape of external networks and systems includes: 

 EUA networks 

 LMR networks of various protocols 

 Non-3GPP networks 

 IPX roaming networks 

 PSTN 

 NPAS 

 Public internet 

 E911 and NG 9-1-1 systems 

 FICAM 

 Transport networks 

It is possible that some of the networks and systems that reside outside the PSBN boundary as described 
in Figure 3 may become part of the PSBN. For example, the IPX roaming gateway may be external to the 
PSBN at the early stages of deployment, but may become absorbed into the PSBN if the NE assumes the 
responsibility for interconnecting the PSBN to roaming partner networks. Regardless, neither the PSBN’s 
role nor the functions that are required of it are affected. 

Security considerations related to those external networks are covered in the TCS report [6]. 

4.6.1 End-User Agency (EUA) networks 

Public safety agencies host their own networks that consist of databases and application servers, which 
are normally protected behind firewalls and other security mechanisms. The PSBN is required to connect 
the users to their information repositories and to their applications, more specifically at the demarcation 
point between the PSBN and the EUA network. It is expected that the NE and RSDEs will establish a 
policy for qualifying applications from a security perspective and characterize the performance 
requirements of the applications in terms of maximum tolerable latency, maximum packet loss rate, and 
minimum bitrate. 

OC-4.6.1.1 The interface between the PSBN and the EUA information networks SHALL be 
dimensioned such that it meets the EUA capacity and performance requirements. 

OC-4.6.1.2 The PSBN SHALL provide an IP interface(s) to the EUA information networks. 
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4.6.2 Land Mobile Radio (LMR) networks 

LMR networks are used primarily for voice communications. The technology offers several operating 
modes that are considered “mission-critical” by first responders. See Section 4.3.2 for a description of 
mission-critical voice services. 

Different digital LMR standards exist in the industry. Some of these are: 

 APCO Project 25 (P25)18 

 Terrestrial Trunked Radio (TETRA)19 

 TETRAPOL20 

 Next Generation Digital Narrowband (NXDN)21 

 Digital Mobile Radio (DMR)22 

 Enhanced Digital Access Communication System (EDACS)23 

Interfacing LMR networks with the PSBN is intended to allow users to communicate across different 
technologies. The LMR domain is treated as an un-trusted network vis-à-vis the PSBN. It is assumed that 
the Border Control Gateway Function (BCGF) is part of the LMR domain. Figure 16 illustrates the 
concept of inter-domain group calling. The TCI report [8] covers interfacing considerations between the 
PSBN and LMR networks. 

                                                      
18 http://www.project25.org. 
19 http://www.tetra-na.org. 
20 http://www.tetrapol.com. 
21 http://www.nxdn-forum.com. 
22 http://www.etsi.org/website/document/technologies/leaflets/digitalmobilradio.pdf. 23 http://hamradio.arc.nasa.gov/EDACS_Whitepaper.pdf. 
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Figure 16: Inter-domain group calling. 

3GPP has completed studies for interworking between an LTE-based MCPTT system and an LMR-based 
system [107], as well as for interconnection and migration [108] between the two systems. At the time of 
writing, the 3GPP has started a technical specification for Mission Critical Communication Interworking 
with LMR systems [109]. 

OC-4.6.2.1 The PSBN SHALL enable users to originate voice calls from either the PSBN or LMR 
networks to a called party on the other network. 

OC-4.6.2.2 The PSBN SHALL enable group calls among subscribers of multiple LMR networks and 
the PSBN network. 

OC-4.6.2.3 When available, the PSBN SHALL support the interworking of MCPTT with LMR 
systems as specified by 3GPP standards. 

4.6.3 Non-3GPP access networks 

Other networks can be used to deliver broadband services to users. When such networks are present in the 
same geographic location as the PSBN, these networks can off-load traffic from the PSBN. Of particular 
interest is using WiFi hotspots due to their growing ubiquity.  
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Industry efforts by the WiFi Alliance (WFA) and the Wireless Broadband Alliance (WBA) to standardize 
carrier-grade WiFi features (e.g., HotSpot 2.0 and Next Generation HotSpot), as well as efforts by 3GPP 
to further standardize WiFi-to-3GPP interworking capabilities, have paved the way for the development 
of standards that support seamless handover between the LTE network and a WiFi network [104]. Some 
of the attributes of seamless handover are single-sign-on, session persistence and common treatment of 
priority and QoS assignments of session flows on each network. QoS-tagged applications can be routed 
over different access networks. For example, a best-effort session flow can be carried over the WiFi 
network, while a VoIP session can be carried over the LTE network simultaneously [110]. Security 
considerations for interoperability of the PSBN with trusted and un-trusted networks are covered in TCS 
report [6]. 

OC-4.6.3.1 The PSBN SHOULD automatically select the optimum routing for session flows in 
accordance with pre-established policies. 

OC-4.6.3.2 The PSBN SHOULD allow a human user the ability to ascertain which network is 
carrying his/her traffic at any point in time. 

OC-4.6.3.3 The PSBN SHALL support multi-homing of session flows across 3GPP and non-3GPP 
networks. 

OC-4.6.3.4 The switching of session flows from a 3GPP network to a non-3GPP network, and 
vice-versa, SHOULD maintain session persistence. 

OC-4.6.3.5 The switching of session flows from a 3GPP network to a non-3GPP network, and 
vice-versa, SHOULD preserve priority and QoS attributes of the session flows. 

OC-4.6.3.6 The PSBN SHOULD support simultaneous session flows through multiple radio access 
networks. 

4.6.4 IP eXchange (IPX) networks 

It is expected that the NE will enter into roaming agreements with commercial carriers. User and control 
plane traffic could be inter-connected at IPX gateways either through clearinghouses or through other 
out-sourced interconnect services. The IPX gateways could be located at various points across Canada. 
As with all other external networks, the IPX gateways should be treated as un-trusted networks. The 
GSMA has published guidelines for establishing roaming agreements between wireless carriers [111] via 
IPX providers [112]. 

OC-4.6.4.1 The PSBN SHALL exchange user and control data with IPX gateways for the purpose of 
roaming between networks following industry-accepted best-practices and guidelines. 

OC-4.6.4.2 The information exchanged with the IPX gateways SHALL be encrypted. 
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4.6.5 Public Switched Telephone Networks (PSTN) 

The users of the PSBN may originate and receive voice calls to/from anyone with a public phone number. 
The users may also send and receive SMS text messages to/from anyone with a public phone number that 
is able to receive or send SMS text messages. Security considerations shall be given as to whether SMSs 
should be received by the PSBN exclusively from a secure IPX network and not from the unsecure PSTN 
SS7 network.  

For PSBN-based voice (not over-the-top voice), it is assumed that (i) the PSBN supports VoLTE, (ii) an 
IMS is used for signalling and routing IP packets to/from the UE, (iii) the UE device is able to originate 
and receive voice calls, and (iv) the PSBN hosts a secure gateway between its IMS network and the 
Signalling System 7 (SS7)-based PSTN. 

Supplementary services, such as call-waiting, call-forwarding, call-blocking, and conference calling may 
or may not be offered by the NE or the RSDE. This is out of scope of the operability of the PSBN with 
the PSTN. 

OC-4.6.5.1 The PSBN SHALL allow a user to place a full-duplex voice call or send an SMS text 
message to any publicly addressable phone number. 

OC-4.6.5.2 The PSBN SHALL allow a user to receive a full-duplex voice call or receive an SMS text 
message from outside the PSBN. 

OC-4.6.5.3 The PSBN SHALL provide an EUA-A the ability to collect information related to a user 
for the purpose of rendering the user accessible to (reachable by) other persons. 

OC-4.6.5.4 The PSBN SHALL allow the EUA-A to select which external networks can initiate a 
session with the users that pertain to its jurisdiction. 

OC-4.5.6.5 The PSBN SHALL allow EUA-A the ability to block certain numbers or ranges of 
numbers for outgoing and incoming calls. 

OC-4.6.5.6 The PSBN SHALL allow an EUA-A the ability to block caller ID information from 
appearing on called party’s device. 

OC-4.6.5.7 The PSBN SHALL allow end-users the ability to block or unblock their caller ID in 
accordance with EUA policies. 

4.6.6 National Public Alerting System (NPAS) 

It is expected that the PSBN will be used to broadcast wireless public alerts to users of the PSBN. The 
3GPP has specified the requirements for WPA [113]. Emergency alerts, advisories, and warnings 
originate from Emergency Operations Centres and are aggregated by a government-approved entity, 
which then disseminates the messages to various communications carriers. As per CRTC Telecom 
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Regulatory Policy 2017-91 [114], wireless carriers are responsible for broadcasting emergency messages 
to targeted users. Local emergencies are broadcast only to users in the affected area. 

OC-4.6.6.1 The PSBN SHALL receive WPA messages from the national alert aggregator. 

OC-4.6.6.2 The PSBN SHALL be able to discern the categories of alerts and broadcast the alerts 
according to the categorization. 

OC-4.6.6.3 UE devices for human PSBN users SHALL be able to receive wireless public alerts. 

OC-4.6.6.4 The PSBN SHALL broadcast wireless public alerts to users within specific locations. 

OC-4.6.6.5 The PSBN SHALL employ methods to locate a UE device with equal or better precision 
than what is mandated by regulatory authorities. 

OC-4.6.6.6 The PSBN SHALL allocate higher level of priority to public alert messages, in 
accordance with the Canadian NPAS policies. 

4.6.7 Public internet 

All the points of connection of the PSBN to the public internet are assumed to be through firewalls. 
Security policies are expected to be in effect to protect the PSBN and the information carried over it from 
cyber threats. This subject is covered in more detail in the TCS report [6]. The connection to the internet 
can be under the jurisdictional authority of a public safety agency, the RSDE, or the NE. The authority 
would be responsible for implementing access control policies for the users. Such access control policies 
are expected to be owned by EUAs and can be different from each other since they are likely to be 
specific to individual users or groups of users. For example, a EUA may impose a general block on all 
pornographic sites, with exception made for members of child exploitation investigative task forces. 

OC-4.6.7.1 The PSBN SHALL provide access to the public internet at connection points under the 
jurisdiction of EUAs, or through its own gateways, or both. 

OC-4.6.7.2 The PSBN SHALL allow the EUAs to assert access control privileges to the public 
internet for users under its jurisdiction. 

4.6.8 E911 and NG 911  

Canada has approved the adoption of the i3 Solution architecture for the NG 911 system [84], as put 
forward by NENA [20]. A DRDC – Centre for Security Science Technical Advisory Note [115] that 
focuses on general technical considerations that impinge on interoperability between the NG 911 and the 
PSBN is used to determine considerations on operability and interoperability. NG 911 will allow citizens 
to upload images and video as part of their emergency calls. This data could be forwarded to first 
responders by the dispatcher. The call taker at the PSAP could conference in the caller with the 
dispatcher, who in turn could conference in the first responder into the call session. 
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In the interim, leading to the availability of the NG 911, the PSBN would need to interface with the PSTN 
in order to support the PSAPs via the existing E911 interfaces. 

OC-4.6.8.1 The PSBN SHALL allow end-users to receive and transmit multimedia messages as well 
as full-duplex VoIP calls within NG 911 sessions. 

OC-4.6.8.2 The PSBN SHOULD allow the dispatcher the ability to connect citizens to first 
responders, according to PSAP and dispatcher policies. 

OC-4.6.8.3 If the PSBN also serves commercial end-users, the PSBN SHALL allow NG 911 
multimedia messages and VoIP sessions to be established with the PSAP operator. 

OC-4.6.8.4 The PSBN SHALL assign high priority to NG 911 messages, in accordance with policies 
established by the responsible authority. 

OC-4.6.8.5 Until NG 911 becomes available, the PSBN SHALL support E911 interfaces to PSAP and 
the PSTN. 

OC-4.8.6.6 Location information of first responders SHALL be accessible to PSAP operators. 

4.6.9 Federated Identity, Credentialing, and Access Management (FICAM) 

FICAM is the process by which a user’s credentials can be used across multiple devices, applications, and 
networks. A user may access information networks once authenticated by the entity hosting the 
information e.g., PSBN or EUA. The level of authorization also applies to applications (i.e., non-human 
users) that require certain information from the PSBN, such as location information. By subscribing to the 
FICAM service, the PSBN can authenticate both end-users and applications. 

The process of authenticating a user is a factor in determining what the user can access. A weak authentication 
method for a user may not allow the user to exercise his/her access privileges because of the uncertainty 
associated with ascertaining the user’s identity with a sufficiently high level of confidence as required by 
the gatekeeper of the information network. An example of a weak authentication method would be static 
username and password. An example of a strong authentication method is biometric scan combined with 
a password protected random key. The notion of “level of confidence” in the credentialing process is 
closely associated with FICAM. Some agencies have published guidelines for what level of confidence 
can be ascribed to identities depending on the methods used to collect users’ credentials [116], [117].  

OC-4.6.9.1 The PSBN SHALL establish an identity, credentials, and access management function that 
enables applications and information networks to determine (i) the identities of users and 
(ii) the level of confidence in the identities. 

OC-4.6.9.2 The identity management framework SHALL be based on standards that are approved by 
an accredited agency for the highest level of sensitivity of the information that is expected 
to be accessed through the PSBN. 
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OC-4.6.9.3 The PSBN SHALL use the identities of users and associated confidence level for the 
purpose of controlling access to information networks and applications. 

OC-4.6.9.4 The identity management framework SHALL apply to human and non-human users. 

OC-4.6.9.5 The PSBN SHALL use the identities of applications for the purpose of controlling access 
to the PSBN’s network services. 

OC-4.6.9.6 The PSBN’s identity, credentials and access management function SHALL present the 
identity credentials of claimants to all the subscribed PSBN-hosted information networks 
that the claimants seek to access. 

OC-4.6.9.7 It SHALL be possible for a single user to authenticate him/herself and be associated to one 
or more PSBN devices simultaneously. 

4.6.10 Transport networks 

The PSBN requires transport network resources to interconnect the radio access network and the core 
network (backhaul network), as well as to interconnect the separate domains of the PSBN core network 
(backbone or longhaul network), for both intra-PSBN and extra-PSBN network interconnection. The 
medium can be high capacity microwave, fiber, leased lines, satellite or other. The network layer of the 
connection can be IP, Ethernet, physical, or other. Internet service providers could be used to provide 
backhaul connectivity, particularly for HeNodeBs and WiFi access points. 

To fulfill those needs, the PSBN could connect to an external transport network operated by a third-party 
service provider. 

The technical considerations on security related to transport and IP networks are covered in the TCS 
report [6]. 

To provide consistent QoS at the IP transport level, the Differentiated Service Codepoint (DSCP) [118] 
shall be used in a manner such that the transport treatment at the DSCP layer is consistent with the 
priority of the LTE QCI. This is covered in Section 4.7.1. 

3GPP has specified the interworking between a 3GPP system and a Fixed Broadband Access network 
defined by Broadband Forum to provide the IP connectivity to a 3GPP UE using a WLAN and a 
HeNodeB connected to a Fixed Broadband Access network [119]. The specification covers the mobility, 
policy, and QoS aspects between 3GPP and a Fixed Broadband Access network. 

OC-4.6.10.1 The PSBN MAY support interworking with a Fixed Broadband Access Network 
according to 3GPP TS 23.139 [119]. 
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4.7 QoS and congestion control (priority and pre-emption) 

This section deals with the operability aspects that have direct bearing on QoS and Congestion 
Management (CM).  

QoS is the network’s ability to assign sufficient network resources to different applications based on their 
performance requirements, and maintain the assignment of network resources for each application within 
an acceptable range. CM or congestion control deals with those cases when demand for data exceeds the 
available bandwidth. CM techniques prevent all the applications from experiencing degraded 
performance simultaneously. Two common approaches are prioritization and pre-emption. Prioritization 
is the network’s ability to determine which users have priority over others to access their applications 
over the PSBN during periods of network congestion. Thus, prioritization deals with the connection to the 
network while QoS deals with the treatment of traffic after the connection is established and maintained. 
The following dimensions are covered in this section: (i) QoS, (ii) congestion control, and (iii) parameters 
for prioritization and QoS.  

It is beyond the scope of this document to define policies for QoS, priority and pre-emption. However, it 
is anticipated that users will expect the same experience in terms of how applications perform from one 
jurisdiction to another during congestion. 

4.7.1 Quality of Service (QoS)  

An end-to-end, bearer-based QoS architecture has been defined for LTE. As shown in Figure 17, the 
Evolved Packet System (EPS) bearer is actually made up of three sub-bearers: the radio bearer between 
the UE and the eNodeB, the S1-bearer between the eNodeB and the S-GW, and the S5/S8 bearer between 
the S-GW and Packet Gateway (P-GW). When the UE is in idle mode, the radio and S1 bearers are both 
released, but the S5/S8 bearer remains established. The EPS bearer spans the entire network and is 
associated with a QoS Class Identifier (QCI). 

The QCI ensures a minimum standard level of QoS to ease the interworking between the LTE networks 
mainly in roaming cases and in multi-vendor environments. Each bearer is assigned one QCI at bearer 
establishment. The QCI indicates the QoS category identifying 3 QoS attributes: priority, delay, and 
packet loss rate.  
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Figure 17: LTE Bearer architecture. (Source: 3GPP TS 36.300 [78].) 

Table 4 shows the fifteen standardised QCI profiles defined by 3GPP [56]. These are targeted at both 
common service types: conversational voice and video, streaming video, gaming, IMS signalling, as well 
as mission-critical services. Additional QCI profiles may be supported by network equipment providers 
and used by operators. The following parameters characterize a given QCI:  

 Resource type: defines whether the bearer is Guaranteed Bit Rate (GBR) or non-GBR; 

 Priority: defines a level of differentiation between Service Data Flow aggregates of the same UE or 
of different UEs. Used to define the priority for the packet scheduler in the eNodeB; 

 Packet Delay Budget (PDB): defines an upper bound delay that a packet is allowed to experience 
between the UE and the Policy and Charging Enforcement Function (PCEF);  

 Packet Error Loss Rate (PLR): defines an upper bound for the rate of IP packets that have been 
processed by the sender, but not successfully delivered to the receiver. Packet losses due to network 
congestion are excluded. Intended for setting the Radio Link Control (RLC) protocol setting 
(e.g., number of RLC retransmissions). 

The purpose of these parameters is to properly configure the scheduling in the eNodeB, S-GW and P-GW 
(e.g., scheduling weights, admission thresholds, queue management thresholds, link layer protocol 
configuration). The QoS information for each EPS Bearer needs to be implemented by each constituent 
bearer (Radio, S1 and S5/S8) which combine to form the EPS Bearer.  
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Table 4: Standardized QCI characteristics. (Source: 3GPP TS 23.203 [56].) 

QCI Resource 
Type  Priority 

 Packet 
Delay 

Budget 

 Packet 
Error Loss 

Rate 
 Example Services 

1 

GBR 

2  100 ms  10-2  Conversational Voice 

2 4  150 ms  10-3  Conversational Video (Live 
Streaming) 

3 3  50 ms  10-3  Real Time Gaming, V2X messages 

4 5  300 ms  10-6  Non-Conversational Video (Buffered 
Streaming) 

65 0.7  75 ms 10-2 Mission Critical user plane Push To 
Talk voice (e.g., MCPTT) 

66 2  100 ms 10-2 Non-Mission-Critical user plane Push 
To Talk voice 

75 2.5  50 ms 10-2 V2X messages 

5 

Non-GBR 

1  100 ms  10-6   IMS Signalling 

6 6  300 ms  10-6  
 Video (Buffered Streaming) TCP-
based (e.g., www, e-mail, chat, ftp, 
p2p file sharing, progressive video) 

7 7  100 ms  10-3  Voice, Video (Live Streaming) 
Interactive Gaming 

8 8 
 300 ms  10-6  

 Video (Buffered Streaming) TCP-
based (e.g., www, e-mail, chat, ftp, 
p2p file sharing, progressive video)  9 9 

69 0.5  60 ms 10-6 Mission Critical delay sensitive 
signalling (e.g., MCPTT signalling) 
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QCI Resource 
Type  Priority 

 Packet 
Delay 

Budget 

 Packet 
Error Loss 

Rate 
 Example Services 

70 5.5  200 ms 10-6 Mission Critical Data (e.g., example 
services are the same as QCI 6/8/9) 

79 6.5  50 ms 10-2 V2X messages 

To provide consistent QoS at the IP transport level, the QCI should be mapped to the EPS tunnel header 
DSCP in a manner such that the transport treatment at the DSCP layer is consistent with the priority of the 
LTE QCI. The mapping of the QCI to the DSCP is not specified in 3GPP standards, and is therefore 
operator configurable. The use of DSCP is a means of prioritizing transport, mapping of the LTE QCI to 
the appropriate class and per hop behaviour specified by the IETF.Table 5 and Table 6 are the authors’ 
recommendations that could be implemented to differentiate the EPC-based bearers to provide end-to-end 
QoS based transport. As shown in Table 6, the GSMA guidelines IR.34 [112] currently only covers the 
QCI from 1 to 9. The Expedited Forwarding (EF) DSCP class provides transport prioritization that 
optimizes for low delay, loss, and jitter. 
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Table 5: Order of precedence for processing DSCP-tagged IP packets. 

 

Table 6: Mapping of QCI levels to DSCP class. 

 

3GPP has also specified an end-to-end QoS architecture for non-3GPP access network in [104], [56], and 
[119], so that IEEE 802.11 WLAN, for instance, can be used as an additional RAT for access to the 
EPC/APN. 

Section 4.9.5 describes the local control whereby EUAs have, via the PSBN Priority Manager, the ability 
to trigger real time changes to priority, pre-emption, and QoS parameters to meet the needs of an incident. 

IP 
Precedence

Drop 
Precedence DSCP Class

1 1 1 x x x 7 network control traffic
1 1 0 x x x 6 network control traffic

1 0 1 x x x 5 Expedited Forwarding (EF)

1 0 0 1 1 0 high Assured Forwarding (AF43)
1 0 0 1 0 0 medium Assured Forwarding (AF42)
1 0 0 0 1 0 low Assured Forwarding (AF41)

0 1 1 1 1 0 high Assured Forwarding (AF33)
0 1 1 1 0 0 medium Assured Forwarding (AF32)
0 1 1 0 1 0 low Assured Forwarding (AF31)

0 1 0 1 1 0 high Assured Forwarding (AF23)
0 1 0 1 0 0 medium Assured Forwarding (AF22)
0 1 0 0 1 0 low Assured Forwarding (AF21)

0 0 1 1 1 0 high Assured Forwarding (AF13)
0 0 1 1 0 0 medium Assured Forwarding (AF12)
0 0 1 0 1 0 low Assured Forwarding (AF11)

0 0 0 0 0 0 0 Best Effort

DSCP value

4

3

2

1
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OC-4.7.1.1 The priority and QoS for user traffic SHALL be maintained on an end-to-end basis by 
the PSBN. 

OC-4.7.1.2 The PSBN SHALL assert QoS tags on IP traffic that exits the PSBN in a manner that is 
consistent with the prioritization levels assigned within the PSBN. 

OC-4.7.1.3 The PSBN SHALL map QoS tags on incoming traffic to the corresponding priority level 
in the PSBN. 

OC-4.7.1.4 The PSBN SHALL support QoS of applications across the PSBN. 

OC-4.7.1.5 The PSBN SHALL implement the same convention for QoS classifications of 
applications across all regions. 

OC-4.7.1.6 The QoS classification SHALL be assignable per session flow, including traffic carried in 
VPN tunnels. 

OC-4.7.1.7 Priority and QoS SHALL persist when a user’s service is transitioned from one eNodeB 
to another eNodeB within the PSBN. 

OC-4.7.1.8 Priority and QoS SHALL persist when a user’s service is transitioned between a 
Deployable System and a macro eNodeB with the same PLMN ID. 

OC-4.7.1.9 The PSBN SHALL support all QCIs values as specified in 3GPP TS 23.203 [56]. 

OC-4.7.1.10 The PSBN priority and QoS solution SHALL be able to determine the type of application 
being used by an PSBN user. 

OC-4.7.1.11 The backhaul and IP transport network priority SHALL be aligned with the priority set by 
the PSBN Priority Manager. 

OC-4.7.1.12 The PSBN Priority Manager SHOULD support PSBN users roaming on commercial 
networks. 

OC-4.7.1.13 The PSBN Priority Manager SHALL support deployables operating with or without a 
backhaul connection to the PSBN core network. 

OC-4.7.1.14 The PSBN SHALL implement a nationwide scheme for assigning QCI priority to IP 
network and backhaul priority across the entire PSBN. 

OC-4.7.1.15 The PSBN SHALL support the use of industry standard VPN and MVPN technology. 
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4.7.2 Congestion control 

Congestion in a network may occur if the load on the network is greater than the capacity of the network. 
Congestion control refers to the mechanisms and techniques to control the congestion and keep the load 
below the capacity. There is not one single congestion control mechanism in the PSBN, but rather a set of 
capabilities active at different moments in the session and at different levels in the network. 

User admission control (priority of users) 

Priority is a relative ranking of users. Priority mechanisms only act during those instances when the 
demand for bandwidth exceeds the available bandwidth. At all other times, priority mechanisms do not 
interfere with the transmission of information or access to network resources. Prioritizing users impacts 
the ability of the affected users to access their applications through the PSBN. During network 
congestion, a user with high priority may be able to access his/her applications with no degradation in QoS, 
whereas a user with lower access priority may experience degraded QoS of his/her applications. It is 
expected that priority levels will be assigned by the EUA-A or determined from the user profiles of the users. 

It is important that external networks be able to recognize and interpret the priority assignments of users 
so that the same level of priority for the users can be carried over to non-PSBN networks in such a 
manner that end-to-end QoS is preserved. 

Access class barring [55] is a 3GPP feature that allows the network to determine, based on the UE’s 
access class, how often a UE may attempt to establish communications with the LTE network. On the 
PSBN, it is expected to be enforced during network congestion. 

All UEs are members of one out of ten randomly allocated Access Classes 0 to 9. The access class is 
stored in the USIM. In addition, UEs may be members of one or more out of 5 special categories (Access 
Classes 11 to 15), also held in the USIM. These are allocated to specific high priority users, for example: 

 Class 15: PLMN staff; 

 Class 14: Emergency services; 

 Class 13: Public utilities (e.g., transportation, water/gas suppliers); 

 Class 12: Security services; 

 Class 11: For PLMN use. 

If the UE is a member of at least one Access Class which corresponds to the permitted classes as signalled 
over the air interface, and the Access Class is applicable in the serving network, access attempts are 
allowed. Otherwise access attempts are not allowed. The network operator can take the network load into 
account when allowing UEs access to the network. 

3GPP Rel.11 introduced Extended Access Barring (EAB) in LTE to manage MTC. With enhanced access 
control on E-UTRAN, the network can broadcast mean durations of access control and barring rates 
(e.g., percentage value) that commonly applied to Access Classes 0–9 in the UE. In addition, the network 
can indicate whether or not a UE shall apply Access Class Barring for SMS, VoLTE and/or ViLTE. 

  



  

90 DRDC-RDDC-2019-R024 
 

  

Pre-emption 

The intent of pre-emption is to ensure that there are sufficient radio resources available to support the 
needs of the users in the execution of their missions. Pre-emption would apply when there is contention 
for radio resources such that the resources requested by a user are not available. Pre-emption mechanisms 
would first attempt to free-up resources by reducing those which are assigned to applications that have a 
lower QoS classification. If that is insufficient, then active sessions would be disconnected by being 
pre-empted. Session flows can be individually tagged as pre-emptible as well as whether they can pre-empt 
other session flows. The conditions under which pre-emption would occur is highly dependent on policies 
and negotiated agreements between parties. If an end-user is in a perilous situation it is possible that 
session flows associated with his/her UE device may require high priority treatment during the period of 
emergency. In non-perilous circumstances some non-mission critical session flows may normally be 
assigned lower priority or even pre-empted, however, the priority levels of these session flows may need 
to be temporarily elevated if an end-user is in peril. 

Given that the PSBN is based on LTE technology, the fundamental parameter that affects priority via 
pre-emption is the Allocation Retention Priority (ARP) [56]. In LTE, in addition to the QCI, each bearer 
is assigned an Allocation and Retention Priority (ARP) which is stored in the Subscriber profile (HSS) 
typically on a per APN basis. The ARP contains 3 parameters that are further used in the admission 
control procedures:  

 The priority level: defines the relative importance of the bearer request;  

 The pre-emption capability: defines whether the incoming bearer request can pre-empt resources 
that are already assigned to an established bearer with a lower priority level; 

 The pre-emption vulnerability: defines whether the bearer resources (once allocated) can be 
pre-empted to serve another incoming bearer request with a higher priority level.  

At every Radio Bearer (RB) setup request, the eNodeB Radio Admission Control (RAC) entity will check 
the current eNodeB hard limit capacities, which includes factors such as: maximum number of UEs and 
Radio Bearers, number of Radio Bearers on GBR. 

ARP controls how the eNodeB reacts when there are insufficient resources to establish the new RB 
i.e., either deny the RB request or pre-empt an existing Radio Bearer and accept the new Radio Bearer 
request. 

Video telephony is one use case where it may be beneficial to use EPS bearers with different ARP values 
for the same UE. In this use case an operator could map voice to one bearer with a higher ARP, and video 
to another bearer with a lower ARP. In a congestion situation (e.g., cell edge) the eNodeB can then drop 
the “video bearer” without affecting the “voice bearer.” This would improve session persistence. 

The ARP may also be used to free up capacity in exceptional situations, e.g., a disaster situation. In such a 
case the eNodeB may drop bearers with a lower ARP priority level to free up capacity if the pre-emption 
vulnerability information allows this. 
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Radio-level congestion control 

The radio congestion control aims at addressing a congestion situation on radio and S1 interfaces. To 
reduce or eliminate the radio access network congestion, the congestion control can: 

 Downgrade the service of lower priority users based on the QCI; 

 Pre-empt radio or transport resources depending on ARP information; 

 Trigger intra-LTE or inter-RAT cell re-selections or handovers to balance the load between the 
neighbour cells. 

Codec rate adaptation based on ECN 

3GPP has introduced means for the network to trigger a codec rate reduction based on an explicit 
feedback mechanism by which the network (e.g., the eNodeB) could trigger a codec rate reduction. The 
mechanism is the IP-based Explicit Congestion Notification (ECN) specified in IETF RFC 3168 [120]. 
The network behaviour, as described in [19] and [78] is completely service and codec agnostic i.e., for 
any voice/video codec with rate-adaptation capabilities. The 3GPP focus is on the endpoint behaviour via 
the Multimedia Telephony Service for IMS [121].  

RAN-assisted codec adaptation 

RAN-assisted codec adaptation [78] provides a means for the eNodeB to send codec adaptation indication 
with recommended bit rate to assist the UE to select or adapt to a codec rate for VoLTE or ViLTE. The 
RAN-assisted codec adaptation mechanism supports the uplink/downlink bit rate increase or decrease.  

Channel-aware application 

While live incident video significantly enhances situational awareness, video traffic consumes more 
bandwidth than any other application. As such, it is likely that during an incident, live video will be 
captured from many sources, which would be transmitted to an Incident Command Centre or Emergency 
Operations Centre for analyzing, processing, and then re-distributing to the users at the incident scene. 
Notwithstanding technological advances to improve video coding efficiency, some form of congestion 
management based on limiting the amount of video traffic would be required. One approach is to limit the 
number of video feeds that are uploaded in high resolution mode, while the balance could still be 
uploaded albeit at lower resolution. It should be possible for the user to select which video feeds he/she 
wishes to view in high resolution from a selection of lower resolution video thumbnails. The action should 
have a direct effect at the transmitting source by switching the data rate from high to low and vice-versa, 
depending on the user’s selection. If the UE has the capability to record video, then the captured video 
may be recorded in high resolution mode notwithstanding the selection. Another approach is to use 
channel-aware video applications that would adapt the data rate of streaming video to the real-time 
channel conditions.  

User plane congestion management 

The 3GPP RAN Congestion Awareness Function (RCAF) [122] is an element that provides RAN User 
Plane Congestion Information (RUCI) to the Policy and Charging Rules Function (PCRF) to enable the 
PCRF to take the RAN user plane congestion status into account for policy decisions. The RCAF collects 



  

92 DRDC-RDDC-2019-R024 
 

  

information related to user plane congestion from the RAN’s OAM system based on which the RCAF 
determines the congestion level (and the identifier) of an eNodeB or E-UTRAN cell.  

As shown in Figure 18, via the Nq interface the RCAF determines the UEs served by a congested eNodeB 
or congested E-UTRAN cell and retrieves the APNs of the active PDN connections of those UEs. The 
decision whether the RCAF operates on eNodeB or E-UTRAN cell level is up to operator configuration. 

Via the Np reference point, the RCAF sends the RUCI to the respective PCRFs serving the UEs’ PDN 
connections. The details of congestion reporting to the PCRF and the Np reference point are specified in 
TS 23.203 [56]. 
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Figure 18: RCAF architecture. (Source: 3GPP TR 23.705 [123].) 

OC-4.7.2.1 It SHALL be possible for an authorized PSBN user to sign into any authorized PSBN 
device and receive her/his Priority and QoS treatment. 

OC-4.7.2.2 The Priority and QoS solution SHALL provide consistent Priority and QoS treatment to 
all of the devices to which the user has successfully signed in and been authenticated. 

OC-4.7.2.3 The PSBN SHALL support all ARP values as specified in 3GPP TS 23.203 [56]. 

OC-4.7.2.4 The PSBN SHALL implement a nationwide scheme for assigning Access Classes to 
PSBN users following the 3GPP recommendations in TS 22.011 [55]. 

OC-4.7.2.5 The PSBN SHALL support pre-emption according to the policies of each RSDE. 

OC-4.7.2.6 The PSBN SHALL support the ARP pre-emption capability and vulnerability functions as 
defined in 3GPP 23.203 [56]. 

OC-4.7.2.7 The PSBN SHALL enable a video management policy. 

OC-4.7.2.8 The PSBN SHOULD use applications which can adapt their data rates according to the 
available network resources such as latency and bandwidth. 
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OC-4.7.2.9 The PSBN SHALL present the parameters for the radio channel condition to 
channel-aware applications as a Network Service. 

OC-4.7.2.10 The PSBN SHALL present the information on radio channel condition via open 
standards-based APIs. 

4.7.3 Parameters for prioritization and QoS 

The parameters to be used to define priority and QoS are a matter of policy. Likely candidates are:  

 Rank and role of the user—role may change during an incident; 

 Nature of the incident—firefighters would typically have a higher priority during a fire, whereas 
police would typically have higher priority during a hostage incident; 

 Location of the user relative to the incident; 

 Physiological state of the user—biometric telemetry can trigger an emergency alert; 

 Application type—policy may follow QoS assignments as proposed by 3GPP QCI classifications [56] 
or they can assume different assignments. 

OC-4.7.3.1 The PSBN SHALL use the parameters that will be defined within a policy for congestion 
management for the assignment of user priority, applications’ QoS, and pre-emption. 

OC-4.7.3.2 The PSBN SHALL instantiate the changes to priority and QoS in real-time. 

OC-4.7.3.3 The PSBN SHALL present data concerning priority and QoS to applications that require 
this information as a network service. 

OC-4.7.3.4 ARP and QCI classifications of the PSBN, or a subset of the classifications, SHOULD be 
mapped to the commercial networks’ ARP and QCI classifications, in accordance with 
their roaming agreements. 

OC-4.7.3.5 ARP and QCI classifications of the PSBN, or a subset of the classifications, SHOULD be 
mapped to the FirstNet network’s ARP and QCI classifications, in accordance with their 
roaming agreements. 

OC-4.7.3.6 The PSBN SHOULD make available QoS policy and charging control information to 
FirstNet network. 

OC-4.7.3.7 The PSBN SHOULD be capable of receiving QoS policy and charging control information 
from the FirstNet network. 
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4.8 Public safety grade availability and resiliency 

This section deals with two key attributes of the PSBN: availability and resiliency of the infrastructure 
and the coverage of the radio network.  

High availability of the PSBN can be achieved by minimizing the probability of network faults. When 
faults occur, resiliency mechanisms minimize their impacts and their duration, thus improving network 
availability when faults are active. Resiliency is synonymous with survivability such that the PSBN may 
continue to operate during disasters. 

The following dimensions are covered: 

 Service availability 

 Coverage availability 

 Network and service resiliency 

Availability and resiliency can be achieved through several infrastructure strategies.  

 Harden sites to withstand severe environmental conditions and long duration disaster events; 

 Provide alternative coverage solutions such as deployables; 

 Protect all active network elements with redundant network elements; 

 Provide high-availability, fault-tolerant, low or no downtime UEs and applications; 

 Protect against denial of service attacks and cyber-induced failures through predictive analytics, 
intrusion detection, and fault isolation techniques (covered in TCS report). 

All the above measures could be considered in delivering a high degree of availability and resiliency on 
the network. Whichever strategy or combination of strategies is applied will depend greatly on the cost 
versus risk. The strategies can be applied locally and independently of each other.  

4.8.1 Hardened sites 

This document assumes that public safety grade hardening of communications sites consists of: 

 Tower structure and antenna survivability that complies with, or exceeds the requirements of 
TIA-222-G-2 [124]. This requirement covers wind loading, ice loading, earthquake loading, 
foundations, grounding, corrosion control, deflection limits, climber safety, etc. 

 Back-up power, fuel tanks, and generators for different levels of autonomy. The classification of the 
value of sites is the purview of the NE and/or RSDE in consultation with end-user agencies. The 
same applies for the duration of autonomous operation. 

 Providing secured enclosure and fencing around the site. 

 Protecting guy and anchor cables from damage. 

 Ballistic steel or concrete shelter walls. 
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In those cases where an area receives overlapping radio coverage from adjacent cell sites, it may not be 
necessary to harden the sites to the same degree as mentioned above. The RSDE would determine the 
degree of hardening to apply to the radio sites. Each site may be hardened in different ways. 

The network administrators monitor facilities and physical infrastructure for the alarms, status, and 
condition of door/motion sensors, temperature, tower lights, fuel level, battery charging voltage, battery 
condition, mains power, smoke, fire, water, humidity, equipment status, etc. The data is collected using 
Remote Terminal Units (RTU) and an SNMP-based monitoring application reports the information in a 
graphical and user-friendly manner. The monitoring application is generally integrated within the overall 
network monitoring system and the network status is displayed at the Network Operations Centre (NOC). 
The monitoring application can interface with a messaging server of the PSBN such that alarms of certain 
severity can automatically alert maintenance personnel. 

NPSTC has published guidelines on Public Safety Grade Systems and Facilities [12]. 

OC-4.8.1.1 The PSBN SHALL enable local (on-site) access to operations and maintenance functions. 

OC-4.8.1.2 The PSBN network elements and operations centres SHALL be located in facilities that 
are hardened to meet the specific needs of the National Entity, RSDEs, and EUAs. 

OC-4.8.1.3 The PSBN SHOULD follow NPSTC public-safety grade guidelines in site and facilities 
hardening. 

4.8.2 Coverage and deployables 

Coverage 

The availability of service due to radio coverage is dependent on a number of factors that affect the 
coverage. Principal among them are: (i) fade margin, (ii) minimum throughput capacity at the cell edge, 
and (iii) degree of territory covered. In addition, in-building radio coverage is highly dependent on many 
variables such as the buildings’ physical dimensions, the materials used in the construction of windows, 
walls, and floors, underground locations, proximity of the buildings to base stations (eNodeBs), and the 
presence or absence of in-building radio enhancement systems [125].  

Availability and resiliency of the services delivered to users can be enhanced with overlapping radio 
coverage such that if one cell site is out of service, the users can still be served from adjacent cells. It is 
expected that the RSDE will be responsible for the radio access coverage within its jurisdiction. However, 
those with the authority within the Government of Canada may impose specific targets for coverage as 
part of the conditions of spectrum license. Availability objectives may be different depending on 
geographic areas (urban vs. rural). They may also be different when a deployable system is installed. The 
performance targets for availability and minimum throughput capacity at cell edge are out of scope of this 
document and will be determined by the NE and/or each RSDE. 

Densifying a network to achieve high availability is costly. Other approaches, presented in this section, 
are based on hardening sites and layering with alternative access technologies. The RSDE will need to 
determine the optimum balance between cost, benefits, and acceptable risk. 
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Deployables 

It is envisaged that the PSBN will be operated by the NE and the RSDEs, possibly assisted by commercial 
partners under various business arrangements. In the service delivery model shown in Figure 8, the EUA 
is a subscriber of the RSDE. In this situation, the RSDE would be responsible for deploying the RAN 
within its territory following a roll-out plan that meets its strategic needs for coverage and availability. 
Presumably, the roll-out plan will be prepared in consultation with EUAs. Notwithstanding the 
supplier-client relationship of the RSDE and EUAs, there will be occasions when the coverage footprint 
or capacity needs to be augmented in response to an emergency where time is of the essence. It is 
expected that the quickest way to add capacity or extend coverage during an emergency is to bring 
additional (deployable) RAN nodes to the scene of the incident and that these deployable nodes can turn 
up in an area already served by the RSDE, without the need for expert radio planners or assistance from 
the RSDE. The subject of SON addresses the problem of automating and optimizing the configuration of 
radio nodes to maximize coverage and capacity [79], [77]. 

It is assumed that guidelines will be established by the NE to maintain strict control of the hardware and 
software configuration of the deployable nodes since the risk for the deployable nodes to interfere with 
the existing RSDE network is significant if the guidelines are not respected. 

There will be circumstances when emergency broadband communications will need to be established in 
isolated areas that are not covered by an existing infrastructure of the PSBN or by commercial carrier 
networks. Emergency broadband communications would be established by self-contained deployable 
communication systems that would be airlifted to the site, carried in by emergency vehicles, or remain 
airborne. 

Given the nature of such deployments, i.e., in isolated areas, it is assumed that backhaul or reach-back 
facilities are not available, at least not during the initial phase of the response. As such, deployable 
communication systems will need to be self-contained, such as an “EPS in a box.” The administrative 
authority for the deployable systems would need to establish procedures to synchronize the tactical 
servers in the deployable system with the relevant information servers of the macro network. In addition, 
there would be stringent security procedures to populate the subscriber database of the deployable system 
with selected user profiles copied from the PSBN’s database. 

In addition to the PSBN, it is assumed that EUAs may own and operate their deployable systems. They 
would need to conform to configuration standards imposed by the RSDE since the RSDE is expected to 
be a licensed operating entity of the PSBN spectrum. Deployment strategies, including pre-positioned 
caches, should be integrated within the Concept of Operations for emergency communications service 
restoration. These strategies may include sharing deployable systems between regions. Therefore, 
deployable systems must be able to operate in any region. 

As per the NPSTC and DRDC – Centre for Security Science report on deployables [4], referred to as 
broadband deployable systems (BBDS), deployables can be allocated into two basic categories: 

 Core-ready deployables only include basic RAN components and are designed to provide simple 
network extension functions. These solutions do not include an EPC and therefore require a connection 
to the PSBN macro network to access services. They do not include onboard application servers.  

 Core-enabled deployables include the LTE RAN and the EPS and may also include local 
application servers and databases. This allows for completely autonomous operation of the 
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deployable when not connected to the PSBN macro network. It may also provide certain mission 
critical capabilities including MCPTT, video sharing, and access to incident command applications. 
In essence, this type of deployable has its own LTE Core that can provide a minimum level of 
functionality. 

As per the same report, deployables can operate in different network states, or modes, as described in 
Table 3. 

OC-4.8.2.1 The PSBN SHALL support deployable systems. 

OC-4.8.2.2 Deployables SHALL be able to serve those users who are accessing a UE-to-Network 
Relay to reach the deployable network. 

OC-4.8.2.3 The deployable SHALL allow an authorized user to restrict system access to only support 
a designated group of UEs. 

OC-4.8.2.4 The PSBN SHALL enable deployable RAN nodes to be inserted into existing macro 
PSBN infrastructure without causing significant degradation of the performance of the 
existing network, of the deployable nodes, or of the user experience. 

OC-4.8.2.5 The PSBN SHALL supply the data required by a SON function as a network service. 

OC-4.8.2.6 The PSBN SHOULD enable deployable RAN nodes to be inserted into an existing 
network without recourse to expert resources or assistance from the operator of the PSBN. 

OC-4.8.2.7 Deployable systems SHOULD use methods of backhaul that do not require prior 
coordination with regulatory agencies at the point of being dispatched. 

OC-4.8.2.8 The deployable SHALL support wired and/or wireless standards-based Ethernet 
connections (e.g., connect a laptop to the deployable) to provide access to local services, 
PSBN services, and Internet. 

OC-4.8.2.9 The deployable SHALL provide at least one Ethernet port on the LAN side to interface 
with IP-based services such as LMR gateways, remote terminal units, Wi-Fi access point 
routers, etc. 

OC-4.8.2.10 The deployable systems SHALL include provisions to interface with satellite, microwave 
radio, and other backhaul technologies to provide the option for an alternative backup in the 
event the terrestrial infrastructure becomes unavailable due to natural or manmade disasters. 

OC-4.8.2.11 An aerial deployable SHALL be capable of coordinating with the PSBN macro network to 
minimize mutual interference. 
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OC-4.8.2.12 Deployables SHALL be capable of interworking with other deployables that are properly 
provisioned for interworking. 

OC-4.8.2.13 The deployable SHOULD comply with macro network auditing based on limitation of the 
deployable type. 

OC-4.8.2.14 Deployable systems sourced from approved but different vendors and maintained by 
different public safety entities SHALL inter-operate when they are used at a common 
incident. 

OC-4.8.2.15 Deployable systems SHALL contain local (field-based) servers to host databases and 
applications. 

OC-4.8.2.16 Deployable systems SHALL use priority and QoS rules to control access to radio 
resources according to nationally harmonized guidelines. 

OC-4.8.2.17 The deployable SHALL support a minimum defined set of local databases and 
applications in order to meet essential operational needs, including when the deployable is 
operating in Stand-Alone Mode. 

OC-4.8.2.18 A deployable operating in Stand-Alone mode SHALL support the same mission-critical 
services, such as MCPTT and ProSe, and features that are present on the PSBN macro 
network. 

OC-4.8.2.19 Deployable systems SHALL include provisions to interface with external networks. 

OC-4.8.2.20 Deployable systems SHALL be fully-operable self-contained systems. 

OC-4.8.2.21 Deployable systems SHALL connect to the PSBN, or, in the event that is not possible, it 
SHALL be deployed in a stand-alone, local area mode. 

OC-4.8.2.22 The PSBN SHALL support 3GPP-based Deployable Systems Isolated E-UTRAN Operation 
for Public Safety (IOPS-enabled eNodeB) as specified in TS 23.401 Annex K [19]. 

OC-4.8.2.23 A deployable operating in Stand-Alone mode SHALL support registration of authorized 
subscriber devices. 

OC-4.8.2.24 The deployable SHALL alert user devices when the deployable system is operating in or 
has transitioned to Stand-Alone mode. 
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OC-4.8.2.25 The deployable SHALL support local and remote monitoring and reporting of unit status 
to include the health of the deployable system components (LTE routers, servers, RAN 
that impact capacity, connections, performance, etc.) and associated environmental status 
and alarms (e.g., fuel status, temperature, security). 

OC-4.8.2.26 The deployable SHOULD report its configuration status and operational readiness through 
an OAM application while off-line (i.e., not deployed) in order for an authorized entity to 
validate the compatibility of the configuration with the existing network. 

OC-4.8.2.27 Deployables SHALL interface with network management systems using standardized 
interfaces and protocols. 

OC-4.8.2.28 The deployable SHALL enable authorized personnel to modify designated technical 
parameters at the scene of the incident. 

OC-4.8.2.29 Deployables SHALL be capable of resetting to a default configuration at the completion of 
a mission (so each deployment starts from a known and standardized configuration state). 

OC-4.8.2.30 A deployable SHALL be capable of displaying a list of connected subscriber devices to 
authorized technical personnel for security, administrative, and configuration purposes. 

OC-4.8.2.31 Deployables SHALL be maintained by the operating entity to the level of service required 
by the PSBN operator including specific actions to sustain interoperability, manage 
revision levels, and required configuration settings. 

OC-4.8.2.32 The deployable SHALL support a local management interface for viewing and modifying 
configuration parameters of the unit. 

OC-4.8.2.33 The deployable SHOULD collect sufficient information to support the accounting and 
billing system. 

OC-4.8.2.34 The deployable SHALL be capable of connecting through a backhaul transmission facility 
to the PSBN macro network with sufficient capacity to support available applications and 
services. 

4.8.3 Network and services 

Redundancy is based on the duplication of network elements, backhaul connectivity, and information 
networks, such that there is no single point of failure anywhere in the service delivery path. Redundancy 
can also be achieved through reciprocal agreements between entities to back each other up. This means 
that the network elements are dimensioned to pick up the extra load from the partners whose network, or 
a portion thereof, may have failed. 
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Figure 19 illustrates a possible approach to redundancy. The redundancy described here is notional. The 
actual implementation should be based on reliability targets, failure mode and effects analysis, failure 
statistics, sparing strategies, maintenance policies, and affordability. 

Resiliency is achieved through a number of actions and safeguards taken by the network designers, 
administrators, and users to maintain the operability of the PSBN in consideration of physical and cyber 
threats. 

The protection for the end-user agency information networks is under the responsibility of the EUAs and 
is therefore, out of scope for this document. 

 
Figure 19: Illustration of network redundancy. 

OC-4.8.3.1 All the network elements of the PSBN SHALL be duplicated or fail-over to a partner’s 
network such that there is no single point of failure in the signal path for user data, 
management data, and control data. 

OC-4.8.3.2 The PSBN SHALL provide redundant connectivity to EUA information networks. 

OC-4.8.3.3 The PSBN SHALL balance the traffic loading across the available infrastructure, 
including DNS services. 

OC-4.8.3.4 The stand-by network elements SHALL be monitored so that fail-over is assured to a fully 
operating back-up. 

OC-4.8.3.5 Upon restoration of the failed components, the PSBN SHALL revert back to its previous 
mode of operation. 
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OC-4.8.3.6 The duplicate NOC SHALL be located in a geographically separate region that is not 
subject to the same environmental hazards as the main NOC. 

OC-4.8.3.7 The duplicate NOC SHALL be powered from a separate power grid from the main NOC. 

OC-4.8.3.8 The NOCs SHALL be interconnected by a redundant backbone network. 

OC-4.8.3.9 Each fiber (assuming fiber optic backbone) SHALL be carried on a different physical 
bundle. 

OC-4.8.3.10 Each fiber bundle SHALL be routed on a different geographic path. 

OC-4.8.3.11 All cell sites SHOULD be connected with redundantly protected backhaul links. They 
MAY be connected in a ring configuration in which case protection is achieved through 
route diversity rather than duplication. 

OC-4.8.3.12 The EPC equipment in the PSBN SHALL support local and geographical redundancy. 

OC-4.8.3.13 The equipment in the PSBN SHALL support transport redundancy wherever 
economically feasible. 

4.8.4 Layered resiliency 

Figure 20 illustrates the layered resiliency strategy using alternative access technologies to complement 
the LTE portion of the PSBN. This approach assumes that first responders will not always be covered by 
the footprint of the terrestrial LTE network. One part of the strategy is to extend the reach of the 
terrestrial network (LTE eNodeB) using the vehicles that are within the coverage zone as repeaters for 
those other vehicles and first responders that are outside the coverage area. In addition, the first 
responders’ devices could also communicate with each other in Direct Mode or a mesh-type arrangement 
and communicate with the vehicles.  

In cases where cell towers are damaged or non-existent, satellite could be considered as an alternative 
backhaul. The long transit delay should be taken into consideration when determining what signals are 
carried over the satellite path. In this scenario, one or more specialized emergency vehicles could carry 
the satellite terminals and serve the other vehicles.  

The LTE service could be temporarily restored through deployable LTE nodes using satellite backhaul for 
non-latency sensitive traffic. The deployable nodes would be configurable such that they are able to 
operate autonomously in case there is no satellite connection. Deployable systems are covered in more 
detail in Sections 4.5.6 and 4.8.2. 
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Figure 20: Illustration of layered resiliency. 

4.8.5 UE and applications 

Availability is the ability of the public safety community to obtain their required services and applications 
in all places the public safety community needs to operate. A public safety user considers a service or 
application to be unavailable whenever they cannot access it or whenever they cannot retrieve or update 
the desired information in a timely fashion. 

OC-4.8.5.1 The PSBN SHALL implement the best practices and procedures for high availability 
application servers and systems. 

OC-4.8.5.2 Critical databases used in applications SHALL be implemented in a fault tolerant manner. 

OC-4.8.5.3 Applications SHALL employ techniques to reduce planned and unplanned downtimes. 

OC-4.8.5.4 Availability and performance of applications SHALL be monitored and reported. 

4.9 Local control 

“Local Control” means the ability of EUAs to configure, manage, and monitor their communications 
systems to adapt to changing mission requirements and system conditions. The phrase “changing mission 
requirements” denotes a situational continuum ranging from routine to crisis.  

This section significantly references the NPSTC report on local control [18]. 



  

DRDC-RDDC-2019-R024 103 
 

  

4.9.1 Mobile device and application management 

Device management comprises three separate domains, explored in Table 7 and illustrated in Figure 21 below. 

Table 7: Device management domains. 

Domain Description 

UICC/USIM/ISIM 
management (SIM-OTA) 

The SIM/USIM card is expected to be entirely under the control of PSBN in 
order to maintain consistent device behaviours and facilitate interoperability. 

Mobile Device 
Management (MDM) 

By default, the MDM resides within the PSBN, except if an EUA is granted 
some control via local control. As illustrated in Figure 21, the PSBN should 
manage the network configuration aspects of the device. However, similar to 
desktop computers and mobile devices, EUAs will want their IT organization 
to control the security policies, MVPN, and other aspects of the device 
operating system, particularly those related to unique security requirements 
that vary on an agency by-agency basis. 

Mobile Application 
Management (MAM) 

 

The MAM resides within the PSBN, as well as within an EUA when granted 
via local control. The EUA must have the ability to install, configure, update, 
and remove applications and services on their associated devices as well as 
the ability to manage the EUA User access to those applications. Some 
applications may be controlled by or mandated by the PSBN and are therefore 
out of the control of the EUAs. 

The PSBN operator should determine how EUA applications are vetted to 
ensure conformance with security requirements and application development 
best practices. The PSBN should track and share logging information which 
records which applications were downloaded to user devices. 
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Figure 21: Device management domains. (Source: NPTSC [18].) 

OC-4.9.1.1 The PSBN SHALL allow an EUA-A to activate a UE device’s microphone, if so 
equipped, to receive ambient sound in accordance with relevant policies. 

OC-4.9.1.2 The PSBN SHALL provide the EUA-A the ability to remotely wipe a UE device of all its 
memory contents. 

OC-4.9.1.3 The remote wipe action SHALL be effective on a compromised UE device that is camped 
on another network. 

OC-4.9.1.4 The remote wipe action SHALL be effective immediately upon a compromised UE device 
having been turned on. 

OC-4.9.1.5 The remote wipe action SHALL erase the UE device’s cypher keys. 

OC-4.9.1.6 The PSBN SHALL allow an EUA-A to covertly turn on a UE device and bypass the 
user’s access password protection. 

OC-4.9.1.7 The PSBN SHALL allow the EUA-A to covertly turn on the GPS function of a UE 
device. 

OC-4.9.1.8 The PSBN SHALL allow the EUA-A to covertly turn on any camera on the UE device, if 
the UE is so equipped, and in accordance with relevant policies. 

OC-4.9.1.9 The PSBN SHALL allow the EUA-A to shut down a UE device’s transmitting functions. 

OC-4.9.1.10 The PSBN SHALL allow the EUA-A or the end-user to initiate the update of the UE, 
USIM, or application after a successful download, in accordance with relevant policies. 
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OC-4.9.1.11 The PSBN SHALL allow the EUA-A to configure the UE devices in their jurisdiction for 
which wireless network the UE devices can connect to. 

OC-4.9.1.12 The PSBN SHALL allow the EUA-A to configure the UE devices in their jurisdiction for 
which information networks the UE devices can connect to. 

OC-4.9.1.13 The PSBN SHALL allow EUA-As to be able to immediately deactivate their lost or stolen 
devices. 

OC-4.9.1.14 The PSBN SHALL allow EUA-As to have the ability to control the timing of device 
management software installation, upgrades, and configuration changes. 

OC-4.9.1.15 The PSBN SHALL allow EUA-As to have the ability to install, configure, update, 
remove, and manage device client applications over-the-air, including managing 
identification and notification. 

OC-4.9.1.16 The PSBN SHALL allow EUA-As to have the ability to perform over-the-air device 
management capabilities for their devices. 

OC-4.9.1.17 The PSBN SHALL allow the EUA-A to configure application clients on the UE. 

OC-4.9.1.18 The PSBN SHALL allow the EUA-A to initiate the updates of application clients on the UE. 

OC-4.9.1.19 The PSBN SHALL allow EUAs to manage any application that has been vetted by the 
applicable PSBN policies. 

4.9.2 Service provisioning 

One of the elements of Local Control most important to EUAs is the ability to decide which users from 
their agency are authorized to use the PSBN. Specifically, EUAs require the ability to manage the 
subscriptions of their users i.e., service provisioning, device activations/deactivations, and transfers. 

OC-4.9.2.1 The PSBN SHALL provide an authorized EUA-A the ability to provision services only 
for the users under its jurisdictional authority. 

OC-4.9.2.2 The PSBN SHALL enable EUA-A to place a UE in-service and out-of-service without the 
need to involve the RSDE, National Entity, or any other agency. 

4.9.3 User credential and access control 

The EUAs must have the ability to manage access to applications and services for their individual users. 
The EUA is ultimately responsible for identifying and credentialing its respective users as part of its 
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public safety administrative responsibility. Credential management policies for users must include the 
ability for the EUAs to choose different forms of credentials. 

Applications can be PSBN-hosted or EUA-hosted. The process of authorizing a given end-user must 
always be owned by the entity (PSBN or EUA) hosting the application or service, and this, using the 
credentials and authentication policies of the end-user’s EUA. 

To simplify the user credential management process and to enable authorization of PSBN users across 
different entities, it is recommended that the PSBN support a FICAM service providing the means by 
which digital identity management credentials can be exchanged securely across boundaries between the 
EUAs, the RSDEs, and the NE as described in Section 4.6.9. 

OC-4.9.3.1 The PSBN SHALL provide the EUA-A the means to register a user’s access privileges as 
part of a default subscriber profile for each user. 

OC-4.9.3.2 The PSBN SHALL limit the ability of the EUA-A to assign access privileges to only those 
information networks and applications which are under the jurisdictional authority of the 
EUA-A. 

OC-4.9.3.3 The PSBN SHALL allow EUA-As to manage user credentials for their respective users 
with a FICAM service to provide access authorization for services and applications hosted 
by the PSBN, as well as hosted by other EUAs. 

OC-4.9.3.4 The PSBN SHALL allow EUA-As to maintain control of their own security policies with 
regard to the form of authentication used for their respective users, within bounds 
established by the PSBN security policy. 

OC-4.9.3.5 The PSBN SHALL allow EUA-As to choose different forms of user authentication. 

4.9.4 Mission-critical service control 

EUAs will need the ability to provision, configure, and modify the mission-critical service profiles for 
their end-users. This includes configuring the user groups, as well as the user attributes such as type of 
user, type of application, user default role, and others. 

This section covers the static attributes of the mission-critical services. The dynamic attributes are 
covered in Section 4.9.5. 

OC-4.9.4.1 The PSBN SHALL allow EUA-A to provision and modify mission-critical service profiles 
(MCPTT, MCData and MCVideo) for their end-users and user groups. 

OC-4.9.4.2 The PSBN SHALL allow user groups to be provisioned in the PSBN by authorized PSBN 
or EUA administrators. 

 



  

DRDC-RDDC-2019-R024 107 
 

  

OC-4.9.4.3 The PSBN SHALL allow static user group priority attributes to be provisioned by an 
authorized PSBN or EUA administrator. 

OC-4.9.4.4 The PSBN SHALL allow static end-user priority attributes to be provisioned by an 
authorized PSBN or EUA administrator. 

4.9.5 Quality of service, priority, pre-emption 

During an incident it is possible that the priority of the users may need to be modified from their default 
priority assignments as defined by the user profiles. This would be a local command decision based on 
the evolving needs of an unfolding incident. 

EUAs should have, via the PSBN Priority Manager, the ability to trigger real time changes to QPP 
parameters to meet the needs of the situation. It is assumed that QPP levels, such as ACB and ARP as 
described in Section 4.7, will be assigned by the EUA-A. 

NPSTC has proposed a set of factors that can be used to determine the static assignment of QPP 
parameters as well as those to be considered in dynamically adapting the QPP parameters to the evolving 
needs of an incident. NPSTC only addresses LTE RAT, but the same capabilities are required for PSBN 
non-3GPP networks. The factors for static and dynamic prioritization are shown in Figure 22. Within the 
range of possible values, automation algorithms can be used to adjust the dynamic parameters, thus 
reducing the amount of human involvement and expertise, all while meeting the needs of managing the 
incident. An important input in the algorithm is a pre-configured QPP policy. A nationwide application of 
a common QPP policy allows users from all jurisdictions (i) to operate efficiently on the same network, 
(ii) to maximize operability and interoperability, and (iii) to ensure a consistent behaviour of the PSBN. 

The information collected over the PSBN could enhance situational awareness, but, without automation, 
could also present the Incident Commander with a large amount of data. Information-overload can 
overwhelm the ability for the Incident Commander to make good and timely decisions. Analytics-based 
decision aids could assist the Incident Command team by recommending best available options at any 
moment in time. For example, one of the issues that the Incident Command team will face is how to 
allocate the bandwidth of the PSBN during periods of network traffic overload. Congestion management 
is covered in Section 4.7.2. Such decision-aids could be based on expert-rules driven correlation 
algorithms or on more sophisticated inference engines with machine learning. 
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Figure 22: NPSTC proposed factors to be considered for user prioritization.24 (Source: NPSTC [2].) 

OC-4.9.5.1 The PSBN SHALL provide the ability for an end-user to assert and clear an immediate 
peril condition via his/her UE device. 

OC-4.9.5.2 The PSBN SHALL allow an EUA-A the ability to determine which end-users can initiate 
and clear the “immediate peril” condition. 

OC-4.9.5.3 The PSBN SHALL treat the “Emergency Alert” and “Immediate Peril” messages 
consistently as to priority, QoS, and pre-emption across all regional sub-networks. 

OC-4.9.5.4 The PSBN Priority Manager SHALL provide an interface to EUA to allow authorized 
users or applications to change the dynamic priority attributes of an end-user. 

 

                                                      
24 Although the figure shows only LTE, other non-3GPP access network could be included. 
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OC-4.9.5.5 The PSBN Priority Manager SHALL provide an interface to EUA to allow authorized 
users or applications to change the dynamic priority attributes of a user group. 

OC-4.9.5.6 The PSBN Priority Manager SHALL control the access priority, ARP, and QCI and thus 
provide differentiated priority and QoS experience based on the application priority 
attributes, for both PSBN- and EUA-hosted applications. 

OC-4.9.5.7 The PSBN Priority Manager SHALL be able to track the dynamic end-user priority 
attributes. 

OC-4.9.5.8 It SHOULD be possible for the PSBN Priority Manager to adjust a user’s priority and QoS 
experience based on whether the user is in or out of jurisdiction and based on whether the 
user is or is not associated with an incident. 

OC-4.9.5.9 The PSBN Priority Manager SHALL support static and dynamic user group priority 
attributes. 

OC-4.9.5.10 The PSBN Priority Manager SHALL support static and dynamic end-user priority 
attributes. 

OC-4.9.5.11 The PSBN Priority Manager SHALL provide differentiated priority and QoS experience 
for group applications based on the user group priority attributes. 

OC-4.9.5.12 The PSBN SHALL notify human users of the default and incident-specific settings of 
his/her access priority via the UE’s display. 

OC-4.9.5.13 The PSBN SHALL provide the end-user with the ability to select which applications need 
to be elevated to a higher priority, according to EUA policies. 

OC-4.9.5.14 The PSBN SHALL allow end-users to activate and deactivate their dynamic priority 
control service. 

OC-4.9.5.15 The PSBN shall allow end-users to select applications receiving differentiated priority and 
QoS experience when the end-user dynamic priority control service is active. 

OC-4.9.5.16 The PSBN SHOULD incorporate decision-aiding tools and analytics to recommend best 
available options to operational and command decision makers. 

OC-4.9.5.17 The PSBN SHALL allow the users’ priorities to be re-assignable by the local operational 
command staff. 

OC-4.9.5.18 The users’ priorities, if modified by the local operational command staff, SHALL revert to 
their default assignments according to the EUA’s operating procedures. 
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OC-4.9.5.19 The PSBN shall allow an authorized user (e.g., dispatcher or console operator) to select 
applications receiving differentiated priority and QoS experience when the end-user 
dynamic priority control is active. 

OC-4.9.5.20 The PSBN SHALL allow an authorized person or entity to modify the default priorities 
assigned to users as the needs of an incident warrant. 

OC-4.9.5.21 The PSBN SHALL permit an EUA-A to re-assign different priority and QoS profiles to users. 

OC-4.9.5.22 The PSBN shall allow authorized PSBN or EUA administrators to create, view, and 
modify all service attributes, including priority and QoS attributes of all applications under 
their jurisdiction. 

OC-4.9.5.23 The PSBN shall allow authorized PSBN or EUA administrators to create, view, and 
modify all service attributes, including priority and QoS attributes of all end-users under 
their jurisdiction. 

OC-4.9.5.24 The modified priority assignments SHALL be asserted with immediate effect within the 
PSBN. 

OC-4.9.5.25 PSBN application services SHOULD provide secure API to EUA administrative systems 
to allow agencies to develop custom business systems to modify mission affecting 
parameters. 

OC-4.9.5.26 The PSBN SHALL enable a Priority and QoS Framework to specify which and how static 
and dynamic priority attributes provide differentiated priority and QoS experience. 

4.9.6 HeNodeB and deployables 

EUAs may wish to purchase and have operational control over physical assets pertaining to the PSBN. 
For example, to enhance coverage or redundancy, an EUA may choose to purchase HeNodeB or 
infrastructure equipment and integrate this equipment with the overall PSBN. Similarly, EUAs may wish 
to purchase deployable coverage assets that would need to be integrated into the PSBN infrastructure. 
HeNodeB and deployables can come with closed-user group functionalities that will be subject to a 
policy. Any physical assets contributed by the EUA must function as part of the overall PSBN and be 
subject to the guidelines negotiated between the PSBN operator and the EUA. 

OC-4.9.6.1 The PSBN SHALL integrate HeNodeBs and deployables owned and operated by EUAs. 

OC-4.9.6.2 The PSBN SHALL enable the policy for deployables operated by EUAs. 

OC-4.9.6.3 The PSBN SHALL support the integration of EUA owned assets (e.g., HeNodeBs) to 
enhance the coverage, capacity, or redundancy of the PSBN. 
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OC-4.9.6.4 The PSBN SHALL support the integration of EUA-owned deployable assets into the 
PSBN. 

4.9.7 Accounting 

The PSBN operator must provide a variety of accounting services in addition to other core services. 
EUAs need access to a robust set of data to monitor usage by first responder personnel, track how many 
devices are in use, track the status of applications downloaded and updates applied, and other information 
necessary to manage PSBN resources at the agency level. Information must be presented in a clear and 
concise way using a web portal or other automated system that will allow the agency to view, manipulate, 
and report on data elements as required by individual EUA operational needs.  

OC-4.9.7.1 The PSBN SHALL provide individual EUAs with detailed cost and usage information on 
a per-user and per-device basis. 

OC-4.9.7.2 The PSBN SHALL provide individual EUAs with access to usage and cost information 
across specified date and time intervals. 

4.9.8 Planning, monitoring and maintenance 

EUAs must have visibility into PSBN operations for their users and operational area. Therefore, it is 
critical that the PSBN NOC has facilities for relaying appropriate read-only information to EUAs.  

In particular, EUAs need the ability to monitor through the NOC, and with appropriate restrictions, the 
health and fault status of any network sites, equipment, and infrastructure, the failure of which may affect 
their ability to communicate within their jurisdiction, e.g., a link outage between their network gateway 
and the controlling EPC. 

EUAs should also have the capability to monitor traffic volumes and be notified when network 
congestion could affect overall system performance. This read-only mechanism may be subject to 
appropriate access control and other security restrictions. 

In order for EUAs to develop appropriate contingency plans for their communication capabilities, EUAs 
must be informed of planned PSBN outages within their jurisdictions with sufficient advance notice that 
is mutually agreed upon. Furthermore, they must be consulted about the exact timing of planned PSBN 
outages, so that they are not scheduled or executed during crucial times. Finally, they must be granted 
some right to delay planned PSBN outages so that it does not interfere with a serious unplanned event in 
the area that is impacted by services being taken offline. 

In the case of unplanned outages or any other operationally relevant information regarding use of the 
PSBN, the EUA must be promptly informed. EUAs must also be informed of trouble resolution progress 
via ongoing communications regarding problem identification, restoration activities, and recommended 
actions. This will allow EUAs to formalize contingency plans for ongoing public safety operations during 
times of reduced or absent network access. 
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EUAs should have the ability to influence the planning of mission-critical service areas to account for 
their operational needs. 

OC-4.9.8.1 The PSBN SHALL provide real time electronic means for EUAs to receive 
comprehensive fault, performance and network status information pertaining to the PSBN 
services provided in their jurisdiction. 

OC-4.9.8.2 The PSBN SHALL provide real time electronic means for EUAs to monitor traffic 
volumes and/or PSBN congestion pertaining to the services provided in their jurisdiction. 

OC-4.9.8.3 The PSBN SHALL provide advance notice of planned outages to EUAs with jurisdiction 
in an affected area. 

OC-4.9.8.4 The PSBN SHALL allow for EUAs with jurisdiction in an affected area to be consulted 
about the timing of planned outages. 

OC-4.9.8.5 The PSBN SHALL allow for EUAs operating in the area of a planned outage to delay the 
beginning of the outage in order to accommodate serious unplanned events in the affected 
area. 

OC-4.9.8.6 The PSBN SHALL provide prompt notification of any unplanned outages and any other 
operationally relevant information to all affected EUAs. 

4.10 Partnerships management 

This section deals with the different agreements that the PSBN may enter into with EUAs and 
commercial operators. 

4.10.1 Multi-Operator Core Network (MOCN) operational level agreement 
management 

One of the delivery models considered for the PSBN is one based on a MOCN network sharing between 
the PSBN and a Mobile Network Operator. With MOCN, eNodeBs are actively shared between both 
partners. MOCN eNodeBs are connected to both partners’ core networks and the PLMN-IDs of both 
partners are broadcast on the air interface. The UE selects its operator and indicates the selected PLMN-ID 
in the Radio Resource Control (RRC) Connection request. The eNodeB forwards the attachment request 
to an MME belonging to the appropriate operator. The connection is established towards the core of the 
UE’s home network. 

3GPP specifications supports a wide range of network sharing options [126] that enhance the value 
proposition of active sharing including the possibility to share or dedicate spectrum and/or backhaul, and 
various options of mobility between dedicated and shared eNodeBs. 

As part of the MOCN agreement, sharing partners need to establish an OLA to guarantee the same level 
of operational efficiency on the shared network as is experienced on their dedicated networks. OLAs are 
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essential to provide partners with seamless and transparent management of their portion of the shared 
network. The following elements should be considered for inclusion in a MOCN OLA. 

Network management: although each partner is accountable to actively manage its portion of the shared 
network, both partners are accountable to define, supervise, and monitor the network management 
practices. The goals are: 

 Fault management: Provide visibility into shared network issues and define minimum SLA for their 
resolution. 

 Configuration management: Provide visibility into shared network configuration, align and prioritize 
network configuration changes within an agreed resolution time. 

 Accounting management: If required by the network sharing agreement for the purpose of splitting 
network costs among shared partners, provide visibility into network usage on a per shared partner 
basis. End-user usage measurements is out-of-scope, as this is managed by the core network of each 
shared partner.  

 Performance management: Provide visibility into the shared network performance, define minimum 
network performance targets and resolution times to address performance issues. 

 Security management: define the security guidelines and architecture covering the shared infrastructure.  

Business management: optionally, including some business management domains in the sharing 
agreement can improve the operational efficiency of the partners even further, while preserving a desired 
level of competition among them. The goals are: 

 Vendor management: Align vendors’ roadmaps to shared partners’ requirements, increase 
negotiation leverage, maximize vendors’ support and maintenance, share vendors’ issues and 
resolutions, and share/reduce test efforts on new releases. 

 Capacity management: Guarantee enough network capacity (access, transport….) to meet future 
needs, agree on capacity guidelines and thresholds, and minimize CAPEX spending. 

 Network planning: Agree on mid-term and long-term network expansion and technology evolution.  

 Benchmarking: Align benchmarking methodologies and tools, share drive-test efforts, guarantee 
“best-in-class” network performance. 

OC-4.10.1.1 The PSBN OSS and BSS systems SHALL enable capabilities required by the MOCN 
OLA. 

OC-4.10.1.2 The PSBN SHALL assert priority and QoS policies over commercial users according to 
the agreements between the PSBN operator and the commercial carriers. 

OC-4.10.1.3 The PSBN SHALL allow a commercial carrier to access only the information which is the 
subject of the sharing agreement between it and the PSBN operator. 

OC-4.10.1.4 Any sharing agreement that PSBN enters into MAY implement network sharing 
according to 3GPP TS 23.251 [126]. 
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OC-4.10.1.5 Any sharing agreement that PSBN enters into SHALL NOT impact public safety 
operations. 

4.10.2 Service Level Agreements (SLA) 

Service Level Agreements (SLA) are important because they allow the PSBN to construct, operate, and 
price its services to achieve the service levels specified in the agreement. SLAs allow the customer 
(e.g., public safety agencies) to have dependable network services and therefore properly provide public 
safety services to the citizens and constituents in their service area. Most SLAs require regular reporting 
of service levels against the metrics specified in the SLA. In commercial contracts there are usually 
penalties for non-compliance with service levels. 

End-user SLA 

The PSBN will provide wireless services, management and operations services, applications, and possibly 
devices to public safety agencies, local and provincial governments, federal agencies, and any other 
organization involved in the response to incidents and disasters. SLAs for those services may include 
measures of availability, throughput, geographic coverage, and other specifications.  

Operator SLA 

The RSDEs will necessarily interface at various points which define the operational boundaries of 
RSDEs. It is possible that some RSDEs may choose to partner with 3rd party entities to operate and 
maintain their portion of the PSBN. It is expected that SLA will form the basis of contractual agreements 
between the RSDEs and their operating partners, as well as between RSDEs. Compliance to SLAs will 
need to be verifiable. 

OC-4.10.2.1 The PSBN SHALL collect and make available the raw data logs of the parameters that 
form the basis of the SLAs, according to the agreements between the parties. 

OC-4.10.2.2 The PSBN SHALL provide regular reports and measurements of the specifications of the 
Service SLA. 

OC-4.10.2.3 The PSBN SHALL enable availability of management processes, including ongoing 
analysis of availability failures, contingency planning, and other activities and processes to 
ensure service availability objectives are met. 

OC-4.10.2.4 The PSBN SHALL provide to authorized EUAs detailed current and future coverage maps 
that show pictorially which grade-of-service tiers are supported over a geographic area. 

OC-4.10.2.5 The PSBN shall report service KPIs (availability, accessibility, retainability, mobility, 
latency, throughput) segregated by grade-of-service tier, in order to specify the quality of 
the user experience provided by the network. 
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OC-4.10.2.6 The PSBN SHALL report Band-14 radio coverage by showing population and area 
distribution of DL/UL sector throughput, SINR, and modulation and coding scheme. 

OC-4.10.2.7 The PSBN SHALL provide the RSDEs with “points of attachment” connectivity for the 
information networks. 

4.10.3 Local control SLA 

The services provided by the PSBN to the EUA to allow provisioning of devices, applications and 
services, and local management of features such as the priority of applications, users and devices may 
become integrated into SLA that EUA may enter into with the PSBN operator. For instance, SLA relating 
to time of service delivery for device activation should be implemented. 

These agreements will likely vary by EUA and should not be standardized by the PSBN operator into a 
one size fits all offering. 

OC-4.10.3.1 The PSBN SHALL provide regular measurements and reports of the specifications of the 
Local Control SLA. 

OC-4.10.3.2 The PSBN shall report time of service delivery for device activation to EUA, as per the 
Local Control SLA requirements. 

4.10.4 Roaming agreements 

Roaming to commercial networks is a key capability required in the PSBN. National roaming will be 
especially important during the initial phases of deployment when Band 14 coverage roll-out is not yet 
completed. For coverage outside of Canada, international roaming agreements will be required e.g., with 
FirstNet in USA and with commercial networks outside Canada. 

In most cases, roaming involves bi-lateral, two-way roaming; however, if commercial users are not 
allowed on the PSBN, one way roaming where only PSBN users are allowed to roam on the roaming’s 
network is possible. Additionally, multi-lateral agreement can be implemented via a Hub solution provider.  

The roaming agreement would typically cover: 

 Roaming type: EPC-level roaming, with 3G CSFB or IMS-level roaming (e.g., VoLTE and ViLTE 
roaming); 

 Radio access technologies and band support (although more and more, roaming agreements tend to 
be technology-neutral); 

 Commercial services: basic voice and SMS, supplementary services, data services, value-added 
services; 

 MCS; 

 Handover support; 
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 QoS; 

 Charging and billing; 

 Home-routed and local breakout; 

 Fraud detection; 

 Security; 

 Testing and monitoring; 

 Service Interworking: using the roaming implementations to enable MNOs to have service 
interworking e.g., SMS/MMS interworking; 

 Roaming service level agreement. 

GSMA guidelines on Global Roaming Quality (GRQ) [127] provide a neutral, objective and 
proportionate framework for active testing and passive monitoring. Regular GRQ measurements would 
assure end-to-end roaming services quality for the PSBN. 

OC-4.10.4.1 The PSBN SHALL provide regular measurements and reports on GRQ. 
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5 Conclusion 

Derived with the Public Safety Broadband Network Use-Cases and User Requirements [1] in mind, the 
Operational Considerations contained in this report define an LTE-based PSBN that has characteristics 
that in some respects resemble those of commercial mobile networks, but also extend beyond in some key 
areas, including: 

 A network based on a single PLMN-ID but that is possibly operated by different operating entities. 

 The support of mission-critical services and related service enablers; this is covered in Sections 4.3.2 
and 4.3.3, respectively. 

 The support of deployable systems; this is covered in Sections 4.5.6, 4.8.2, and 4.9.6. 

 The interworking between an LTE-based MCPTT system and an LMR-based system; this is covered 
in Section 4.6.2. 

 The support of a FICAM service providing the means by which user’s credentials can be exchanged 
securely across multiple devices, applications, and networks; this is covered in Section 4.6.9. 

 QoS and Congestion Control (Priority and pre-emption) mechanisms for mission-critical services 
and applications; this is covered in Section 4.7. 

 A network with public-safety grade availability and resiliency; this is covered in Section 4.8. 

 Local control granted to EUA with regards to service provisioning and management, QoS and 
priority, HeNodeB and deployables ownership, and user credentials; this is covered in Section 4.9. 

The Operational Considerations are translated into network functions as described in the Network 
Architecture Description [7], and then further translated into Interoperability Considerations on as 
described in the TCI report [8]. Security considerations are described in the TCS report [6]. 

While the recommendations contained in the above-referenced reports are broad in scope, they do not 
suggest that the full scope of what is described herein should be implemented at the outset of the PSBN or 
at one time. Indeed, it would be prudent to stage the implementation of the PSBN in a time-phased 
manner in support of a capability roadmap that the PSBN operators are likely to develop. 
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List of symbols/abbreviations/acronyms/initialisms  

A more complete list of definitions and acronyms pertaining to the PSBN can be found in the “Public 
Safety Broadband Network – Integrated Dictionary” [1]. 

The following acronyms are used within this document. 

3GPP 3rd Generation Partnership Project 

700TAG 700 MHz Technical  

A  

ABAC Attribute Based Access Controls 

ACB Access Class Barring 

AF Assured Forwarding 

A-GNSS Assisted-Global Navigation Satellite System 

ALI Automatic Location Identification 

AMR Adaptive Multi-Rate 

ANDSF Access Network Discovery and Selection Function 

ANI Automatic Number Identification 

APCO Association of Public Safety Communications Officials 

API Application Programming Interface 

APN Access Point Name 

ARP Allocation Retention Priority 

B  

BBDS Broadband Deployable System 

BCGF Border Control Gateway Function 

BE Best Effort 

BSS Business Support System 

BYOD Bring-Your-Own-Device 

C  

CA Carrier Aggregation 

CAD Computer-Aided Dispatch 

CAPEX Capital Expenditures 

CAPIF Common API Framework 

CAUSE Canada–U.S. Resiliency Experiment 
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CCTV Closed Circuit Television 

CDR Charging Data Record 

CID Cell Identifier 

CM Congestion Management 

CN Core Network 

CRM Customer Relationship Management 

CRTC Canadian Radio-Television and Telecommunications 

CS Circuit Switched 

CSFB Circuit Switched Fall Back 

CSS Centre for Security Science (Canada) 

D  

DDRM Distributed Digital Rights Management 

DHCP Dynamic Host Configuration Protocol 

DL Down-Link 

DM Device Management 

DMR Digital Mobile Radio 

DNS  Domain Name System  

DRDC Defence Research and Development Canada 

DS Deployable Systems 

DSCP Differentiated Services Code Point 

E  

E911 Enhanced 911 

EAB Extended Access Barring 

ECID  Enhanced Cell Identifier 

ECN Explicit Congestion Notification 

EDACS Enhanced Digital Access Communication System 

EF Expedited Forwarding 

eMBMS enhanced Multimedia Broadcast Multicast Services 

eNodeB evolved Node-B 

EPC  Evolved Packet Core 

EPS Evolved Packet System 

E-SMLC Evolved Serving Mobile Location Center 
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eSRVCC enhanced Single Radio Voice Call Continuity 

eTOM enhanced Telecommunications Operations Map 

EUA End-User Agency 

EUA-A End-User Agency Administrator 

E-UTRA Evolved Universal Terrestrial Radio Access 

E-UTRAN  Evolved UMTS Terrestrial Radio Access 

EVS Enhanced Voice Services 

E  

FCAPS  Fault, Configuration, Accounting, Performance, and Security 

FCC Federal Communications Commission (USA) 

FDD Frequency Division Duplex 

FICAM Federated Identity, Credentials and Access Management 

FM Frequency Modulation 

G  

GBR Guaranteed Bit Rate 

GCSE Group Communications System Enablers 

GHz gigahertz 

GIS Geographic Information System 

GMLC Gateway Mobile Location Centre 

GNSS Global Navigation Satellite System 

GPS Global Positioning System 

GRQ Global Roaming Quality 

GSM Global System for Mobile Communications or Groupe Spéciale Mobile 
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H  
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HSS Home Subscriber Server 
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I  
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ID Identity 

IEEE Institute of Electrical and Electronjc Engineers 
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IP  Internet Protocol 

IPX IP eXchange 

ISIM IP Multimedia Service Identity Modules 

IT Information Technology 

ITIL Information Technology Infrastructure Library 

K  

KPI Key Performance Indicator 

KQI Key Quality Indicator 

L  

LAN Local Area Network 

LBS Location Based Services 

LMR Land Mobile Radio 

LMU Location Measurement Unit 

LPP LTE Positioning Protocol 

LTE Long Term Evolution 

M  

M2M Machine-to-Machine 

MAM Mobile Application Management 

MASAS  Multi Agency Situational Awareness System 

MBMS Multimedia Broadcast Multicast Services  

MC Mission Critical 

MCCoRe Mission Critical Common Requirements 

MCData Mission-Critical Data 

MCPTT Mission-Critical Push-To-Talk 

MCS Mission Critical Services 

MCVideo Mission-Critical Video 

MDM Mobile Device Management 
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MME Mobility Management Entity 

MMS Multimedia Messaging Service 

MNO Mobile Network Operator 

MOCN Multi-Operator Core Network 
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MTBF Mean Time Between Failure 
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MTTR Mean Time To Repair 

MVPN  Mobile Virtual Private Network 

N  

NaaS Network as a Service 
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NE National Entity 

NENA National Emergency Numbering Association  

NFC Near Field Communications 

NG Next Generation 

NG 911 Next Generation 911 

NGO Non-Governmental Organization 

NGOSS Next Generation Operations Support System 

NIST National Institute of Standards and Technology (USA) 

NM Network Manager 

NMS Network Management System 

NOC Network Operations Centre 

NPAS National Public Alerting System 

NPSTC National Public Safety Telecommunications Council (USA) 

NXDN Next Generation Digital Narrowband 

O  

OAM Operations Administration and Maintenance 

OAM&P  Operations, Administration, Maintenance, and Provisioning 
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OLA Operation Level Agreement 

OMA Open Mobile Alliance 
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OS Operating System 

OSS Operations Support Systems 
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OTDOA Observed Time Difference Of Arrival 

OTT Over The Top 

P  

PCEF Policy Charging and Enforcement Function 

PCI Physical Cell Identity 

PCRF Policy Charging and Rules Function 

PDB Packet Delay Budget 

PDN Packet Data Network 

PDP Policy Decision Point 

PEP Policy Enforcement Point 

P-GW Packet Gateway 

PLMN Public Land Mobile Radio 

PLMN ID PLMN Identifier 

PLR Packet Loss Rate 

PoC Push-To-Talk over Cellular 

ProSe Proximity Service 

PS Packet Switched 

PSAP Public Safety Answering Point 

PSBN  Public Safety Broadband Network  

PSTN Public Switched Telephone Network  

PTM Point-To-Multipoint 

PTT Push To Talk 

Q  

QCI Quality of Service Class Indicator 

QoS  Quality of Service  



  

DRDC-RDDC-2019-R024 133 
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R  

RAC Radio Admission Control 

RACH Random Access Channel 

RAN Radio Access Network  

RAT Radio Access Technology 

RB Radio Bearer 

RCAF Radio Access Network Congestion Awareness Function 

RCS Rich Communications Services 

RDSE Regional Delivery Service Entity 

RLC Radio Link Control 

RMS Records Management System 

RTT Round Trip Time 

RTU Remote Terminal Unit 

RUCI RAN User Plane Congestion Information 

S  

SCEF Service Capability Exposure Function 

SC-PTM Single-Cell Point-To-Multipoint 

SDM Service Delivery Model 

SDP Service Delivery Platform 

S-GW Serving Gateway 

SIM Subscriber Identity Module 

SINR Signal to Interference plus Noise Ratio 

SLP SUPL Location Platform 

SMS Short Message Service 

SNMP Simplified Network Management Protocol 

SON Self Organizing Network 

SOP Standard Operating Procedure 

SQM Service Quality Management 

SR Scientific Report 

SRS Sounding Reference Signal 

SS7 Signalling System 7 
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T  

TAP Transferred Account Procedure 

TCI Technical Considerations on Interoperability 
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TCS Technical Considerations on Security 

TETRA Terrestrial Trunked Radio 

TIA Telecommunications Industry Association 

TMF TeleManagement Forum 

TMN Telecommunication Management Network  

TNA Technology Neutral Architecture 

TR Technical Report 

TS Technical Specification 

U  

UE  User Equipment  

UICC Universal Integrated Circuit Card 

UL Up-Link 

UR User Requirement 

URD User Requirements Document 

US United States 

USAT USIM Applications Toolkit 

USB Universal Serial Bus 

USIM UMTS Subscriber identity Module 

UTC Coordinated Universal Time  

UTDOA Uplink Time Difference of Arrival 

UTRAN Universal Terrestrial Radio Access Network 

V  

ViLTE Video over LTE 

VIP Very Important People 

VoIP  Voice-over Internet Protocol 

VoLTE Voice over LTE 
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VPN  Virtual Private Network 

W  

WB Wide Band 

WBA Wireless Broadband Alliance 

WFA Wi-Fi Alliance 

WiFi Wireless Fidelity 

WLAN Wireless Local Area Network 

WPA Wireless Public Alerting  

WPS Wireless Priority Service 
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Glossary 

The following terms are used with this meaning in this document: 

Shall, Should, May 

Shall: The attribute, which is the object of the sentence with “shall” as the auxiliary verb, is essential 
or necessary to ensure that effect of the attribute is achieved. It is assumed that the realization of the 
attribute is entirely within the control of the operators of the PSBN. 

Should: The attribute, which is the object of the sentence with “should” as the auxiliary verb, is 
essential or necessary to ensure that the effect of the attribute is achieved. But, it is assumed that the 
realization of the attribute is not entirely within the control of the operators of the PSBN. 

May: The attribute, which is the object of the sentence with “MAY” as the auxiliary verb, is proffered 
as guidance or as a consideration for the standards that apply to the attribute. In light of other 
standards that may exist, the sentence conveys the consideration of the authors for what standards to 
apply to the PSBN. The use of other standards could impede the attainment of the intended effect of 
the attribute due to lack of significant adherents to the alternative standards, or pending obsolescence, 
or other similar risks. 

Operability 

Operability refers to the usability of the features of the PSBN, that the features function as expected 
and that the user can make beneficial use of those services.  

Services vs Applications 

A service is a component of the portfolio of choices offered by service providers to a user, a 
functionality offered to a user. A service entails that a subscriber is engaged in a subscription with a 
service provider. A subscriber is associated with one or more users. In this document, services are 
network-based, provided by the MNO, and almost exclusively 3GPP-specified (e.g., VoLTE, SMS). 
Users can be both human-users and applications-users.  

Services can also act as “enablers” when complemented with appropriate logic and exposure building 
blocks, so that it can be reused by other services or applications through well-defined functional and 
operational interfaces. These service enablers are typically not directly visible to end-users, but rather 
made available to end-user applications or administrative-user applications. Service enablers can 
serve both PSBN-hosted applications as well as EUA-hosted applications. Service enablers may be 
specified by other bodies than 3GPP. 

An application is a functionality typically provided via a client and server architecture, although 
applications can also be client-less or client-only. Application servers can be hosted by the PSBN, the 
EUAs, or the cloud. An application differs from a service as it doesn’t necessarily require a 
subscription, although mobile applications typically make use of a subscription-based data service 
offered by an MNO. Applications serve both end-users and administrative-users. In this TCO report, 
only PSBN-hosted applications are in-scope. 
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Reliability, Availability, Resiliency 

Reliability is the probability of a system completing its predefined function during a specified period 
of time while availability is a measure of the % of time the equipment is in an operable state. A 
system can be available but not reliable; a reliable system is usually available. 

There are three commonly used measures of reliability: 

 Mean Time Between Failure (MTBF), which is defined as: total time in service / number 
of failures. 

 Failure Rate (λ), which is defined as: number of failures / total time in service. 

 Mean Time to Recovery (MTTR). 

Resiliency is the ability of a system to withstand a disruption that would result in loss of availability 
and reliability, and the ability to recover from any such outage within a minimum period of time. 

Users 

In this TCO report, PSBN users include both public safety users and commercial users, both of which 
have access to the Band-14 access network via the spectrum sharing agreement between the PSBN 
and the PSBN’s MOCN partner. Only public safety users have access to the PSBN’s core network.  

Actors 

In this TCO report, Table 8 below provides an example of the types of interactions that key actors 
could have with the PSBN. It also separates the interactions between those of the network 
administrators and those of the end-users and the end-user agency administrators. The latter 
interactions are considered to be within the latitude of “local control” granted to those actors. Static 
interactions involve static attributes of the mission-critical services, whereas incident-level 
interactions involve dynamic attributes that need to be modified during an incident. 
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Table 8: Actors’ interaction with the PSBN. 

 

 

 

Static 
interaction 

Incident-
level 

interaction 

1. Network Administrator: network operations, security operations, maintenance operations
1.1 Monitor the state of PSBN network and services functions X
1.2 Configure PSBN network and services functions X
1.3 Monitor the state of user devices X
1.4 Configure user devices, according to operator policies X
1.5 Monitor the state of physical assests X
1.6 Configure access controls to operator-hosted applications (by users) X
1.7 Configure access controls to network capabilites and services (by applications) X
1.8 Monitor the activity of administrators X
1.9 Configure electronic access controls to NMS/OSS/BSS (by administrators) X
1.10 Configure physical access controls to PSBN infrastruture (by administrators) X
1.11 Monitor the activity of user devices X
1.12 Configure access controls to PSBN radio resources (by devices) X X
1.13 Configure QPP parameters according to QPP policy X
1.14 Re-route traffic X X

2. End-User Agency Administrator
2.1 Add, delete, modify user profile information X
2.2 Configure access controls to Agency information networks (by users) X
2.3 Configure user devices, according to agency polices X
2.4 Configure the ranking of users for the purpose of QPP treatment X
2.5 Configure the ranking of applications for the purpose of QPP treatment X
2.6 Configure deployable systems, according to prescribed guidelines X
2.7 Configure access controls to deployable systems radio resources (by devices) X
2.8 Configure access controls to PSBN radio resources (by devices) X
2.9 Monitor key performance indicators for the PSBN service in their jurisdiction X
2.10 Install and configure applications on user devices X
2.11 Set the APN for the home status web page X

3. Incident Manager:  Incident Commander, Dispatcher, Communications Unit Leader, Communications Unit Technician
                              Emergency Management officials

3.1 Configure MCPTT talk groups X X
3.2 Configure deployable systems, within prescribed guidelines X
3.3 Override some user-settable device configurations X
3.4 Configure the ranking of users for the purpose of QPP treatment X
3.5 Configure the ranking of applications for the purpose of QPP treatment X
3.6 Configure access controls to deploybale systems radio resources (by devices) X
3.7 Configure access controls to PSBN radio resources (by devices) X
3.8 Configure access controls to Agency information networks (by users) X
3.9 Monitor Received Signal Levels for the incident area X
3.10 Turn up deployable systems without prior coordination X

4. End-User: Incident Commander, First Responders, Critical Infrastructure, NGO, Emergency Management Officials
4.1 Set device configurations, within presecribed limits X X
4.2 Set the devices in direct-mode or in infrastructure mode X X

How the User interacts with the PSBNType of User
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The Public Safety Broadband Network Use-Cases and User Requirements [1] contains a set of 
scenarios, referred to as “use-cases,” that typify the way subscribers of the Public Safety 
Broadband Network (PSBN) are expected to use the PSBN in their day-to-day work and during 
extra-ordinary events, as well as a list of User Requirements (UR) that are phrased in terms of 
what the users need to be able to do or accomplish.  

The technical considerations contained in this Technical Considerations on Operability 
document (TCO) were derived with those URs in mind, and they reflect the operational 
capabilities that the PSBN provides to satisfy the needs of the users of a PSBN. The statements 
express “what is needed” in operationally relevant terms. The contributors to the TCO refrained 
as much as possible from stating “how” to satisfy the needs of the users. The TCO does not 
state performance objectives. The latter will be developed as part of a more detailed study to be 
undertaken by a yet to be identified party at a future date.  

The Technical Considerations on Operability in this document define a PSBN, based on Long 
Term Evolution (LTE), that has characteristics, which in some cases, resemble those of 
commercial mobile networks, but in others extend beyond. These include: 

A network based on a single Public Land Mobile Network-IDentifier (PLMN-ID) but that is 
possibly operated by different operating entities. 

The support of Mission-Critical Services and related service enablers. 

The support of deployable systems. 

The interworking between an LTE-based Mission-Critical Push-to-Talk (MCPTT) system and a 
Land Mobile Radio (LMR) system. 

The support of a Federated Identity, Credentialing, and Access Management (FICAM) service 
providing the means by which user’s credentials can be can be exchanged securely across 
multiple devices, applications, and networks. 

Quality of Service (QoS) and congestion control (priority and pre-emption) mechanisms. 

A network with public-safety grade availability and resiliency. 

A local control granted to End-User Agencies (EUA) with regards to service provisioning and 
management, QoS and priority, Home evolved NodeB (HeNodeB) and deployables ownership, 
and user credentials. 

The TCO does not sequence the technical considerations in the manner of a roadmap of 
features. It is expected that the features and capability roadmap will be developed by the entity 
ultimately responsible for the implementation and operation of a PSBN in Canada, as part of 
their strategic planning process. 

This version of the TCO has been produced while considering recent publications, including 
from the National Public Safety Telecommunications Council (NPSTC) [2], [3] and Defence 
Research and Development (DRDC) – Canada Centre for Security Science [4]. The authors 
also brought their own experience to the process. 

What public safety needs in an emergency is… 

“The ability of emergency personnel to communicate between jurisdictions, disciplines, and 
levels of government, using a variety of systems, as needed and as authorized… a national 
emergency communications based on common user requirements, open standards and a 
system of systems approach… a public safety controlled mobile broadband communications 
network expected to operate in the 700 megahertz (MHz) band [5].” 

 

Les cas d’utilisation et les exigences des utilisateurs du Réseau à large bande de sécurité 
publique (RLBSP) [1] contiennent un ensemble de scénarios (cas d’utilisations) typiques de 
l’utilisation prévue du RLBSP par les abonnés dans le cadre de leurs travaux quotidiens et 
d’événements spéciaux, ainsi qu’une liste des exigences des utilisateurs, exprimées en fonction 
des activités ou des objectifs des utilisateurs. 



  

  

Les facteurs techniques qui figurent dans le présent document Facteurs techniques relatifs à 
l’opérabilité (FTO) tiennent compte de ces exigences et correspondent aux capacités du RLBSP 
pour satisfaire aux besoins en matière de sécurité des utilisateurs d’un Réseau à large bande 
de sécurité publique. Les énoncés expriment les besoins en fonction des activités. Les 
contributeurs aux FTO se sont abstenus, dans la mesure du possible, de définir le moyen de 
répondre aux besoins des utilisateurs. Les FTO n’énoncent pas d’objectifs de rendement. Ceux-
ci seront élaborés dans le cadre d’une étude plus détaillée effectuée à une date ultérieure par 
une partie qui n’a pas encore été identifiée. 

Les Facteurs techniques relatifs à l’opérabilité (FTO) qui figurent dans le présent document 
définissent un RLBSP, fondé sur la technologie LTE (évolution à long terme), dont les 
caractéristiques ressemblent à certains égards aux réseaux mobiles commerciaux, mais vont 
plus loin à d’autres égards. Cela comprend ce qui suit : 

Un réseau fondé sur un seul identificateur de réseau mobile terrestre public (ID RMTP) qui 
pourrait être exploité par diverses entités. 

La prise en charge de services essentiels à la mission et d’éléments habilitants connexes. 

La prise en charge de systèmes déployables. 

L’interconnexion entre un système bidirectionnel à bouton de microphone essentiel à la mission 
(MCPTT) et un système de radio mobile terrestre (RMT). 

La prise en charge d’un système fédéré d’identification, de justificatifs d’identité et de gestion de 
l’accès (FICAM) qui permet l’échange sécurisé de justificatifs de l’utilisateur entre de multiples 
appareils, applications et réseaux. 

Des mécanismes d’assurance de la qualité du service (QS) et de gestion de la congestion 
(priorité et préemption). 

Un réseau qui assure une disponibilité et une résilience adaptées aux exigences en matière de 
sécurité publique. 

Un contrôle local accordé à des entités d’utilisateurs finaux (EUF) en ce qui concerne la 
fourniture et la gestion du service, la QS et la priorité, les nœuds HeNodeB (Home Evolved 
NodeB) et la propriété d’éléments déployés, ainsi que les justificatifs d’identité d’utilisateurs. 

Les FTO n’ordonnancent pas les facteurs techniques sous forme d’une carte des fonctions. On 
s’attend à ce que l’entité chargée de la mise en œuvre et de l’exploitation d’un RLBSP au 
Canada définisse les fonctions et les capacités de ce réseau dans le cadre de son processus 
de planification stratégique. 

La présente version des FTO a été produite en tenant compte de publications récentes, 
provenant notamment du National Public Safety Telecommunications Council (NPSTC) [2], [3] 
et de Recherche et développement pour la défense Canada – Centre des sciences pour la 
sécurité (RDDC CSS) [4]. Les auteurs se sont aussi fiés à leur expérience. 

Les besoins relatifs à la sécurité publique en cas d’urgence 

« La capacité du personnel d’urgence d’assurer les communications entre les administrations, 
les disciplines et les ordres de gouvernement en utilisant divers systèmes, au besoin et selon ce 
qui est autorisé [...] un système national de communications d’urgence, système des systèmes, 
en fonction des exigences communes des utilisateurs et des normes ouvertes [...] un réseau 
mobile de communications à large bande contrôlé par les organismes responsables de la 
sécurité publique qui devrait fonctionner sur la bande de 700 mégahertz (MHz) » [5]. 

  
 


