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Although CNs are progressing fast for applications such as autonomous cars and fifth-generation (5G) 
networks, no military CNs seem to have been deployed so far besides incomplete demonstrations. 

What are cognitive networks? 

The cognitive aspect, the PAC, of the CN definition provided in the background is similar to that used to 
describe cognitive radio and broadly encompasses many simple models of cognition and learning. CNs 
are distinguished from cross-layer and cognitive radio adaptations by their end-to-end scope. Without this 
scope they are not CNs. “End-to-end, in this definition, denotes all the network elements involved in the 
transmission of a data flow. For a unicast transmission, this might include everything from subnets, 
routers, switches and virtual connections to encryption schemes, mediums, interfaces and waveforms. 
Cognitive radios and cross-layer design have only a local, single element scope related to their functional 
technology – the physical medium or the protocol layers being adapted” [62]. 

CNs are intelligent artificial things made of layers of information systems to allow them to sense their 
environment and state of their inner components or subsystems, learn, predict, plan and decide. Several 
CN architectures are based on variations of known cognitive feedback loops from cybernetics such as 
sense-learn-adapt (SLA) as surveyed in [50] with emphasis on predictive capabilities like in the observe, 
orient, predict, decide and act (OOPDA) loop discussed in [63] for FORCEnet. 

In wide area networks (microwave, copper or fiber) CNs, cognitivity could be distributed across their 
components and network management centers (fault detection and remediation [64]) [3]–[5], [62], [65]–[71]. 
In CRNs, nodes are cognitive radios operating over the radio frequency spectrum [20], [72]–[74]. There 
are some underwater cognitive networks using software-defined acoustic modems [75]. Intelligent sound 
recognition and direction finding for robots in development [76] falls in the CN category. Authors of [77] 
reviewed simulations to study cyber-security of cognitive networks: attackers, defenders and users. 

Cognitive networking is also related to social networks as enabled by the advent of the Internet and 
network-centric warfare [78]. In this type of networks the cognitive agents are human; soon it is likely to 
include artificial sentient entities more advanced than what is available currently. A priori, the study of 
social networks of human and artificial sentient entities was considered beyond the scope of this work. 

Cognitive Radio System (CRS), CRN and cognitive radio 

A CRS is “A radio system employing technology that allows the system to obtain knowledge of its 
operational and geographical environment, established policies and its internal state; to dynamically and 
autonomously adjust its operational parameters and protocols according to its obtained knowledge in order 
to achieve predefined objectives; and to learn from the results obtained” [79]. A CRN is “A type of radio 
network in which the behavior of each radio is controlled by cognitive control mechanism to adapt to 
changes in topology, operating conditions, or user needs” [80].  

In the context of these definitions a cognitive radio is considered a node not a radio unit or device [23]. 
Cognitive radios are nodes of CRNs, CRNs are a CRS and CRSs are a subset of CNs. Citing Mitola III 
[38]: “To be termed ‘cognitive’, a radio must be self-aware. It should know a minimum set of basic facts 
about radio and it should be able to communicate with other entities using that knowledge.” Goldsmith 
defined cognitive radio as “… a wireless communication system that intelligently utilizes any available 
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side information about the (a) activity, (b) channel conditions, (c) codebooks or (d) messages of other 
nodes with which it shares the spectrum” [29]. This requires efficient power-spectrum estimation for 
sensing the environment and methods to exchange own statistics with other cognitive radios in order to 
reach the necessary shared knowledge for communication between radios without causing unnecessary 
interference [7]. Similarly, Haykin defines it as “an intelligent wireless communication system that is aware 
of its surrounding environment (i.e., outside world), and uses the methodology of understanding-by-building 
to learn from the environment and adapt its internal states to statistical variations in the incoming 
RF stimuli by making corresponding changes in certain operating parameters (e.g., transmit-power, 
carrier-frequency, and modulation strategy) in real-time, with two primary objectives in mind: highly 
reliable communications whenever and wherever needed; efficient utilization of the radio spectrum” [31]. 
These definitions share key words like: awareness, intelligence, learning, adaptivity, reliability, and 
efficiency. Real-time spectrum sharing (RTSS) using spectrum sensing (also known as spectrum-access 
system (SAS) [81], dynamic spectrum access (DSA) [82]–[84], dynamic spectrum management (DSM) 
[46], and cooperative spectrum sensing (CSS) [30]) used approaches such as game theory so it cannot be 
100% efficient. Spectrum sensing may contribute to make a radio cognitive but it is not sufficient. 

Cognitive or not, carrier sensing cannot resolve the hidden terminal issue especially if the terminal (radio 
or transceiver) does not transmit during the sensing period due to radio silence or covert operations. This 
difficult problem to resolve prevents achieving the maximum throughput available [30], [85]–[87] due to 
collisions. A solution to alleviate this hard problem of interference and hidden terminal is mentioned in 
[61] on a cognitive sensor-to-effector loop (CStEL) which uses an orderwire (aka: common or cognitive 
control channel, etc.) to contribute to network management and communications systems including radars 
and electronic warfare systems. “The orderwire is a high-priority channel used to manage network 
components which usually requires only a small amount of data transfer but highly critical to ensure a 
dependable service. On the other hand, raw signal data exchange between two radars for improving track 
continuity and target detection by correlating multiple signals requires a high throughput for a large 
amount of data but could accept sporadic data loss and interruptions with low impact on the overall 
performance of the tracked target when using appropriate processing, prediction and management” [61].  

There are a large variety of CRNs [6]–[16], [20]–[22], [24]–[26], [46], [57], [88] some built over 
mobile/heterogeneous ad hoc network (MANET)1 [89]–[91] protocols [92] also known as cognitive radio 
ad hoc network (CRAHN) [69] or vehicular ad hoc network (VANET) [93] and CR-VANET [47].  

RTSS cannot be addressed by legacy transceiver infrastructures that evolved without taking in 
consideration the energy and radio spectrum used; they are not self-aware [94]–[97]. According to the 
Defense Information System Agency (DISA), the contested radio spectrum2 allocated to military 
applications, lost more than 400 MHz in 2012 and is expected losing another 500 MHz [84]. 

CNs technology enablers 

Among the enabling technologies, software-defined radios (SDRs) and software-defined networks 
(SDNs) are at the top of the chain [38], [75], [98]–[102]. V2X (vehicle-to-everything) systems are in 

                                                      
1 For tactical radio networks, e.g., Self-healing Autonomous Sensor Network (SASNet) that can be used for force 
protection and intelligence gathering. 
2 Radio frequency spectrum is a scarce natural resource of electromagnetic radiation lying between the frequencies 
of 3 kilohertz and 300 gigahertz. The radio waves carry information in ranges of frequencies called ‘bands’. 
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demonstration worldwide as exemplified by the autonomous driving car system for the Tokyo Olympic 
games 2020 [102]. SDRs evolved under the US Department of Defense (DoD) Joint Tactical Radio 
System (JTRS) program. Looking at today’s best SDR solutions, one finds field programmable gate-array 
(FPGA), radio frequency integrated circuit (RFIC) and digital signal processing (DSP) devices in support 
of military communications and electronic warfare, signals intelligence (SIGINT) and Fourth Generation 
(4G) phones. Future technologies integrating analog with digital circuits will support billion of Internet of 
Things (IoTs) and Fifth Generation (5G) smart phones, and other systems yet to be defined [71]. 

Evolution of Internet to cognitive networks 

The evolution of sensors, information technologies and autonomous systems in all domains of the 
nomadic-Internet reality of today, and especially for military and security operations, have exploded in 
demand for wire and wireless data exchange never seen before. The IEEE Spectrum article by Liotta [65] 
shows how the Internet will adapt to such unpredictable demands: “Cognitive net is coming; The Internet 
will break down without new biologically inspired routing.” “Autonomic protocols would help the 
Internet better manage today’s traffic flows. But because new online services and applications emerge 
over the lifetime of any router, routers will have to be able to learn and evolve on their own. To make this 
happen; engineers must turn to the most evolutionarily advanced system we know: human cognition. 
Unlike autonomic systems, which rely on predetermined rules, cognitive systems make decisions based 
on experience. When you reach for a ball flying toward you, for example, you decide where to position 
your hand by recalling previous successes. If you catch the ball, the experience reinforces your reasoning. 
If you drop the ball, you’ll revise your strategy. Of course, scientists don’t know nearly enough about 
natural cognition to mimic it exactly. But advances in the field of machine learning—including 
pattern-recognition algorithms, statistical inference, and trial-and-error learning techniques—are proving 
to be useful tools for network engineers. With these tools, it’s possible to create an Internet that can learn 
to juggle unfamiliar data flows or fight new malware attacks in a manner similar to the way a single 
computer might learn to recognize junk mail or play ‘Jeopardy’!”  

The European Telecommunications Standards Institute (ETSI),3 works at “defining a CN Management 
architecture, using AI techniques and context-aware policies to adjust offered services based on changes 
in user needs, environmental conditions and business goals. The use of AI techniques in the network 
management system should solve some of the problems of future network deployment and operation.”  

Citing Manzalini et al. [97]: “It is expected that people, smart objects, machines and the surrounding 
space will all be embedded with devices such as sensors, RFID tags etc., defining a highly decentralized 
dynamic cyber environment of resources interconnected by pervasive networks of networks (NoNs).”  

Akhunzada [104] proposed techniques to secured software defined networks and provided a taxonomy of 
the issues to consider. Given the large amount of data on CRNs and potential susceptibility to 
cyberattacks with jammers, to reduce the gullibility of CRNs Haykin [105] suggested to design its radio 
components in order to distinguish between ambient noise, jammer and primary user transmissions. 

                                                      
3 https://www.etsi.org/technologies-clusters/technologies/experiential-networked-intelligence [103]. 



  
 

5 
  

Size, Weight and Power (SWaP) matters 

Developing technologies offering cognitive capabilities in defence and security requires considering when 
and where they will be used. In most applications SWaP matters and needs special attention as reported 
by several projects and studies [3], [27], [53], [59], [106]–[112]. The most stringent conditions are for 
small air platforms and dismounted soldiers requiring safe high-energy-density batteries [113]–[115]. On 
the other extreme, wide area networks are mainly concerned about large volume of traffic data and the 
total cost of providing agreed reliable services. The total energy of the entire systems (relays, digital 
servers and switches) for all functions, e.g., network management and fault tolerance, can be found in a 
paper by Dharmaweera, “Toward a Power-Efficient Backbone Network: The State of Research” [106]. In 
2012 the telecommunications industry alone consumed over 250 Terawatt-hour (TWh) of electricity 
which accounted for 2% of the global carbon dioxide emissions, it could be worst with 5G cognitivity. 

Impact of cognitive network performance on warfighter effectiveness 

There are no simple analytical models to answer this question. However, using results from pertinent studies 
it could be said that when applied to a warfighter structure proportional to an opposing force, the warfighter 
effectiveness increases with an increase of the cognitive network performance. That means that a 
simultaneous improvement of all the contributing elements of a cognitive network increase mission success 
rate such as loss ratio (LR) which is a typical measure of warfighter and force effectiveness. In [116] it is 
defined as follows: LR = Red casualties / Blue casualties. Similarly, the CStEL analysis from [61] showed a 
significant advantage to use artificial cognitivity in support or replacement of human cognitivity activities in 
the loop. “Metcalfe’s law of telecoms: connect any number ‘n’ of machines—whether computers, phones 
or even cars—and you get ‘n’-squared potential value” [117]. Here value means the number of users 
connected. This law could not be applied blindly to military network centric operations (NCO) using a 
small number of radio channels. However, by using multi-channels CRNs tied with an orderwire could 
prove to offer a substantial improvement. CNs offer unprecedented levels of local self-awareness and 
wide-area global awareness of the available resources (energy, physical media and radio spectrum) in real 
time. CNs may contribute to fulfill the desired quality of service (QoS) and quality of experience (QoE) 
[118] for the timeliness, quality and amount of data to be transferred across participating nodes [38] of an 
operation. It is expected that future command, control, communications, computers, intelligence, 
surveillance, and reconnaissance (C4ISR) systems [119] will rely on energy and spectrum efficient CNs 
in order to deliver some of the NCO advantages required for critical defence and security operations 
including cyber security [120], [121]. 

Potential applications and implications for defence and security 
(threats and opportunities) 

Cognitive strategic, operations, tactical, sensor [32] and effector (weapon) networks discussed in this 
letter show the versatility of applications of CNs in domestic and military domains, e.g., V2X [102]. An 
example of military cognitive networks is provided in a paper published by the author: “Potential 
advantages of cognitive sensor-to-effector loops (CStELs)” [61]. It shows the significant potential 
advantages of artificial intelligence in supporting the various cognitive tasks of CStEL. See Annex A for 
simulation results using data collected over several years during large force preparedness exercises.  
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Annex B shows an example of CStEL for protecting airports [122] demonstrating cognitive interactions 
between sensors, weapons/effectors, drones and people jointly contributing to a crowd based surveillance 
system for identified targets in a context-aware manner. 

Another example is Haykin’s proposal of a cognitive radar information network (CRIN) using low cost 
surveillance radar sensors distributed across the Great Lakes for surveillance and national security [3], 
[123], [124]. The CRIN and CStEL concepts could be used to inspire how to add cognitivity in renewing 
Canada’s North American Aerospace Defense (NORAD) North Warning System (NWS): a network of 
unmanned (and manned key nodes) radar sites that provides aerospace surveillance, established to detect 
and allow for an early response to potential threats entering North American air space in Canada. 

Another concept that could benefit from CN advances is the Canadian Army Adaptive Dispersed 
Operations (ADO). This concept offer the ability to conduct coordinated interdependent, full spectrum 
actions by widely dispersed teams throughout the breadth and depth of the battlespace, ordered and 
connected within an operation design created to achieve the desired end state [125], [126]. CN, including 
its expression in CRNs, may offer improved dependability, connectivity and low latency for force units 
on the move in war zones or emergency theaters.  

The next example addresses remote healthcare using cognitive fifth generation (5G, a type of CN in early 
deployment in several parts of the world) wireless and cloud computing for handling a patient’s health 
status physiologically and psychologically [73]. It teleports big hospital centre capabilities to rural and 
remote hospitals, The proposed novel healthcare system, the 5G Cognitive System (5G-Csys), was 
verified by developing a prototype platform of 5G-Csys incorporating speech emotion recognition. The 
experimental results demonstrated the effectiveness of the proposed system. 

Although the shared volume and sensitivity of information exchanged and stored by cognitive networks 
and systems seems to make such advanced systems more susceptible to cyber-attacks, studies and 
experiments with enhanced cognitive protection techniques and approaches proved their resilience and 
better abilities to adapt and defend against a variety of attacks including primary user emulation attacks 
[6], [9], [12], [14], [21], [22], [26], [124], [127]–[131].  

Robustness of sensor input sub-system can significantly reduce the gullibility of cognitive radio. “By 
putting artificial intelligence (AI) engines in charge of our wireless devices, we need to be aware that 
these engines can be provided false sensory input by adversaries, and this false input affects its beliefs 
and behavior. We need to look at threats we would ordinarily see in social networks, rather than computer 
networks. We define three classes of attacks: sensory manipulation attacks against policy radios, belief 
manipulation attacks against learning radios, and self-propagating behavior leading to cognitive radio 
viruses. All types of attacks manipulate the behavior of a cognitive radio system such that it acts either 
suboptimally or even maliciously” [10].  

Conclusion 

As written before, CNs are distributed systems accelerating information exchange in support of decisions 
[60], enabled by learning software run on advanced specialized hardware, and used in distributed cognitive 
sensing and decision making to control effectors or inform users [61]. CNs, if developed successfully with 
endurance at low cost, are likely to provide significant advantages to their early adopters. Although CNs are 
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progressing fast for applications such as autonomous cars and 5G, no military CNs seem to have been 
deployed apart from incomplete demonstrations so far.  

Based on information available so far about cognitive network technologies, one can project their 
potential impacts on defence and security (D&S) capabilities in terms of advantages and threats to 
Canada, i.e., advantages in terms of multiplying DND/CAF capabilities and threats if malevolent groups 
use such advantages against our nation and our allies. The explosion of cognitive technologies to support 
millions of autonomous cars cognitively exchanging information on traffic, road conditions, events 
affecting their routes, and ability to deal with requirements expressed by users, provides hope that 
effective military CNs will be deployable soon. Such military CNs will become the essence of most D&S 
systems and platforms. 

The CStEL paper [61] indicates that CNs accelerate knowledge acquisition, sharing awareness and timely 
development of effective courses of action toward the desired goal or end state. It reports that the 
advantage might be more than additive but multiplicative if the measure of effectiveness approaches the 
Metcalfe’s law of telecommunications [117] when using a large number of radio channels 
simultaneously. As reported in [116] this cannot be achieved by sharing a single tactical radio channel. 
However, by using multi-channels CRNs tied with an orderwire could prove to offer a substantial 
advantage. 

 

Prepared by: Paul Labbé (DRDC – Corporate Office). 
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