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EXECUTIVE SUMMARY 
 
The CAUSE experiment series addresses the Canada – US Beyond the Border (BTB) 
Action Plan. In order to enhance cross-border emergency management (EM) 
capabilities, interoperability and situational awareness (SA) the Centre for Security 
Science (CSS), Public Safety (PS) Canada and the Department of Homeland Security 
(DHS) Science and Technology Directorate (S&T) First Responders Group have worked 
together to create and execute a series of cross-border Canada-US Enhanced (CAUSE) 
Resiliency experiments, which involve testing of interoperable and emerging 
technologies.  
 
In November 2017, the CAUSE V experiment took place in British Columbia (BC), 
Canada and Washington State (WA), United States. The fifth experiment in the CAUSE 
series provided an opportunity to test and explore a suite of emerging technologies and 
applications to support an interoperable cross-border response to a simulated flood and 
lahar flows. The objectives of this experiment were to test emerging technologies and 
the use of digital volunteers in supporting interoperable communications and information 
sharing between cross-border EM organizations.  
 
Considerable data were collected during the experiment to measure the impact of the 
emerging technology on EM operations. Overall, the objectives of CAUSE V were met 
and the technologies and applications supported the planning, response and recovery of 
a simulated emergency. The results of the evaluation process indicated that the 
technology enhanced the reach, range and quality of information exchanged amongst 
cross-border partners in support of emergency operations. 
 
The use of the emerging technology in the experiment helped identify gaps in existing 
processes and protocols. Official mutual aid activation, notification and mass evacuation 
procedures require additional investigation and awareness. Additionally, processes 
involving information exchange with digital volunteers and their integration into cross-
border operations require modification and / or development. 
 
The CAUSE V technology supported multiple organizations in sharing and receiving 
information in a common forum and in multiple formats. The use of digital volunteers to 
collect and share relevant information to support decision makers was also recognized 
as a success. The technology also successfully supported the incorporation of real-time 
tracking and information exchange with field resources and the inclusion of drone and 
robot data. Leveraging the Public Safety Broadband Network (PSBN) ensured 
communications and data transfer between the field and the EM organizations continued 
despite network congestion or failure. 
 
Through the evaluation of the experiment, potential modifications, strengths and areas 
for improvement were identified to support the future implementation of these 
technologies into real-world operations. A more detailed analysis as to how the 
technology could be incorporated into daily operations is required. In addition, 
participants identified that more frequent and effective training opportunities on the use 
of the technology would be required as well as modifications to some of the applications. 
Finally, to maximize the benefits of the mapping and information sharing technology, the 
users should be able to exclude unnecessary information and prioritize information.  
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1. INTRODUCTION 
 
1.1 Background – CAUSE series and Beyond the Border 
 
In order to enhance cross border emergency management (EM) capabilities, the Centre 
for Security Science (CSS), Public Safety (PS) Canada and the Department of 
Homeland Security (DHS) Science and Technology Directorate (S&T) First Responders 
Group have worked together to create and execute a series of cross-border Canada-US 
Enhanced (CAUSE) Resiliency experiments.  
 
The CAUSE experiment series addresses the Canada – US Beyond the Border (BTB) 
Action Plan: A Shared Vision for Perimeter Security and Economic Competitiveness. 
The BTB Action Plan, released in 2011, aims to increase rapid response and recovery 
efforts for disasters and emergencies in both Canada and the United States (US) by 
establishing interoperable cross-border plans and capabilities for EM [1]. This plan 
focuses on enhancing cross-border interoperability and situational awareness (SA) to 
improve coordination of response efforts and enhanced community resiliency during 
binational disasters [2] through the testing of interoperable and emerging technologies.  
 
The BTB Action Plan has established two cross-border working groups including the 
Canada-US (CANUS) CBRNE Working Group and the CANUS Communications 
Interoperability Working Group (CIWG). In 2012, the CANUS CIWG developed a five-
year work plan with specific goals and activities, several of which are addressed through 
the CAUSE series. 
 
The objectives [3] of the CAUSE experiment series are to:  
 

 Connect, test and demonstrate emerging operational technologies; 
 Advance EM and responder SA capabilities; 
 Demonstrate the value of federal Science and Technology (S&T) investments;  
 Demonstrate enhanced resilience through improved interoperable shared SA and 

mutual aid during major events; 
 Enhance resilience in border regions by leaving behind working operational 

interfaces, processes, training and exercises that will improve shared SA; and, 
 Execute CAUSE as a catalyst to build trusted relationships in support of the BTB 

Action Plan.  
 
CAUSE V is the fifth and possibly final experiment within this series. The series began 
with CAUSE I which took place on the West coast in June 2011 [4]. The second 
experiment, CAUSE II, took place on the East coast in March 2013 [5], while the third 
experiment, CAUSE III, took place in both Eastern [6] and Western Canada [7] in 2014 
and focused on different response and recovery aspects in each region. CAUSE IV was 
conducted in Southern Ontario and the state of Michigan in 2016 [8] while CAUSE V 
returned to the West coast and focused on the border communities within the Sumas / 
Abbotsford region. 
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1.2 Background – CAUSE V 
 
The objectives of the CAUSE V experiment were developed to test emerging 
technologies and the inclusion of digital volunteers to support interoperable 
communications and information sharing between cross-border EM organizations during 
a large scale disaster. In general, the goal of CAUSE V was to identify how enhanced 
resilience in binational emergencies can be improved by leveraging emergent 
technologies in all phases of an emergency including planning, response and recovery. 
The specific objectives developed for the CAUSE V experiment were:  
 

 Leverage long-term evolution (LTE) network(s) to create a common operating 
picture (COP) that enables enhanced decision making and increases the ability 
of various emergency operation centres (EOC) and other agencies to receive 
information from multiple responding agencies; 

 Provide live, or near real-time data and imagery from the field leveraging robots 
and participants in the field to COP applications in EOCs via LTE network; 

 Explore the use of digital volunteers to support emergency operations; 
 Test the Pacific Northwest Emergency Management Arrangement (PNEMA) for 

state-to-provincial mutual aid requests leveraging the Emergency Management 
Assistance Compact (EMAC) Operating System; and 

 Test the process for moving specialized resources and personnel across the 
Canada-US border. 

 
It should be noted that due to experimental constraints relevant to participating 
organizations, the inclusion of the EMAC Operating System to leverage PNEMA was 
omitted from the experiment. 
 
1.3 Document scope 
 
This report documents the experimental design, control, conduct, results and findings 
from CAUSE V. This report also serves as the basis for the development of a 
collaborative binational publication by DRDC CSS and US DHS S&T; the binational 
report will provide high-level findings from CAUSE V. 
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2. METHODOLOGY 
 
2.1 Experiment schedule 
 
CAUSE V was conducted over a two day period from 15 to 16 November, 2017 with 
multiple training sessions on 14 November, 2017 and a half day After Action Review 
(AAR) on 17 November, 2017. Table 1 provides a full overview of the experiment 
schedule. The timings for each phase were general guidelines and accommodated 
pauses in the experiment while any issues with the technology were addressed.  
 

Table 1: CAUSE V Experiment Schedule 

Date Time Activity 
Nov 14th 08:30 Set-up  

 10:00 Training at Abbotsford City Hall 
 12:00 Lunch 
 13:00 Training at Whatcom Unified Emergency Coordination 

Center (UECC) 
Nov 15th 08:00 Registration / Morning briefing 

 08:30 StartEx / Planning phase 
 09:30 Local level guided discussion regarding Mt. Baker 

emergency plans   
 11:00 Flood response phase 
 12:00 Lunch 
 14:30 Mt. Baker emissions phase 
 16:30 EndEx 
 16:45 End of debrief 

Nov 16th 08:00 Registration / Morning briefing  
 08:30 StartEx / Lahar response phase 
 12:00 Lunch 
 13:00 Lahar recovery phase 
 15:00 Local level guided discussion regarding Mt. Baker 

recovery plans  
 16:30 EndEx 
 16:45 End of debrief 

Nov 17th 09:00 AAR begins 
 12:00 AAR ends 

 
2.2 Participating organizations 
 
The following organizations were involved in the planning and / or conduct of CAUSE V: 
 
Canada 

 Abbotsford Fire and Rescue Services; 
 Canada Border Services Agency (CBSA); 
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 Communications Research Centre (CRC) Canada; 
 Langley Emergency Program; and 
 Semiahmoo First Nation Emergency Preparedness Team. 

 
United States 

 Cascade Gas; 
 City of Bellingham; 
 Customs and Border Protection (CBP); 
 FirstNet; 
 National Institute of Standards and Technology (NIST); 
 Port of Bellingham; 
 Puget Sound Energy; 
 Seattle City Light; 
 US Geological Survey’s Cascade Volcano Laboratory; 
 Washington State Emergency Management Division (EMD); 
 Western Washington University; 
 Whatcom UECC; and 
 Williams Pipeline. 

 
2.2.1 Experiment control team 
 
The following is an overview of the organizations involved in developing and delivering 
the experiment. 
 
Country Leads 

 DRDC CSS in partnership with PS Canada; and 
  
 US DHS Science and Technology Directorate. 

 
Controllers 

 CBP; 
 CBSA; 
 G&H International; 
 International Safety Research; and 
 Langley Emergency Program. 

 
Evaluators 

 CBP; 
 CBSA; 
 DHS Office of Emergency Communications (OEC); 
 Emergency Management BC; 
 Fraser Valley Regional District; 
 G&H International; 
 International Safety Research; 
 Langley Emergency Program; 
 New Westminster Fire & Rescue; 
 US DHS Science and Technology Directorate; and 
 Victoria Fire Department. 
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Experiment Study Team 
 G&H International; and 
 International Safety Research. 

 
2.3 Experiment design 
 
CAUSE V dealt with a volcanic eruption event at Mt. Baker with subsequent lahars in 
Washington (WA) State, resulting in emergency operations in communities on both sides 
of the Canada-US border. The experiment was divided into three phases of emergency 
operations: planning, response and recovery. Consistent interoperable communications 
and coordination between the participating organizations were considered at each phase 
of the experiment. 
 
The planning phase of the experiment simulated the events of a three month timeframe. 
During this time, the US Geological Survey (USGS) Cascades Volcano Observatory 
issued several volcano advisories to inform the participants of the volcanic and seismic 
activity taking place. This phase involved a guided discussion concerning cross-border 
resource management, information sharing, contingency planning and determination of 
the command structure. Participation in this guided discussion included key municipal / 
regional level EM partners from both WA and British Columbia (BC). Starting at this 
phase of the experiment, participants leveraged the use of information sharing 
applications to develop a COP and identify available resources to support mutual aid 
functions. 
 
The response phase began with a major atmospheric river. During this phase, a large, 
20 minute steam and ash emission was released from Mt. Baker in conjunction with 
increased seismic activity around the volcano. In addition, six smaller steam and ash 
emissions were released from the volcano. Following this, the western and southern 
portions of Sherman crater failed, sending a large lahar down the Middle Fork Nooksack 
River. The flooding that occurred as a result of the atmospheric river clogged the rivers 
with debris, accentuating the movement of the lahar north into the Sumas Valley. Almost 
immediately after the collapse of the crater, a three hour eruption occurred, sending a 
narrow plume of tephra towards the Ross and Diablo dams. Throughout the response 
phase, scenario injects prompted the movement of emergency response vehicles and 
personnel across the border to support emergency operations. The technology allowed 
field personnel to readily communicate with the border agencies, facilitating the 
movement of emergency resources across the border. Ongoing communications 
between the EOCs and emergency resources enabled consistent situational updates as 
the vehicle crossed the border and a tracking system allowed participants to view the 
exact location of the vehicle as it crossed. 
 
The recovery phase involved planning and preparing for short-term recovery activities 
which supported the immediate needs of residents and long-term recovery activities 
which consisted of complex matters including economic recovery, re-settlement 
activities, land use decisions and property rights / claims. Similar to the first phase, a 
guided discussion took place to examine some of the existing mutual aid arrangements 
and short- / long-term recovery challenges. The recovery phase focused on exploring 
and discussing some of the current mutual aid agreements between various levels of 
government and how these are affected by the cross-border nature of the scenario.  
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Throughout each phase of the experiment, digital volunteers were actively monitoring 
simulated social media based on the scenario. Participants identified trends in the 
information being posted and shared this information with the relevant decision makers 
to augment information from current channels. 
 
The use of the various information sharing applications was supported by the 700MHz 
Public Safety Broadband Network (PSBN), allowing the wireless exchange of voice, 
video and data. Participants at the EOCs and border crossings on each side of the 
border were able to make voice and video calls over the PSBN to discuss upcoming 
actions or plans and were able to exchange data through the ArcGIS Online and COP 
tools. Information from the field including video, photos, voice calls, damage 
assessments and maps were transferred from simulated First Responders and 
unmanned vehicles to the EOCs, leveraging the PSBN. The experiment also supported 
numerous tests of the PSBN while transferring data, demonstrating how Public Safety 
users would have priority access to the network during an emergency. 
 
2.4 Data collection 
 
2.4.1 Evaluation framework 
 
A three phase evaluation framework was produced prior to the experiment by the 
experiment study team with input from both Country Leads. Local representatives were 
consulted to ensure the scenario details reflected plausible incidents. The evaluation 
framework produced for CAUSE V was used to identify and instruct the data collection 
needed to measure the effects of the interoperable technologies on the emergency 
organizations’ capability to plan, respond and recover from a cross-border disaster as 
well as identify gaps or challenges in its implementation or use. Data collection tools 
were developed to capture data from both a third-party evaluator point of view as well as 
from the participating players. The evaluation framework outlined how the data was to be 
captured as well as analyzed for inclusion in the final report. [15] 
 
2.4.2 Phase 1 – Pre-experiment 
 

 Pre-experiment interviews 
 
Prior to the experiment, the experiment study team conducted interviews via 
teleconference in order to identify the current governance, resources and technology in 
place to respond to a binational emergency. The purpose of these interviews was to 
identify the current organizational roles and processes (policies, standard operating 
procedures (SOP)) involved in cross-border emergency operations for exchanging 
information via voice and data communications. This supported the development of a 
baseline understanding of the organization’s community resilience and ability to support 
emergency planning, response and recovery.  
 
The results of these interviews allowed the study team to investigate how the 
organization’s current EM processes were influenced and affected by the technology 
introduced during the experiment. This collected data allowed the study team to detect a 
change in the methods used for exchanging information and developing a COP. This 
baseline understanding also allowed for a comparison in the level of SA of the 
emergency operations across the border prior to and following the conclusion of the 



CAUSE V Data Report ISR Report 6104-01-06 

The Canadian Safety and Security Program is led by  
Defence Research and Development Canada’s Centre for Security Science, in partnership with Public Safety Canada 

11 

experiment. 
 
The set of questions that was developed and administered during these interviews is 
presented in Annex A. 
 
2.4.3 Phase 2 – During the experiment 
 

 Evaluator metrics 
 
Members of the evaluation team were positioned at various experiment sites to observe 
the activity of each participating organization. Evaluators collected quantitative data at 
each of the three phases of the experiment (i.e., planning, response, recovery) through a 
set of data collection tools (Annex B). These tools were developed to capture information 
relating to the CAUSE V metrics (Annex G, Annex H and Annex I) and explored 
enhanced resiliency in terms of people, governance, technology and their 
implementation into current processes. Quantitative ratings corresponding to each 
applicable metric, were provided by the evaluators. 
 
The evaluators also captured information regarding the participants’ interaction with the 
technology in order to identify potential gaps and / or areas for improvement.  
 

 Qualitative observations 
 
Evaluators were instructed to gather and record their observations and other qualitative 
data based on the metrics which they were rating. These observations were used to 
further substantiate the results of the quantitative metrics.  
 
2.4.4 Phase 3 – After the experiment 
 

 End of day player online surveys 
 
At the end of each experiment day, players were requested to complete a short survey 
(Annex C). The survey was developed based on the CAUSE V metrics and 
substantiated the results of the metric ratings provided by the evaluators. The results of 
these player surveys indicated how the technology affected SA, information sharing and 
the development of a cross-border concept of operations. Additionally, this data helped 
to assess the impact of the technology on the emergency operations and any challenges 
the players may have faced in its implementation.  
 

 Daily debrief 
 
Following the conclusion of each experiment day, participants partook in a short debrief 
at their respective locations. A set of questions (Annex D) was developed to guide the 
discussion. The focus of these daily sessions was to gather feedback about the 
participants’ experiences with the emerging technology. 
 

 Participant feedback  
 
A brief participant feedback questionnaire was provided to all participants at the end of 
the experiment (Annex E). This tool gathered quantitative and qualitative feedback 
concerning the preparation and conduct of the CAUSE V experiment. The results of the 
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questionnaire were primarily used for identifying areas of improvement for future 
experiments or exercises. 
 

 AAR session 
 
Upon conclusion of the experiment, an AAR was held. A set of questions was developed 
to guide the AAR discussion (Annex F). Similar to the daily debriefs, the qualitative 
observations and data gathered during the final AAR were used to support the results 
from the various other data collection tools. 
 
2.5 Data analysis 
 
As a basis for the evaluation of the CAUSE experiment series, the impact of 
interoperable technology on emergency operations and community resiliency has been 
characterized through the use of a multi-dimensional model referred to as the 
SAFECOM Interoperability Continuum [9] and the Canadian Communications 
Interoperability Continuum (CCIC) Model [10] (Figure 2-1). This model is defined by five 
dimensions including governance, SOPs, technology, training/exercises and usage. The 
CAUSE V metrics were developed and refined based on these dimensions. Throughout 
the experiment evaluators assigned a rating to each of the CAUSE V metrics based on 
the events of the experiment. The evaluators were asked to consider the following 5-
point rating scale when applying a score to each metric: 
 

1 = Strongly disagree; 
2 = Somewhat disagree; 
3 = Neutral; 
4 = Somewhat agree; 
5 = Strongly agree; or  
N/A = Not Applicable/Not tested. 

 
The collected data were analyzed to determine the impact of exchanging cross-border 
information and SA enabled by use of the PSBN, on emergency operations. 
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Figure 2-1: Canadian Communications Interoperability Continuum Model 

 
To measure the impact of including digital volunteers and social media monitoring in EM 
operations, a theoretical model referred to as the Social Media Emergency Management 
(SMEM) Maturity Model (Figure 2-2) was developed during CAUSE III [11]. This model 
includes the four main dimensions that contribute to the development of a mature 
emergency operations capability including people, governance, technology, and 
implementation [12]. 
 
This model, in conjunction with the CCIC Model, was used to develop the metrics for 
CAUSE V. These metrics provided a basis for the evaluation and the ratings assigned by 
the evaluators were directly related to these dimensions. The data were analysed to 
evaluate the impact on the emerging technologies and of the inclusion of digital 
volunteers in EM operations during large scale cross-border emergencies. 
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Figure 2-2: Social Media in Emergency Management Maturity Model 

 
Following the conclusion of the experiment, the experiment study team collected all of 
the results of the data collection tools, including the metric ratings provided by the 
evaluators. All metric data was subjected to a descriptive analysis to determine overall 
responses (e.g., mean, mode, range, and sample standard deviation). 
 
All of the qualitative data collected was subjected to a theme-based analysis. The data 
was examined for patterns and repetitious results. The results of the qualitative analysis 
were used to support the findings from the descriptive analysis.  
 
Following the experiment, metrics which were not addressed or considered during 
experiment conduct were removed from the analysis. 
  
The results of the quantitative and qualitative analyses were used to identify areas of 
strength and areas of improvement in the implementation of technology which can, if 
addressed, improve cross-border information sharing and situational awareness during 
large scale emergencies. These results also guided the development of 
recommendations to address challenges of the technology and related processes, and 
their integration into emergency operations.  
 
2.5.1 CAUSE V results 
 
The CAUSE V evaluation focused on three sets of metrics. These were based on the 
three phases of the experiment: planning (Annex G), response (Annex H) and recovery 
(Annex I). For each set of metrics, the evaluation focused on comparing existing and 
emerging information sharing and SA technologies and processes. 
 
The ratings provided by the evaluators were used to generate an overall mean rating for 
each metric within five key dimensions: people, governance, technology, implementation 
and usage. The metrics with scores that were either one standard deviation higher or 
lower than the overall mean of the dimension were then subjected to further analysis to 
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identify areas of strength and / or areas of improvement. All strengths and areas of 
improvement were considered within the corresponding phase of a large scale cross-
border emergency operation, as considered within CAUSE V. 
 
All quantitative results and qualitative observations made by players were used to 
support the findings identified above and were used to assist in formulating 
recommendations and best practices. 
 
2.5.2 CAUSE series results 
 
In addition to evaluating the specific objectives of CAUSE V, the overarching CAUSE 
objectives and the relevant metrics (Annex J) in relation to the CAUSE V experiment 
were evaluated. A series of metrics, corresponding specifically to the overarching 
CAUSE series objectives, were developed based on the CCIC and SMEM Models to 
measure the effect of emerging and interoperable technology on emergency operations.  
 
To evaluate the CAUSE series objectives using the developed metrics, the study team 
assigned a rating to each metric using the below 5-point rating scale: 
 

1 =  Little knowledge about information exchange or how SA is generated or 
enhanced within any organization; 

2 =  Information is monitored and shared within an organization; 
3 =  Information is gathered from other organizations and used to determine 

actions; 
4 =  Organizations inform others about their plans for action; or 
5 =  Multiple organizations plan a coordinated response. 

 
These ratings were based on observations gathered during the experiment, quantitative 
results from both the evaluator and player data sets and feedback and discussions 
during daily debriefs and the AAR. 
 
Similar to the CAUSE V analysis, metrics falling outside of one standard deviation of the 
dimension’s mean were subjected to further analysis to identify strengths and areas of 
improvement. This allowed the identification of potential recommendations to the 
CAUSE series as a whole, specifically regarding the implementation of emerging 
technology in EM operations. 
 
2.5.3 Experiment conduct and design 
 
Data was collected through the use of a Participant Feedback Questionnaire (Annex E). 
A descriptive analysis of the quantitative data was performed, with support from a 
trending analysis of the qualitative feedback. Data was also collected through the 
conduct of daily experiment debriefs and a formal AAR. 
 
The results of this analysis were used to provide recommendations towards the 
development of future experiments and to gain awareness on the overall effectiveness of 
CAUSE V.  
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3. RESULTS 
 
3.1 General 
 
As determined by the evaluation methodology, data were gathered at multiple intervals 
throughout the course of the experiment. A total of 30 responses were gathered by 
participants on Day 1 and 28 responses on Day 2. Evaluators completed the evaluator 
data collection tools at varying degrees, with 9 being completed during the planning 
phase, 11 during recovery and 6 during response. A total of 6 pre-experiment interviews 
were conducted. 
 
The data gathered during the conduct of the experiment were analyzed to identify 
general themes in responses using qualitative analyses and descriptive statistics. 
Observed differences between the overall patterns of response are not intended to 
represent statistical significance. The results of these analyses are described in the sub-
sections below.  
 
3.2 Summary of pre-experiment interviews 
 
3.2.1 Current communications 
 
Based on the results of the pre-experiment interviews, in an emergency, there is 
significant communication taking place between the EOCs that participated in the 
experiment. Although these interviews explored communications between several types 
of organizations involved in an emergency response (e.g., border agencies, 
infrastructure owners and EOCs), these interviews were focused on the communications 
between the local EOCs of Abbotsford, BC and Whatcom County, WA. Initial 
communications will alert the foreign EOCs on the status of the emergency, provide 
ongoing situational reports (Sitreps) and outline what is currently being done to respond. 
Most of these communications are based on pre-established relationships within the 
community, and not necessarily through formalized channels.  
 
In the event of a cross border emergency, a member of each EOC would be sent to act 
as a liaison at the partner location, as determined by the location and nature of the 
emergency. This member would be able to actively communicate with the foreign 
partners and provide updates concerning the emergency back to their EOC. This 
ensures that information is relayed across the border in a timely manner and the foreign 
EOC can begin preparing required resources to support the response.  
 
The EOCs will also communicate with additional partners including provincial and state 
EM organizations and local partners including the school boards, critical infrastructure 
(CI) owners / operators and border officials.  
 
Many of the communications between the local EOCs and border agencies are also 
based on informal processes and established relationships and are not necessarily 
coming through the formal channels. In addition to communications between the EOCs 
and the border agencies, the border agencies communicate amongst themselves. The 
status of a border and any temporary disruptions in service are communicated between 
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the relevant Ports of Entry (POE).  
 
The border agencies currently rely on communications between their foreign counterpart 
as well as their local emergency managers for SA and information concerning the 
emergency. There is currently no information exchange between the border agency and 
the foreign EOC. The border agency also has limited communications with the Province / 
State or Federal agencies. In Canada, CBSA communicates with PS Canada through 
the Federal Coordination Group, who in turn, becomes their connection with local 
authorities and relevant federal departments.  
 
Communications with CI owners / operators would take place through the Provincial 
Regional Emergency Operations Centre (PREOC), although local offices are not fully 
aware of the formal notification process in the event of an emergency. In order to 
coordinate and share information with these partners, the EOCs must first share 
information with the PREOC, which is then subsequently distributed. 
 
Additionally, some of the CI owners / operators have sought communications with 
response organizations in a more informal method. A local office phone number has 
been distributed to local First Responders to expedite notifications of an emergency and 
begin response operations while official lines of communication with dispatch and EM 
personnel are being implemented.  
 
Communications between Canadian and US emergency response organizations are 
currently restricted primarily to email and telephone calls or in-person liaison. Faxes are 
used to share and send information to the border agencies and additional means of 
communications including satellite phone and amateur radios can be employed, if 
required. However, data transfer is quite limited between organizations. Some of the 
interviewed EOCs can share maps, operation plans and pictures but very few 
organizations have the ability to receive this type of data transfer in a meaningful format. 
Land mobile radios (LMR) are also used to communicate between some of the 
neighbouring First Responders, as they can choose to switch to the same frequency for 
communications and achieve a low measure of interoperability.  
 
The Whatcom County Sherriff’s Office and Williams Pipeline currently employ a priority 
service for telecommunications administered by the DHS OEC. The DHS OEC has two 
programs, the Government Emergency Telecommunications Service (GETS) and the 
Wireless Priority Service (WPS). These services allow National Security and Emergency 
Preparedness (NS/EP) responders a high priority and signal quality when making phone 
calls during an emergency. This requires a specific access code and / or telephone 
number on a registered wireless device [13]. 
 
3.2.2 Interoperability 
 
It was identified during the pre-experiment interviews that the EOCs would work together 
to support a response in these cross-border communities. Emergency response 
personnel and response contractors could be deployed across the border to help 
support the emergency in the neighbouring country, including support for both land and 
marine emergencies. Liaisons in the EOCs would be able to identify where support is 
required, including identifying materials and personnel to aid in the response as well as 
identifying reception centres and assisting in any evacuations. The liaisons located 
within the EOCs are the fundamental part to information sharing and overall SA between 
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these main response organizations. Since these organizations rely on traditional 
communications to exchange information, designated personnel (e.g., liaisons) are 
critical to ensure adequate information is being passed between them. 
 
During an emergency, EOCs would also work with the border agencies to develop plans 
for evacuation and mass movement of personnel across the border. Since the 
emergency might impede a crossing or result in the development of significant backlog 
at a specific border, it is recognized that the EOCs may need to send resources and help 
manage the border crossings, in collaboration with the border agencies. 
 
To support the cross-border movement of resources and personnel during an 
emergency, the formal process involves the Province submitting a Request for 
Assistance (RFA) to a relevant Federal ministry. This system provides a formal 
notification to CBSA personnel and prepares them for the upcoming movement. This 
formal process does not involve any direct communications or notifications between the 
EOC and the border. 
 
3.2.3 Potential gaps and challenges 
 
Most of the communications taking place between the EOCs are through informal 
established relationships and unofficial channels. Unofficial channels are difficult to 
maintain as contact information is updated or changed or personnel change positions. 
Formal communications through official channels would be performed through PNEMA, 
with local organizations communicating with their Province or State. Although the EOCs 
are all aware of PNEMA and how it can be leveraged to support emergency operations, 
the EOCs recognized that it is not used on a regular basis. 
 
The benefit of providing a liaison at the partner EOC was identified in the sections 
above. However, in an emergency, there may be challenges to providing a liaison. 
Delays at the border or road closures may affect the personnel’s ability to travel. Due to 
communications between the POEs relying heavily on the use of traditional phone lines, 
infrastructure damage or network congestion may result in the inability to report back to 
their EOC through traditional means of communication. There is no alternative method 
for sharing information if the phone lines are not functioning. Similarly, an official process 
does not currently exist for sharing radios with the foreign border agency. Additionally, 
some traditional forms of communication including email and fax are not reliable, since 
there is not always someone available for monitoring these machines or accounts. 
 
Although it was identified that EOCs can support each other by providing ‘boots on the 
ground’ to perform damage assessments and gain perspective on the areas affected by 
the emergency, it is not clear how this data will then be transferred to the foreign EOC or 
even back to the originating EOC. Additionally, much of the data transfer currently being 
performed is not done in real-time. To support emergency operations, the EOCs and 
First Responders would need the capability to do more real-time data transfer and 
exchange. 
 
It was identified that mapping products, SitReps and emergency plans would be valuable 
to share between organizations to gain SA. These types of products could be produced 
and would subsequently allow sharing of information amongst a large group of 
organizations with minimal effort. This would support SitReps being shared in a timely 
manner and, at times, prior to the request of another agency. However, the introduction 
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of these mapping products would require the development of a formal procedure to 
maintain the security of the information. The information required for each type of 
organization would need to be identified (e.g., CI, Federal, cross-border) and 
appropriately filtered to prevent unnecessary and unintentional sharing of information. 
 
In addition to the requirement for formal processes to share information in these 
mediums, there exists an uncertainty in, or lack of formal process for, several current 
elements of an emergency response. One of these concerns CI and the communications 
required between these organizations and First Responders during an emergency. It is 
unclear as to who the main point of contact would be at each CI owner / operator and 
how maintenance of this infrastructure would be coordinated during an emergency. 
Additionally, there does not exist a formal process for a mass evacuation of citizens or 
mass movement of resources across the border. There is no clear direction as to what 
documentation is required. Many of the communications surrounding these processes 
rely on informal relationships between the EOCs and the border agencies. 
However, some of the formal processes that do currently exist are cumbersome and are 
not efficient in the context of an emergency. For example, the use of the formal RFA 
process involves challenges with committing resources and associated costs. This 
process is also very time intensive. The participants indicated that it would be beneficial 
to have a mechanism for viewing all the available regional, local and cross-border 
resources prior to sending a formal request.  
 
Further, it was identified that some of the technology introduced for communications and 
interoperability during an emergency are not conducive for use in daily operations. 
Additionally, many of the participating organizations do not require regular 
communications in non-emergency situations. This makes it difficult to maintain any 
emergency specific systems to ensure they are available, functional and have personnel 
appropriately trained once an emergency situation warrants their use. There also exists 
concerns on privacy and security of the information being shared outside of a specific 
organization on these types of SA tools. 
 
3.2.4 Minimizing gaps and challenges 
 
Many of the technologies and applications leveraged in CAUSE V can be used to 
minimize and address some of the gaps and challenges identified in the current methods 
of communication and information sharing. 
 
The ArcGIS Online platform and related applications provide a formal method to share a 
wide range of information and data during an emergency with numerous organizations 
simultaneously. The development of a COP with updated information based on the 
nature of the emergency allows for enhanced SA. Additional tools and applications allow 
for the development and active sharing of maps, collaborative whiteboards, damage 
assessments, SitReps, photos and videos. The use of these tools and applications will 
support real-time data transfer and exchange. 
 
The use of a dedicated or prioritized LTE Network for First Responders and Public 
Safety users would ensure communications could continue despite infrastructure 
damage or increased volume on traditional networks. The experiment demonstrated how 
the use of a prioritized Network ensures information can be shared from the field and 
between EOCs and additional responding organizations in the event of the emergency. 
Through the use of this Network, organizations can continue to make voice and video 
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calls and exchange data information in the form of photos, videos and maps. 
 
Some of the tools explored in CAUSE V can also support the challenge of identifying 
available resources that could be used to support an emergency response in 
neighbouring jurisdictions or across the border. The Mutual Aid Resource Planning 
Application can be used to identify partner agencies that have the personnel or materials 
available to support a response. Additionally, several of the applications and 
technologies explored in CAUSE V leveraged the use of the PSBN to track resources as 
they were deployed in the field. 
 
The use of exercises and experiments, such as the CAUSE series, with the active the 
involvement of Provincial and State representatives can help familiarize organizations 
with official channels of communication and information sharing, such as described in 
PNEMA. Frequent performance of these types of activities will ensure organizations 
become more familiar with these official procedures and will ensure organizations are 
ready to leverage them in the event of an emergency. These activities also provide an 
opportunity to further develop relationships between organizations and identify official 
contacts. Since many items need to be considered when implementing new technology, 
such as training and implementing corresponding policies and procedures, participation 
in these types of activities will support this. Support from Federal and Provincial partners 
can assist in the transition of the technology by providing guidance on implementing 
protocols, training on the technology and official messaging. 
 
Additionally, it was identified during the AAR that some of this technology could be 
implemented within day to day operations, resulting in a larger database of trained 
operators and ensuring people do not have to relearn all the tools in the event of an 
emergency. For example, implementation of the ArcGIS Online capabilities within the 
Public Works department would allow for daily tracking of local incidents. 
 
3.3 Summary of end of day player online surveys 
 
The study team compiled the players’ data (i.e., ratings) by assigning the individual 
statements to one of four theme-based categories. A comparison of the Day 1 and Day 2 
data sets revealed similar responses across these theme-based categories. For this 
reason, the study team combined the datasets for further analyses (Figure 3-1).    
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Figure 3-1:  Player assessment of CAUSE V technology 
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3.3.1 Information sharing and decision making 
 
The Players used a 5-point rating scale to indicate their level of agreement with several 
statements concerned with information sharing and decision making (Figure 3-2).  In 
general, the participants reported that the technologies implemented during CAUSE V 
were effective in supporting information sharing and decision making within their 
organizations (M=4.1, sd=0.2). A review of the ratings associated with the individual 
statements revealed that the responses were consistently positive. The technology 
supported timely (M=4.0, sd=1.0), effective and pre-conceived decision making (M=4.0, 
sd=0.9) and there were no evident drawbacks of using the technology to support 
decision making. As well, the players indicated that the technology was effectively used 
during the experiment despite the time critical nature of the emergency (M=4.0, sd=1.1). 
In addition to the emerging technology, participants identified the use of digital 
volunteers and virtual operations support teams (VOST) as being a key method to share 
information and inform decision makers. 
 
Participants identified that information received from the field through both the sensors 
(water level and seismic) (M=4.0, sd=0.8) and the aerial drones and water-based robots 
(M=4.3, sd=0.9) was successful in supporting the emergency operations. Qualitative 
observations gathered by the study team also identified the use of robotics as a 
significant strength in the simulated emergency response and an area that could be 
readily integrated into real-world response. It should be noted that due to experiment 
constraints, the participants required to analyse and inform upon the information being 
received from these devices, were not always playing. 
 
To a lesser extent, the participants identified that the technology could be useful for 
identifying the economic impact of the emergency (M=3.7, sd=1.0). However, qualitative 
observations gathered by the study team suggested that more training and experience 
with the technology would be necessary to take advantage of these capabilities.  
 
With respect to cross-border communications and information sharing, these findings 
indicated that the technology supported requests for assistance by cross-border partners 
(M=4.2, sd=0.7) and sharing of critical information between stakeholders across the 
border (M=4.1, sd=1.1). The findings also indicated that the technology supported the 
reach and range of information being shared (M=4.2, sd=0.9), which suggests the 
technology could be implemented in real-world events to support cross-border 
communications amongst multiple organizations. 
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Figure 3-2:  Player evaluation related to information sharing and decision making 

 
3.3.2 Interoperability and coordination 
 
The players used a 5-point rating scale to indicate their level of agreement with several 
statements concerned with leveraging the technology to support interoperability amongst 
organizations and coordination during the experiment (Figure 3-3).    
 
In general, the participants agreed that the CAUSE V technologies supported the cross-
border coordination of emergency operations (M=4.2, sd=0.1). A review of the ratings 
associated with the individual statements revealed that the responses were consistently 
positive. According to the ratings, the players were very confident that the CAUSE 
technologies were interoperable with the existing technologies that are used within their 
organizations (M=4.4, sd=0.7). The technologies supported the development of a COP 
for all stakeholders (M=4.2, sd=1.0) which was used to share information and support a 
consistent and coordinated emergency response amongst multiple organizations on 
each side of the border. However, it was identified that the COP was used primarily for 
collecting and sharing information, rather than fully indicating how the response was 
progressing. Based on their experience, the players reported that the technology could 
be leveraged to support the coordination and prioritization of relief efforts (M=4.1, 
sd=0.9) as well as the coordination of warning and information updates with cross-border 
partners (M=4.1, sd=0.7).   
 
The participants indicated that the technology could also be used to readily compare 
situational assessments between stakeholders (M=4.1, sd=0.8) in order to coordinate a 
response. In addition to receiving shared information, participants identified that their 



CAUSE V Data Report ISR Report 6104-01-06 

The Canadian Safety and Security Program is led by  
Defence Research and Development Canada’s Centre for Security Science, in partnership with Public Safety Canada 

24 

own SA was improved and enhanced through the use of real-time map-based 
information (M=4.3, sd=1.1). Although information sharing to support cross-border 
responses was performed well, participants indicated that the technology supported the 
activation of mutual aid agreements to a lesser degree (M=3.9, sd=0.8). This may be 
due to an experiment constraint as not all organizations required for arranging mutual 
aid requests were active players in the experiment. Although discussions regarding 
using the technology to leverage mutual aid took place, no formal process was initiated. 
 
Response operations were enhanced through the use of video conferences with partner 
organizations (M=4.3, sd=0.9) and the ability to perform real-time location tracking on 
resources associated with the emergency operations (M=4.2, sd=1.1). 
 

 
Figure 3-3:  Player evaluation related to interoperability and coordination 

 
3.3.3 Aspects of technology that impact emergency operations 
 
The players used a 5-point rating scale to indicate their level of agreement with several 
statements concerned with the use of the technology during the experiment (Figure 3-4).  
In general, the participants agreed that several aspects of the CAUSE V technologies 
supported the cross-border emergency operations (M=3.9, sd=0.2), although based on 
the scores, the participants identified that additional effort is required to maximize the 
efficacy of the use of the technology. A review of the ratings associated with the 
individual statements revealed that the responses were consistently positive, although 
associated with lower ratings when compared to the other response categories.  
 
The players identified that the PSBN was quite effective in supporting a high level of 
video quality (M=4.3, sd=1.0) when performing video calls from the field or supporting 
teleconferences between participating organizations. Although it was identified that the 
technology did not readily support establishing notifications to all relevant parties of a 
meeting invitation. Additionally, it was suggested that the technology could be 
adequately used to close previously identified operational gaps within the participating 



CAUSE V Data Report ISR Report 6104-01-06 

The Canadian Safety and Security Program is led by  
Defence Research and Development Canada’s Centre for Security Science, in partnership with Public Safety Canada 

25 

organizations (M=4.1, sd=0.9). 
 
To a lesser extent, the players indicated that the technology required a low level of 
training (M=3.7, sd=1.0) and information sources were readily accessible through the 
use of the technology (M=3.7, sd=1.1). This finding is aligned with qualitative 
observations gathered by the study team which suggest that although users had the 
knowledge to use the technology for the purposes of the experiment, users needed more 
training and experience in order to fully benefit from using the technology. Players also 
identified that the technology was being used more effectively on the second day of the 
experiment, following more experience with using the relevant tools. 
 
Similarly, players did not strongly support the statements that the technology provided 
information that was organized, searchable and easily retrievable (M=3.8, sd=1.0) and 
that the technology provided the opportunity to organize and filter the data dependent on 
the needs and requirements of the organization (M=3.9, sd=1.0). Although filters and 
search tools exist within the tools leveraged during the experiment, additional training 
would be required to maximize their use in order to meet the needs of each individual 
organization. Players identified that some of the legends and labels were missing or not 
readily accessible within the mapping tools, making it difficult to gain all relevant 
information. It was also suggested that organizing the different data sets by emergency 
operations sections would help participants to more readily access the information 
pertinent to their role. 
 
Additionally, there were several technical hiccups with the technology throughout the 
course of the experiment. Players indicated that the use of support personal to fix these 
issues during a real-world emergency would not be possible, however, it is anticipated 
that these problems are due to experiment constraints and would not pose a problem 
when implemented in a real-world response.  
 

 
Figure 3-4:  Player evaluation related to technology usage 
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3.3.4 Technology use related to social media 
 
The players used a 5-point rating scale to indicate their level of agreement with several 
statements concerned with the use of the technology during the experiment (Figure 3-5).  
In general, the participants agreed that the inclusion of the digital volunteers and the use 
of social media during CAUSE V was positive (M=4.0, sd=0.2). According to the 
collected ratings, the digital volunteers supported the EOC’s ability to provide 
notifications to the public with regard to relief efforts (M=4.3, sd=0.9). As well, the digital 
volunteers identified misleading information (M=3.9, sd=0.8) in order to support the 
distribution of corrective messaging and amplified the official messaging through their 
use of social media (M=4.0, sd=1.0). These impacts were apparent because the VOSTs 
used established processes and quickly identified three missions that would be 
supported by their efforts. These missions included continuing to monitor volcanic 
activity by reporting life safety hazards and any activity within a 50 mile radius of Mt. 
Baker, monitoring for misinformation and monitoring for organizations or individuals who 
are amplifying truthful messaging.      
 
The digital volunteers also supported the effective verification of social media data 
(M=3.9, sd=1.0) by gathering additional information to enrich the understanding of the 
social media posts (e.g., relevant hashtags, geographic location related to posts). The 
digital volunteers and their available tools allowed them to provide information in a useful 
format to the EOCs (M=3.9, sd=1.0). To a lesser extent, their active monitoring 
supported the EOC’s understanding of public information needs (M=3.8, sd=1.0) during 
the emergency operations. The delivery of regular status reports and text-based press 
releases (i.e., Social Media Listening Report) also supported the EOC’s efforts and 
operations. 
 
It should be noted that players identified additional ways in which social media could be 
used to support operations in real-world events. The investigation into geotagged social 
media posts and the ability to receive information back from the Public Information 
Officer (PIO), or similar, were experiment constraints that were not fully exercised but 
could have supported these operations.   
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Figure 3-5:  Player evaluation related to digital volunteers and social media  

 
3.4 Evaluator Metrics analysis 
 
3.4.1 Evaluator metric ratings  
 
For each phase of the experiment, the individual metrics [15] (scored on a 5-point rating 
scale) were considered within the overall context of the SMEM Maturity model which 
depicts the level of maturity associated with the interoperable technology. Metrics that 
were found to be above one standard deviation of their dimension’s mean within each 
phase were identified as potential strengths in the use of interoperable technologies for 
cross-border response. These strengths, along with supporting qualitative observations 
are discussed in the following section (3.4.2). A summary of these metrics can be found 
in Table 2 below. A full list of the results of each statement as per the evaluator ratings 
can be found in Annex G, Annex H and Annex I. 
 

Table 2: Individual metric strengths 

Metrics 
Code Metric Statement Mean (sd) 

Planning 
Governance (M = 3.4, sd = 0.7) 
Plan-G4 Evidence exists that volunteer organizations and 

officials have a cooperative relationship (e.g., present 
at the same briefings, identified in educational 
material). 

M = 4.4  
(sd = 0.5) 
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Metrics 
Code Metric Statement Mean (sd) 

Plan-G7 Evidence exists that the authorities understand their 
accountability and their responsibility to inform the 
public (e.g., operational, financial, psycho-social). 

M = 4.3  
(sd = 0.7) 

Implementation (M = 3.3, sd = 0.4) 
Plan-I7 Technology permits multiple stakeholders to 

contribute information to status reports. 
M = 3.9  
(sd = 1.2) 

People (M = 3.6, sd = 0.4) 
Plan-P1 Citizens, businesses and organizations expect to find 

information online from authorities. 
M = 4.3  
(sd = 1.0) 

Plan-P5 The plan and responsibilities for social media function 
within the incident management system is enhanced 
through the use of digital volunteers (e.g., Virtual 
Operations Support Team). 

M = 4.1  
(sd = 1.2) 

Usage (M = 4.4, sd = 1.1) 
Plan-U8 Interoperable technology use increases the reach and 

range of information sharing. 
M = 4.4  
(sd = 1.1) 

Response 
Implementation (M = 3.4, sd = 0.3) 
Resp-I1 Information exchange reflects the time critical nature 

of the emergency. 
M = 3.8  
(sd = 0.6) 

People (M = 3.4, sd = 0.3) 
Resp-P8 Key officials are notified in the event of an emergency 

using relevant tools and technologies. 
M = 3.9  
(sd = 1.0) 

Resp-P10 Members of the emergency organizations are aware 
of the processes to activate mutual aid agreements 
(e.g., EMAC, PNEMA). 

M = 4.0  
(sd = 1.1) 

Technology (M = 4.0, sd = 0.4) 
Resp-T3 Technology supports the enhancement of situation 

awareness for responding units. 
M = 4.6  
(sd = 0.9) 

Resp-T7 Communication systems support on-demand, real-
time interoperable voice and data communication. 

M = 4.6  
(sd = 0.5) 

Usage (M = 3.4, sd = 0.7) 
Resp-U8 Technology permits multiple stakeholders to 

contribute information to status reports. 
M = 4.4  
(sd = 0.7) 

Recovery 
Governance (M = 3.8, sd = 0.4) 
Recov-G3 Authorities make an effort to understand the 

information that is gathered through social media 
(e.g., detect and analyze trends). 

M = 4.3  
(sd = 0.5) 

Recov-G7 Relief efforts offered by volunteer organizations are 
able to be coordinated. 

M = 4.3  
(sd = 0.6) 

Recov-G9 Methods are established for mobilizing support to 
gather information relevant to recovery operations. 

M = 4.3  
(sd = 0.5) 

Implementation (M = 3.7, sd = 0.4) 
Recov-I3 Plans consider critical binational infrastructure (e.g., 

roads/highways, bridges, hydro, etc.). 
M = 4.3  
(sd = 0.5) 

People (M = 3.5, sd = 0.6) 
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Metrics 
Code Metric Statement Mean (sd) 

Recov-P7 Processes or procedures can be used to disseminate 
information and products between emergency 
response organizations. 

M = 4.3  
(sd = 0.5) 

Recov-
P10 

Members of the emergency organizations are aware 
of the processes to activate mutual aid agreements 
(e.g., EMAC, PNEMA). 

M = 4.3  
(sd = 1.0) 

Technology (M = 3.8, sd = 0.4) 
Recov-T3 Feedback and/or follow-up on information can be 

provided through the use of the technology and its 
supporting applications. 

M = 4.3 
(sd = 0.5) 

Recov-T4 Technology supports the exchange of actionable 
information between emergency response 
organizations. 

M = 4.5  
(sd = 0.6) 

 
Similarly, a further analysis was conducted of metrics [15] that were found to be below 
one standard deviation of their model’s mean. These metrics were identified as potential 
areas for improvement in the use of interoperable technologies for cross-border 
response. These metrics can be found in Table 3 below. A description of these areas for 
improvement, along with supporting qualitative observations is provided in the following 
section (3.4.2).  
 

Table 3: Individual metric areas for improvement 

Metrics 
Code Metric Statement Mean (sd) 

Planning 
Governance (M = 3.4, sd = 0.7) 
Plan-G6 Clearly defined and documented 

mechanisms/processes/formats exist for information 
sharing. 

M = 2.3 
(sd = 0.7) 

Plan-G9 Decisions are made in a pre-conceived manner based 
on all information available. 

M = 2.5  
(sd = 0.5) 

Implementation (M = 3. 3, sd = 0.4) 
Plan-I1 Steps required to transmit and receive information via 

technology (from cross-border sources) are known 
and can be described by operators. 

M = 2.8 
(sd = 0.8) 

Plan-I10 Corrective messages are issued when misleading 
information or errors are recognized in public 
information. 

M = 2.8  
(sd = 1.6) 

Technology (M = 3.6, sd = 0.3) 
Plan-T8 Technology allows officials to verify, organize and 

filter out the noise to meet their own information 
requirements. 

M = 3.0  
(sd = 1.3) 

Usage (M = 3.4, sd = 0.7) 
Plan-U3 Interoperable technology is regularly used during 

normal daily operations. 
M = 2.0  
(sd = 0.9) 

Response 
Governance (M = 3.6, sd = 0.6) 
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Metrics 
Code Metric Statement Mean (sd) 

Resp-G6 Clearly defined and documented 
mechanisms/processes/formats for information 
sharing exist. 

M = 2.6  
(sd = 1.0) 

Resp-G9 It is clear who has the ultimate authority over social 
media (with or without dedicated resources). 

M = 2.4  
(sd = 1.1) 

Implementation (M = 3.4, sd = 0.3) 
Resp-I8 The incident is reported and documented by 

completing and submitting required forms, reports, 
documents and follow-up notation. 

M = 2.7  
(sd = 0.8) 

People (M = 3.4, sd = 0.3) 
Resp-P9 Guidelines exist for addressing public safety issues 

that are identified through monitoring of social media. 
M = 2.8  
(sd = 1.4) 

Technology (M = 4.0, sd = 0.4) 
Resp-T8 Technology allows officials to verify, organize and 

filter out the noise to meet their own information 
requirements. 

M = 3.5  
(sd = 0.8) 

Usage (M = 3.4, sd = 0.7) 
Resp-U1 Interoperable technology has a high level of 'ease of 

use' and can support response operations. 
M = 2.2  
(sd = 0.8) 

Resp-U5 Information is organized, linked, searchable and 
easily retrievable using available tools. 

M = 2.7  
(sd = 0.9) 

Recovery 
Governance (M = 3.8, sd = 0.4) 
Recov-G6 Officials and operators are aware of policy and 

legislation involved in the use of social media for 
recovery operations (e.g., privacy). 

M = 3.0  
(sd = 0.0) 

Implementation (M = 3.7, sd = 0.4) 
Recov-I8 Clearly defined and documented 

mechanisms/processes/formats for information 
sharing exist. 

M = 2.8  
(sd = 1.1) 

People (M = 3.5, sd = 0.6) 
Recov-P6 Processes for requesting resources from other 

organizations are in place. 
M = 2.7  
(sd = 0.6) 

Technology (M = 3.8, sd = 0.4) 
Recov-T5 Technology supports efficient and effective data 

capture and storage to enhance retrievability and 
searchability. 

M = 3.3  
(sd = 1.2) 

Recov-T6 Technology investment can be linked to reduced 
economic impacts in the affected regions. 

M = 3.3  
(sd = 2.1) 

Usage (M = 3.5, sd = 0.8) 
Recov-U1 Interoperable technology has a high level of 'ease of 

use' and can support recovery operations. 
M = 2.3  
(sd = 0.5) 

Recov-U2 Information bottlenecks can be identified and easily 
resolved by operators. 

M = 2.3  
(sd = 0.6) 

Recov-U3 Information is organized, linked, searchable and 
easily retrievable using tools. 

M = 2.3  
(sd = 0.5) 
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3.4.2 CAUSE V metric ratings  
 
An analysis of the metrics ratings, assigned by the evaluators, was performed to 
evaluate the overall impact of technology in accordance with the dimensions of the 
SMEM Maturity model (i.e., governance, implementation, people and technology) along 
with relative usability of the technology. The evaluator ratings for the individual metrics 
were summarized. The overall mean response associated with each dimension was 
calculated (M=3.6, sd=0.2). This rating indicated that participants generally agreed that 
the emerging technology, tools and processes implemented during CAUSE V had a 
positive impact on the emergency operations that were executed during the experiment 
through the dimensions of governance, implementation, people, technology and usage.  
A closer analysis of the data was performed to identify mean ratings for dimensions that 
were observed to be one standard deviation above or one standard deviation below the 
overall mean. The results showed that the technology dimension was the only one that 
fell beyond one standard deviation of the mean. This demonstrates that the evaluators 
found that the emerging technology supported the operational response executed by the 
participants across all three phases. 
 

 
Figure 3-6:  Evaluator assessment of technology impact during CAUSE V 

 
The study team conducted a more detailed analysis to assess the impact of the use of 
the technology, as it pertained to each dimension, during each of the three phases (i.e., 
planning, response, recovery). The results of this analysis revealed that similar patterns 
of response were observed across these three phases. This finding suggests that the 
technology had a positive impact during planning, response and recovery operations. 
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Figure 3-7: Evaluator assessment of technology across the phases 

 
Within each phase, different aspects of governance, implementation, people, technology 
and usage were explored. The mean of each statement within these dimensions was 
determined and compared to the overall mean of each dimension across each phase. 
The following sections describe statements that were determined to be a strength 
(above one standard deviation of the mean) or an area for improvement (below one 
standard deviation of the mean) (Table 2 and Table 3). 
 

 Planning 
 
Within the planning phase, people and technology shared the highest values. It was 
identified that the inclusion of digital volunteers and VOSTs supported the EOCs in their 
ability to use social media for emergency operations (M=4.1, sd=1.2). The participants 
were aware of the plan and responsibilities for monitoring and leveraging social media 
data in the planning for the emergency. Additionally, evaluators found that the 
information products supported citizens, businesses and organizations in finding 
information online from authorities (M=4.3, sd=1.0). Published press releases, 
monitoring of social media and cooperation with industry partners were examples of how 
information could be made available to the public. 
 
Within the technology dimension of the planning phase, most statements scored 
similarly, although it was identified that the technology was not very conducive to 
allowing officials to verify, organize and filter out excess information to meet their own 
information requirements (M=3.0, sd=1.3). This result is aligned with the results from the 
player surveys.  
 
In terms of the implementation of the technology into planning operations, the ability for 
multiple stakeholders to contribute information to status reports was recognized as a 
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strength (M=3.9, sd=1.2) but the evaluators indicated that the steps required to transmit 
and receive information from cross-border sources via the technology was an area for 
improvement (M=2.8, sd=0.8). This is a further indication that although it is recognized 
that the technology has a lot of value in the information that can be shared, a lack of 
training by operators resulted in its capability not being fully realized during the 
experiment. This is demonstrated by an improvement to the technology dimension 
scores from the planning phase to the response phase, as players received more 
training and became more comfortable in using the technology. In contrast to the results 
of the player surveys, evaluators noted that corrective messages were not issued when 
misleading information or errors were detected in public information (M=2.8, sd=1.6). 
This discrepancy may be due to an experimental constraint. Due to limited participants, 
the PIO, or similar, who would normally be responsible for these actions was not always 
actively participating. Although the information was being gathered and shared by the 
digital volunteers, this was not always acted upon in a timely manner or the results 
shared back to the digital volunteers. In addition, not all the digital volunteers were 
responsible for correcting erroneous public information or disseminating information to 
the public. This, once again, was due to restricted participation by the EOCs, as the 
digital volunteers would be used solely to collect and verify information and the current 
processes in place support the EOCs acting upon the information received. 
 
Through the use of the digital volunteers, it was identified that authorities understand 
their responsibility to inform the public of the upcoming emergency during the planning 
phase (M=4.3, sd=0.7) and evaluators concluded that the digital volunteers and 
emergency officials were able to maintain an effective and cooperative relationship 
(M=4.4, sd=0.5). Although evaluators recognized that the technology was able to 
increase the reach and range of information sharing (M=4.4, sd=1.1), they suggested 
that decisions were not always made based on the available information (M=2.5, sd=0.5) 
and information was not consistently shared amongst partners and stakeholders (M=2.3, 
sd=0.7). As indicated in the player surveys, this may be partially due to a lack of training 
and insufficient knowledge as to what type of information could be shared and how this 
could readily be performed through the use of the emerging technology. 
 
It was recognized that although information was shared cross-border and the main 
partners were able to work collaboratively towards planning and a response, there was a 
lack of coordination on the use of the cross-border digital volunteers. The information 
produced by the Canadian digital volunteers was not being actively used by the US EOC 
or other cross-border organizations. There appears to be a lack of mechanism to obtain 
information from a cross-border VOST and integrate it into operations. Currently, the 
mechanism relies on receiving this information after it has been passed to the EOC 
counterpart and transformed into SA and status reports. 
 

 Response 
 
Within the response phase, technology was the strongest dimension. The ratings for the 
use of technology to support the enhancement of SA of responders in the field (M=4.6, 
sd=0.9) and using technology to support real-time interoperable voice and data 
communications (M=4.6, sd=0.5) were the highest. The ability for responders to send 
and receive video calls, images and mapping data from the field was proven to be highly 
effective in the response operations. Once again, it was identified that the technology 
was not as conducive to organizing and filtering the data to meet their requirements 
(M=3.5, sd=0.8) although there appeared to be an improvement over the planning 
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phase. This improvement may be due to operators becoming more familiar with the 
technology and receiving additional support and training as the experiment progressed. 
Similarly, low scores were received for the ability to organize, link and retrieve 
information available through the tools (M=2.7, sd=0.9) and it was suggested that there 
was a very low level of ‘ease of use’ of the technology to support response operations 
(M=2.2, sd=0.8). It was identified that the technology was not conducive to extracting or 
interpreting information and this resulted in players not being able to consistently 
maintain an accurate COP. 
 
Although the governance dimension had an above average score overall, evaluators 
identified the need to improve the mechanisms and process by which information was 
shared amongst organizations (M=2.6, sd=1.0). Similar to the planning phase, this may 
be due to a lack of knowledge and / or training. Additionally, these mechanisms may not 
currently exist since the technology has not been implemented in real-world operations 
and therefore their development has not been recognized as being significant. With the 
implementation of digital volunteers in the emergency response, it is still unclear who 
has authority and responsibility of monitoring and collecting information from social 
media (M=2.4, sd=1.1). It was anticipated that the information collected by the digital 
volunteers would be directed to the PIO. However, there was not an official chain of 
command or dedicated liaison responsible for working with this group during the 
experiment. A revision of the National Incident Management System (NIMS) in 2017 
indicates that incidents involving intelligence gathering can now be assigned within the 
Planning Section, Operations Section, Command Staff, as a separate General Staff 
section or some combination therein [20]. The development of an official chain of 
command would need to consider this development in information management. In 
addition, there appeared to be a lack of guidance for the steps required to address public 
safety concerns that were identified through the monitoring of social media (M=2.8, 
sd=1.4). This may, once again, be due to an experimental constraint with restricted 
participation. A similar experimental constraint involving digital volunteers was the lack of 
geotagged social media posts. The digital volunteers were not able to provide a full 
breadth of information to officials due to this lack of data. However, the digital volunteers 
were successful in notifying key officials, through the experiment channels, of the events 
of the emergency through the introduced tools and technologies (M=3.9, sd=1.0). 
 
Additional strengths noted by the evaluators during the response phase included the 
ability for the technology to share information in a timely manner (M=3.8, sd=0.6) and 
not impede the normal speed of emergency operations. Similarly, it was noted that the 
technology allowed for multiple organizations and stakeholders to contribute information 
into a common forum to update status reports (M=4.4, sd=0.7). Evaluators also noted 
that even though not fully activated due to experimental restraints, the participants were 
aware of the relevant processes necessary to activate mutual aid agreements (M=4.0, 
sd=1.1) based on available and required resources. This was also true in the recovery 
phase (M=4.3, sd=1.0) where the implementation of mutual aid was actively considered 
to support relief efforts. 
  
Evaluators noted that the incident was not adequately documented with the required 
forms, reports or follow-up notation (M=2.7, sd=0.8). It is suggested that this was due to 
the nature of the experiment (e.g., time and resources) and was not directly related to 
the use of the technology. 
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 Recovery 

 
It should be noted that the play within the recovery phase made use of the technology, 
but most of the operations were mainly planned and performed on a discussion basis. 
Within this phase of the experiment, evaluators identified technology and governance 
being the dimensions with the greatest strengths. It was recognized that the technology 
was very effective in providing feedback and follow-up information amongst 
organizations (M=4.3, sd=0.5) as well as exchanging actionable information between 
emergency response organizations (M=4.5, sd=0.6). Similar to the results of the player 
surveys, the evaluators recognized that the technology was not conducive to data being 
easily retrieved or searched (M=3.3, sd=1.2), nor did they think the participants were 
able to use the technology in a manner conducive to reducing economic impacts in the 
affected areas (M=3.3, sd=2.1). 
 
Within the governance dimension, evaluators indicated that the technology supported 
the ability of government authorities to detect and analyze trends gathered through 
monitoring social media (M=4.3, sd=0.5). The use of digital volunteers and VOSTs in 
addition to the tools at their disposal supported this type of analysis of public information.  
Relief efforts offered by volunteer organizations were effectively coordinated (M=4.3, 
sd=0.6). These actions were also readily supported by the use of digital volunteers who 
were monitoring social media for these types of requests. However, the evaluators found 
that officials and operators were not always aware of the policy and legislation involved 
in the use of social media for recovery operations (M=3.0, sd=0.0). Concerns of privacy 
in the release and sharing of information still need to be addressed. 
 
In addition to the use of social media, evaluators found that the technology supported 
the mobilization of resources to gather information relevant to recovery operations 
(M=4.3, sd=0.5). Monitoring of social media, use of the COP and other information 
sharing techniques allowed officials and operators to share and gather information 
effectively. However, much of the information was shared ad hoc, without defined 
mechanisms or processes (M=2.8, sd=1.1), but the processes employed by the 
technology were able to support these actions (M=4.3, sd=0.5). 
 
The response operations were effective in considering cross-border partners, including 
implementing binational infrastructure into their plans (M=4.3, sd=0.5). However, 
although these partners were considered, officials did not readily consider requesting 
resources from other organizations (M=2.7, sd=0.6). It was identified that training for 
some of the technology that would support these types of requests, including the Mutual 
Aid Planning Application, was not adequately provided, nor were participants completely 
aware of their value. 
 
Similar to the previous two phases, evaluators found that there were significant areas for 
improvement in the use of the technology by the participants. Evaluators found that the 
‘ease of use’ associated with the technology did not support the recovery operations 
(M=2.3, sd=0.5) and the information was not easily retrievable, searchable or organized 
using the available tools (M=2.3, sd=0.5). In addition, evaluators identified that 
information bottlenecks were not easily identified and resolved by operators (M=2.3, 
sd=0.6). Modifications to the mapping software as described in previous sections would 
serve to minimize some of these downfalls. 
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3.4.3 CAUSE series metric ratings 
 
The study team evaluated the impact of emerging technology and digital volunteers by 
assigning a rating (5 point scale) for each of the CAUSE Series metrics [15]. The 
assigned ratings were based on the study team’s collective observations that were 
recorded during the experiment. The ratings associated with the individual metrics were 
described (i.e., mean, sample standard deviation) and summarized to represent the 
overall response for each of the five dimensions reflected within the CICC model (i.e., 
governance, SOP, technology, training and exercises, usage). In some instances, some 
metrics were not relevant to the experiment and were excluded from the analysis. 
 
Most of the results indicate that the emerging CAUSE V technology had a positive 
impact on maintaining interoperable communications and information sharing between 
cross-border EM organizations during the planning, response and recovery from a large-
scale disaster (Figure 3-8). That is, the processes associated with existing governance 
processes (M=3.7, sd=0.9), SOPs (M=3.7, sd=1.4), technology (M=3.7, sd=1.4) and 
training and exercises (M=3.1, sd=0.9) support the inclusion of emerging technology 
within emergency operations. In contrast, the mean rating associated with the remaining 
dimension, usage (M=2.8, sd=0.5), was somewhat lower suggesting there were 
challenges associated with optimizing the operation of the interoperable technology 
during the experiment. A full list of the CAUSE series metrics and their associated 
ratings can be found in Annex J. 
 

 
Figure 3-8:  Mean ratings for CAUSE series metrics 

 
The study team reviewed the qualitative observations gathered during the experiment as 
a means of explaining the overall ratings. The study team identified, based on the 
qualitative observations, strengths and opportunities for improving the inclusion of 
emerging interoperable technology within EM operations. This analysis focussed on 
identifying the ratings that were observed to be at least one standard deviation above or 
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below each dimension’s mean. It is recognized that any limitations observed during the 
conduct of the experiment may be an artificiality introduced by the experiment.   
 
The study team identified that the usage dimension was rated more than one standard 
deviation below the mean of the model’s dimensions. This suggests that elements of this 
dimension require additional investigation. Upon investigation, it was identified that the 
organizations are currently not using interoperable technology during day to day 
operations, nor would all the emerging CAUSE V technology be able to be fully 
implemented in normal operations. Evidence of this includes the use of traditional 
methods of communication (phone and email) through unofficial channels. Additionally, 
many organizations have their own internal methods of communication (e.g., radios) but 
are unable to share these methods of communications with other organizations. It was 
recognized that some of the technology introduced during CAUSE V could be used in 
daily operations by some sectors (e.g., public works) but would not be used to maintain 
interoperable communications or data exchange amongst multiple cross-border 
organizations in non-emergency situations, as most communications currently take place 
through phone calls rather than through transferring data. The EM organizations use 
email, however they do not have an official email distribution list. As well, there are 
official and unofficial channels of communication (e.g., PNEMA, NW working group, 
Federal organizations) but they are not used in a collaborative manner.   
 
In addition, as was described in the previous sections, although the technology has the 
capability for sharing information and supporting communications, a lack of training, 
knowledge and experience with the CAUSE V technology prevented it from being used 
as effectively as possible. Similarly, concerns with some cartographic aspects of the 
information being shared (e.g., symbology, labels, legends and filters) prevented some 
information from being shared cross-border.  
 
With respect to governance, it was apparent that digital volunteers had a visible role 
throughout the experiment and had developed a cooperative relationship with the 
traditional EM organizations based on the tailored use of social media. Authorities were 
aware of their responsibilities and made an effort (i.e., assigned personnel) to 
understand and consider the information (e.g., notify partner organizations, assess 
actions and plans). Whatcom County’s process for including social media information in 
their emergency response was clear and the CBSA actively pursued collecting 
information from social media. However, Abbotsford did not know how to access the 
information collected from the Langley digital volunteers, although this may be due to an 
experimental constraint and a lack of coordination amongst the EOCs due to a lack of 
activation of the Langley EOC. While the EM organizations engaged in cross-border 
cooperation (during WebEx calls) with other partner organizations and executed their 
own plans according to their governance processes, there appeared to be limitations 
related to the sharing of resources with other EM organizations to execute shared plans 
and actions. Sharing of resources between cross-border organizations was minimal and 
was only performed when specifically scripted during the experiment. Although the 
capability to identify potential resources and provide mutual aid existed, there was little 
buy-in from the organizations to use this capability. It was noted that there was no 
proactive information exchange via PSBN at Abbotsford. Frameworks exist, but did not 
leverage the technology when using the existing processes.   
 
The existing SOPs supported two-way collaborative communications and information 
sharing between EM and digital volunteer organizations. The existing SOPs appeared to 



CAUSE V Data Report ISR Report 6104-01-06 

The Canadian Safety and Security Program is led by  
Defence Research and Development Canada’s Centre for Security Science, in partnership with Public Safety Canada 

38 

support the inclusion of social media for monitoring purposes within Whatcom County, 
however there were limitations on sharing this information from the Langley digital 
volunteers to Abbotsford. The inclusion of social media monitoring within the existing EM 
organizations indicated that the efforts of the digital volunteers complemented the 
emergency operation. In these instances, the SOPs facilitated the digital volunteers’ 
efforts to provide surge capacity in response to requests to authorities. The observations 
indicated that the responders were empowered to make time critical decisions that were 
based on their training and experience. Some observations gathered throughout the 
experiment indicated that the SOPs (formal or informal) incorporated lessons learned 
from previous disasters throughout the planning, response and recovery phases of a 
multi-agency emergency operation. Further, there were challenges associated with the 
use of formal processes. For example, the CBSA did not receive advance notice that the 
US CBP intended to close the border. As well, it appeared that the organizations did not 
leverage the MARP to prepare and share pre-scripted resource plans.   
 
The findings also indicated that developments in interoperable technology are linked to 
lessons learned from previous disasters. During CAUSE V, the interoperable technology 
supported multiple modes of information exchange (e.g., voice, video, data). Although 
challenges with the technology existed, including insufficient training and reach and 
range issues, multiple types of devices were able to be used to access information and 
to provide summarized information updates. This connectivity enabled individuals (e.g., 
responders, citizens) to remain connected throughout the different phases (planning, 
response, recovery) of the emergency operation. However, the information being 
presented wasn’t always what the operators were expecting or required, and the inability 
to effectively sort, organize and filter data impeded effective information exchange at 
times.  
 
To a lesser extent, the observations suggest that participating EM organizations actively 
participate in training and exercises involving key field and support staff. The findings 
also suggest that the EM organizations use interoperable technology and share 
knowledge during these experiments. There was also an indication that the EM 
personnel routinely develop an understanding of the economic impact(s) of an 
emergency on the area. There was some indication during the study that the training and 
exercises allowed for the proactive control of the hazards and supported responders’ 
understanding of information requirements and how they can change over the course of 
the emergency operation. The participants could have benefitted from practical operator 
training so they had experience sharing information using the devices and the 
technology system. Additional training would provide an opportunity to determine how 
their current best practices could be adapted and implemented using the CAUSE V 
technology. For example, social media updates were regularly provided to the PIO 
however, there appeared to be limitations associated with how this information was used 
by the EM organization. Further, press releases were not updated as new critical 
information became available which could have limited the organization’s ability to 
respond to issues. 
 
3.5 Technology usage 
 
During the course of the experiment, the participants were exposed to many different 
applications and technology. Table 4 below provides an overview of the technology 
which was used during the experiment.  
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Table 4: CAUSE V applications 

Application  Description  
ArcGIS Online  Provides a common platform that participants can use to 

create, share and discover content through a shared 
CAUSE V collaboration group. It supports shared maps 
and applications, including the Common Operating Picture, 
Survey123 forms, Operations Dashboards and other 
information products.  

CAUSE V Regional 
Common Operating 
Picture  

Contains the Virtual CAUSE (vCAUSE) widget, which 
allows users to discover and view content relevant to the 
event shared through the CAUSE V group and provides a 
jumping off point for participants to access other 
applications.  

Drakontas 
DragonForce  

Allows teams to create and share situational awareness for 
tactical field operations. Includes real-time team-based 
user tracking on maps, chat messaging, collaborative 
whiteboards, file sharing, geotagging and reporting. 
DragonForce and ArcGIS Online were integrated to enable 
information to be shared between DragonForce and 
ArcGIS Online-based applications.  

ExCon  This is a web-based platform designed to simulate online 
interactions with the public, such as online news feeds, 
weather and volcanic advisories and social media. This is 
also used to support the management and evaluation of 
the experiment.  

Google Hangouts  This is a VoIP application used to message contacts, start 
video calls and hop on a conversation with one person or a 
group.  

IoT Sensor Gateways  Geo tag and monitor vibration/shock, water leak sensor 
(Dry or Wet) and temperature.  

Mutual Aid Resource 
Planner App  

Enables planners to identify hazard-specific capabilities, 
estimate the type and number of resources (personnel and 
equipment) required to mitigate the hazard, and identify 
partner agencies to fill resource gaps.  

Operations Dashboard  These Dashboards allow users to monitor real-time events, 
operational status, and other reports with key data layers.  

Survey123  Data entry form which captures the geographic location 
associated with the record. Includes assessment surveys, 
crowd-source reports and Social Media reporting forms.  

VLC or MX Player  These are source cross-platform multimedia players that 
play most multimedia files as well as discs, devices, and 
network streaming protocols.  

 
During the experiment, players had an opportunity to use these various technologies for 
a wide range of functions. This section lists ways in which participants were able to 
maximize the use of the technology to share information and work collaboratively. A 
summary of the methods in which the technologies and applications could be modified to 
improve usage by the participating organizations is discussed below as well. 
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Interoperability 
 

 It was identified that there were some challenges with the technology which were 
resolved on an ongoing basis as the experiment continued. However, the use of 
the technology helped identify different types of information and data 
requirements that needed to be distributed and shared amongst organizations 
during an emergency; 

 The emerging technology allowed for organizations to track and control 
resources and personnel. It was identified that these types of applications would 
be quite beneficial for resource management in real-world events; 

 The use of the COP dashboards allowed for the real-time sharing of data 
amongst numerous organizations. These dashboards allowed for the inclusion of 
information from the field, SitReps from the EOCs and the incorporating of data 
products from the digital volunteers. This shared platform allowed for enhanced 
SA amongst all the participating organizations; 

 The use of the various applications supported partnerships and agreements 
between the participating organizations. Organizations were able to identify 
available resources and request material and personnel from available mutual 
aid partners. The technology also supported information sharing amongst 
multiple levels of government, supporting the PNEMA processes; and 

 The border agencies identified the value of using some of these technologies and 
applications to support cross-border movement of First Responders. First 
Responders are required to cross the border on a consistent basis in this region 
to support small incidents and emergencies. The border agencies identified some 
of these applications including the vehicle tracker and common operating picture 
to be valuable assets to share information with the First Responders and ensure 
efficient transport across the border in real-world scenarios. 

 
Usage strengths 
 

 The shared maps and operating pictures provided a wealth of information. 
Participants found that it was imperative to be able to refine layers and filter 
information in order to determine that which was most critical to their operations; 

 Incident logs on ArcGIS Online were determined to be a valuable tool for sharing 
planning information and developing cross-border SA. This feature allowed for 
real-time data exchange; 

 The PSBN supported the real-time data transfer from the field to decision 
makers. Photos, video, voice communications, mapping data and drone footage 
were all easily uploaded from the field and transferred instantly to the participants 
located at the EOCs. In addition, the Network supported the real-time information 
sharing between EOCs and the border agencies through the use of ArcGIS 
Online; and 

 It was recognized that in the event of an emergency when traditional 
communications are unreliable, the use of a dedicated wireless Public Safety 
Network or a robust Public Safety User prioritized Network would be necessary 
to maintain communications. The tests performed during CAUSE V 
demonstrated how prioritized access to an network could function and 
highlighted its ability to maintain communications with the field and between 
responding organizations in cross-border communities in the event of an 
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emergency. These tests demonstrated how Public Safety users would get priority 
bandwidth in the event of an emergency, downgrading the signal of typical 
commercial users, or forcing them off the network altogether. The tests also 
demonstrated how typical commercial users could be denied access to the 
prioritized network. Additionally, the tests demonstrated how Public Safety users 
could be switched to a network on the other side of the border should the 
network on their side of the border experience significant congestion. When the 
test conditions were appropriate, these transitions were performed seamlessly 
with the users witnessing the end product but not experiencing any unexpected 
change in service.    

 
Usage areas of improvement 
 

 Company firewalls and security protocols created some access issues for 
organizations attempting to use ArcGIS Online; 

 A requirement exists for some of the mapping products to have more details. It 
was unclear at times to the participants what the various layers signified and 
what sort of information they could gain by viewing that layer. The applications 
should be improved to present high-priority information; 

 It was identified that it would be beneficial for ArcGIS Online to have a tool where 
each organization’s Essential Elements of Information (EEI) could be pre-defined 
and would then be used to help populate the relevant data sets and map layers. 
This would support information sharing by ensuring organizations are receiving 
information of the highest relevance; 

 The standardization of symbology in the applications would be required when 
attempting to create a common operating picture for organizations located in 
different jurisdictions, as well as for cross-border partners to ensure accurate and 
consistent information is communicated; 

 Linking the information gathered by the digital volunteers with the COP or other 
mapping products used by emergency officials would support the dissemination 
and sharing of information. This feature would be enhanced if the locations of 
events (based on geotagged posts) were available and could be plotted by digital 
volunteers on maps; 

 Consolidating many of the applications and tools into a single application with an 
effective filter would support the integration of relevant information, the 
identification of actionable intelligence and would reduce the time for learning 
new applications; and 

 The quick deployment of the PSBN would be the greatest improvement to ensure 
it is effectively used by Public Safety Users. Having a small, deployable package 
that can be set up in a short time frame and in a remote location would be ideal 
for its implementation into real-world operations. 

 
To support the use of a wireless broadband network amongst First Responders, FirstNet 
has developed an online application store available only to Public Safety users. This 
store has applications available to support secure and standardized data 
communications in the field [14]. 
 
The participants provided insight into the usability of the devices that were used during 
CAUSE V (Figure 3-9). In general, participants agreed that most of the technology was 
effective for completing their tasks (M=4.2, sd=0.4). As would be expected, the use of 
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laptops or tablets (M=4.5, sd=0.8), map-based applications (M=4.4, sd=0.6) and 
videoconferencing (M=4.1, sd=0.9) was reportedly effective for emergency operations. In 
contrast, the players indicated that the effectiveness of the handheld devices (M=3.4, 
sd=1.7) and robots (M=3.6, sd=1.0) was somewhat lower. Qualitative observations 
gathered by the study team suggest that experiment constraints may have affected 
these scores. Additional training and experience using the handsets, more flexibility in 
their use and less rigidity in the testing, as well as more interaction with the EOCs would 
have improved the players’ ability to use these devices effectively. With respect to the 
robots, the lower ratings may be associated with the lack of familiarity with the usage of 
their data output during emergency operations. Further, most players did not directly 
interact with the robot technology but indicated that having access to the data provided 
by these technologies would be useful.  
 
 

 
Figure 3-9:  Effectiveness of devices for task completion 

 
The participants assessed the ease with which the CAUSE V technology could be 
implemented within regular operations (Figure 3-10). In general, participants reported 
that most technology could be easily implemented (M=4.1, sd=0.3). As expected, the 
results showed that devices with which players are familiar such as laptops or tablets 
(M=4.4, sd=0.8), map-based applications (M=4.3, sd=0.7) and videoconferencing 
(M=4.0, sd=1.2) were indicated to be easily implemented. In contrast, the ease with 
which the handheld devices could be implemented was somewhat lower (M=3.9, 
sd=1.4). Similarly, the ease with which the robots (M=3.8, sd=0.9) could be implemented 
was lower. These results are aligned with the effectiveness scores and are likely 
attributable to the lack of familiarity with this technology and the need for additional 
training to fully benefit from their use. 
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Figure 3-10:  Ease of technology implementation within regular operations 

 
3.6 Participant feedback 
 
Participants provided their feedback on the success of the experiment, the tools utilized 
to support a cross-border response and the overall design, development, planning and 
conduct of the experiment through a variety of forums. Feedback was gathered through 
daily debriefs, the AAR and a formal Feedback Form. The following section describes 
some of the feedback provided by the participants. 
 
Overall, the participants (N=22) found that the preparation and execution of the 
experiment was a success. In terms of the organization and preparation for the 
experiment, 80% of participants felt it met or exceeded their expectation. Similarly, 90% 
of participants felt the execution of the experiment met or exceeded their expectations, 
with 35% stating it exceeded their expectations or higher. As evidenced in the sections 
above, only 70% of participants indicated that they felt their organization was well 
equipped for the experiment. 
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Figure 3-11: Experiment planning and conduct feedback 

 
Training 
 
The introduction and use of several different types of technologies and applications 
warranted significant training for the participants. The experiment design team (EDT) 
arranged several training sessions to help familiarize the participants with the technology 
being leveraged and the various functions of the applications. However, additional 
training sessions could have been used to ensure all participants were fully aware of all 
the capabilities of the technology and provide them with an opportunity to familiarize 
themselves with all the new functions prior to using it during the experiment. While the 
majority of participants (70%) felt there was sufficient training provided, 10% of 
participants found the training provided to be not at all effective.  
 

 
Figure 3-12: Training participant feedback 
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Additionally, it was determined that the hands-on training session that took place prior to 
the experiment was imperative to ensure participants had an opportunity to become 
familiarized with the scenario, experiment plan and emerging technology. It is suggested 
that in future similar experiments, this training session should become a part of the 
overall experiment schedule so organizations can ensure they have available resources 
to attend as part of their experiment conduct. 
 
Experiment design 
 
It was identified that there were many participants who were not exposed to the field 
personnel and vice versa. The field personnel were involved in specific testing of the 
PSBN in order to demonstrate the concept of Priority Users. Due to this, their response 
activities were quite restricted and minimal. In designing future experiments, it was 
suggested that any regimented testing be restricted to a small subset of the entire 
experiment. This would then allow the opportunity for players to leverage the technology 
as they would in a real-world response and communicate between the EOC and the field 
in order to increase SA, simulate a response and exchange information. 
 
It was not evident to the participating organizations how the technology introduced 
during CAUSE V could be coordinated within NIMS. It was unclear during the 
progression of the experiment how the technology and associated processes for 
information sharing and exchange would be managed during NIMS. Additionally the use 
of the PSBN to support some of this technology and applications presents its own 
challenges. In order to fully identify gaps and challenges and strengths in the information 
sharing processes, it is important that the experiment allows participants to use these 
functions as they would in real-world scenarios. In the development of future 
experiments, the relationship of these new processes and technologies should be 
considered within the context of NIMS, or the relevant incident management structure(s) 
in place in the applicable region. 
 
In CAUSE IV [8], the experiment was designed so that there were central locations 
where all organizations were located and participated from. It was identified that this type 
of structure would have benefited the organizations participating remotely in CAUSE V. 
This type of central structure would provide readily accessible support in the event of 
technology accessibility issues or failure. It would also allow for application subject 
matter experts (SME) to provide ongoing support on the applications and explain some 
of the available information and integrated tools. Finally, this design would facilitate 
experiment control and evaluation. 
 
In order to fully explore the use and benefit of the PSBN, it was suggested that an inject 
could have been introduced that affected and impeded traditional communications. This 
would have emphasized the use of the technologies through the PSBN and would have 
highlighted the need for non-traditional methods of communication. Since organizations 
are comfortable with their current modes of communication, the emerging methods of 
communications were underutilized. By introducing this inject and imposing the use of all 
communications through the PSBN, a direct comparison between the current systems 
and the experimental systems would have been possible. This is similar as to what was 
performed during the CAUSE III Western scenario [7], and would allow participants to 
more effectively evaluate the newly introduced system and how it effects emergency 
operations. Logistical barriers, including the provision of additional PSBN-enabled 
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computers and tablets, would need to be considered before the inclusion of this type of 
inject prior to any future experiments. 
 
It was identified that the experiment design relied heavily on information sharing through 
the technology to progress the scenario. The introduction of additional injects from the 
controllers would have supported the information being received through the technology 
and would have helped identify gaps in the information transfer as well as promote 
additional play amongst partners. 
 
Participating organizations 
 
Due to the wide range of participating organizations, information was not always shared 
or disseminated as expected, or as would occur in a real-world event. Information 
collected by the Canadian digital volunteers was not always shared with the primary 
Canadian EOC in a timely or consistent manner. Since these organizations would not 
always communicate in a real-world event, the processes or mechanisms to readily 
share this information or data did not currently exist. Overall, most participants (67%) 
considered that the technology implemented in CAUSE V had a positive effect on cross-
border information sharing. 
 

 
Figure 3-13: Participant feedback on effect of technology 

 
Not all of the relevant organizations who would be considered and involved in a 
response to this type of emergency actively participated in the experiment. Additional 
industry and CI partners and First Responders would have helped maximize the 
effectiveness of the experiment. With these organizations participating, traditional 
communication channels could have been replicated and adequately tested through the 
use of the technology. In addition, it was determined that the involvement of the border 
agencies was, at times, artificial based on the organizations who were participating. The 
involvement of more First Responders and their deployment into the field would have 
increased the sense of realism and ability for CBSA and CBP to play at an operational 
level. Within the participating organizations, some of the expected personnel were also 
not playing which detracted from the realism of the scenario. For most organizations, 
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their Public Information Officer (PIO) did not participate in the experiment. In these 
cases, information that would typically be shared with the PIO was not being actioned as 
expected. Additionally, in some instances, the individual representing the PIO for the 
purposes of the experiment was not the same person who would fulfill this role in a real 
emergency. This resulted in a lack of feedback to the digital volunteers and VOST 
concerning the actions taken to support emergency operations based on providing this 
data to the decision makers. 
 
In order to resolve concerns of not having adequate participation, or the required 
participating organizations not being available due to training constraints or similar, it 
was suggested that in the future, a more rigorous process be implemented for identifying 
key experiment locations and partners. A survey, or similar, can be distributed to 
possible participants prior to the location selection in order to determine potential level of 
effort, scheduling conflicts, current technology usage and available resources. Identifying 
these items prior to the selection process will ensure the required resources are 
available and willing to participate for the length of the experiment process, maximizing 
the output for all involved organizations. 
 
The experiment was a true cross-border event with numerous organizations participating 
from both sides of the border. The relationships developed and nurtured between the 
organizations during this experiment have improved informal communications and 
coordination and have exposed the need for more official communication channels.  
 
Experiment tools 
 
The use of digital volunteers in emergency operations was proven to be quite valuable 
throughout the conduct of this experiment. Some of the tools used to simulate social 
media communications in an emergency could be modified to improve the realism and to 
obtain more valuable data. Assigning geographic locations to simulated social media 
posts and advancing the search mechanisms provided could aid the digital volunteers to 
maximize their effectiveness while participating in the experiment. Additionally, timings 
on social media posts were reflecting the time zone in which they were created, not the 
one in which they were received, which cause confusion amongst the digital volunteers. 
 
Technology 
 
Following the completion of the experiment there are still reservations regarding the 
implementation of some of these technologies in real-world operations. While 
participants see an advantage in implementing these technologies to promote inter-
agency communications and support real-time feedback with field operators, they 
recognize that there are still hurdles to overcome. Privacy and security issues as a result 
of widened information sharing and the inability to maintain a capacity for training and 
experience due to infrequent use, are examples of some of these potential gaps. 
Additionally, participants see the value in the implementation of the PSBN to help 
balance network loads in the event of an emergency. 
 
Participants also see a great value in the implementation of digital volunteers to support 
social media monitoring and the production of relevant information products, including 
crowdsourced maps. 
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Next steps 
 
In the development of future experiments, it was suggested that social [media] bots be 
used and tested to assist digital volunteers and emergency managers with the large 
amount of data and information that would be received during a real emergency. 
Examples of social bots that could be explored for use in future experiments include 
MonsterSocial [17], Dominator House [18] and Somiibo [19]. These social bots could be 
tested to determine how digital volunteers could be supported to identify misinformation 
and amplify official messaging to the public. Their use in terms of sharing alerts and 
warnings with the public could also be explored. Investigating other forums of social 
media including blogs, photo sharing, video sharing and crowd sourcing would be 
beneficial to advance on the lessons learned during CAUSE V. 
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4. CONCLUSIONS 
 
4.1 Overview 
 
On 15 - 16 November, 2017, the CAUSE V experiment took place in BC, Canada and 
WA, United States. This fifth experiment in the CAUSE series, provided an opportunity 
for emergency managers to test and explore a suite of emerging technologies and 
applications to support an interoperable cross-border response to a simulated flood 
emergency which was exacerbated by a volcanic eruption and lahar flows. 
 
The experiment was designed to test applications which supported information 
exchange and cross-border communications. It was hypothesized that an increase in 
knowledge between emergency managers on each side of the border as well as First 
Responders in the field, would improve SA and improve resiliency in emergency 
operations. 
 
To test this hypothesis, considerable data was collected from active players in the 
experiment, observers and individuals designated as evaluators. While a series of 
questions was developed for the various participant types, the evaluators responded to 
statements that pertained directly to the experiment metrics. Data was also collected 
during pre-experiment interviews with various members of key participating 
organizations. The data collected aimed to capture information regarding the 
participants’ interaction with the technology as it pertained to resiliency in emergency 
operations in order to identify strengths or areas for improvement in its usage. The data 
specifically considered emergency operations in terms of the governance, 
implementation, people, technology and its usage involved in maximizing the capabilities 
of the technology. 
 
The experiment involved numerous organizations from both Canada and the US. EOCs 
and other emergency organizations, border agencies and infrastructure partners were 
involved in the planning, preparation, development, conduct and evaluation of the 
experiment. Support was also received from information technology experts, geological 
experts and network providers to effectively carry out the experiment. 
 
Upon analysis of the collected data, it was determined that there was minimal difference 
between the results of the metrics at each phase of the experiment (i.e., planning, 
response and recovery). The technologies and applications seemingly supported 
emergency operations similarly during the planning phase where notifications, 
information sharing and initial mutual aid functions were considered, the response phase 
where immediate response needs were considered and resources were deployed and 
the recovery phase where short- and long-term recovery activities were considered in 
the context of minimizing economic losses. Overall, the metrics associated to the 
recovery phase were typically the highest rated amongst the three phases. This may be 
due to the participants becoming more familiar with the technology, processes and 
methods of communication with the relevant organizations as the experiment 
progressed. This may also be due to the fact that most of the play within the recovery 
phase was performed on a discussion basis and gaps and challenges may not have 
been readily identified since the experiment was not focussed on testing the limitations 
of the technology within this context. The metrics related to the technology dimension 
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during the response phase were observed to be higher than the rest, suggesting that the 
participants found the technology to be most beneficial in executing the response 
procedures, compared to the planning and recovery aspects of an emergency. 
 
4.2 Policies and procedures 
 
The CAUSE V experiment served to identify some gaps and challenges related to 
notification procedures in the event of an emergency. While established relationships 
support informal cross-border communications, there is still some uncertainty as to how 
groups, such as the PREOC and other information partners would be officially notified 
during an emergency. The activation processes and communication channels under 
PNEMA are additionally still unfamiliar to personnel. Due to limited participation by some 
of the key organizations involved in these types of communications, these processes 
could not be tested, nor could improvements be identified. 
 
Additional formal processes including notifications to infrastructure partners, mass 
evacuations or the mass movement of resources across the border are not well 
documented nor understood by the participating organizations. Once again, although 
these gaps were identified by the experiment, there was no opportunity to specifically 
address them. 
 
During the experiment it was identified that information collected from digital volunteers 
was not being shared across the border. There was a lack of process or mechanism to 
request or obtain information from a cross-border VOST and integrate this information 
into operations. The information is currently being received indirectly through the status 
reports or information updates of the foreign EOC. The other EOC has to rely on the 
cross-border EOC to collect and incorporate information received from their digital 
volunteers into information they share. This is an inefficient method for sharing 
information. 
 
The use of digital volunteers in emergency operations is still restricted by an unclear 
authority structure. Although the experiment allowed for digital volunteers to share their 
information with emergency officials, there is still a lack of an official chain of command 
or liaison who would work with the digital volunteers in an emergency. This is especially 
true if the digital volunteers are activated but are not directly reporting to their standard 
EOC, as was the case with the Langley digital volunteers and Abbotsford EOC.  
 
4.3 Interoperability 
 
It was identified during the pre-experiment interviews that significant communications 
currently take place between the relevant cross-border organizations during an 
emergency. This was evident as early as the Initial Planning Conference when potential 
participating organizations were identified through existing communication channels. 
However, many of the communications that take place between these organizations are 
based on existing relationships and do not take place based on formal processes. The 
technology introduced during CAUSE V identified how additional organizations can be 
privy to these communications and information sharing. The technology also 
demonstrated how additional information can be shared, beyond the traditional methods, 
including tracking of resources, mapping of affected areas as identified by digital 
volunteers and participating in multi-agency conference calls, despite network 
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congestion. In addition, it was recognized that the technology would allow multiple cross-
border partners to contribute to status reports to support planning for an emergency. 
 
The use of digital volunteers to support emergency operations was shown to be a 
success throughout the experiment. Although the digital volunteers faced some 
challenges based on the design of the experiment, the simulated social media tools and 
the level of participation of some organizations, it was recognized that they were able to 
sort through and collect relevant information from the scripted social media. The results 
were then shared to relevant organizations to help inform decision makers and guide 
response efforts to affected areas. The digital volunteers were also able to identify 
misinformation and amplify official messaging. 
 
It was also recognized that the ability for multiple organizations to track resources 
involved in cross-border operations would be beneficial for real-world operations. 
Supporting efficient travel across the border and recognizing resources that are available 
and currently deployed would help emergency managers and border agencies 
collaborate on their response.  
 
Although the technology supported real-time information exchange with participants 
located in the field during the experiment, these resources were not effectively utilized. 
The experiment was scripted to support numerous regimented field tests of the PSBN 
and its ability to prioritize public safety users in the event of an emergency. As such, the 
EOCs were not fully aware of the opportunities for data collection presented by the field 
personnel. Although the technology supported it, there was a lack of requests for 
damage assessments, field surveys, infrastructure reports or picture or video data from 
the field. This information would have served to help populate the COP and increase SA 
amongst all participating organizations. 
 
4.4 Technology employment 
 
One of the concerns identified by the participants in the potential deployment of the 
introduced technology, was the infrequency in which the technology would be used. If 
the technology and applications were used solely for emergency responses, it is 
recognized that the knowledge on how to use the applications could be lost or 
minimized. Reoccurring training is an expensive method to ensure the knowledge 
remains current, or the introduction of the technology in daily operations is an alternative 
to ensure users are aware of how to use the applications in the event of an emergency. 
It was suggested that leveraging ArcGIS and its mapping applications in daily operations 
of public works would ensure members of the EOC are aware of its function in 
emergency protocols. 
 
Based on the results of the evaluation process, it was identified that the technology and 
applications were not always used appropriately or as effectively as possible, as a result 
of insufficient training on the technology. Although it was recognized that the technology 
could be employed to share information to support a coordinated response, insufficient 
training impeded information from being shared on a consistent basis and the COP was 
often used as a means of simply receiving information rather than populating information 
in return. Participants recognized that as they gained more experience using the 
applications and technology, it was easier to obtain and share information in this 
collaborative forum. 
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Modifications to some of the applications would be required prior to implementation into 
real-world operations. It was identified that the applications did not support effortless 
organization or filtering of data in order to effectively retrieve information related to the 
individual’s information requirements. This was the main concern related to the use of 
the technology throughout the experiment. The mapping applications require readily 
accessible legends, scales and the standardization of symbology to be useful for 
operations, especially in the context of a multi-agency cross-border response. Beyond 
some technical issues that were fixed throughout the experiment, participants found the 
other applications and technology to be conducive for implementation during emergency 
operations. 
 
4.5 Information management 
 
It was identified that through the use of the types of technology introduced during the 
experiment, organizations would be able to effectively share information with numerous 
organizations. Rather than relying on information being passed from one organization to 
another, organizations who currently would not readily have access to information (e.g., 
the foreign border agency) would be able to see the information being shared between 
the EOCs, with no additional effort by the EOCs. The introduction of the COP with 
trusted agents would allow the current status of the emergency to be readily available to 
all who require information and could be easily updated and information disseminated as 
new data arrives. This is a very powerful tool and it is important that information can be 
easily organized and filtered to meet the information requirements of different 
organizations or to limit information viewing of organizations with restricted privileges. It 
was discovered during the course of the experiment that this type of data manipulation is 
not well defined in the current applications. 
 
The applications introduced during CAUSE V also supported new types of information 
exchange amongst organizations. Currently, most communications rely on traditional 
methods, which can result in a lack of detail and is susceptible to errors in the 
information transfer process. The inclusion of data (e.g., mapping, images, videos) in the 
information exchange process can support a higher quality of information being passed 
and reduces errors by ensuring all organizations are accessing the exact same 
information. The experiment was successful in introducing data from the field and a 
series of drones and robots into the emergency plans and operations. 
 
Additionally, the technologies introduced during CAUSE V supported the transfer of near 
real-time information products between participating organizations. Data from the field 
(i.e., First Responders, robots) was transferred while being deployed. This ability to 
share information while deployed, without the need to return to the EOC and report back, 
was identified as being a large gap to be addressed in current operations. In addition, 
the use of the PSBN to support this near real-time data exchange will ensure this type of 
information management can continue to occur when traditional methods of 
communication (e.g., text, email) would be unavailable in the field due to network 
congestion. 
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4.6 Summary 
 
Overall, the objectives of CAUSE V were met. The experiment allowed emergency 
responders to test the various technologies and applications to support the planning, 
response and recovery of a simulated emergency. The results of the evaluation process, 
supported the conclusion that the technology and applications tested allow for 
information to be effectively exchanged amongst cross-border partners to support 
emergency operations and enhances the reach, range and quality of this information 
exchange. 
 
The EOCs were able to leverage the PSBN to develop a COP in order to enhance 
decision making and share and receive information from multiple responding agencies. 
However, it was recognized that modifications are required to the COP application to 
support the manipulation and filtering of data to meet the specific information 
requirements of each responding organization. Additionally, although there were 
occasional issues with the reach and range of the PSBN, it is anticipated that these are 
experiment based and would be resolved in the event of a real-world deployment. 
Despite these challenges, the participants identified the value in the deployment of the 
PSBN, or similar, in a real-world emergency to support continuous communications 
amongst emergency officials when traditional infrastructure is affected or the bandwidth 
is saturated with additional users. 
 
The use of robots in the field to collect images and mapping data supported the 
response of the participating organizations, and was demonstrated to be especially 
beneficial for the infrastructure partners. The ability to relay this information in near-real 
time from the field to the EOCs through the use of the PSBN was also shown to be a 
great success of the experiment. 
 
The involvement of trained digital volunteers was shown to be a success not only in the 
context of the experiment, but in real-world situations as well. Since the conclusion of the 
experiment, the digital volunteers have had two opportunities to activate, in order to 
respond during real-world events [16]. The inclusion of digital volunteers in the 
experiment allowed emergency managers to monitor the needs of the public, identify 
situations where life-saving support was required and amplify and / or release official 
messaging. It was identified that due to experiment constraints, location information was 
not readily available but could be used to support the development of the COP and 
subsequently map areas affected by the emergency. 
 
Although mutual aid between the participating organizations was considered at all 
stages of the emergency, due to experiment constraints and relevant organizations not 
being able to participate, the ability to test the EMAC Operating System for cross-border 
mutual aid was not possible. As such, the consideration of PNEMA was restricted to 
verbal discussions and the provision of mutual aid was not actively tested. 
 
Finally, the experiment allowed the testing of resources and personnel across the 
Canada-US border at two separate points of entry. The use of the technology allowed 
customs and border agents to be notified directly when cross-border movement was 
imminent and allowed for continuous communications with the First Responders to allow 
for notifications of the correct lane or changes in traffic flow. The use of the vehicle 
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tracking system also allowed multiple participating organizations to track and monitor the 
resources as they crossed the border and deployed to their final destination. 
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ANNEX A. PRE-EXPERIMENT INTERVIEW QUESTIONS 
 
1. Can you explain your organization’s current role in an emergency?  

 
2. Which local partners and cross-border organizations do you currently exchange 

information with during an emergency?   
 

3. What kinds of information (e.g., voice, video, data) do you currently exchange and 
how? 

 
4. Does this change depending on the stage of the emergency? 

 
5. From your perspective, what types of challenges / barriers exist with the current 

exchange process?  
 

6. Is there specific data that your organization would like to receive from a partner 
organization during an emergency? 
 

7. Are there other organizations (local or cross-border) that your organization would 
benefit from an exchange of information during an emergency?   

 
8. How receptive would your organization be to accommodate new technology?  
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ANNEX B. EVALUATOR METRIC COLLECTION 
 
B.1 PLANNING 
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B.2 RESPONSE 
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B.3 RECOVERY 
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ANNEX C. END OF DAY PLAYER SURVEYS 
 
C.1 DAY 1 
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C.2 DAY 2 
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ANNEX D. DAILY DEBRIEF QUESTIONS 
 
The following questions were presented at the daily debrief at the end of each 
experiment day: 
 

1. Was the emerging technology successful in supporting cross-border situational 
awareness? 
 

2. Which technology provided the most benefit for your organization’s response 
(e.g., COP application, robot data, social media monitoring, video over LTE, 
etc.)? 

 
3.  Were any new partnerships developed through the use of PNEMA in EM?  

 
4. What was the greatest challenge your organization faced in using the emerging 

technology? 
 

5. Do you think the technology has supported information sharing for the 
development of a shared common operating picture? 
 

6. Overall, do you feel the technology has enhanced your organization’s resiliency 
during a cross-border emergency? 
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ANNEX E. PARTICIPANT FEEDBACK QUESTIONNAIRE 
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ANNEX F. AFTER ACTION REVIEW 
 
The following questions were used to guide the discussions during the AAR which took 
place following the experiment. 
 

1. How did the technology most effectively serve the response operation?  
 

2. Were current processes improved as a result of the technologies involved in 
CAUSE V? 

 
3. How did the technology support the cross-border transfer of information? 

 
4. How did the technology affect the scope of mutual aid agreements and requests 

for resources? 
 

5. How did the inclusion of digital volunteers affect the common operating picture of 
the participants?  

 
6. What challenges did participants face when using the technology (interacting with 

the tools, accessibility and functionality)?  
 

7. What changes or modifications to the technology would need to be made before 
it could be widely used in response operations?  

 
8. Was there anything about the use of the technology which did not meet your 

expectations? Why?  
 

9. What are the next steps required for the implementation of this technology within 
typical emergency planning, response and recovery operations? 
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ANNEX G. PLANNING METRICS WITH RATINGS 
 

 

Item Resiliency Indicator Mean (sd) 

Governance (M = 3.4, sd = 0.7) 

Plan-G1 Critical information is shared between multiple stakeholder 
organizations (including across national borders). 

M = 3.3 
(sd = 0.9) 

Plan-G2 Critical information is gained from multiple sources and 
used to develop a COP for all stakeholders. 

M = 3.4 
(sd = 1.0) 

Plan-G3 Plans have flexibility to be able to accommodate requests 
for assistance from cross-border entities. 

M = 3.6 
(sd = 0.9) 

Plan-G4 Evidence that volunteer organizations and officials have a 
cooperative relationship (e.g., present at the same briefings, 
identified in educational material). 

M = 4.4 
(sd = 0.5) 

Plan-G5 Operators are aware of the policy and legislation involved 
for the request and provision of resources and personnel 
across the border. 

M = 3.4 
(sd = 1.3) 

Plan-G6 Clearly defined and documented 
mechanisms/processes/formats for information sharing. 

M = 2.3 
(sd = 0.7) 

Plan-G7 Evidence that the authorities understand their accountability 
and their responsibility to inform the public (e.g., 
operational, financial, psycho-social). 

M = 4.3 
(sd = 0.7) 

Plan-G8 Pre-identify resources and assistance available from 
stakeholders and partner organizations, including cross-
border partners). 

M = 3.4 
(sd = 1.1) 

Plan-G9 Decisions are made in a pre-conceived manner based on all 
information available. 

M = 2.5 
(sd = 0.5) 

Plan-G10 Stakeholders can report relevant information to emergency 
organization (e.g., risk, shut-off, down-time, etc.). 

M = 3.6 
(sd = 0.7) 

Implementation (M = 3.3, sd = 0.4) 

Plan-I1 Steps required to transmit and receive information via 
technology (from cross-border sources) are known and can 
be described by operators. 

M = 2.8 
(sd = 0.8) 

Plan-I2 Potential requirements for assistance and support are 
communicated to relevant organizations. 

M = 3.0 
(sd = 0.9) 

Plan-I3 Public commentary regarding the management of the 
current event is assessed at important milestones. 

M = 3.6 
(sd = 1.1) 

Plan-I4 Information sources are readily apparent and available. M = 3.6 
(sd = 1.3) 

Plan-I5 Information being shared and/or released reflects the 
current state of the emergency. 

M = 3.7 
(sd = 0.9) 
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Plan-I6 Information is shared with relevant stakeholders and 
partners in a usable and expected format. 

M = 3.3 
(sd = 1.0) 

Plan-I7 Technology permits multiple stakeholders to contribute 
information to status reports. 

M = 3.9 
(sd = 1.2) 

Plan-I8 Existing technology is interoperable with emerging 
technology. 

M = 3.3 
(sd = 1.0) 

Plan-I9 Communication plans include all relevant information 
exchange (data and voice) available. 

M = 3.2 
(sd = 1.2) 

Plan-I10 Issue corrective messages when misleading information or 
errors are recognized in public information. 

M = 2.8 
(sd = 1.6) 

People (M = 3.6, sd = 0.4) 

Plan-P1 Citizens, businesses and organizations expect to find 
information online from authorities. 

M = 4.3 
(sd = 1.0) 

Plan-P2 Evidence that officials are aware of action required (e.g., 
deployment of resources, alerts, rumour control, etc.) based 
on the information provided through social media. 

M = 3.6 
(sd = 1.1) 

Plan-P3 Authorities make an effort to understand the information that 
is gathered through social media (e.g., detect and analyze 
trends). 

M = 3.3 
(sd = 1.3) 

Plan-P4 Public's information needs are clearly defined and 
understood based on the monitoring of social media. 

M = 3.3 
(sd = 1.2) 

Plan-P5 The plan and responsibilities for social media function within 
the incident management system is enhanced through the 
use of digital volunteers (e.g., Virtual Operations Support 
Team). 

M = 4.1 
(sd = 1.2) 

Plan-P6 Processes for requesting information from other 
organizations are in place. 

M = 3.2 
(sd = 0.8) 

Plan-P7 Emergency operators develop a common operating picture 
(COP) for ongoing status of operation. 

M = 3.4 
(sd = 1.2) 

Plan-P8 Evaluate, revise and prioritize tactics to meet incident 
developments. 

M = 3.4 
(sd = 0.9) 

Plan-P9 Mechanisms/processes for sharing information are 
technologically possible for all stakeholders. 

M = 3.8 
(sd = 1.4) 

Plan-P10 Members of the emergency organizations are aware of the 
processes to activate mutual aid agreements (e.g., EMAC, 
PNEMA). 

M = 3.5 
(sd = 1.6) 

Technology (M = 3.6, sd = 0.3) 

Plan-T1 Communication protocols can be accommodated via 
technology. 

M = 3.3 
(sd = 0.8) 

Plan-T2 Multiple device types can be used to access information 
(e.g. social media sites). 

M = 3.9 
(sd = 1.1) 
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ANNEX H. RESPONSE METRICS WITH RATINGS 

Plan-T3 Feedback and/or follow-up on information can be provided 
through the use of the technology and its supporting 
applications. 

M = 3.3 
(sd = 1.0) 

Plan-T4 Technology supports the exchange of actionable 
information between emergency response organizations. 

M = 3.8 
(sd = 0.7) 

Plan-T5 Technology enhances the timeliness for information sharing 
and supports decision making. 

M = 3.9 
(sd = 0.9) 

Plan-T6 Technology supports the ability to quickly detect changes in 
the event. 

M = 3.6 
(sd = 1.4) 

Plan-T7 Multiple modes of information exchange can be employed. M = 3.9 
(sd = 0.9) 

Plan-T8 Technology allows officials to verify, organize and filter out 
the noise to meet their own information requirements. 

M = 3.0 
(sd = 1.3) 

Plan-T9 Responders are able to send and receive data needed to 
satisfy information requirements. 

M = 3.6 
(sd = 1.0) 

Plan-T10 Multiple tools are used to present summarized information 
updates. 

M = 3.6 
(sd = 1.2) 

Usage (M = 3.4, sd = 0.7) 

Plan-U1 Interoperable technology has a high level of 'ease of use' 
and can support planning operations. 

M = 2.9 
(sd = 1.1) 

Plan-U2 Limited training is required to teach operators how to use 
the technology. 

M = 2.8 
(sd = 1.4) 

Plan-U3 Interoperable technology is regularly used during normal 
daily operations. 

M = 2.0 
(sd = 0.9) 

Plan-U4 Receipt of information is acknowledged using the same 
technology through which the information was received. 

M = 2.7 
(sd = 1.0) 

Plan-U5 Traditional media outlets are used to push information to the 
public and are augmented with the use of digital volunteers. 

M = 4.0 
(sd = 1.3) 

Plan-U6 Amount of information sharing between emergency 
response organizations can be adjusted to accommodate 
dynamic planning efforts. 

M = 3.4 
(sd = 0.8) 

Plan-U7 Processes or procedures can be used to disseminate 
information and products between emergency response 
organizations.   

M = 3.7 
(sd = 1.4) 

Plan-U8 Interoperable technology use increases the reach and range 
of information sharing. 

M = 4.4 
(sd = 1.1) 

Plan-U9 Request for information can be issued and understood in a 
single transmission. 

M = 3.7 
(sd = 1.0) 

Plan-U10 Information products shared by digital volunteers are usable 
or actionable in the format in which they are received. 

M = 4.0 
(sd = 0.9) 
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Item Resiliency Indicator Mean (sd) 

Governance (M = 3.6, sd = 0.6) 

Resp-G1 Critical information is shared between multiple stakeholder 
organizations (including across national borders). 

M = 4.2 
(sd = 0.9) 

Resp-G2 Critical information is gained from multiple sources and 
used to develop a Common Operating Picture for all 
stakeholders. 

M = 4.0 
(sd = 0.9) 

Resp-G3 Authorities make an effort to understand the information that 
is gathered through social media by digital volunteers (e.g., 
detect and analyze trends). 

M = 3.5 
(sd = 1.1) 

Resp-G4 Processes or procedures can be used to disseminate 
information and products between emergency response 
organizations. 

M = 4.1 
(sd = 0.7) 

Resp-G5 Plan and coordinate warnings, instructions and information 
updates through collaboration with partners. 

M = 3.5 
(sd = 1.0) 

Resp-G6 Clearly defined and documented 
mechanisms/processes/formats for information sharing. 

M = 2.6 
(sd = 1.0) 

Resp-G7 Pre-identified mechanisms to request and track assistance 
from other cities, countries and levels of government are in 
place. 

M = 3.9 
(sd = 1.1) 

Resp-G8 Assessment and prioritization of response needs is 
performed and the output is shared. 

M = 4.0 
(sd = 0.7) 

Resp-G9 It is clear who has the ultimate authority over social media 
(with or without dedicated resources).  

M = 2.4 
(sd = 1.1) 

Resp-G10 Stakeholders can report relevant information to emergency 
organization (e.g., risk, shut-off, down-time, etc.). 

M = 3.6 
(sd = 1.1) 

Implementation (M = 3.4, sd = 0.3) 

Resp-I1 Information exchange reflects the time critical nature of the 
emergency. 

M = 3.7 
(sd = 0.8) 

Resp-I2 Provide geo-coded status report of communities, homes 
and facilities that are affected by the emergency. 

M = 3.2 
(sd = 1.2) 

Resp-I3 Results of situational assessments are compared and 
contrasted using interoperable tools between the 
stakeholders. 

M = 3.1 
(sd = 1.1) 

Resp-I4 Alerts, warnings and public information is provided in 
multiple formats. 

M = 3.6 
(sd = 0.7) 

Resp-I5 Information exchange reflects the time critical nature of the 
emergency. 

M = 3.8 
(sd = 0.6) 

Resp-I6 Information is shared with relevant stakeholders and 
partners in a usable and expected format. 

M = 3.5 
(sd = 0.8) 
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Resp-I7 Technology supports the tracking of citizen-related 
components of the emergency (e.g., warnings, evacuations, 
etc.). 

M = 3.5 
(sd = 1.3) 

Resp-I8 Report and document the incident by completing and 
submitting required forms, reports, documents and follow-up 
notation. 

M = 2.7 
(sd = 0.8) 

Resp-I9 Evaluate, revise and prioritize tactics to meet incident 
developments. 

M = 3.1 
(sd = 1.0) 

Resp-I10 Issue corrective messages when misleading information or 
errors are recognized in public information. 

M = 3.5 
(sd = 1.3) 

People (M = 3.4, sd = 0.3) 

Resp-P1 Citizens and volunteers are active in amplifying the “official 
message” through the use of social media. 

M = 3.6 
(sd = 1.4) 

Resp-P2 Communications are established and maintained with all 
responders/response organizations including robot 
operators. 

M = 3.4 
(sd = 1.4) 

Resp-P3 Clear methods are established to identify and mobilize 
support for gathering information throughout the emergency. 

M = 3.3 
(sd = 1.1) 

Resp-P4 Public's information needs are clearly defined and 
understood based on the monitoring of social media. 

M = 3.3 
(sd = 1.3) 

Resp-P5 Steps required to transmit and receive information via 
technology (from cross-border sources) are known and can 
be described by operators. 

M = 3.3 
(sd = 1.1) 

Resp-P6 Processes for requesting information from other 
organizations are in place. 

M = 3.3 
(sd = 0.8) 

Resp-P7 Evidence that officials are aware of action required (e.g., 
deployment of resources, alerts, rumour control, etc.) based 
on the information provided through social media. 

M = 3.5 
(sd = 1.2) 

Resp-P8 Key officials are notified in the event of an emergency using 
relevant tools and technologies. 

M = 3.9 
(sd = 1.0) 

Resp-P9 Guidelines exist for addressing public safety issues that are 
identified through monitoring of social media. 

M = 2.8 
(sd = 1.4) 

Resp-P10 Members of the emergency organizations are aware of the 
processes to activate mutual aid agreements (e.g., EMAC, 
PNEMA). 

M = 4.0 
(sd = 1.1) 

Technology (M = 4.0, sd = 0.4) 

Resp-T1 Tools allow response organizations to identify citizens in 
need of assistance during the emergency. 

M = 3.8 
(sd = 0.9) 

Resp-T2 Requests for additional resources and assets (e.g., robots) 
can be communicated with the technology. 

M = 4.0 
(sd = 0.9) 

Resp-T3 Technology supports the enhancement of situation 
awareness for responding units. 

M = 4.6 
(sd = 0.9) 
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Resp-T4 Technology supports the exchange of actionable 
information between emergency response organizations. 

M = 4.4 
(sd = 0.5) 

Resp-T5 Technology enhances the timeliness for information sharing 
and supports decision making. 

M = 3.9 
(sd = 1.2) 

Resp-T6 Technology supports the ability to quickly detect changes in 
the event. 

M = 3.8 
(sd = 1.1) 

Resp-T7 Communication systems support on-demand, real-time 
interoperable voice and data communication. 

M = 4.6 
(sd = 0.5) 

Resp-T8 Technology allows officials to verify, organize and filter out 
the noise to meet their own information requirements. 

M = 3.5 
(sd = 0.8) 

Resp-T9 Responders are able to send and receive data needed to 
satisfy information requirements. 

M = 3.9 
(sd = 1.1) 

Resp-T10 Multiple tools are used to present summarized information 
updates. 

M = 3.9 
(sd = 0.9) 

Usage (M = 3.4, sd = 0.7) 

Resp-U1 Interoperable technology has a high level of 'ease of use' 
and can support response operations. 

M = 2.2 
(sd = 0.8) 

Resp-U2 Use of geo-location technology is maximized to interpret 
retrieved data. 

M = 3.6 
(sd = 1.1) 

Resp-U3 Information exchange enhances the ability to quickly detect 
changes in the success of the response. 

M = 3.6 
(sd = 0.7) 

Resp-U4 Receipt of information is acknowledged using the same 
technology through which the information was received. 

M = 3.1 
(sd = 0.8) 

Resp-U5 Information is organized, linked, searchable and easily 
retrievable using available tools. 

M = 2.7 
(sd = 0.9) 

Resp-U6 Amount of information sharing between emergency 
response organizations can be adjusted to accommodate 
dynamic response efforts. 

M = 4.0 
(sd = 0.0) 

Resp-U7 Emergency operators develop a Common Operating Picture 
for ongoing status of operation. 

M = 4.0 
(sd = 1.1) 

Resp-U8 Technology permits multiple stakeholders to contribute 
information to status reports. 

M = 4.4 
(sd = 0.7) 

Resp-U9 Request for information can be issued and understood in a 
single transmission. 

M = 3.2 
(sd = 1.0) 

Resp-U10 Information products shared by digital volunteers are usable 
and actionable in the format in which they are received. 

M = 3.7 
(sd = 1.1) 
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ANNEX I. RECOVERY METRICS WITH RATINGS 
 

 

Item Resiliency Indicator Mean (sd) 

Governance (M = 3.8, sd = 0.4) 

Recov-G1 Critical information is shared between multiple stakeholder 
organizations, including across national borders. 

M = 3.8 
(sd = 0.8) 

Recov-G2 Critical information is gained from multiple sources and 
used to develop a Common Operating Picture for all 
stakeholders. 

M = 3.8 
(sd = 1.3) 

Recov-G3 Authorities make an effort to understand the information that 
is gathered through social media (e.g., detect and analyze 
trends). 

M = 4.3 
(sd = 0.5) 

Recov-G4 Detect and analyze trends in social media data to identify 
and prioritize areas of recovery. 

M = 3.8 
(sd = 0.8) 

Recov-G5 Operators are aware of the policy and legislation involved 
for the request and provision of resources and personnel 
across the border. 

M = 3.8 
(sd = 1.3) 

Recov-G6 Officials and operators are aware of policy and legislation 
involved in the use of social media for recovery operations 
(e.g., privacy). 

M = 3.0 
(sd = 0.0) 

Recov-G7 The ability to coordinate relief efforts offered by volunteers 
and humanitarian organizations. 

M = 4.3 
(sd = 0.6) 

Recov-G8 Volunteer opportunities to support community safety efforts 
and recovery efforts are developed. 

M = 3.5 
(sd = 0.7) 

Recov-G9 Methods are established for mobilizing support to gather 
information relevant to recovery operations. 

M = 4.3 
(sd = 0.5) 

Recov-
G10 

Social media data is verified by approved sources and 
documented to ensure accurateness of information. 

M = 3.3 
(sd = 1.0) 

Implementation (M = 3.7, sd = 0.4) 

Recov-I1 Resources are requested based on the prioritization of 
needs visualized through available tools, including the 
Common Operating Picture. 

M = 3.7 
(sd = 0.6) 

Recov-I2 Potential requirements for assistance and support are 
communicated to relevant organizations. 

M = 4.0 
(sd = 1.0) 

Recov-I3 Plans consider critical infrastructure (e.g., roads/highways, 
bridges, hydro, etc.). 

M = 4.3 
(sd = 0.5) 

Recov-I4 Plans are in place to support long-term relief efforts. M = 4.2 
(sd = 0.4) 

Recov-I5 Indicators that the information provided by the public is 
being monitored are identified and assessed. 

M = 3.8 
(sd = 0.5) 
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Recov-I6 Information is shared with relevant stakeholders and 
partners in a usable and expected format. 

M = 3.4 
(sd = 0.9) 

Recov-I7 Results of situational assessments are integrated, 
visualized and analyzed using tools that can share 
information between stakeholders. 

M = 3.5 
(sd = 0.6) 

Recov-I8 Clearly defined and documented 
mechanisms/processes/formats for information sharing. 

M = 2.8 
(sd = 1.1) 

Recov-I9 Provide evolving geo-enabled reports of affected 
communities, homes and facilities throughout the course of 
the recovery efforts. 

M = 4.0 
(sd = 0.0) 

Recov-I10 Prioritize recovery efforts based on all available information 
(e.g., status reports, social media and mutual aid requests). 

M = 3.7 
(sd = 1.5) 

People (M = 3.5, sd = 0.6) 

Recov-P1 Public commentary regarding the management of the 
current event is assessed at important milestones. 

M = 3.0 
(sd = 1.2) 

Recov-P2 Community-based needs identified by information-gathering 
entities are communicated to relevant authorities. 

M = 3.5 
(sd = 1.3) 

Recov-P3 Public's information needs are clearly defined and 
understood based on the monitoring of social media. 

M = 3.6 
(sd = 0.5) 

Recov-P4 Issue corrective messages when misleading information or 
errors are recognized in public information. 

M = 3.0 
(sd = 1.0) 

Recov-P5 Potential requirements for assistance and support are 
communicated to relevant organizations (e.g., 
humanitarian). 

M = 3.6 
(sd = 0.5) 

Recov-P6 Processes for requesting resources from other 
organizations are in place. 

M = 2.7 
(sd = 0.6) 

Recov-P7 Processes or procedures can be used to disseminate 
information and products between emergency response 
organizations. 

M = 4.3 
(sd = 0.5) 

Recov-P8 Evidence of enhanced coordination of response (e.g., 
assignment of resources, established services, activation of 
mutual aid, staging of equipment). 

M = 4.0 
(sd = 0.0) 

Recov-P9 Public information on recovery operations are effectively 
communicated in a timely manner. 

M = 3.0 
(sd = 1.0) 

Recov-
P10 

Members of the emergency organizations are aware of the 
processes to activate mutual aid agreements (e.g., EMAC, 
PNEMA). 

M = 4.3 
(sd = 1.0) 

Technology (M = 3.8, sd = 0.4) 

Recov-T1 Existing technology is interoperable with emerging 
technology. 

M = 3.8 
(sd = 1.3) 

Recov-T2 Technology can accommodate changes in the recovery 
methods. 

M = 4.0 
(sd = 1.0) 
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Recov-T3 Feedback and/or follow-up on information can be provided 
through the use of the technology and its supporting 
applications. 

M = 4.3 
(sd = 0.5) 

Recov-T4 Technology supports the exchange of actionable 
information between emergency response organizations. 

M = 4.5 
(sd = 0.6) 

Recov-T5 Technology supports efficient and effective data capture 
and storage to enhance retrievability and searchability. 

M = 3.3 
(sd = 1.2) 

Recov-T6 Technology investment can be linked to reduced economic 
impacts in the affected regions. 

M = 3.3 
(sd = 2.1) 

Recov-T7 Public information is integrated with more traditional data 
sources to support decision making. 

M = 3.4 
(sd = 0.9) 

Recov-T8 Technology allows officials to verify, organize and filter out 
the noise to meet their own information requirements. 

M = 3.6 
(sd = 0.9) 

Recov-T9 Tools allow public and organizations to identify citizens in 
need of assistance during recovery operations. 

M = 3.8 
(sd = 0.4) 

Recov-
T10 

Multiple tools are used to present summarized information 
updates. 

M = 3.8 
(sd = 1.1) 

Usage (M = 3.5, sd = 0.8) 

Recov-U1 Interoperable technology has a high level of 'ease of use' 
and can support recovery operations. 

M = 2.3 
(sd = 0.5) 

Recov-U2 Information bottlenecks can be identified and easily 
resolved by operators. 

M = 2.3 
(sd = 0.6) 

Recov-U3 Information is organized, linked, searchable and easily 
retrievable using tools. 

M = 2.3 
(sd = 0.5) 

Recov-U4 Evidence that the greatest economic impacts are known 
and being addressed. 

M = 3.8 
(sd = 0.5) 

Recov-U5 Traditional media outlets are used to push information to the 
public and are augmented with the use of digital volunteers. 

M = 4.0 
(sd = 0.0) 

Recov-U6 Amount of information sharing between emergency 
response organizations can be adjusted to accommodate 
dynamic recovery efforts. 

M = 3.7 
(sd = 0.6) 

Recov-U7 Emergency operators develop a Common Operating Picture 
for ongoing status of the relief efforts. 

M = 4.0 
(sd = 0.8) 

Recov-U8 Interoperable technology use increases the reach and range 
of information sharing. 

M = 4.3 
(sd = 0.5) 

Recov-U9 Technology permits multiple stakeholders to contribute 
information to status reports. 

M = 4.3 
(sd = 0.5) 

Recov-
U10 

Products received through the technology are usable in the 
format in which they are received. 

M = 4.0 
(sd = 0.8) 
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ANNEX J. CAUSE SERIES METRICS 
 

 

Item Resiliency Indicator Rating 

Governance 

CAUSE-G1 Frameworks exist that are used to support decision 
making (e.g., Lookouts, Awareness, Communications, 
Escape Routes and Safety Zones (LACES)). 

3 

CAUSE-G2 Partner organizations are notified that assistance may 
be required or provided if needed. 

4 

CAUSE-G3 Source of additional resources and support from 
stakeholders is known in advance. 

3R 

CAUSE-G4 Authorities make an effort to understand the information 
that is gathered through social media. 

4 

CAUSE-G5 Evidence that officials are aware of information 
provided through social media. 

4 

CAUSE-G6 Stakeholders can assess whether actions and plans are 
likely to lead to reduced loss of life, business and 
property compared to previous disasters. 

4 

CAUSE-G7 Evidence of cross-border cooperation (e.g., sharing of 
resources, trade resuming under modified 
circumstances) for planning, response and recovery 
operations. 

2 

CAUSE-G8 Evidence that the authorities understand their 
accountability and their responsibility to inform the 
public (e.g., operational, financial, psycho-social). 

3 

CAUSE-G9 Volunteer organizations have a visible role during 
response and recovery that is clearly supported by the 
officials. 

5 

CAUSE-G10 Evidence that volunteer organizations and officials have 
a cooperative relationship (e.g., present at the same 
briefings, identified in educational material). 

5 

Standard Operating Procedures (SOPs) 

CAUSE-SOP1 Citizens, businesses and organizations expect to find 
information online from authorities. 

5 

CAUSE-SOP2 Debriefs are performed once normal operations are 
resumed. 

Not 
observed 

(N/O) 
CAUSE-SOP3 Evidence of enhanced coordination of response (e.g., 

assignment of resources, established services, 
activation of mutual aid, staging of equipment). 

N/O 
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CAUSE-SOP4 Plans identify and refer to lessons learned from 
previous disasters. 

5 

CAUSE-SOP5 Plans have flexibility to be able to accommodate 
requests for assistance from officials. 

N/ON/O 

CAUSE-SOP6 Responders are empowered to make time critical 
decisions based on their training and experience. 

4 

CAUSE-SOP7 Public commentary regarding the management of the 
current and previous emergency events is assessed at 
important milestones. 

2 

CAUSE-SOP8 Volunteer organizations clearly support the authorities 
and provide complementary assistance (e.g., amplify 
the official information). 

4 

CAUSE-SOP9 Potential requirements for assistance and support are 
communicated to relevant organizations. 

2 

Technology  

CAUSE-T1 Multiple modes of information exchange can be 
employed. 

5 

CAUSE-T2 Participants are able to interact with the interoperable 
technology and can use it to support emergency 
response and recovery operations. 

2 

CAUSE-T3 Technology allows officials to verify, organize and filter 
out the noise (i.e., extraneous data) to meet their own 
information requirements. 

2 

CAUSE-T4 Multiple device types are used to access information 
(e.g. social media sites). 

5 

CAUSE-T5 Multiple tools are used to present summarized 
information updates. 

3 

CAUSE-T6 Technology can accommodate required planning, 
response and recovery changes. 

N/O 

CAUSE-T7 Technology investment can be linked to reduced 
economic impacts in the affected regions. 

N/O 

CAUSE-T8 Interoperability allows citizens to remain connected in 
various ways during a response and recovery 
operation. 

5 

CAUSE-T9 Developments in interoperability are linked to lessons 
learned from previous disaster. 

4 

Training & Exercises 

CAUSE-TEx1 Training on technology best practices is available to 
operators. 

2 

CAUSE-TEx2 Interoperable technology is used during regular 
exercises. 

44 
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CAUSE-TEx3 Lessons are documented following completion of 
response and recovery operations. 

N/O 

CAUSE-TEx4 Knowledge is shared within the operational community. 4 

CAUSE-TEx5 Proactive control of hazards to stop them from 
becoming disasters. 

3 

CAUSE-TEx6 Experience through practical training allows responders 
to recognize when information gathering requirements 
change. 

3 

CAUSE-TEx7 Experience through practical training allows responders 
to recognize when alerts, warnings and notifications 
must be updated and shared with the public. 

2 

CAUSE-TEx8 Experience through practical training develops the 
understanding of which communication method will be 
most critical in the unique circumstances of the event 
and recovery. 

N/O 

CAUSE-TEx9 Evidence that the greatest economic impacts are 
known and are being addressed through training and 
exercises. 

4 

Usage  

CAUSE-U1 Interoperable technology is regularly used during 
normal daily operations. 

2 

CAUSE-U2 Interoperable technology use increases the reach and 
range of information sharing. 

3 

CAUSE-U3 Information containing actionable details (e.g., 
requests, damage, safety issues and crime) is 
submitted through social media sites. 

3 

CAUSE-U4 Sharing of information within responder community 
(e.g., schedules and refreshment/rest locations) is 
achieved through interoperable technology use. 

N/O 

CAUSE-U5 Traditional media outlets are used to push information 
to the public and are augmented with interoperable 
technology. 

N/O 

CAUSE-U6 Citizens' perceptions of the effectiveness of local 
government are monitored through response and/or 
recovery operations. 

3 

CAUSE-U7 Evidence exists that citizens trust authorities to provide 
timely information and response during and after an 
event. 

N/O 
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