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Abstract—This paper presents the design for a prototype
tactical dynamic spectrum access (DSA) mobile ad hoc network,
where the network is organized into clusters operating on a
single frequency. The frequency may be changed autonomously
by the network in response to jamming or interference, after
some frequency switching delay. The network node design is
implementable on a software defined radio (SDR), such as the
Nutaq PicoSDR. The contribution of this work is the prototype
design and mapping of the design to the hardware and software
architecture of the SDR, with a focus on the estimated delay in
switching to a new frequency channel. The frequency switching
delay is the result of systematic delays arising from the SDR
platform, compounded by delays in the protocols enabling DSA,
the gathering of sensing data from network nodes, and the
dissemination of the frequency change command throughout the
network.

I. INTRODUCTION

In military wireless networks, spectrum is a scarce com-

modity, and there is a need to automate the management of

spectrum to facilitate re-use. Dynamic spectrum access (DSA)

technology addresses this problem.

Prototyping of a DSA radio network gives insight into the

challenges of achieving DSA functionality, in a way that is

grounded in the implications of using real hardware [1]. Radio

network prototypes may be realized with commercial software

defined radios (SDRs) such as the Nutaq PicoSDR [2] or

the National Instruments univeral software radio peripheral

(USRP) [3]. Over the years, prototype DSA and cognitive

radio (CR) networks based on SDR platforms have been built

and provided for use by the research community [4][5]. How-

ever, these implementations lack characteristics of interest for

DSA in a military context. For example, in a tactical network,

frequency allocation decisions are likely to be geared towards

maximizing co-existence with allied nations (co-primary users)

and avoiding extensive pre-mission spectrum planning [6],

rather than towards avoiding primary users of the spectrum as

in civilian DSA. The requirement for a civilian DSA network

to avoid primary users impacts its design significantly. In a

civilian DSA network, interference with a primary user may

be avoided by evacuating the channel when the energy level in

the channel reaches a threshold; for tactical DSA networks in

a contested environment, interference may be tolerated until

it threatens to impair the network’s ability to support mission

communication requirements.

In addition to easing the burden of pre-mission spectrum

planning, tactical DSA networks may be able to recover

from a jamming attack by switching frequency channels,

subject to some frequency switching delay. The frequency

switching delay will depend on the hardware and software

implementation, as well as on the particular sensing, DSA and

control protocols.

The goal of this paper is to present the design of an

SDR-based DSA-capable network testbed, and to provide a

discussion and estimate of the delay in switching frequencies

for an implementation of this design. Two factors compound

each other to limit the frequency switching delay of the

SDR-based network: latency arising from the SDR platform

architecture, and latency in the MAC protocol.

Latency in the SDR platform arises from its architecture; the

traditional SDR platform architecture, as exemplified by the

USRP and PicoSDR, consists of a host processor connected

by a bus interface to radio hardware. SDR frameworks (e.g.

GNURadio [7]) allow signal processing to be performed by

host processor and to be shared with the radio hardware. It has

long been recognized that the SDR architecture and frame-

works introduce delays due to bus transfers, host processing,

and radio re-configuration [4]. Latest-generation hardware and

faster buses, i.e. PCIe, have alleviated some of the platform

latency. Researchers have also developed "split-MAC" ap-

proaches for dealing with the problem [8]. In these approaches,

MAC functionality is split into modules, and those modules

containing time-critical functionality are placed closer to the

radio hardware in a field-programmable gate array (FPGA),

where fine timing control is possible. A split-MAC approach is

taken in the proposed design. However, the frequency change

decision, the "cognitive" aspect of the radio, is not deployed to

the hardware; it resides in the host domain where it can more

easily be re-programmed, and accommodate flexible inputs

such as changing policies and spectrum allocations.

The latency in the MAC protocol also limits the channel

switching speed. The MAC protocol dictates the sensing

schedule for all nodes in the network, as well as the means by

which nodes communicate their sensing data to other nodes,

be it for distributed sensing or for centralized sensing. Once

a spectrum allocation decision has been made, it must also

be communicated to neighbours successfully before the new

channel can be acquired.
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Similar network designs to the one that is presented here

have been proposed in the literature [9][10], but their im-

plications for SDR platform implementation have not been

evaluated. In [9], simulations of a cluster-based cognitive

radio mobile ad hoc network (MANET) under frequency-

hopping jamming indicate that frequent sensing and reporting,

similar to the hop rate of the jammer, supports the network

in changing frequencies to maintain network command and

control functionality in the presence of jamming. Despite the

frequency switching delay being an important characteristic

in SDR-based DSA network implementation work, reported

frequency switching delays can be very long [11], or delays

are reported with minimal discussion [12][13].

II. NETWORK DESCRIPTION

Multi-hop mobile ad hoc networks (MANETs) are a good

choice for tactical networks because they are self-organizing

and self-healing. Proposed DSA MANET designs tend to fall

into one of two broad categories depending on how they

approach the network scalability problem. On one hand, a

MANET could be built using opportunistic link-based DSA

in which each link in the MANET is realized on a different

frequency channel (even for links emanating from the same

node). An example of such a MANET is the Wireless Network

after Next [14]. These networks achieve high frequency reuse,

but require many RF tuners per radio. On the other hand, a

MANET could also be built with clusters of nodes. Within

a cluster, nodes communicate on a single frequency channel,

and a clusterhead (CH) node provides control [11]. In order

to communicate between clusters, gateway nodes relay traffic

across to a neighbouring cluster, which operates on a different

frequency (see Figure 1). Cluster-based networks may be

implemented with single- or dual-transceiver radios.

Tactical MANETs need to support several real-time commu-

nication channels. In order for real-time communication to be

set up quickly, routes need to be pre-established and constantly

maintained. Single-frequency clusters allow for spatial re-use

of the spectrum as well as simplified multi-hop routing within

a cluster, and simplify the network control. Another reason that

clusters work well is that in the military command structure,

small groups (sections) of soldiers work together and are in

constant communication, whereas inter-cluster communication

is less frequent.

The proposed prototype tactical network is a cluster-based

ad hoc network. Communication from clusterhead (CH) to

regular node (RN) and back is on a time division duplex (TDD)

basis, within a time division multiple access (TDMA) frame.

TDMA is typically favoured as a multiple access strategy for

tactical MANETs, as it offers fixed latency which benefits

voice connections. In the SDR testbed, synchronization relies

on GPS as a timing reference, which simplifies the design.

A TDMA frame consists of a CH beacon, and one data slot

for each node (including the CH). The data slot is used for

traffic including data and a sensing report. See Figure 2 for a

frame for a network with one CH and 8 RNs. The beacon

includes a cluster ID, a frequency change notification (if

Fig. 1: Cluster-based mobile ad hoc network with gateways.

Fig. 2: TDMA frame serving a cluster of 9 nodes.

required), time slot allocations for all nodes for the following

frame, and inter-cluster control data.

In support of the spectrum awareness and DSA require-

ments, each regular node (RN) collects spectrum sensing

measurements and reports them back to their CH node along

with their current location. The CH is responsible for making

the spectrum allocation decisions based upon the following

foundational algorithms, described in detail in [15]:

• Spectrum sensing algorithm - a rule set for which chan-

nels to sense and when,

• Sensor reporting criteria - rules for what data to report

and when, e.g., energy in band, link quality, and

• Spectrum access algorithm - a rule set for channel selec-

tion based on the sensing outcome.

Dual-transceiver radios are proposed for all nodes in the SDR

network testbed, where the second transceiver is a dedicated

spectrum sensor. The spectrum sensor scans other available

frequency channels for spectrum opportunities according to

the sensing schedule defined by the CH in the beacon; a scan

is also triggered in the event that communication with the CH

is lost so that the node may rendezvous with its cluster.

For spectrum de-confliction between clusters, a control

channel is established between neighboring CHs using the

beacon. The control channel allows sharing of spectrum us-

age messages and communication of spectrum opportunities.

Through coordination with adjacent clusters, some access pri-

oritization might be achieved, which is operationally important

in a multi-national scenario.

III. SOFTWARE ARCHITECTURE

Each node in the proposed testbed consists of a host

processor (the software platform), and a Nutaq PicoSDR (the
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hardware platform). Figure 3 depicts the proposed software

architecture. The node functionality is mapped to the host

processor and SDR such that, with the exception of time slot

synchronization functionality, the MAC software runs on the

host processor. With the MAC on the host, there is less re-

programming effort when modifying components of the MAC

such as the algorithms governing spectrum sensing (which

channels to sense, and when) and spectrum access.

From an application point of view, it is desirable to use

native Linux communications applications such as the com-

mand line application ‘ping’, or ‘iPerf’ to communicate over

the SDR testbed network. These communications applications

pass data through the Linux networking stack residing in the

kernel. Thus, a Linux kernel module, or driver, must be created

for the embedded Linux device, implementing the MAC layer

functionality of the radio node.

Implementing the MAC software as a kernel module ap-

proach somewhat complicates the proposed design. Typically,

SDR software applications are built upon the drivers supplied

by the SDR vendor, and send data to and from the SDR via

user-space application programming interfaces (APIs), such as

Nutaq’s real-time data exchange (RTDEx) API for Host-FPGA

communications. The API residing in the user-space, while the

MAC driver resides in the kernel, implies that a mechanism is

required to pipe data quickly back and forth across the border

between the user-space memory and the kernel memory - a

cross-border pipeline.

To test the feasibility of a cross-border pipeline, one was

implemented based on Netlink sockets, which are used for

inter-process communications between the kernel and the user-

space. It was determined that the pipeline would add a small

delay to a node’s data path. To test the data rate, frames of

1472 B, the maximum size for the Ethernet bus, were sent

through the pipeline and the speed was increased until packet

drops occurred. The pipeline was determined to carry roughly

100 MBps in either direction, and a small latency (5-10 μs)

was measured.

Between the pipeline and the PicoSDR, an external API

transports data over a Gigabit Ethernet (GigE) link; a PCIe

interface is also available. In the design, this data is formatted

according to a custom packet format defined for host-FPGA

communications. Data is designated in the packet header as

being transmit (TX), receive (RX) or control (CTRL) data.

Control packets are not for network communications - they are

used by the host for configuration of the hardware platform,

specifically the physical layer time/frequency behaviour in the

coming frame.

The RTDEx API function call to send data over the GigE

link requires approximately 1-2 ms, which dominates the data

transfer delay. The transmission of one time slot of data, to or

from a Linux Host using frames of 1472 B is accomplished

in 13 μs (throughput of the RTDEx bus over GigE is 114.0

MBps). This delay could be further reduced to a few μs using

a PCIe bus interface.

A global synchronization strategy is specified for the net-

work. Each host runs a network timing protocol (NTP) server,

Fig. 3: SDR testbed node software architecture.

each using an attached GPS receiver as a stratum-1 timing

reference, allowing the host to synchronize its system time to

coordinated universal time (UTC) to within several microsec-

onds. Then, the host pre-configures the physical layer on the

SDR, which is also synchronized with the GPS receiver, for

transmission and reception of the next frame, while the current

frame elapses.

IV. HARDWARE ARCHITECTURE

Commercial SDRs such as the Nutaq PicoSDR consist

primarily of an FPGA carrier board with one or more FPGA

mezzanine cards (FMCs) bearing analog-to-digital and digital-

to-analog converters and the radio-frequency (RF) interfaces.

In the proposed implementation, the physical layer function-

ality of a node, including transmission, reception and sensing,

is implemented entirely in the FPGA, as the FPGA is better

suited than the host to realize time-critical physical layer

functionality. See Figure 4 for the SDR testbed node hardware

architecture, which includes a Perseus 601X carrier card with

Xilinx Virtex-6 FPGA, and two radio cards: the Radio420X

FMCs.

Based upon the MAC schedule, the host configures the

physical layer for the next frame, including sending any

transmit data to the FGPA. Transmit data is then buffered in the

FPGA, until it is sent over the RF interface in the appropriate

slot.

To configure the physical layer, the host sets up several

custom registers in the FPGA. Configuration is done via an RT-

DEx function call which sends a message to a small footprint

PetaLinux operating system running in the FPGA, known as

the Microblaze; the Microblaze populates the custom registers.

The custom registers are set up with the time slots within

a frame, and frequencies in which the node performs radio

operations: data transmission, data reception and spectrum

sensing. The configuration is done one frame in advance of a

coming TDMA frame due to the node re-configuration time;

node re-configuration requires 1-2 ms for the RTDEx function

call.

Based upon the custom register configuration, the FPGA is

responsible for time slot control logic, which synchronizes the

radio operations to time slot boundaries based on fine timing
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Fig. 4: SDR testbed node hardware architecture.

signals derived from each node’s GPS reference clock. As each

time slot elapses in the current frame, the physical layer re-

tunes the radios according to the configuration from the host.

Re-tuning can be accomplished within the guard time at

the beginning of a slot; the time required to change the

operating frequencies of the radio-frequency integrated circuits

(RFICs) on the Radio420X daughterboards is experimentally

determined to be approximately 60 μs. The delay includes

the time to re-program a set of internal registers in the Lime

Microsystems LMS6002D radio frequency integrated circuit

(RFIC) on the Radio402X, as well as time for the local

oscillators to re-settle. It is assumed that there are a fixed

number of frequencies which are previously known, such that

the register write operations may be prepared in advance, with

the register addresses and values in read-only memory.

V. PHYSICAL AND MAC LAYER IMPLEMENTATION

The physical layer in the proposed implementation is based

upon the OFDM reference design that is included with the

Nutaq PicoSDR, with some additions including interleaving

and fine carrier frequency offset estimation. The radio operates

in the unlicensed band at 2.4 GHz, using an OFDM waveform

with a bandwidth of 12.8 MHz. For robustness, rate 1/2-

coded BPSK is used as the subcarrier modulation. See Table I

for more physical layer characteristics. Spectrum sensing is

performed at the physical layer, occurring at prescribed time

slots and frequencies according to the frame configuration

dictated by the CH. The testbed spectrum sensing will initially

be energy detection over the band being measured, over the

period of a time slot.

Simple round-robin TDMA scheduling is proposed for

the testbed. Each node is serviced at least once per frame.

Reliability mechanisms such as acknowledgements and re-

transmissions are planned for the future.

The TDMA time slot length is selected to be 2 ms, which

provides enough time to transmit 255 OFDM symbols, and

includes a guard time of 406.25 μs. This is a long guard time,

which allows for timing errors between nodes as well as time

TABLE I: Physical layer parameters.

Modulation 1/2 BPSK

Used subcarriers 52

Pilot subcarriers 4

Data subcarriers 48

Virtual subcarriers 12 (DC and near edges)

IFFT/FFT sampling rate 12.8 MHz

Subcarrier spacing 0.2 MHz (12.8 MHz/64)

OFDM symbol length 5 μs (1/0.200 MHz)

Cyclic prefix 1.25 μs

Total OFDM symbol length 6.25 μs

to re-tune a transceiver at each slot. Within a time slot, 255

OFDM symbols are transmitted at 24 data bits per OFDM

symbol, or 6120 bits in a 1.6 ms period. In this design, with

9 nodes the typical per-node data rate is 306 kbps, given that

one slot is guaranteed to be available for transmission in a 10-

slot frame. This rate supports light data traffic and command

and control, which is suitable for DSA experimentation.

VI. CLUSTER FREQUENCY SWITCHING DELAY

ESTIMATION

In this section, an approximate cluster frequency switching

delay will be estimated. In the discussion of the delay estimate,

it is demonstrated that there is a dependence between the

delays inherent in the SDR and host platforms, and the delays

in communication over the network.

The time to switch (Tswitch) can be defined as the time

elapsed from the start of the interference or jamming in the

channel of operation, to the time when the cluster as a whole

begins communicating on a new frequency channel, starting

with a beacon from the CH. The components of this time

(some of which are labelled in Figure 5) are:

• Tsense - the time from the start of the interference event

to the time the CH has received sensing reports from its

regular nodes;

• Ttransfer - the time to transfer a report or beacon between

the CH host and the SDR, or vice versa, including the

bus, API call and pipeline delays;

• Tprocess - the processing time required for the CH host

to make a frequency change decision;

• Tdisseminate - the time required for the CH to transmit

the beacon to all RNs; and

• Tconfig - the time required for each RN to configure its

radio and execute the frequency change.

The values of these delay components are dependent on

factors such as the number of nodes in the network, the node

implementation platform, and the specific MAC protocol. For

example, the beacon dissemination time (which carries the

frequency change command) could be quite long in practice as

it is influenced by the effects of the wireless channel; MAC-

level re-transmissions require time, which is not considered

here.

Following the start of the jamming or interference which

affects network throughput but does not completely suppress
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Fig. 5: Hardware and software delays in frequency switching. The scheduling delay illustrates the delay before the beacons

are sent and received according to the regular TDMA schedule.

communications, RNs detect it and report back to their CH

in the next sensing data reporting period. The sensing data

reporting period may not require each node to report every

slot (Figure 2). Rather, the reporting period may be every η
data slots allocated, to reduce reporting overhead. While the

spectrum allocation decision may be based on any number of

sensing results from the RNs, it is assumed here for simplicity

that a decision is made after at least one report has been

collected from each of the nodes, and that the cumulative

sensing evidence from the RNs indicates a frequency channel

change should be made. If there are N nodes in the network

and data slots are allocated in a round-robin fashion, the

number of data slots required to receive a report from every

node is Nη. If there are M available data slots per frame, the

time for the CH to receive all sensing reports is given by:

Tsense =

⌈
Nη

M

⌉
× Tframe. (1)

where Tframe is the duration of a frame, and the upper bound

indicates the number of frames.

At the CH node, the last report must be transferred to the

host, from the radio. As discussed in the previous section,

the data transfer delay Ttransfer = 2 ms, primarily for the

RTDEx function call. Once the CH host has received the last

of the required reports at the SDR, it must interpret the sensing

reports and make a decision. In this design, the DSA algorithm

is procedural, based upon the sensing data from the regular

nodes in the cluster, and given the pre-existing spectrum access

policy. A representative algorithm is estimated to require tens

of μs, based upon a benchmark test (Ubuntu 14.04, Intel Core

i7, 3.0 GHz), in which a representative kernel module function

call was timed 300 times, with the greatest value being 49 μs.

The frequency decision is captured in the beacon data,

which is transferred to the physical layer in the SDR, where

it awaits its next scheduled beacon slot. Any nodes within

range of the CH will receive the frequency change notifi-

cation by the end of the beacon slot. Greater delay will be

observed if the beacon data is missed by one or more nodes,

or if multiple hops are required; the reliable dissemination

of frequency change notification is a key problem in DSA

MANETs. Following reception of the beacon data at the RN

host (Ttransfer is required), the host configures the SDR to

switch to the prescribed frequency on the next frame, while

the current frame elapses. For the purposes of this analysis

it is estimated that Tdisseminate + Ttransfer + Tconfig ≤ 1

frame. This represents the simplest scenario, as it assumes

that every node may be reached within one TDMA frame.

If communication from the CH to one or more nodes is lost

due to jamming or as a result of the frequency change, those

nodes must follow a ‘late-entry’ procedure on the new channel

once it is established. In the event the CH itself is unable to

communicate prior to the frequency switch, all nodes must

scan all candidate channels and rendezvous on the new channel

chosen by the CH, incurring further delay.

Then, for a cluster of 9 nodes with the software and

hardware architecture described in this paper, where one frame

is 10 time slots of 2 ms each, the frequency switching

delay Tswitch is estimated to be roughly 3 frames, or 60

ms (summarized in Table II). This estimate is a best-case

scenario, and illustrates that as a networked cluster of radios,

it is difficult to quickly change frequency in response to short-

term jamming or interference.

VII. CONCLUSION

The design of a cluster-based DSA network was proposed,

and the high-level design was mapped to an architecture and

implementation based on the Nutaq PicoSDR. The delay in

switching frequencies was estimated; in the proposed design, a

small cluster of nodes could not evade jamming of less than 60

ms duration. With significant attention given to hardware and

Milcom 2017 Track 4 - System Perspectives

742



TABLE II: Components of estimated frequency switching

delay, for N=9 nodes, reporting period η=1 (every allocated

slot), M=10 time slots/frame.

Tsense ≤1 frame

Ttransfer + Tprocess ≤1 frame

Tdisseminate + Ttransfer + Tconfig ≤1 frame

Tswitch ≤3 frames

software partitioning of the DSA functionality, the systematic

delay components arising from the SDR implementation might

be reduced. Ideally DSA functionality should be designed into

the software and hardware architecture from the outset, not

applied as an add-on technology.

The actual frequency switching delay could be much greater

when one or more nodes are out of range when the frequency

change notification is transmitted. For cluster based networks,

regardless of the implementation platform, the gathering of

timely sensing data and the reliable dissemination of the

frequency change command pose challenges for DSA imple-

mentation.
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