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Abstract 
This paper reviews technology advances from different perspectives that could provide safe and cost 
effective achievable internetworking of intelligent things ecosystems with significant advantages to 
early adopters. Based on recent science and technology outlook, it appears that we might be at the 
cusp of practical specialized artificial intelligence in small devices. Similarly the transceiving 
capabilities of fifth generation cellular phones open access to advanced communication systems 
with capabilities not available before at low cost and with low energy demand. Future intelligent 
things will be more aware where they are and will be able to sense their environments either local 
radio spectrum time history, temperature, humidity and capture surrounding sounds. In addition 
smaller devices with high memory density and computing capabilities with low power demand make 
achievable advance security and encryption possible as well as local analytics which will provide 
more useful and actionable information to be shared. Moving some data analytics closer to all-
domain sensors increases the ecosystem energy efficiency, reduces the burden on end users and 
central data centers. As much as possible, this paper will estimate the potential gain in terms of 
military mission success rate from the hypothetical adoption of such technologies that minimize 
operational cost and information management burden with extremely large numbers of data sources. 
Keywords: Internet of things (IoT), industrial internet of things (IIoT), internet of intelligent things 
(IoIT), internet of battlespace things (IoBT), internet of military things (IoMT), internet protocol 
version 6 (IPv6), contested urban environment (CUE), fifth generation of cellular technologies (5G), 
jamming, low probability of intercept (LPI), low probability of detection (LPD), artificial intelligence 
(AI), analytics, track data, emerging technology, efficiency, C4ISR. 

1. Introduction

The first objective of this paper is to provide sufficient evidences for a reader to consider that the 
future of real-time information systems such as for command, control, communications, computers, 
intelligence, surveillance, and reconnaissance (C4ISR) systems will heavily rely on a large number 
of generic and specialized intelligent things internetworked providing enhanced agility [1] in 
complex scenarios. This is much beyond what is available today on the smart phones and related 
services such as linking a visit to a place either a national park or a restaurant and collect geotagged 
users’ comments and photos in order to inform future users. Such capabilities were predicted by the 
author fifteen years ago [2]. The second objective is to highlight selected technologies and scientific 
advances that contribute to the roadmap of future C4ISR ecosystems based on internet of intelligent 
things (IoIT). It is envisaged that such ecosystems would be more manageable, secure and resistant 
to cyber-attacks, thus capable of supporting deployed forces in operational hostile theaters [3]. The 
third objective is to estimate the potential gain of early adoption of IoIT C4ISR ecosystems on 
specific decision making outcomes based on previous studies. 
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2. Background

The explosion of internet of things (IoT) today is the result of a long progression starting in 1969 
with the Advanced Research Projects Agency Network (ARPANET) which was an early packet 
switching network and the first network to implement the Transmission Control Protocol/Internet 
Protocol (TCP/IP) suite. Both technologies became the technical foundation of the Internet. The 
current concept of IoT expands the word internet to all TCP/IP and non-TCP/IP networks. A first 
non-computer thing connected to Internet, thus considered as the first IoT, was a toaster for 
demonstration purpose at a conference in October 19891. Under this concept a thing becomes 
‘smart’ when it is identified by a unique IP address and connected to a network. So most smart 
objects today are not heavily evolved, e.g., smart appliances and TV. Most of them don’t have 
sufficient software, memory and hardware to offer secure communications with encryption. Now 
one finds that by 2020 there will be billions of devices or things with various degrees of smartness 
deployed and connected to an internet, e.g., smart vehicles, buildings and cities. Most of the IoTs 
are wirelessly connected together or via various networks. Some will have advance security and 
‘geoencryption’ or ‘location-based encryption’ as discussed in [4]. 

2.1 IoT terminology 

IoT IEEE Committee definition: “Internet of Things envisions a self-configuring, adaptive, complex 
network that interconnects ‘things’ to the Internet through the use of standard communication 
protocols. The interconnected things have physical or virtual representation in the digital world, 
sensing/actuation capability, a programmability feature and are uniquely identifiable. The 
representation contains information including the thing’s identity, status, location or any other 
business, social or privately relevant information. The things offer services, with or without human 
intervention, through the exploitation of unique identification, data capture and communication, and 
actuation capability. The service is exploited through the use of intelligent interfaces and is made 
available anywhere, anytime, and for anything taking security into consideration” [5].  

The same committee [5] expressed the following observations from some of its findings: “…it 
would appear that IoT will be characterized as a set of interworking networks of things that can be 
made smart if they can be identified, named and addressed (smart objects). ‘Things’ can be physical 
objects or their descriptions or data related to them or even relationships between objects. For a 
majority of definitions a thing will be a node of a network. IoT systems show scaling capabilities, 
from small systems based on a few sensors up to large and complex systems. Under this perspective 
the differentiation between nodes is emerging: sensor, actuator, gateway, virtual object. All of them 
assume ubiquitous connectivity, while each entity performs different functions. Another emerging 
aspect is the possibility of using functions offered at things’ interfaces.”  

In public security and military scenarios the ubiquitous connectivity cannot be always achievable. 
This is a significant issue that needs to be addressed for such applications. A better scenario is one 
where we deploy in a city with a crippled Internet connectivity and degraded cellular phone service 
access (can be in a contested urban environment, CUE [6, 7]). 

1 https://www.postscapes.com/internet-of-things-history/ (Access date: 18 April 2017). You had to insert the bread. 
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The evolution of IoT technologies and applications drove specific specialisation and generalisation. 
For example internet of everything (IoE)2 is considered a superset of IoT and machine-to-machine 
(M2M) communication without human interventions is considered a subset of IoT. 

Several authors reported on internet of military things (IoMT) [8-11] and internet of battle things 
(IoBT) [12-20]. Other authors documented tools and prototypes to explore novel ways for human-
computer interaction (HCI) with IoT [21]. Some IoT technologies offer better cyber, hacking and 
security protections due to economic and secrecy of their business, industrial internet of things 
(IIoT) [22-27]. In fact [3] extended IIoT technologies to public safety and defence including 
biometrics [28]. 

Another IoT terminology, the internet of intelligent things (IoIT) [29-31], considers more capable 
and autonomous things, adding artificial intelligence (AI) and some capabilities of acting without 
human interventions, although this was more or less included in the spiral of IoT evolution or 
specialization of the IoT IEEE definition. Adding AI to intelligent communication networks 
contributes to their adoption in fields like healthcare, military or prediction of seismic activity in 
volcanoes [31]. IoIT have more computing capabilities for encryption, self-healing and cyber 
protection. Distributed intelligence adds benefits such as no single point of failure, provides local 
users with more real-time information and reduces load and traffic to centralized computing. The 
centralized system helps providing global contexts to local computing which contribute to the 
coherence of local awareness pictures to a common operating picture (COP) without reducing 
significantly the timeliness3 of the local picture. 

2.1.1 Specialized artificial intelligence 

Several success stories about AI capabilities have been reported over the last decade including 
studies on the implications of specialized AI [32-36]. For example, once deeply trained at 
recognising indicators of a type of cancer from a representative imaging data set, a specialized AI 
demonstrated its abilities to assess large number of such cancers from other imaging data sets that 
included some imaging data without this type of cancer with no false detections. Then the AI system 
was able to find cases of the same type of cancer that were not detected by specialists/experts. 
However it appears that deep learning neural networks and other AI approaches were using large 
computing capabilities.  

Currently this is changing [37]. According to an IEEE Spectrum post (14 Feb 2017) by Katherine 
Bourzac, engineers are developing specialized hardware for energy-efficient AI. These will be 
timely addition to the world of IoITs. “Thanks to an artificial intelligence technique called deep 
learning, computers can now beat humans at the Go game, identify melanomas as accurately as 
dermatologists do, and help autonomous vehicles navigate the world. Now, circuit designers are 
working on hardware they hope will lead to the democratization of deep learning, bringing the 
powerful method to the chips inside smart phones, wearables, and other consumer electronics. To 
that end, last week at the IEEE International Solid-State Circuits Conference (ISSCC) in San 
Francisco, academic and industry engineers showed how they have built on work presented at last 
year’s conference to produce specialized, energy efficient deep-learning processors. This dedicated 

2 https://www.iottechexpo.com/2016/01/m2m/ioe-vs-iot-vs-m2m-whats-the-difference-and-does-it-matter/ (Access date: 20 
April 2017). 
3 “It is imperative that data managers understand the time value of data being displayed, take action to ensure timeliness of 
track information…” http://www.jcs.mil/Portals/36/Documents/Library/Instructions/3115_01.pdf?ver=2016-02-05-175019-
390 (Access date: 17 August 2017). 
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hardware will give electronic devices a new level of smarts because, unlike traditional software, it 
relies on high-level abstraction like the human brain. What’s more, it won’t drain the gadgets’ 
batteries. “We’re beginning to see that there is a need to develop more specialized hardware to get 
both performance and energy efficiency,” says Mahesh Mehendale, TI Fellow at Texas Instruments 
in Bangalore. He co-chaired the conference session with Takashi Hashimoto, chief engineer in the 
technology development laboratory at Panasonic.” 

“Compared to other algorithms, neural networks require frequent fetching of data; shortening the 
distance this data has to travel saves energy. Guiseppi Desoli, a researcher at STM’s Cornaredo, Italy, 
outpost, presented a neural network processor that can perform 2.9 trillion operations per second 
(teraflops) per watt.” Not sufficient yet since this means only an hour on a smart phone battery: “only a 
few teraflops per watt”. 

2.2 Timeline adapted from IoT history4 

From initial technologies using electromagnetic signals (1832: An electromagnetic telegraph was 
created by Baron Schilling in Russia, and in 1833 Carl Friedrich Gauss and Wilhelm Weber 
invented their own code to communicate over a distance of 1200 m within Göttingen, Germany.) to 
the first thing (not a computer) connected to a network (1990 by John Romkey), visionaries have 
predicted the evolution of today IoT (1964: In Understanding Media Marshall McLuhan stated: 
“....by means of electric media, we set up a dynamic by which all previous technologies, including 
cities, will be translated into information systems”). 

The first digital communications were for defence systems (In the late 1950s, early networks of 
computers included the military radar system Semi-Automatic Ground Environment (SAGE)5.): In 
September 1950, a “microwave early-warning radar system at Hanscom Field was connected to 
Whirlwind using a custom interface developed by Forrester's team. An aircraft was flown past the 
site, and the system digitized the radar information and successfully sent it to Whirlwind6.” 

The birth of Internet7 is linked to the ARPANET born in 1969. The conceptual ARPANET evolved 
the Transmission Control Protocol (TCP) and the Internet Protocol (IP), TCP/IP, with unique 
identification of its components as IP label (aka, address). Then in 1984 the Domain Name System 
(DNS) was created due to the small number of IPs available under IP version 4 (IPv4). During that 
period the key components of the Defence Research Establishment Network, DRENET8 Canada 
REF ARPANET connected via University of Rochester were completed under the scientific 
authority of Paul Labbé while seconded to the Communications Research Center (CRC) Ottawa. In 
2011, IPv69 was publicly launched - The new protocol allows for 2128 (approximately 340 
undecillion) addresses or as Steven Leibson puts it, “we could assign an IPv6 address to every atom 
on the surface of the earth, and still have enough addresses left to do another 100+ earths.” It 
evolved from the IPv4 with the intent to correct its various weaknesses such as poor quality of 
service (QoS) management and security, so IPv6 was born with improved capabilities such as QoS 
information sharing and management, multicasting, authentication, security, privacy and encryption 
in mind. It provides more means to combat cyberattacks and network exploitation. It contributes to 

4 https://www.postscapes.com/internet-of-things-history/ (Access date: 18 April 2017). 
5 https://en.wikipedia.org/wiki/Computer_network (Access date: 18 April 2017). 
6 https://en.wikipedia.org/wiki/Semi-Automatic_Ground_Environment (Access date: 18 April 2017). 
7 https://www.postscapes.com/internet-of-things-history/ (Access date: 18 April 2017). 
8 https://tools.ietf.org/html/rfc1020 (Access date: 18 April 2017). 
9 The author participated to an early meeting on IPv6. 
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detect, monitor, protect, analyze and defend against network infiltrations preventing service/network 
denial, degradation and disruptions [38-40]. 

Table 1: IPv6 adoption, Access date: 18 Apr 2017 (First 22 Countries sorted by IPv6 use ratio) 10. 

All of this information is critical to show that public safety and defence IoT augmented information 
systems could benefit of the inherent potential from pervasive IoT capabilities while preventing 
denial from such advantages due to malevolent actions to inject false information or denial of 
services. A good example for IoT protocols is 6LoWPAN11, “a somewhat contorted acronym that 
combines the latest version of the Internet Protocol (IPv6) and Low-power Wireless Personal Area 
Networks (LoWPAN). 6LoWPAN, therefore, allows for the smallest devices with limited 
processing ability to transmit information wirelessly using a secure Internet protocol.” 

The very fixes that have kept IPv4 going have introduced a proliferation of problems that are now 
having a big impact on the functionality or the operation of the Internet. We are moving to IPv612: 
“IPv4 has required an increasingly complex set of fixes and bodges to keep it functioning. These 
problems are not theoretical. They are having a real impact on businesses today. They impact many 

10 https://labs.apnic.net/dists/v6dcc.html (Access date: 18 April 2017). 
11 https://www.link-labs.com/blog/6lowpan-vs-zigbee (Access date: 18 April 2017). 
12 http://www.digit.fyi/ipv6/ (Access date: 18 April 2017). 

Index ISO-3166
Code  Internet Users V6 Use 

ratio V6 Users (Est) Population Country

1 BE 10109309 55.32 5592492 11422949 Belgium 
2 DE 70971603 42.05 29844102 80649549 Germany 
3 CH 7353067 34.66 2548818 8432417 Switzerland 
4 US 288324176 33.53 96674350 325790030 United States of America 
5 GR 7063611 33.37 2357278 10900635 Greece 
6 LU 553892 31.73 175765 581820 Luxembourg 
7 PT 6915955 26.74 1849045 10276308 Portugal 
8 GB 60555720 24.84 15040627 65394947 United Kingdom of Great Britain and 

Northern Ireland 
9 IN 465606607 24.72 115074864 1337950022 India 
10 JP 114900869 21.67 24902102 126126092 Japan 
11 FR 56039156 18.70 10478733 64860135 France 
12 CA 32326774 18.33 5924606 36527429 Canada 
13 EC 7135628 18.32 1307589 16555983 Ecuador 
14 PE 13141549 18.32 2407295 32052560 Peru 
15 IE 3838543 18.14 696496 4738942 Ireland 
16 EE 1194349 17.11 204335 1306728 Estonia 
17 MY 21296431 15.52 3305986 31044361 Malaysia 
18 NO 5207437 14.78 769895 5313712 Norway 
19 FI 5121012 14.52 743597 5536230 Finland 
20 AU 20887921 14.30 2987394 24545149 Australia 
21 TT 945247 13.81 130549 1367942 Trinidad and Tobago 
22 BR 139942445 13.74 19231305 210756695 Brazil 
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areas of Internet operations including growth, performance, manageability, security, flexibility and 
reliability.” IPv4 cannot efficiently and securely manage billions of IoTs but IPv6 can. 

The transition is not easy. Table 1 shows 22 countries ranked in term of their use ratio of IPv6. 
Currently organizations have to run in parallel the IPv4 and IPv6 stacks. “The Internet Protocol 
Version 6 (IPv6) transition is well underway, and as the Internet in toto undertakes this massive sea 
change, it opens a wide scope for potential attack vectors for covert information-stealing, according 
to NATO Cooperative Cyber Defence Centre of Excellence (CCDCoE) research.”13 

2.3 Scenario example excerpted from a DoD policy publication [41] 

2.3.1 Case Study: Battlefield Situational Awareness  

IoT Uses and Potential Benefits  

“The very small size and low cost of sensing and communications devices makes them ideal for 
deploying in low power networks in forward situations to provide warfighters with enhanced 
situational awareness, giving them real power to see around corners and across hostile terrain. 
Connected into communications capabilities built into their uniforms and armor, these capabilities 
greatly augment their ability to execute their missions and effectively engage and dominate the 
enemy in difficult environments. With the addition of improved internetworking capabilities, real 
time situational information can be relayed to command and support facilities remote from the 
battlefield, allowing advice and additional big picture information to be sent back to the warfighters, 
again increasing their effectiveness.”  

Threats and Vulnerabilities 

“Imagine that the enemy takes advantage of vulnerabilities in the devices or networking, hacking 
into or compromising these devices and the information they supply. This may allow the enemy to 
provide false information to the warfighter and the supporting remote organizations; making 
decisions and actions, and actions they take either unreliably or dangerously. At the same time, they 
can also see the information that should have gone to the warfighter, giving them the advantage of 
the situational awareness and further allowing them to take advantage of the confusion they have 
created through the injection of false information into the warfighter decision making process.” 

Author’s comment - Suggested countermeasures: At time of design and manufacturing, 
select components or chip sets that are certified with the required hardening and redundancy 
in order to make hacking unsuccessful or detectable. The same for the networks and IoITs 
with resilient protocols, operating systems and application software for analytics and other 
functions. 

Recommendation 

“Prioritize addressing the highest risk vulnerabilities already installed in mission systems, such as 
ensuring that the information is encrypted where needed. Implement policies and processes (and 
communicate these changes broadly) to ensure supply chain risk management of a broader array of 
potential devices that could be deployed with our troops.” 

13 https://www.infosecurity-magazine.com/news/nato-ipv6-transition-opens-up/ (Access date: 18 April 2017). 
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Author’s comment - Tactical data links suffered from the lack of full implementation of 
protocol and system suites across allied nation users. 

3. Wireless technologies

Wireless technologies debut started much before the Internet. It was initially used from about 1890 
for the first radio transmitting and receiving technology, as in wireless telegraphy, until the new 
word radio replaced it around 1920. Current advanced wireless technologies are exemplified by the 
new generations of smart phones which include a variety of sensors such as microelectromechanical 
systems (MEMS) inertial measurement unit (IMU) that can complement satellite based navigation 
when denied, e.g., Global Navigation Satellite System (GLONASS) and Global Positioning Satellite 
(GPS). These smart phones also include substantial memory storage and computing power in 
addition to manage a variety of network protocols, frequency bands and waveforms. Up to a certain 
point they can emulate what was developed for military communications two decades ago (around 
1997). Under the hood of the radios of some advanced IoT hardware platforms one finds 
technologies developed for defence such as software define radios (SDRs) which evolved under the 
US Department of Defense (DoD) Joint Tactical Radio System (JTRS) program14. Silicon industry, 
e.g., National Instruments (NI)15 (Figure 1), looks beyond today best SDR solutions which evolved
from field programmable gate-array (FPGA), radio frequency integrated circuit (RFIC) and digital 
signal processing (DSP) devices in support of military communications (MILCOM), electronic 
warfare, signals intelligence (SIGINT) and Fourth Generation (4G) smart phones. Future 
technologies integrating analog with digital circuits will support IoT and Fifth Generation (5G) 
smart phones, and other systems yet to be defined. 

This is interesting since SDR like technologies allow monitoring/sensing, in almost real time, the 
radio frequency (RF) spectrum in order to better use what is currently available at specific locations. 
This is related to the Innovation, Science and Economic Development Canada (ISED)16 Grand 
Challenge programs to maximize the benefits that Canadians derive from the use of RF spectrum. 
These include Communications Research Centre (CRC) Grand Challenge programs such as the 
Spectrum Environment Awareness (SEA) and the Making Better Use of Spectrum (MBUS). It’s all 
about RF spectrum management for ISED. Here specialized IoIT could contribute in generating at 
low cost a geographical map of frequency availability at a given time and location. Also in military 
operations such capabilities could enhance our forces visualisation of opposing forces and civilian 
RF activities as function of time and geolocation. Such dynamic picture of RF activities could 
contribute to deduce or anticipate opposing force course of actions and intents. 

14 JTRS was a family of software-defined radios that were to work with many existing military and civilian radios. It 
included integrated encryption and Wideband Networking Software to create mobile ad hoc networks (MANETs). 
15 http://www.ni.com/white-paper/53706/en/ (Access date: 11 April 2017). 
16 Formerly Industry Canada (IC). 
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Figure 1: Successive generations of SDRs have come to dominate the radio industry and will continue 
to evolve17 

3.1 Wireless security 

In order to tackle the broad subject of security or cybersecurity [2, 3, 8, 10, 18, 42-62] for wireless 
communications we have to consider the three dimensions of wireless communication security, i.e., 
information security (INFOSEC) as that defending against unauthorized access to or modification of 
information; communications security (COMSEC) as that keeping important communications 
secure; and transmission security (TRANSEC) making it difficult for someone to intercept or 
interfere with radio communications without prior knowledge of accurate waveforms, modulation 
schemes, and coding [49]. The basic strategy against a radio communication is to detect, intercept, 
exploit, and jam the communication signals. To counter these, one tries to achieve a low probability 
of detection (LPD), low probability of interception (LPI), low probability of exploitation (LPE) and 
better anti-jamming. One of the challenges is if someone increases the transmitter power to combat 
jamming then the LPD will suffer. So other approaches have to be sought, e.g., using more coding 
gain and spread the signal18 in order to both combat jamming and obtain a lower LPD [63]. With a 
lower LPD comes usually lower LPI and LPE. 

Moreover, in a defence and security scenario the offending organizations trying to jam transmission, 
expects allied organizations to identify the position of the jammer and eventually request to stop the 
malevolent jamming or be destroyed. So a good jamming strategy is to use a jamming signal with 
just enough power and for a specific short elapse of time in order to decrease the probability to be 
localised. 

17 http://www.ni.com/white-paper/53706/en/ (Access date: 11 April 2017). NI copyright permission duly signed on 24 April 
2017 for Paul labbé to use this illustration.  
18 “interference suppression for direct sequence spread-spectrum code-division multiple-access (CDMA) systems using the 
minimum mean squared error (MMSE) performance criterion.” 
http://www.ece.utah.edu/~ece6961/project/madhow_MMSE_94.pdf (Access date: 25 April 2017).  
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Figure 2: Key capabilities of a jammer and how they relate (Illustration from [50])19. 

Typical jammer capabilities from Figure 2 allow devising an even better jammer strategy by 
deducing the type of protocol and error correction capabilities of the communication to disturb, this 
is protocol jamming. Reading reference [50], we find that the authors’ intent of the jamming 
taxonomy paper is “to help researchers place newly discovered jamming or anti-jamming strategies 
within a larger context of known strategies in a way that is consistent with modern electronic 
warfare.” The authors refer to the Common Attack Pattern Enumeration and Classification 
(CAPEC)20 which “is a catalog and taxonomy of cyber-attack patterns, created to assist in the 
building of secure software. Each attack pattern provides a challenge that the attacker must 
overcome, common methods used to overcome that challenge, and recommended methods for 
mitigating the attack.” For example, performance improvements in terms of energy efficiency, data 
streaming speed and accuracy require using system and network self-awareness at various layer 
levels of the IoT stack [64-70] in order to counter interference or jamming, These networks may 
share QoS information about the receiving spectrum as seen by the wideband front end of their SDR 
from each participant location. 

A communications jammer, Figure 3, can have one or more of the following major capabilities: time 
correlated, protocol-aware, ability to learn and signal spoofing. 

When a jammer has no knowledge of the protocol to be defeated, it may use digital radio frequency 
memory (DRFM) jamming (a.k.a. repeater jamming or follower jamming) in the simplest form of 
correlated jamming. Also it can estimate the automatic gain control (AGC) time constant of the 
receiver to be jammed. 

19 With the permission from the authors; Labbé-Lichtman, 3 April 2017. 
20 https://capec.mitre.org (Access date: 22 April 2017). 
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Figure 3: Specific jamming techniques discussed in literature, mapped according to key jammer 
capabilities (Illustration from [50])21. 

More information about radio communication jamming and network security could be found in [50, 
57]. In addition we have to consider the significant research and findings on self-healing networks 
and sensor networks [15, 56, 57, 61, 71-78] which offer an adaptive approach to counter jamming, 
adverse propagation, interferences and noise. 

Next we have to consider the INFOSEC and COMSET aspects assuming that attacks are within the 
internetworking. In such cases encryption, randomization and utilisation of blockchain should be 
sufficient to protect the information. Also this creates a big challenge in managing crypto keys over 
a large number of IoITs via wireless links [54, 79, 80]. Other studies show techniques to increase 
the physical layer security (PHYLAWS) [27, 81-83]. 

IoIT, being a more capable IoT, offers a variety of means to support cybersecurity. For example, 
adopting IPv6 (or equivalent for non TCP/IP network) is a first step as explained in [84]. In addition 
IoIT can run continuously a personal security agent (PSA). From the point of view of recent 
ransomware attacks the IoIT application layer should be carefully designed and implemented with 
appropriate password updating. In addition a bill22 was introduced to address several of the issues 
with IoT cybersecurity, ‘Internet of Things Cybersecurity Improvement Act of 2017’: To provide 
minimal cybersecurity operational standards for Internet-connected devices purchased by Federal 
agencies, and for other purposes. It is expected to cover issues such as distributed denial of services 
(DDoS) attacks, secure password management, eavesdropping, encryption, device tampering, 
spoofing, data integrity, security, authentication, etc. IoT cybersecurity was covered by seral authors 
[3, 45, 54] and organisations identified in Section 4.1. 

21 With the permission from the authors; Labbé-Lichtman, 3 April 2017. 
22 https://www.scribd.com/document/355269230/Internet-of-Things-Cybersecurity-Improvement-Act-of-2017 (Access date: 
17 August 2017). 
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4. Experimental observations

Observations from an intelligence, surveillance, and reconnaissance (ISR) exercise in 2004: During 
Atlantic Littoral ISR Exercise (ALIX)23 it was noted that the high volume of data transfer required 
for transmitting the video from uninhabited aerial vehicles (UAVs) or remote-controlled aircraft, 
that the surveillance imagery exceeded the satellite channel capacity in northern latitudes causing 
substantial delays to the otherwise real-time data and loss of critical data. It appears that more data 
processing by the sensor or the UAV would have reduced the required high data rate transfer to a 
central node and increased the timeliness of critical data or actionable information to concerned end 
users.  

For ALIX the surveillance video was sent to a central data processing center and analysed by 
various experts. Then data were selectively sent to appropriate offices of principal interest, e.g., 
information about the littoral to Environment Canada. 

More detailed analyses of unclassified data about coalition preparedness exercises were published 
by the author and will be used to provide an order of magnitude of potential improvements that 
could be achieved when improving timeliness of critical information for over-the-horizon targeting. 
The documentations about these exercises could be accessed on the Web24 [85]. 

4.1 Relation between analytics and track data 

There is a variety of analytics that have been developed and tested so far but some that have been 
used more specifically in digital military information systems are related to track data. In order to 
understand the following discussion on military track data, here is an excerpt from a reference 
document on the subject of tactical data links (TADILs) [86]. Impact of the positional accuracy, 
dead reckoning and timeliness of track data on mission success rate have been reported based on the 
analyses of various military exercises [87-89]. 

“Track Identification: Track identification is reported on TADIL J as an environment, identification, 
platform, platform activity, specific type, or nationality… Surveillance: Messages that support the 
surveillance function fall into three general areas: track and track amplifying information, track 
management information, and positional references, which include points, strobes, and fixes. 
Tactical data systems (TDSs) that support surveillance normally use active sensors, such as radar or 
IFF25, or receive position information and status directly from TADIL C or TADIL J participants. 
These TDSs generate near real-time track reports that are exchanged with JTIDS26 on the 
surveillance NPG”27. In addition to radar tracks, other types of sensors, for example, signal 
intelligence, infrared, and electro-optical, can also generate real-time track reports to be shared on 
the surveillance NPG.28 

23 http://mdacorporation.com/docs/default-source/brochures/isg/surveillance-and-intelligence/c4isr/airborne-surveillance-
and-intelligence-systems/historyuavs.pdf?sfvrsn=4 (Access date: 13 June 2017). 
24 http://dodccrp.org/events/5th_ICCRTS/papers/Track6/064.pdf (Access date: 13 June 2017). 
25 Identification, friend or foe (IFF). 
26 Joint tactical information distribution system (JTIDS) unit (JU) assignments – JU address, participant type and sequence 
number, transmission mode, track numbers, terminal output, user type, initial entry identification, secondary JU address, 
track number block. 
27 Network Participation Groups (NPGs). 
28 www.adtdl.army.mil in Tadil J (Access date: 24 April 2017). 
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So a track could be related to statistical time series when trying to follow the movement of entities 
in a battlefield. From some previous experiments, when analytics (man operated or autonomous) are 
far remote from the sensors, the resulting data suffer from some time lateness, sometimes with 
delays that make track data almost useless. When the analytics and pre-processing are done close to 
the sensors and the result instantly forwarded to tactical operators (or autonomous actuators) we 
observed more timely and useful data for real time decisions and actions. The improvement of the 
success rate of interception in reference studies [85] were in excess of 50% when the average delay 
was reduced by about 40%. But these percentages don’t translate well from one scenario to another 
one but this trend is certainly valid for large varieties of scenarios. For CUE when tracked opposing 
entities are lurking behind the next corner obviously there is a need for data updates with small 
delays like one second and precision location like a meter. In a building or a tunnel this becomes 
even more challenging if the area was not surveyed a priori. 

In the reviewed material on IoT systems, the trend is to move data processing of raw sensor data to 
the IoT (the sensor) when possible in order to improve the (timeliness and positional accuracy for 
moving target) value of actionable information at the tactical level. Trade-offs need to be made 
when sensors are powered by batteries, i.e., one needs to estimate the amount of energy required to 
transmit a lot of raw data at high rate versus the energy required for processing the raw data and 
sending a clean track data point or series thereof. This also points to the fact that if we want secure 
communications in addition, we need IoT with more computing capabilities and buffer memory 
space, and consequently more energy capacity for a given period without re-supplying. This could 
be curbed when the IoT could scavenge energy from the environment such as from solar panels, 
some fuel and energy efficient network protocols [10, 12, 44, 55, 90]. Many other alternatives exist 
but often for very low power budget29 as described in IEEE Spectrum [91] (Wireless Sensors That 
Live Forever: Energy harvesters and radioisotopes fuel tiny transmitters). Such harvesters do not 
produce enough power for most of our applications.  

In [92] the authors used an information value loop comprising elements about value drivers, stages 
and technologies to develop an understanding of the value to operations, risk and advantages, and 
overall cost of integrating IoT sensing and actuating in support to military decision making and 
operations. They found a cost reduction for the infrastructure. Using cost reduction from IIoT they 
observed that battlespace awareness improvement could be achieved with low security risk from the 
increased number of things (although this assumes an increase in the surface that could be the object 
of cyberattacks). “Defense and intelligence leaders have followed suit: The CIA30 and Defense 
Information Security Agency (DISA) have leaned on civilian expertise, working with commercial 
companies to bring the cloud and software to secure government networks.31 Thus, the 
infrastructure for dealing with the data volume of tactical IoT applications is, potentially, already in 
place.” 

29 Piezoelectric or microelectromechanical systems (MEMS) cantilever convert mechanical motions into electricity a power 
budget of between about 0.1 microwatt and 1 milliwatt. The device was able to create sufficient output energy to achieve a 
5-mW RF pulse every three minutes. Most important, because the half-life of Ni‑63 is just over 100 years, the device could 
function autonomously, according to Lal and Tin, for about that long. 
30 Central Intelligence Agency (CIA). 
31 Frank Konkel, “The CIA is bringing Amazon’s marketplace to the intelligence community,” Defense One, February 10, 
2015, www.defenseone.com/technology/2015/02/cia-bringing-amazons-marketplace-intelligence-community/105054/, 
(Access date: 27 March 2015). 
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If some of the analytics are closer or integrated in IoIT sensors, it will make it easier to combine 
such data with existing military tactical data systems, like Link 1632 (or NILE33, aka Link-22), that 
exchange track data with various elements in a battlefield. That could be different from the view of 
cyberwarfare where the friendly and opposing forces try to use the public Internet to their respective 
advantages as illustrated in Figure 4. 

Figure 4: Example from [16] where combatants (red and blue nodes) perform cyberattacks partly 
through the civilian Internet of Things (gray nodes), to which they will be inevitably connected34. 

IoBT may involve some overwhelming cognitive load if the systems are not well designed. In fact 
“human warfighters under extreme cognitive and physical stress will be strongly challenged by the 
IoBT’s complexity and the information it will produce. The IoBT will have to assist humans in 
making useful sense of this massive, complex, and perplexing ocean of information”. That means 
that a well-adapted IoBT system should provide concise actionable information by using analytics 
and other processing to exploit the raw data from the multitude of sources and sensors available to 
produce information suitable to first responders or combatants. This is a good opportunity to use the 
AI capabilities of IoITs. 

IoBT is expected to include improved more intelligent versions of current systems including 
unattended ground systems, all environments unmanned vehicles or drones and fire-and-forget 
missiles as pointed out in [93]. Soldiers will often collaborate with robots or autonomous systems 
especially for high-risk tasks such as explosives detection and neutralisation. Directed energy and 
electromagnetic weapon attacks could compromise digital and communication systems. 
Anticipating such attacks and training for alleviating as much as possible the impact on mission 
success will be necessary. 

Even during cyberattacks one can access a surveillance street camera on the civilian Internet of 
Things and use an application to detect if it has been tempered or if the video feed is real or 
substituted, also an illumination flare could be used to check if the background light changes. 

32 Link 16 is a military tactical data exchange network used by NATO. Its specification is part of the family of Tactical 
Data Links. With Link 16, military aircraft as well as ships and ground forces may exchange their tactical picture in near-
real time. 
33 NATO Improved Link Eleven (NILE) Program. 
34 Authorisation to use this illustration was provided by the author (Kott-Labbé, 13 April 2017). 
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4.2 An example of application: real-time cooperative blue-force tracking 

Here is a description excerpted from “Cooperative blue-force tracking (BFT) and shared situation 
awareness (SA) in complex terrains” [89] where smart entities could be labelled as IoITs.  

Improved shared awareness depends on a variety of factors spread over different domains, from 
cognitive psychology to information technology. Research on the latter, the focus of [89], has 
resulted in improvements in networks, networked sensors, geolocation, data fusion, information 
management and information sharing. The novel aspect is that it explores the potential synergy 
gained by integrating such improvements in such a way that the probability of failures of any 
component does not unduly reduce the overall performance. This synergy results from integrating 
the following: advanced mobile ad hoc networks (MANETs), wireless self-healing autonomous 
sensing networks (SASNet), radio location measurements, Global Positioning System (GPS), 
inertial navigation system (INS) based on higher-precision low-cost miniature inertial measurement 
units (IMUs), geographic information system (GIS), and capable handheld devices for command 
and control (C2) and information management (IM) with interfaces to users such as touch-screen 
displays usable in cold, hot, dusty, wet, low-light and full-sun environments. 

Such integration in handheld devices can be applied to domestic, commercial and military 
applications. It allows for the provision of unprecedented levels of self- and shared-situation 
awareness (SA) and decision making capabilities for disperse civilian and military operations, 
providing continuous shared blue-force tracking (BFT) of assets and people in all conditions, 
including indoor, as well as more persistent sensed data about non-participating elements or 
opposing forces in an operational theatre. The novel solutions for cooperatively generating and 
sharing localization information use an integrated sensor-based GPS-INS-GIS-Radio system. 

One important justification for the proposed integration is based on the fact that at the Earth’s 
surface, GPS signals are very weak, making them susceptible to jamming and attenuation. 
Conversely, the small distances between nodes make MANET cooperative radio networking, 
network localization and tracking relatively resistant to jamming. Advanced MANET radio signals 
allow for much improved measurements of time of arrival (TOA), time difference of arrival 
(TDOA), and sometimes angle of arrival (AOA), for locating a source of signal position in two or 
three dimensions. More information and simulation results are available in [89]. 

5. Anticipated potential improvement by having smart processing at the sensor itself

Previous studies of various architectures of information processing and exchange in support of large 
coalition preparedness exercises focussing on the outcomes of engagements based on the quality of 
the information provided to decision makers (or simulated ones) allowed to propose a general model 
(Figure 5) linking engagement success rate to timeliness and intrinsic positional accuracy of sensors 
(accuracy is inversely proportional to each circular-uncertainty area (CUA) of a sensor report) [2, 
85, 87]. When comparing the engagement success rates using the hypothetical architecture changes 
described in [2] one observed significant improvements as the high rate of sensor reports is 
processed more closely to the sensors. The best performance is when the global information from 
the command and fusion centres is sent to the local unit processing its organic data from its sensors 
(organic in this context means own local sensors without the need of radio, satellite or wide area 
networks). This architecture change allowed improving the timeliness of tactical actionable 
information to decision makers and weapon systems. 
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Figure 5: Potential mission success rate as function of input information age and accuracy for a fixed 
effectors' strategy [2]. 

At the time of these exercises little automations to sensor analyses and data fusion were available. 
These processes were human intensive. Now we have more autonomous data processing and data 
fusion available but too much of these processes are still done at centralized facilities or high 
performance military platforms or centres. One of the proposed architecture changes assumed that 
the federated database is replaced by a virtually federated database, i.e., distributed across the 
federation of platforms and sensors. For this change (labeled Change 3 in [2]) it was found that the 
optimistic maximum improvement was 54% of the maximum total possible of 63% based of perfect 
fusion processing and sharing (no time delays associated with these functions and perfect fusion of 
data from all available sources). “This 54% increase imposes a Change 3 that includes instantaneous 
situation assessment using all available information, perfect synchronization and negotiation among 
participants, and that information exchange delays and losses are null.” 

With the advances in low cost, small form factor and low power demand of specialized AI for IoIT 
we expect similar level of improved success rates of outcomes for the decision made from the 
actionable information generated by virtually federated sensors (including UAVs, motes and other 
autonomous platforms using some AI). The resulting percentage of improvement due to AI 
imbedded in all significant IoIT will depend on the types of scenarios at play, types of engagements 
and targets tracked as well as types of decisions sought. However, the author is convinced that there 
are sufficient evidences to say that having more intelligent and fast processing at the sensors level 
would generally provide a clear advantage to forces using this technology than those not taking 
advantage of it. 

In addition as indicated previously about ALIX, instead of sending unprocessed high volume of 
sensor data which exceeded the satellite data rate, causing significant discontinuities in the sharable 
picture, sending high-value actionable information at a much lower data rate demand would have 
demonstrated a much higher rate of real time useful information for immediate decision making. 
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6. Conclusion

The reviewed technology advancements provided some indications that it is possible to develop safe 
and cost effective achievable internetworking of intelligent things ecosystems with significant 
advantages to early adopters. Based on recent science and technology outlook, it appears that we are 
at the cusp of practical specialized artificial intelligence in small devices but energy demand is still 
an issue. Similarly the transceiving capabilities of 5G smart cellular phones open access to advanced 
communication systems with SDR capabilities not available before at low cost and with low energy 
demand. Future intelligent things will be more aware where they are and will be able to sense their 
environments either local radio spectrum time history, temperature, humidity, capture surrounding 
sounds and other sensed data. In addition smaller devices with high memory density and computing 
capabilities with low power demand makes achievable advance security and encryption possible as 
well as local analytics which will provide more useful and actionable information to be shared. 
Moving some data analytics closer to all-domain sensors increases the ecosystem energy efficiency, 
reduces the amount of raw data transmitted, and the burden on end users and central data centers. 

More work is required to accurately estimate the potential gain in terms of mission success rate from 
the hypothetical adoption of such technologies that minimize operational cost and information 
management burden with extremely large numbers of data sources. However first order estimates 
for target interceptions and other time constrained tactical actions or manoeuvers are very 
promising. 

Could early adoption of internetworking of intelligent things provide significant advantages? It 
appears that there are more evidences in favor of this hypothesis than an opposite affirming that the 
increase in the number of devices susceptible to cyberattacks and hacking would deny such 
advantages. The adoption of improved AI, protocols, software and hardware will contribute to make 
the evolved IoIT ecosystems more agile in face of unknown threats. In addition the AI components 
of such ecosystems could contribute to respond to any (cyber) attacks in real time or much faster 
than a human operator could do. In addition one should consider the fact that building an IoT 
network and its cloud is inexpensive. NASA's Jet Propulsion Laboratory (JPL) IT CTO suggests35: 
“build an IoT network that's separate from the regular network”. 

Other studies should examine the social aspect of the AI components, interactions with human and 
acceptation of AI in military affairs. 
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