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ABSTRACT

Lessons learned play an important role in emer-
gency management (EM) and organizational agility. 
Virtually all aspects of EM can derive benefit from a 
lessons learned program. From major security events 
to exercises, exploiting and applying lessons learned 
and “best practices” is critical to organizational resil-
ience and adaptiveness. A robust lessons learned pro-
cess and methodology provides an evidence base with 
which to inform decisions, guide plans, strengthen 
mitigation strategies, and assist in developing tools 
for operations. The Canadian Safety and Security 
Program recently supported a project to define a 
comprehensive framework that would allow public 
safety and security partners to regularly share event 
response best practices, and prioritize recommenda-
tions originating from after action reviews. This 
framework consists of several inter-locking elements: 
a comprehensive literature review/environmental scan 
of international programs; a survey to collect data 
from end users and management; the development of a 
taxonomy for organizing and structuring information; 
a risk-informed methodology for selecting, prioritiz-
ing, and following through on recommendations; and 
standardized templates and tools for tracking recom-
mendations and ensuring implementation. This arti-
cle discusses the efforts of the project team, which pro-
vided “best practice” advice and analytical support to 
ensure that a systematic approach to lessons learned 
was taken by the federal community to improve pre-
vention, preparedness, and response activities. It posits 
an approach by which one might design a systematic 
process for information sharing and event response 
coordination—an approach that will assist federal 

departments to institutionalize a cross-government 
lessons learned program.

Key words: lessons learned, after action review, 
framework, continuous improvement, event response, 
emergency management

INTRODUCTION

Lessons learned play an important (if not vital) 
role in emergency management (EM) and organiza-
tional agility. Virtually all aspects of EM can derive 
benefit from a lessons learned program. From major 
security events to exercises, the ability to capitalize 
on recent experiences, lessons learned, and “best prac-
tices” is critical for organizations “to better prepare 
and adapt themselves to fast changing situations.”1 
Recent Canadian experiences with such events as the 
October 22, 2014 shootings on Parliament Hill and 
the 2016 Fort McMurray wildfires serve as practical 
reminders to understand the importance of the emer-
gency preparedness, how lessons learned support a 
comprehensive approach to planning and operations, 
and help to identify areas for improvement (ie, what 
worked well, what could be improved). A robust les-
sons learned process and methodology provides an 
evidence base upon which to inform decisions, guide 
EM plans, strengthen prevention/mitigation strate-
gies, as well as assist in the development of tools for 
exercises and responses to “real” operations.

Recognizing the importance of lessons learned, 
the need to establish a mechanism for continuous 
improvement and integrate results from exercises and 
operations into a fully coordinated, whole-of-govern-
ment program was identified. The Canadian Safety 
and Security Program (CSSP) supported a project 
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to define a framework that allows public safety and 
security partners to share event response best prac-
tices, and prioritize recommendations originating 
from lessons learned/after action reviews (AARs) 
using a risk-based approach. The CSSP is a feder-
ally funded program that is led by Defence Research 
and Development Canada's Centre for Security 
Science (DRDC CSS). Its mission is to “strengthen 
Canada's ability to anticipate, prevent, mitigate, 
prepare for, respond to, and recover from natural 
disasters, serious accidents, crime and terrorism 
through the convergence of science and technology 
(S&T) with policy, operations, and intelligence.”2 
Launched in 2012, the CSSP adopts a collaborative 
research model that fosters innovative science and 
technology advancements that contribute to pub-
lic safety and security. The CSSP accomplishes its 
mandate by working domestically and internation-
ally in partnership with government, industry, and 
academia.

This article summarizes the efforts of the project 
team, which provided “best practice” advice and ana-
lytical support in formulating a new framework to 
improve the process for information sharing, capture 
of whole-of-government lessons learned, and event 
response coordination. This framework consisted of 
several inter-locking elements, including: a com-
prehensive literature review/environmental scan of 
international lessons learned programs; a survey to 
collect data from end users and senior management 
to better understand current practices and to iden-
tify gaps; the development of a taxonomy for organ-
izing and structuring lessons learned information; a 
risk-informed methodology for selecting, prioritizing, 
and following through on recommendations; and 
standardized templates and tools for tracking recom-
mendations and ensuring their implementation. This 
article posits an approach by which one might design 
a systematic approach to assist government depart-
ments and agencies in institutionalizing a joint, cross-
government lessons learned program. It is anticipated 
that the results of this effort will aid in preparing and 
delivering a Concept of Operations (ConOps) that will 
inform program implementation and partner lessons 
learned strategies.

METHODS

Linkage to Government of Canada  
responsibilities for EM

In Canada, the Emergency Management Act 
(EMA) (2007) establishes the roles and responsibili-
ties for all Ministers in the areas of prevention/miti-
gation, preparedness, response, and recovery. The Act 
stipulates that Ministers are responsible for identify-
ing risks that are within or related to their area of 
responsibility and to prepare EM plans to respond to 
those risks.3

The development of a lessons learned framework 
and methodology will enable federal institutions to 
perform lessons learned tracking, monitoring, and 
analysis more consistently. It will formalize a struc-
ture for combining departmental lessons learned to 
create a whole-of-government process to support EM 
planning in federal institutions. This process will pro-
vide an enhanced planning baseline for departments 
and central agencies to support current and emerging 
decisions in areas where greater cross-government 
coordination is required. Notably, this initiative will 
result in the establishment of a federal community 
of practice (ie, Working Group), and will provide the 
means for sharing lessons learned information.

Among the challenges facing the federal response 
community is the need for a clear understanding of 
mandates and strategic direction, as well as clarity 
and cohesiveness of guidance to ensure that les-
sons learned/AARs are embedded in policy. “Without 
this,” notes an internal audit, “there is an increased 
risk that federal institutions will not fulfil their 
responsibilities under the EMA in an appropriate or 
consistent fashion.”4 To better illustrate the need for 
a comprehensive federal lessons learned program, 
it is important to reference the specific policies and 
legislation that provide strategic direction and guid-
ance for program development. A strong case for a 
comprehensive whole-of-government lessons capabil-
ity can be made in reference to the broadest possible 
set of Ministerial responsibilities across the federal 
government. Attributing the requirement for fed-
eral lessons learned may seem like an overly trivial 
or pedantic exercise. However, the distinctions are 
important. Leading up to DRDC CSS's involvement 
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in the project, the policy and legislative rationale for 
lessons learned had largely been attributed to a single 
department's responsibilities; the integration with 
other Ministerial authorities and responsibilities 
across government was implicit.

To properly frame the requirement for a new 
program, a dedicated effort needs to be undertaken to 
attribute its mandate and scope to both Ministerial 
responsibilities and the EM responsibilities of each 
Minister accountable to Canadian Parliament. 
Additionally, the Federal Policy on Emergency 
Management articulates the need to incorporate 
continuous improvement, lessons learned, and best 
practices for each of the four pillars of EM.*5 Other 
federal policy documents, such as An Emergency 
Management Framework for Canada, Second Edition, 
outline a number of principles that guide the design, 
implementation, and ongoing improvement of poli-
cies, programs, procedures, guidelines, and activities 
of EM systems in Canada; the ninth deals with con-
tinuous improvement.6

Attributing the need for a federal lessons learned 
program and capability to existing policy and legisla-
tion is a start point. A thorough attribution exercise, 
linking the framework and program requirements 
to the broadest possible set of Ministerial responsi-
bilities in the EMA, needs to be undertaken to build 
a solid foundation and achieve “buy-in” from key 
stakeholders. This attribution exercise, when fully 
exploited, anchors the foundation of lessons learned 
as a viable program in policy and legislation.

Comprehensive literature review  
and environmental scan

In support of inter-agency deliberations to 
develop a continuous improvement process for lessons 
learned, the project team examined the role lessons 
learned plays in supporting external organizations. 
The project team led the research and production of 
an environmental scan, which included a literature 
review of numerous manuals, reports, journal articles, 

and Web sites from leading military and EM organi-
zations. The organizational best practices of such 
organizations as the United States (US) Center for 
Army Lessons Learned, the NATO Joint Analysis 
and Lessons Learned Centre, Federal Emergency 
Management Agency, and the Australian Emergency 
Management Agency were examined. The purpose of 
this scan was to gather information on national and 
international programs, highlight “best practices” 
within the larger lessons learned community, and 
inform and enable Canada's efforts in establishing a 
nascent lessons learned program at the federal level.

The scan unearthed a growing interest into the 
concept of emergent and dynamic learning within the 
field of crisis management, whereby first responders 
and EM leaders are expected to learn both during and 
after the event, and organizations are encouraged to 
embrace emergency learning as a capability. These 
concepts were illustrated in the “Intra Action Report,” 
which was published by the RAND Corporation, 
to track both positive and negative observations, 
insights, experiences, and lessons during the 2014-
2015 Ebola Crisis.7 The scan concluded that emer-
gent learning is a rapidly evolving area of study and 
that a balanced approach (ie, both the more conven-
tional formal lessons learned process [like AARs] and 
dynamic learning environment) is likely to yield posi-
tive results.

Additionally, the scan identified several com-
mon, recurring themes that helped contribute to the 
development of the risk-based methodology to intake, 
manage, monitor, report on, and analyze observations 
and lessons learned. Specifically, these broad themes 
were:

Methodology—a review of commonali-
ties and “best practices” in continuous 
improvement lessons learned programs;

Resourcing—appropriate funding and 
staffing, and the support of organizational 
leadership;

Authorities—the development of a 
clear “accountability framework” and the 

*The Federal Policy on Emergency Management outlines specific 
continuous improvement/lessons learned activities for each of the 
four pillars of emergency management.
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authority to ensure institutional recom-
mendations are implemented as intended;

Routine Training and Exercises—pro-
grammatic training at the tactical, opera-
tional, and strategic levels to test proce-
dures, capabilities, and readiness levels;

Orientation and Sustainment Train-
ing—introductory and refresher training 
for program members, especially with 
respect to analysis of recommendations 
and organizational learning;

Use of Technology/Automated Tools—
databases, Web-based applications, and 
extensive interconnectivity/networking 
are key enablers along with the digiti-
zation of plans, learning resources, and 
policies;

Scientific Rigor—continued engage-
ment and partnership with the scientific 
and academic community to help resolve 
“wicked problems” found in today's com-
plex public safety environment; and

Balancing Formal Approaches with 
Emergent/Dynamic Learning—strik-
ing a balance between the formalities of 
the conventional lessons learned approach 
with the evolving field of emergent/
dynamic learning.

Survey/data collection
The data collection process for any lessons learned 

program involves the capture of relevant, actionable 
knowledge and information using a structured and/
or unstructured process—interviews, questionnaires, 
meetings, AARs, and so on. It is through this sharing 
of experience and knowledge that organizations can 
grow and improve. Similarly, the collection of data 
and feedback from the federal partners was identified 
as a key part of this project. The data collection effort 
took the form of a questionnaire that was designed 

to determine the degree of maturity of the lessons 
learned/continuous improvement programs within 
federal departments/agencies.

The surveys provided an opportunity for respond-
ents to express their views on a standardized les-
sons learned program and reporting system—one that 
allowed for better communications, information shar-
ing, and collaboration between and among depart-
ments. All respondents emphasized the requirement 
for a secure means of communication and a Common 
Operating Picture. The surveys also brought to light the 
varying degrees of maturity of the lessons learned pro-
grams in the federal event response community—indi-
vidual participants rated their programs across a broad 
spectrum ranging from effective and well established to 
virtually nonexistent. Without exception, all respond-
ents articulated the need for the standardization of 
policies surrounding AARs/After Incident Reports, and 
the requirement for the collection, analysis, sharing, 
archiving, resolving, and assessing of observations, 
insights, and lessons learned at a strategic level.

Developing event-based and thematic models
The results of the survey highlighted the ben-

efits of adopting both an event and thematic-based 
models in the triaging and risk-informed prioritiza-
tion of the recommendations submitted, analyzed, 
and prioritized by federal partners. Two conceptual 
models were constructed by DRDC CSS as the basis 
for prioritizing lessons learned recommendations. In 
the event-based model (Figure 1), federal partners 
would be responsible for analyzing lessons learned 
recommendations and assessing them for relevance 
based on several rating factors, such as feasibility, 
impact, cost, and the number of departments/agen-
cies involved. The results of the event-based approach 
could be combined in a matrix, using a qualitative 
language ladder, to evaluate the different recommen-
dations. Recommendations from each report could 
have the same basic tenants, but be worded differ-
ently with each having a separate “action plan.”

As an alternative to the event-based reporting 
cycle, a thematic-based model was devised to provide 
federal partners with an additional option of “bin-
ning” (ie, grouping) recommendations into a number 
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of common categories (eg, governance, plans, policy, 
equipment, and training). This approach (Figure 2) 
could be utilized to synthesize and analyze informa-
tion from a variety of information sources, as it would 
draw from a series of recommendations rather than 
seek to quantify individual action items that might 
arise from a single AAR report/event. Some of the 
benefits of a thematic model include the following:

provides an evidence-base for further sub-
stantiation if needed (ie, clear and explicit 
audit trail);

creates a more informed discussion/confir-
mation/disconfirmation of activities for sen-
ior management review and/or approval;

links to the strategic context, in that AAR/
recommendations are drawn from a series 
of events rather than focusing on a single 
report; and

treats the “body of evidence,” instead of 
the single instance of occurrence.

One of the drawbacks in structuring a lessons 
learned program along thematic lines is that it 
would be, arguably, more resource intensive because 
a Secretariat or Working Group comprised of subject 
matter experts would need to be convened to review 
and combine the recommendations into common cat-
egories, develop broad “problem statements” around a 
group of recommendations and, subsequently, evalu-
ate the AAR/recommendations against criteria (fre-
quency of occurrence, impact, etc). This could be par-
ticularly onerous, especially if there is an absence of 
a common understanding of national priorities among 
partners.

Regardless, both models have merit in provid-
ing decision makers with valuable information. The 
creation of two models allows key stakeholders to 
assess the various AARs/recommendations and les-
sons emanating from event responses from multiple 
perspectives, where the information requirements 
can be adjusted or tailored to decision require-
ments. While the thematic-based model is effective at 
breaking down these issues into manageable pieces 
aligned with organizational functions, the event-
based approach has the advantage of illustrating 

Figure 1. Event-based approach to recommendation analysis and prioritization.
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overall improvement and demonstrating progress 
(or lack thereof) of recommendation implementation/
follow-on action items over a period of time. In the 
final analysis, the project team recommended the 
adoption of a “hybrid” option involving a mix of both 
approaches as an interim step.

The rationale for advancing a thematic-based 
approach for prioritizing lessons learned stemmed 
from the need to categorize recommendations by tak-
ing a macrolevel, aggregate view of the data. Although 
the lessons learned process and methodology was 
largely event based, and there was general agreement 
among key stakeholders around a thematic approach, 
there is a need for greater interaction with end-users 
to confirm and capture the essential activities that 
comprise the basis for subsequent modeling activi-
ties. Initially, these two high-level, low-resolution 
models were created by the project team as a means 
to stimulate and structure consensus building. Future 
conceptual models need to be validated against the 
formal process and supporting information systems, 
comparing the preliminary concepts with real world 

situations, and then identifying opportunities for 
change and improvement.

Risk-informed prioritization
The project team was tasked with developing 

a risk-informed methodology as the basis for a les-
sons learned program and to prioritize recommen-
dations/AARs. At the time, it was thought that the 
results of a risk-informed approach would be used 
to identify the most critical priorities and gaps, 
and help guide departments/agencies in addressing 
the recommendations that posed the greatest risk 
across multiple institutions. This is particularly 
important as the application of risk assessment 
techniques provides a more robust and transparent 
approach for decision making in a resource con-
strained environment. It also avoids the tendency 
for staff to create stovepipes or, more colloquially, 
“cylinders of excellence.”

To develop a risk-informed methodology, the pro-
ject team identified four core activities to the process 
as follows:

Figure 2. Thematic model for recommendation analysis and prioritization.
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receiving, vetting, and categorizing recom-
mendations for improvement of federal 
event response;

identifying and assigning potential offices 
of primary interest to develop, manage, 
and implement the recommendations;

prioritizing recommendations using a 
risk-informed approach; and

ensuring action plan implementation.

Within the process, the recommendations are fur-
ther refined within each of the four functions, culmi-
nating in the institutionalization of lessons learned. 
These core activities are depicted in Figure 3.

The project team developed a taxonomy for the 
lessons learned program, which set the stage for the 
development of a risk-informed methodology. A tax-
onomy refers to the study of classification or to meth-
ods of classification.8 Through group brainstorming, a 

taxonomy was created to assist federal departments 
in organizing and managing knowledge and informa-
tion pertaining to the lessons learned program; it 
provided a common language, a consistent frame of 
reference, and a “‘…blueprint’ for further analytical 
and methodological development.”9 The taxonomy 
proved useful in identifying the metadata “tags” or 
factors that could be used to support the development 
of a lessons learned database or knowledge manage-
ment system that would be required to maintain and 
operate a whole-of-government program. One of the 
most important items is whether AARs/recommenda-
tions impact multiple departments—this question 
comprises part of the process checklist that can be 
used to assess recommendations for inclusion into 
a lessons learned program. Although there was no 
specific “rule-set” or formula to determine whether an 
AAR/recommendation fit more than a single category 
(transportation, logistics, etc), the goal was to encour-
age users to submit recommendations in accordance 
with the taxonomy, and validate their relevance for 
inclusion through group discussion.

Figure 3. Core activities.
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Measuring the relative degree of risk associated 
with the recommendations—that is, the rating fac-
tors, criteria, and “weighting” that should be applied 
thereto—can be accomplished in several ways: as a 
function of likelihood and impact (see Figure 4 below), 
or by using other weighting factors such as the num-
ber of people affected, the cost, or the level of public 
confidence (see Figure 5). The project team provided 
options for different scoring methods to illustrate 
the challenge in exploiting risk-informed prioritiza-
tion methods. Each of these options has pros and 
cons. However, the decision as to what risks should 
be assessed, and which factors are most important, 
should be the subject of discussion and/or additional 
workshops to identify an appropriate rating tech-
nique that is accepted by all stakeholders. Of course, 
simplicity is also a consideration, given that the cur-
rent whole-of-government lessons learned concept 
in Canada relies on departmental representatives 
who are participating in the program on a voluntary 
basis, and for most it is a secondary or tertiary duty.  
The rating and risk prioritization process should, 

therefore, be simple, straightforward and relatively 
easy to implement.

For this project, one of the ways to assess and 
prioritize recommendations was to brainstorm risk 
factors (eg, number of people affected by a risk event, 
cost, and public confidence) and define risk as a func-
tion of probability and consequence (eg, R = f [P,C]). 
Using this approach, each recommendation was then 
mapped against each of the factors, as illustrated in 
Figure 5 below.

The measurement of risk in the context of inform-
ing a lessons learned prioritization process can be 
achieved a multitude of ways. Two methods were 
offered as a way to generate discussion and to 
illustrate the value of a risk-informed approach to 
AAR analysis and recommendation prioritization. 
While the techniques are limitless, it is important 
to keep the overall objective of the program in 
mind: the improvement of information flow and shar-
ing of best practices, insights, and lessons learned 
between departments with responsibilities for fed-
eral response. In its nascent stages, the project team 

Figure 4. Sample impact-likelihood risk assessment.
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assessed that a lessons learned program should focus 
first on the collection of information (ie, focus on 
encouraging the submission of recommendations). 
Once federal partners know that this program and 
capability exist, they are comfortable sharing their 
insights and observations with others, and once there 
is sufficient data accumulated to allow for effective 
analysis, then a Secretariat or Working Group can be 
more selective and discerning in their acceptance and 
prioritization of recommendations. In other words, 
while there obviously must be some minimal stand-
ards applied to prioritizing recommendations using a 
risk-based approach, they must not be so rigorous as 
to dissuade departments and agencies from submit-
ting recommendations.

DISCUSSION

Reporting forms and templates
An important component of lessons learned 

involves the need to have the right reporting forms, 
templates, and instructions that enable a variety of 
end users to submit information—both formally and 

informally. To this end, the project team assisted in 
creating reporting forms and templates, and reviewed 
various artifacts that might be used by stakeholders 
involved in the AAR recommendation and submis-
sion process. These artifacts included the recommen-
dation checklist, the common submission template, 
and tools for progress reporting to senior manage-
ment that allow recommendations, lessons learned, 
and AAR information from stakeholders to be cap-
tured and reviewed. A series of recommendations 
for improvement were provided to help facilitate the 
role and work of the lessons learned program. These 
recommendations were supported by findings made 
during the environmental scan/literature review, dis-
cussions with stakeholders, workshop and Working 
Group outcomes, and human factors expertise. In 
addition, the project team reviewed available infor-
mation technology solutions that might make these 
artifacts more accessible and easier to manipulate, 
thus ensuring effectiveness, efficiency, and consist-
ency with international “best practice.” A series of 
specific and general recommendations were captured 

Figure 5. Sample risk rating factors/“language ladder” assessment method.
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that could be applied to the process of submitting 
recommendations to the lessons learned program. 
Table 1 provides a list of the generic recommenda-
tions concerning the artifacts reviewed by the project 
team. These recommendations can be used as a rough 
guideline for those who are designing a systematic 
process for information sharing and event response 
coordination to assist federal departments in insti-
tutionalizing a cross-government lessons learned 
program.

Information and knowledge management technology
The establishment of a centralized knowledge 

repository that provides the means to track the 
implementation of recommendations, enable long-
term trend analysis, and serve as a resource to inform 
future event response planning was identified by the 
project team as a key enabler for a lessons learned 
program. As a lessons learned program matures 
and evolves, consideration should be given to more 
advanced databases and sophisticated knowledge 
and information management systems. As an initial 
capability, however, a lessons learned program should 
develop a simple, cost-effective, and tailorable data-
base that allows the end-user community to submit 
recommendations through a front end graphical 
user interface, and also allows the user to search 
through existing lessons learned information for simi-
lar recommendations or historical (archived) reports. 
Ideally, a lessons learned database should be Web 
based, allowing stakeholders to extract the recom-
mendations submitted by end users, and also provide 
a status report of each recommendation. Social media 
such as Twitter, Pinterest, Instagram, and Facebook 
should be exploited as much as possible in recognition 
of changing attitudes and engagement methods, serv-
ing as an important “idea catalogue.” The old adage 
“build it and they will come” is strikingly à propos as 
it pertains to this observation.

To ensure that the unique requirements of the 
federal event response community are addressed, 
the development of any such tool must take into 
account “the human element”; in other words, it 
must be an inherently intuitive, collaborative, and 
inclusive effort. To achieve the most benefit for 

the user community, recommendations ought to be 
sanitized of any classified material, and submitting 
departments must work closely with their respective 
Departmental Security Officers to ensure appropri-
ate declassification of information. Consideration 
should be given to collaboration with the larger 
EM and response community of interest, including 
members at the provincial, territorial, and municipal 
levels. Finally, partnership arrangements with the 
academic and/or research institutes with compatible 
public safety programs should be explored to ensure 
the broadest possible exploitation of AAR outcomes 
and transition results to the operational authori-
ties that address key knowledge, technology, and 
response gaps.

The shared accountability model
The common goals of preservation of life, pro-

tection of property, and, ultimately, the safety and 
security of Canadians and Canadian society are well 
understood and shared within the EM community of 
practice. Nonetheless, given the depth and scope of 
the EM portfolio across Canada, with federal, provin-
cial, and territorial agencies—with each agency man-
aging diffuse and separate mandates across multiple 
jurisdictions—any lessons learned framework must 
recognize a shared accountability. While this requires 
considerably more effort in terms of consensus-
building, collaboration, and engagement, it provides 
a unique opportunity to serve the larger national 
EM community. To provide incentive to submit and 
sponsor recommendations, it may be important to 
provide recognition. This can be done various ways 
including: either with positive reinforcement like 
recognition or access to additional (pooled) resources; 
through means of persuasion such as tying participa-
tion to the Management Accountability Framework, 
and/or reallocating budget resources to departments/
agencies willing to submit and sponsor recommenda-
tions. Similarly, the way in which recommendations 
are addressed requires shared responsibility with 
shared resources. This places significant emphasis on 
a shared accountability model and governance frame-
work that wholly leverages community of practice 
support.
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Indeed, a whole-of-government lessons learned 
framework and supporting programmatic capability 
relies upon a spirit of “volunteerism.” That is, the com-
mitment of its membership and a willingness to col-
laborate and cooperate in the institutionalization of 
recommendations (observations and insights) into les-
sons learned, thereby translating results into action 
and ensuring continuous organizational improve-
ment. The pooling of resources (both personnel and 
financial) and the creation of a shared accountability 
model would help leverage broader federal event 

response community support. As the lessons learned 
program and framework evolve, a shared accountabil-
ity model can provide a means to share information, 
lessons, and best practices among all federal, territo-
rial, and provincial partners. Ultimately, it will foster 
mutual support, collaboration, and cooperation within 
Canada's EM community.

CONCLUSIONS

Several key contributions were made by the 
project team in defining the framework for a  

Table 1. General issues and recommendations for the lessons learned submission process

ID # Recommendation

1

Support tools: Guidelines should be created and provided to users regarding the process and criteria for writing 

recommendations, providing evidence of completion to each group of stakeholders. These guidelines may need to 

be customized based on the group type and/or the users’ level of involvement and knowledge.

2
Continuous improvement process: To ensure that the lessons learned program continuously improves, a satisfac-

tion survey should be created and distributed semiannually or annually.

3
Ensure transparency: Create an end-of-year report or newsletter to highlight successes, barriers, changes to the 

process, and tools to be distributed to all users.

4

Responsibility assignment matrix: Roles and responsibilities with regards to the submission of recommendations 

and interactions with multiple departments/agencies involved should be explicitly stated and distributed along 

with any improvements/changes/updates to the process or tools on a continuous basis.

5
Training: Training and related materials regarding the submission process should be provided to all stakeholders 

and end users.

6
Process automation: To reduce human error and workload, a method for automating the input, review, analysis, 

and reporting of the recommendations should be developed.

7
Validate the process and materials: Conduct tabletop exercises for the lessons learned process and artifacts to 

validate and obtain buy-in from end users.

8

SharePoint: If SharePoint is the chosen technology for submission, criteria for access should be defined, main-

tained, and user access lists should be routinely verified; improving and simplifying its functionality; training and 

providing access to more users; defining better the responsibilities of who enters tasks and information into the 

platform; and assigning more than one person to enter and manage records

9
User-centered design: It is recommended that “Human Factors Design Guidelines” are followed in the final process 

and design of these artifacts to ensure that ease of use, usability, and effectiveness are embedded in the design.

10

Informal process: The proposed process is a “formal” one, but there should also be an entry into the process 

informally from other organizations that may not be part of the federal event lessons learned/AAR reporting cycle 

(eg, academia and the public). This could be as simple as access to the Web portal and submission of an observation 

informally.

11 Point of contact: A point of contact should be provided for all stakeholders to reach out to regarding any questions 

or concerns they have with the process or tools.
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comprehensive, whole-of-government lessons program 
model. These contributions included: assisting in the 
development, conduct and analysis of workshops, the 
delivery of a literature review/environmental scan 
of lessons learned “best practices,” the development 
of a taxonomy, and the provision of advice and guid-
ance on a risk-informed methodology for prioritizing, 
selecting, and following through on recommendations 
submitted by key stakeholders. Each of the differ-
ent tools, methods, and approaches employed by the 
project team built upon the next to support the gen-
eration of the framework and methodology for whole-
of-government lessons learned. The project team also 
examined standardized templates for the submission 
of recommendations, tracking, and reporting mecha-
nisms. This effort was designed to shift how federal 
departments and agencies collect and analyze recom-
mendations or improvement actions from AARs that 
implicate or affect multiple organizations, shifting the 
focus on roles and responsibilities from documenting 
exercise-specific corrective actions to a more active 
role in marshalling the federal response community 
to drive continuous improvement to address national 
priorities.

Building the lessons learned framework allowed 
the project team to collaborate with key stakehold-
ers in identifying informative solutions and rec-
ommendations to support evidence-based decision 
making. The project team served as a knowledge 
integrator/“honest broker” that facilitated interac-
tion and consensus building among the EM planning 
community across government. This has resulted in 
a framework that will allow federal partners to bet-
ter manage the outcomes of the lessons learned/AAR 
data collection process and methodology for prioritiz-
ing recommendations, including tools and techniques 
for performing trend analysis. The experience of the 
project team can be used to support the development 
of the ConOps and gain traction on establishing an 
effective, much anticipated and much needed federal 
lessons learned program.

The following direct recommendations are offered 
to assist in growing a federal program into an effec-
tive continuous improvement and lessons learned 
capability:

Develop a Database: Champion the 
digitization of plans, resources, policies, 
and learning resources for the EM/public 
safety. Chief among its efforts should be 
the creation of a centralized library of 
lessons learned and the employment of 
an automated tool that can be used at 
all stages of the continuous improvement 
process.

Establish AAR Policy and Standards: 
Using existing governance mechanisms, 
establish policy and standards for the 
completion of AARs and the collection of 
observations, insights, and lessons.

Create a Shared Accountability 
Model: Promote shared accountability 
and provide an opportunity to serve the 
larger national EM community, which 
might incentivize the submission and 
sponsorship of recommendations. 

Validate Forms and Templates: Follow 
the Human Factors Design Guidelines 
in the process and design of forms and 
templates, as outlined in Discussion sec-
tion of this article, to ensure ease of use, 
usability, and effectiveness are embedded 
in the design. These should be validated 
at all levels of the governance model, and 
feedback on the viability of these forms 
and templates should also be solicited 
from end users as part of the data collec-
tion process on a continual basis.

Validate Project Methodology and 
Risk-Informed Prioritization: Although  
the methodology and risk-informed prior-
itization models were developed by project 
team members at a given point in time, 
they require ongoing validation with key 
stakeholders to assess their suitability 
for implementing a robust, flexible, and 
adaptable lessons learned program.
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Involve Lessons Learned in Training 
and Exercises: One of the keys to con-
tinuous improvement for lessons learned 
continuous training, especially in the EM/
event response community, where pre-
paredness is such a critical component of 
success. Routine exercises and training 
events, at the tactical, operational and 
strategic levels must be programmed to 
test procedures, capabilities and readi-
ness levels, and to ensure interoperability 
between key federal, provincial, territo-
rial, and municipal agencies.

Conduct Training for Working Group/
Secretariat Members: There are a num-
ber of handbooks developed by lessons 
learned organizations that provide invalu-
able information on continuous improve-
ment and lessons learned programs. These 
should be exploited to develop an orienta-
tion/training course for Working Group/
Secretariat members, and for regular 
(annual) refresher training of all and the 
decision makers supporting the program.

Create Partnerships: The continued 
engagement of and partnering with the aca-
demic and scientific community and other 
organizations, institutes or groups involved 
in research and advocacy in the public 
safety and EM field is essential to the cred-
ibility and sustainability of a holistic, cross-
government lessons learned program. These 
partnerships can assist by bringing to bear 
the right tools to examine and help resolve 
the highest priority challenges—that is, 
complex or “wicked problems” found in the 
EM and public safety environment.

Canada's federal response community of practice 
would benefit from a robust lessons learned program, 

and Canadians deserve no less. The efforts of the 
DRDC CSS project team can assist in building a more 
fulsome, broader, and strategic approach to lessons 
learned within Canada's EM community.
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