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Abstract
The ubiquitous nature of information in modern warfare has increased interest by the naval
community in understanding the concept of Information Warfare (IW). While the control of
information has long been a significant supporting activity, the aim of this paper is to explore
Maritime Information activities as they relate to a “warfare” area; that is, equivalent to the other
warfare areas such as surface, above and underwater warfare. In particular, the paper examines
what it means to be a warfare area with emphasis on the maritime domain. As part of this
discussion, we propose Narrative Dominance as an over-arching warfare concept that provides
the framework within which information warfare exists.
Caveat: The ideas and conclusions expressed in this paper are solely those of the authors and do
not represent official Canadian doctrine or opinion.
Introduction
The Royal Canadian Navy (RCN), along with other allies, is investigating the implications of the
information battlespace on their operations [1, 2]. The increasing volume of sensor data and
ability to exchange, analyze and disseminate information is fundamentally changing the
information space within which military forces operate. Not only are our military capabilities
increasingly dependent upon timely and accurate information, but the results of military actions
are often widely available through social and news media.
Operations to control information are as old as warfare itself, however, the use of information
has in the past been seen as a supporting capability, rather than as a warfare area in its own right.
In the RCN, some operational officers have questioned whether information warfare (IW) is truly
a warfare area, equivalent to more traditional forms such as surface or underwater warfare.
Discussion with these RCN officers formed the impetus for this paper and our investigation of
maritime information warfare in the context of the RCN.
1

Our objective here is to address the basic question, is information warfare a “warfare area” in its
own right. Although some may suggest that the answer is an obvious ‘yes’, within the RCN the
question remains relevant along with the follow-on question, ‘what constitutes information
warfare?’
Sun Tzu certainly recognized the importance of information on the battlefield, but arguably the
modern-age thinking regarding information warfare began in the early 1990’s. Examinations by
Buchan [3], Libicki [4], and later work by the US Air Force [5] began to illustrate the confusion
over information warfare and its extant. These works indicated a need to break down IW into its
components [3], concluded that IW was not a warfare area [4], and pointed to relationships
between IW and the many other information-related operations [5]. The definition of
information warfare is, therefore, variable between nations, and has continued to evolve as the
nature of warfare in the new information environment has become clearer.
These early studies, and many that followed, examined the concept of IW as related to
information usage and information specific operations within the military context. These papers
illustrated what IW was, by relating IW to known military operations. Here, we take a different
approach. We examine IW from the roots of the terms: first by considering ‘information’ and
the characteristics of the information battlespace, and then by comparing the elements of warfare
in this space to a NATO definition of ‘warfare area’ [6].
Characterization of the Information Battlespace
What does an information battlespace look like? In the literature and in society, there is an
understanding that data, information and knowledge are related, and that they are transmitted
from one person/source or place to another. There are also many different definitions of data,
information and knowledge [7], with the relationships between these concepts historically
described as a hierarchy [8].
In this paper we take the view that data are processed or transformed in some manner to create
information. If the information is received by a decision maker who has a pending decision, and
if the information is in an understandable form and of relevance to the decision, then the
information has value to the decision maker. To generalize the situation, both the producer and
decision maker represent nodes in this information network. When information has been
internalized by a decision-maker it then becomes part of the decision-maker’s knowledge.
Thus, we characterize the information battlespace as consisting of nodes containing or using data
and information, and connections between the nodes through which this content is transferred. It
should be noted that this description is not limited to a computer-based network. A network of
people equally qualifies.
The production of information and its subsequent usage is a complex process. Early efforts to
define information science point to Brookes [9], who developed the ‘fundamental equation of
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information’ that relates an increment of information to a change in the knowledge structure of
the receiving party. Raber [10] continued the work by providing a thorough examination of
information indicating that information exists in both a physical and cognitive form. This
description of the space in which information exists, aligns well with the description in Kuebl
[11], based upon US Joint Publication 3-13 (Feb 06), of the information environment as three
interrelated domains:




physical networks (i.e., information conduit),
information content, and
cognitive effects on humans.

It is this more general breakdown that we will use in subsequent discussion of the characteristics
of the information space. In particular, we are interested in detailing characteristics that may be
relevant to a battle within the information space.
We first consider the physical network component of the battlespace. Today’s networks are
constantly changing in numbers of relevant nodes, and connections between nodes. However, as
the number and types of connections increase, the shape of the network is no longer strictly
constrained by the physical environment. Two computer nodes that are physically side by side
may be totally isolated from one another in the information space. Further, the existence of a
connection between two nodes does not mean that information is passed between them. Thus,
when analyzing the information space “terrain” it is important to understand not only the
physical connections (i.e., both computer and non-computer based) but also the actual usage of
the connections. We include in this domain the characterization of what types (or formats) of
information content a link in the network can move, how fast it can be moved, what error rates
are associated with the link, when the link is available, and the physics of the communication
medium(s). In addition, the increasing numbers and types of communication connections
between network nodes has altered the information space such that within the constraints of
western culture the network has become essentially uncontrollable in shape, and in the
movement of content.
Next consider the characteristics of the information content domain of the battlespace. This is
the domain of “what” is moved between, and stored at nodes. In the literature, content elements
are characterized by attributes such as precision, veracity and format. Given that hoaxes or
factual content are both equally difficult to purge from a network, we conclude that content
veracity may be better handled as a characteristic of the cognitive domain. Instead, we are
interested in domain characteristics relating to how content storage, access and movement may
affect the elements. While not an exhaustive list, characteristics of the content domain that may
be relevant to information warfare include:


Clone-able - content is unchanged by making multiple copies;
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Storable – content is unchanged by being instantiated in multiple forms and formats that
have differing longevity;
Non-atomic – a node may only accept part of an arriving information packet;
Filterable – Not all arriving or stored information is re-transmitted to other connected
nodes.
Mutable - the same arriving information can lead different nodes to store different
information;
Inter-related - content is rarely unique, each element generally has some relation to other
elements; the overall content of a particular sub-space is likely to have some consistency
amongst its elements; and,
Contextual - for a node to accept arriving content information, it has to have some
relation with the knowledge context of that node.

Finally, consider the cognitive component. While the network connections and nodes have
physical instantiations, the characterization of the battlespace in many ways has its ultimate
existence in a cognitive layer; that is in the minds of decision-makers and consumers. At the
operational/strategic level the RCN concept for MIW [1] notes that Maritime Information
Warfare (MIW) is a war of narratives; that is for our narrative to be dominant. A dominant
narrative is defined as the dominant ideas that drive a society’s decisions on how society should
work [12]. This idea of narrative provides a context for operations in the cognitive domain.
Many of the content characteristics given above are manifestations of how the cognitive layer
manipulates received information. The accumulation and aggregation of information may then
lead to the development of new knowledge and understanding, or the confirmation of previously
developed knowledge and understanding, regardless of actual factual veracity [13]. This
knowledge and understanding can lead to the generation of new content, and be used to
formulate and direct actions.
Table 1 summarizes the characterization of the information battlespace into three domains; each
with their own characteristics that may be exploited as strengths or vulnerabilities.
Table 1. Characterization of the information battlespace as broken down by domain.
physical networks
- Constantly changing/uncontrolled
shape
- Near instantaneous transmission
- Access to content volume
- Uncontrolled movement of content
- Content longevity
- Disconnection from physical terrain

information
content
- Clone-able
- Storable
-- Non atomic
- Filtered
- Mutable
- Inter-related
- Contextual

cognitive effects on humans
- Veracity / acceptance of information
- Accumulates and aggregates information
- Develops new knowledge and understanding
- Suffers from confirmation bias
- Formulates and directs actions
- Develops conception of battlespace that evolves
- Understanding of objectives and acceptable
methods: narrative
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Is Information Warfare a Warfare Area?
A warfare area was defined for NATO by Ibrugger [6] in his report to the NATO Parliamentary
Assembly in 1998 as:
“a form of warfare with unique military objectives, characterised by association with
particular forces or systems.” (italics added)
Using this definition of a warfare area, there are three questions about Information Warfare that
need to be answered in order to determine if it is indeed a warfare area:




What is the form of warfare?
What are the unique military objectives?
What are the particular forces or systems with which information warfare is associated?

What is the form of warfare?
Essentially warfare is about convincing an adversary to do something you want them to do, but
they do not want to do. Even defensive warfare is about making the adversary stop attacking.
This level of battle maybe for concrete things, but may also be a battle of will. Information
warfare therefore must be a battle in the information space which is aimed, ultimately, at
changing adversary actions.
From our examination of the information space, information warfare can then be broken down
into three general areas of conflict:
1. A battle for control of the information conduit; i.e., the flow of information;
2. A battle for control of the information content within the information space; and,
3. A battle in the cognitive domain for the narrative.
Each of these battles requires a unique, but related, form of warfare that is different from other
forms of warfare. The battle for conduits is about controlling the spectrum, network routers and
media. The battle of content is about controlling the integrity and quality of the information, and
the battle of the narrative is about preserving our message and discounting the adversary’s.
Thus, we contend that there is a unique form of battle in each of the three interconnected
domains and thus the first element of Ibrugger’s definition is achieved.
What are the unique military objectives?
A potential objective of the modern military is complete control the information space; conduit,
content and cognitive. However, in a complex world of increasing amounts of, and increasing
access to, information, achieving this ideal is unlikely, without a degree of control that is
currently contrary to western societal norms. Thus, in practice the military objectives are more
focused on controlling the adversaries’ information about our forces and objectives, and the
5

shaping of the battlespace such that the information the adversary collects biases their decisions
to align with our objectives. At the same time, we try to ensure we have valid information on
our adversaries and that our decisions are true to our objectives. This situation scales from the
smallest engagement to the largest strategic plan.
These objectives seem very similar to the Effects-Based Operations (EBO) concept objectives
which are defined by Smith [14] as
“coordinated sets of actions directed at shaping the behaviour of friends, foes and neutrals
in peace, crisis and war.”
The US Navy [15,16] has adopted the concept of Information Dominance (ID) which is defined
as,
“… the operational advantage gained from fully integrating Navy’s information
capabilities, systems and resources to optimize decision making and maximize
warfighting effects in the complex maritime environment of the twenty-first century.”
Thus, a more focussed warfare objective could be to achieve Information Dominance in the local
battlespace and successfully implement EBO. This is in line with the ideal to control the
information space and has implications for the control of conduit and content, but do not
explicitly address the third area of battle: control of the narrative. It is also unclear from the
concepts of ID and EBO how to define the local information battlespace, or which operations to
conduct. For a particular operation the characteristics of Table 1 illustrate attributes that may
need to be protected or exploited.
A war of narratives leads to a strategic/operational level mission concept of “narrative
dominance” as an objective. What would Narrative Dominance entail? At the simplest level it
means that our narrative - the outline of why our means, actions and effects are justified and are
the best solution to the situation - is accepted by the other participants (i.e., friends, foes and
neutrals). As a corollary, it also means that we need to be seen to “walk the talk”, that our
actions are consistent with the narrative we are putting forth. Narrative dominance means that
our operations are, and are believed to be, in-line with our stated objectives, and those objectives
are accepted by the other participants. Once a narrative is defined, then it provides a context for
other warfare concepts.
To achieve Narrative Dominance we return to the three information domain breakdown and
contend that the objectives of Narrative Dominance are:
1. control of information flow, to ensure the adversary receives only inputs and effects that
will drive their decision-making towards our narrative, while we receive the information
we require;
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2. control of information content, to ensure we have the information to understand the
adversary and can generate appropriate content and effects; and,
3. control of the narrative through operations that reinforce our narrative, by both effects
and resulting information content.
Narrative Dominance thus provides a context and framework for making decisions about what
information is important and what effects are needed. The Narrative Dominance concept can
therefore tie together the concepts of Information Dominance and Effects Based Operations.
Figure 2 provides a suggested concept hierarchy showing the relationships of the concepts and
primary objectives. Since Narrative Dominance provides the context for the other concepts to
operate within, it sits at the top. In this framework, the implementation of Information
Dominance provides the objectives for the control of information flow and content, while EBO
provides the structure for taking action. That is, to maintain sufficient control of the information
space that challenges to our narrative (whether from enemy or own actions) can be identified and
countered/resolved in network-based/media timescales.
At the same time, we need to understand the adversary’s narratives sufficiently that we can
challenge them and/or impede their ability to spread them. Thus, Information Dominance means
being able to starve them of the information required for their operations or that would allow
them to take advantage of situations to bolster their own narrative. We may not want or need to
control all of the information space but we do need to dominate the parts that can affect the
dominance of our narrative.
Thus, we contend that the unique objective of IW is the adversary’s acceptance of our narrative,
with this brought about through the sub-objectives that deal with the control of information
content and flow that is consistent with the defined narrative (i.e., the cognitive component).

Figure 2: Proposed warfare concept hierarchy and objectives.
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What are the particular forces or systems?
It follows from the above, that the systems associated with IW are those systems that impact
information flow, content, or context. The control of information flow is associated with many
of the systems linked to cyber warfare [17], but also elements of electronic warfare and
information management. The control of content incorporates much of the intelligence world but
also has aspects of cyber warfare for information security, and includes aspects of most other
warfare areas that either generate or can modify information content. The control of context is
dominated by public relations and information operations, is informed by Human Intelligence,
and must also have a significant input into the formulation of EBO. Every one of these warfare
areas has a role in implementing an IW operation, but none of them span the entire battlespace,
the only force/system that does, is command and control.
However, this does not imply that IW replaces traditional warfare or that all warfare has become
IW. Instead, the claim is that IW is in part about building and coordinating traditional warfare
areas where they impact upon the information space. Thus, information warfare forces and
systems are those that assist the decision-maker to plan and coordinate operations that will
bolster our narrative while undermining the narrative of the adversary. These systems need to
provide situational awareness of the information battlespace and help predict how traditional
operations will affect that battlespace.
It is the function of the commander to integrate all of the forces together to achieve a particular
mission or objective. The commander must consider the effect of an operation on the perception
of the narrative by the adversary, local neutral and civilian organizations, allies, and national
organizations. All of whom may learn of any outcome effectively instantaneously. Thus, the
commander not only must understand the basic kinetic warfare issues of traditional warfare
operations, but the sociological and cultural effects of those operations as communicated through
conduits such as social media and word-of-mouth. They must understand complex cultural
contexts that are foreign to them, and perhaps to their chain of command. On top of this they
must understand the capabilities available to them to conduct their operation and protect their
own information sources.
Thus, while there are specific forces that will implement specific aspects of information warfare,
the particular information warfare forces are the traditional command team. The question then
is, do traditional command teams have the systems and staff to comprehend and exploit the
increased complexity implied by the new information space and systems.
Discussion
There was considerable discussion in the late 1990’s and early 2000’s on the extent of
information warfare [3, 4, 18]. Buchan reports two threads, one that information warfare is over
arching and the second that it is essentially limited to what is now known as cyber warfare. Over
the intervening time the understanding of information warfare has evolved in a number of
8

nations [1,2,19] from the constraints of cyber warfare, towards concepts that integrate the
information space effects of all other warfare areas, without subsuming the other warfare areas.
Since warfare is about changing the decision-making of an adversary, the cognitive domain is
critical to IW as it is the domain where the decisions are made. These decisions are shaped by
the information being consumed by the human, including raw data, metadata, and more generally
the circumstances of the evolving situation; i.e., the context. The cognitive domain attempts to
connect these situational inputs into a knowledge structure [9], mental story-line, or more
generally a narrative that makes sense of the situation. Control of the narrative then is a goal of
IW in the cognitive domain.
The three domains of the information space may now be linked directly to the Ibrugger warfare
characteristics. Table 2 illustrates through examples, how the warfare characteristics are met in
the various domains. Consider two examples described by the table.
In the first example (see Table 2, superscript 1), there is a battle for control of a physical
computer network. This represents the terrain and form of the conflict. The military objective
for the terrain is to control (the adversary’s) access to the network. To complete Ibrugger’s
characteristics, the scenario requires cyber defence systems to counter any such access attacks.
Similarly, a second example (see Table 2, superscript 2) can be generated using the information
content domain. Here the information content may be surveillance data. Our desire to control or
influence our adversary’s surveillance data implies an objective to control the content in the
information space. On the defensive side we employ extensive processes to validate and
correlate information using picture compilation teams to ensure that the command team has the
best data possible on which to base their decisions. On the offensive side, we wish to
control/manage the type and quality of data available to adversaries. This implies controlled
information release, signature management of blue forces, signature spoofing and other means of
controlling the information content gathered by adversary surveillance efforts.
As always, the more difficult battle is the one in the cognitive domain for the narrative. In this
case we want to ensure that our operations bolster our narrative, while the adversary is forced to
conduct operations that undermine their narrative. On our side, this implies personnel and
systems that can assess the state of acceptance of either narrative and predict the impact of
operations by either side on that acceptance.
Porche et al. [18] do an in-depth analysis of information warfare in the US Army, including a
review of the spectrum of warfare concepts and implementations. Our conclusion mirrors that of
the Rand Study–that Information Warfare is not everything, but touches everything. That is,
information warfare is an over-arching and integrating warfare area that coordinates and
constrains the implementation of more specific and kinetic-based warfare areas such as antisubmarine warfare or interdiction operations where they touch the information space.
9

Table 2. Example relationships between the information space and the warfare characteristics.
Unshaded cells are defensive aspects of a form of warfare while shaded cells are more offensive aspects.
Superscripts relate to the Discussion section.
Ibrugger characteristics of warfare
Form of
warfare?
1

Network

Information
Conduit1

xHF comms

Emissions

Domains of
the
information
space

Information
Content2

Surveillance
data2

Social media

Narrative
Cognitive
Situational
Awareness

Military objectives?

Particular forces or
systems?

Operations

Control access1

Cyber Defence1

IT Security

Gain Access

Cyber Ops team

Maintain comms

Frequency hopping
radio

Disrupt comms

Jamming

EW

Covertness

Signature mgmt.

EMCON

Disrupt adversary
sensors

Jamming

Validated/correct
data2

EO/IR/EW
2

Picture generation
(e.g., association,
fusion)

ISR

AIS2

Spoofing

IWD; Intell Officers

OPSEC

Invalid adversary
data2
Control military
social media footprint
Adversary network
maps
Narrative consistent
decisions-

Intell apps (e.g., web
crawlers)
C2 teams,
Planning systems

Influence adversary
decisions

Psy Ops teams;
public affairs

Trusted understanding
of battlespaces

Adversary confusion
xHF: generalized High Frequency (e.g., UHF, VHF);
EW: Electronic Warfare;
EMCON: Emissions Control;
IT: Information Technology
IWD: Information Warfare Director
AIS: Automatic Identification System
OPSEC: Operational Security
EO: Electro optical
IR: Infrared
ISR: Intelligence, Surveillance and Reconnaissance

Network
infiltration
Dynamic
spectrum
management

Holistic cross
warfare awareness
system / IW Team
Planning Teams

Intell. Ops
EBO
Information
operations
Targeted ISR
Spoofing; Feints
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The Porche et al. [18] study recommends that information warfare officers should be
implemented at the command level to provide a combination of coordination and advocacy. We
go slightly further though, in advocating that full sense-making and planning of appropriate
effects based operations requires personnel and systems that fully understand the information
space – what information is available, what is not, the quality of the information, what
information the adversary is likely to have, etc. Thus, commanders need staff trained in modern
information systems and analyses, and that staff needs to include personnel that understand the
adversary as well as a deep understanding of the capabilities and limitations of the available
information sources, networks and analyses.
Conclusions
In the most general sense, the military objectives of information warfare are to present the
adversary (i.e., the targeted decision maker) with information such that they make a decision that
complies with our objectives. The adversary must believe that the information they are using is
trustworthy and that it does not allow any other decision besides the one we want them to make.
Likewise, we must collect and protect our information so that it is not vulnerable to similar
attacks. In order to achieve this we need to understand what information will sway the adversary
to a decision complying with our objectives and what is needed to maintain our own will to
adhere to our objectives. We need to understand the battlespace, and how the adversary views
the battlespace.
Using a three domain taxonomy of the information space (i.e., conduit, content and cognitive),
Ibrugger’s definition of warfare (i.e., form, objective, forces/systems), and a broad definition of
information warfare as an integrating warfare concept, it was determined affirmatively that
information warfare should be considered a warfare area of its own. It has a distinct form of
warfare, objectives and forces. However, it is not a radically new warfare area, but instead an
evolution of traditional command responsibilities required to respond to the evolving information
space. A distinction is made between particular tactical activities of traditional warfare areas,
and the holistically interconnected activities in the information space. In this information age
there are few, if any, isolated actions that will not have ramifications in the information space.
While the battles for information conduits and content are relatively easy to understand, given
the extent of the information space, they can also be over-whelming. It is the third information
domain, the cognitive, that provides the context to make these battles tractable. We have argued
that the context can be provided by the concept of narrative dominance, which then provides a
means to determine appropriate objectives in the conduit and content areas of the information
space. We define narrative dominance as establishing our narrative as the dominant set of ideas
for the conflict area, and have argued that under this context it is then easier to see how concepts
such as information dominance and Effects Based Operations apply and should be implemented.
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It is further argued here that specialized personnel and systems are needed to assist command
teams to understand the information space, the state of the narrative, how to predict the effect of
an operation upon those narratives, and how to integrate the tools at hand into operations that
will achieve the objective of blue narrative dominance.
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