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Abstract

This Reference Document captures reference material derived from ongoing work on risk
assessment frameworks. It summarizes a concept for developing an effective framework using the
Seamless Border Focus Area as a ‘test case’ for scanning risk assessment approaches that could
contribute to risk-informed decision making in support of the Border and Transportation Security
Portfolio investment planning and analysis cycle.
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Résumé

Le présent document de référence contient de la documentation tirée des travaux en cours sur les
cadres d’évaluation des risques. Il s’agit du résumé d’un concept permettant d’élaborer un cadre
efficace en se servant de la question centrale que constitue la perméabilité des frontiéres comme
‘cas type’ afin d’étudier les approches en matiére d’évaluation des risques pouvant contribuer a
la prise de décision fondée sur le risque a 1’appui du cycle de planification et d’analyse des
investissements dans le portefeuille de la sécurité des frontiéres et des transports.
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1 Introduction

Within the Canadian Safety and Security Program (CSSP), Focus Area Narratives (FANSs)
consider risk from multiple perspectives to ensure that costs and impacts of investments in
science and technology (S&T) are aligned with national priorities and strategic outcomes. The
changing nature of Canada's safety and security landscape underscores the need to have an
understanding of risk at an enterprise-level. Decisions will be framed by the strategic context as
well as competing S&T investment projects that are prioritized by Portfolios and Communities of
Practice (CoPs) in a dynamic and resource-constrained environment. Various factors are driving
the need to migrate from a fragmented and bottom-up view of risk to a more integrated and
unified strategic view of risks and issues that would inform S&T program prioritization decisions
and strategic planning.

Based on this review and previous work that reviewed the capability and maturity of CSSP and
international national risk assessment practices, a concept for a pilot project to develop specific
tools for Seamless Border is proposed, which could be adapted for other focus areas and/or for a
broader participative risk assessment process, possibly including Canadian and United States
(US) stakeholders.
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2 Background

To better understand the potential of using a risk-informed approach for implementing a
systematic process that may be used as a basis for generating S&T priorities and requirements for
project funding, it is useful to describe the objective of risk assessment within the context of the
CSSP decision analytic framework. The 2012 Treasury Board (TB) Submission establishes an
integrated risk and capability assessment decision support model as the basis for developing
investment and program priorities within the harmonized CSSP. The TB Submission introduced
the notion that funding for program areas will be “...enabled by a capability and risk based
investment model...”," further noting the need for “prioritizing and matching S&T investment
responses according to the assessment of risk.””

Prior to this declaration and amalgamation of activities into a single harmonized CSSP, risk
assessments were largely security threat/risk assessments that were based on ad hoc processes
used by partner departments. These assessments were, and to some extent still are, constrained
by specific mandates, policies and legislation. With few exceptions where CSS was in a lead role
to facilitate multi-party threat assessments, responsibilities for risk assessments are decentralized
to individual partners or program elements that were designed to respond to the security threats
with terrorism being the dominant threat. The inclusion of public safety, critical infrastructure
protection (CIP), cyber, border security and emergency management (EM) domains added new
dimensions to the consideration of risk.’

While the prioritization of security S&T investments was based on intelligence analysis and
recent events, and to a lesser extend trends, other aspects of the CSSP applied a range of risk
assessment techniques based on past events, historical data, facts and evidence. The development
of threat/hazard-specific scenarios and the application of the EM all hazards risk assessment
concepts to support planning (i.e., design one solution that treats multiple risks that have similar
characteristics and are location neutral), combined with a level of capability gap analysis, guided
the CSSP investment selection process. Ultimately, this fragmented view of risk (and capability
analysis) is difficult to aggregate and combine with other types of risks facing the program
including more forward-focused, qualitative approaches and strategic risks.

In 2014, a scan of risk assessment capability and maturity within the CSSP identified the need for
greater visibility of partners’ operational risk environments and risk assessment techniques to
help CSS to compare partners’ S&T requirements (e.g., urgency; alignment with CSSP strategic
objectives; return on investment). A more unified view of risk would also help CSS to
communicate how risk information informs decision making internally and externally. The scan
noted there are opportunities to handle risk information more consistently, particularly by
elevating risk discussions to a strategic level, which would contribute to improving CSSP

! Canada, Department of National Defence, Renewal and Harmonization of the Public Safety and Security
Science and Technology Programs, Treasury Board Submission, February 21, 2012, .p,12 (PB).
2 .

Ibid., p. 17.
3 Annex A provides an illustrative risk management framework adapted from a U.S. National Research
Council (NRC). It illustrates the full spectrum of activities that make risk management more consistent and
useful to decision making, strategic planning and other management processes.
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strategic outcomes, and demonstrating the value of risk information and the integrity of the
evidence base.’

A key challenge is that stakeholders tend to assess risk and/or its individual components
differently depending on the environment. This fragmented approach can obscure understanding
of the bigger picture and reinforce organizational bias. Transport Canada’s (TC) risk assessment
matrix (RAM) , Canada Border Service Agency’s (CBSA) 2013-2015 National Border Risk
Assessment, the Royal Canadian Mounted Police’s (RCMP) Harmonized Threat Risk Assessment
(HTRA), and Public Safety Canada’s (PS) All Hazard Risk Assessment (AHRA) framework are
examples of risk assessments being performed in support of federal mandates.

* See Bayne, 1., Friesen, S.K., Risk scan: a review of risk assessment capability and maturity of risk within
the Canadian Safety and Security Program (U), Defence R&D Canada (DRDC) Scientific Report (SR)
DRDC-2014-R36, June 2014.
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3 Discussion

This proposed pilot project builds on the work of previous projects including the AHRA
Framework Body of Knowledge and Risk Scan (2014). In 2015, DRDC CSS initiated a targeted
investment (TI) project, Establishing a risk and capability-based framework for assessing CSSP
Investments (CSSP-2015-T1-2130), to investigate options to achieve a rigorous, traceable and
defensible risk-informed selection of program investments.

The results of this initial project effort (i.e., Spiral 1) were compiled in two reports: 1)
Preliminary Framework for CSSP Risk Assessment, which described the conceptual framework
and building blocks for an RA framework (CSS, 2015); and 2) a Comprehensive scan for the
CSSP risk assessment framework, which identified lessons from a number of national risk
assessments that compared risk assessments across security and safety environments. In
particular, the reports identified lessons that could be applied to Seamless Border FAN, in
particular the use of scenarios to describe and prioritize complex risks, and options to simplify the
process to make it more dynamic, participative, sustainable and inclusive to a broader range of
stakeholders including potential cooperation with US partners (e.g., Department of Homeland
Security (DHS) S&T Directorate).

In order for a theoretical framework to have value, it also makes sense to test the emerging
concepts on a specific problem.” It was determined that the Focus Area — Seamless Border would
be a suitable candidate. It is assumed that the approach should be adaptable for other Focus
Areas and enablers, and actually present a concept for managing risk inputs to the overall
strategic planning and program management space. Key elements of the risk assessment
framework for Seamless Border include:

e Asking partners to describe how they determine their S&T priorities, to describe their
most significant risk scenarios, and to share recent threat, hazard, vulnerability, impact
and/or risk assessments that influenced the prioritization process;

e Developing a standardized approach to describing complex risk scenarios that captures
interdependencies and uncertainty. Initial data capture can be done electronically and
with limited consultation;

e Unifying impact assessment framework that considers stakeholders’ risk perception and
tolerance, accepts qualitative and quantitative descriptions, and is understandable by
specialists and generalists;

e An iterative, simplified approach to define, validate, refine and prioritize risk scenarios of
greatest interest, which is not overly time-consuming and is repeatable for different

> A representative decision tree can be found in Annex B. This decision tree is intended to illustrate the
importance of planning and scoping for general and specific risk assessments. It is relevant for assessments
that engage multiple stakeholders in the risk prioritization process, and that consider the end game — a cost-
effective, and collaborative treatment plan that is intended to reduce risk to a level that is as low as
reasonably achievable.
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environments (e.g., land, maritime and air critical control points), possibly with different
participants; and

e Taking a long-term perspective, which is to establish a baseline with a limited number of
stakeholders to test the concepts and value. Then, identify options to engage a broader
community, to roll out the approach in other Focus Areas, and/or to transition the
approach to lead security partners.

The Seamless Border FAN (2016) identifies four key priority areas: efficient cross-border flow;
border-free response; border strategies and information exchange;’ and border perimeter integrity
(CSS, 2016). Implicit in this description is the complexity of the area of interest given the
interdependencies, number and diversity of stakeholders, and potential for competing objectives
and S&T investments.

A pilot risk assessment study would include a thematic assessment, backed up by quantitative and
qualitative analysis of risk trends and risk information that is available from open sources. Three
tools that would be tested include: tailored risk taxonomy; set of complex risk scenarios; and a
common stakeholder and impact assessment framework. These tools would be exploited to
develop a reasonable set of complex risk scenarios that cover land, air and maritime
environments, and provide a regional lens including for the arctic. Scenarios would be developed
iteratively from existing information (held by CSS, open source material, and/or obtained by
using a short questionnaire and possibly interviews), and if practicable, validated with a subset of
federal stakeholders electronically or in a workshop (e.g., CBSA, TC, Immigration, Refugees and
Citizenship Canada (IRCC), RCMP, PS, Canadian Security Intelligence Service (CSIS)). The
risk taxonomy would be designed to support the Focus Area consultations and to act as a
checklist for scenario development.

Scenario development would apply an ‘all hazards’ concept. For example, identification of
threats/hazards and risks for one port of entry or critical asset could be extrapolated for similar
ports of entry and risk environments. The scenarios would focus on specific targets and areas,
and include sufficient information to characterize the context, source, stakeholder and impact
categories, time and space, dependencies on critical infrastructure, and other vital decision
information. Constraining the number of scenarios and avoiding duplication among regions
would simplify the scenario development process. It would also provide broader coverage of
worst-case scenarios. The stakeholder and impact categories and descriptions would facilitate
differentiation of risk scenarios for critical assets (e.g., international airports, major land border
crossings, and major waterways) from multiple perspectives. For future iterations, the scenarios
could be tailored and more detail added by regional stakeholders.

% Annex C illustrates another view of the planning and scoping aspect of performing risk assessments
within a broader decision making activity. That is, the assessments are not stand-alone activities, and their
intended use influences the methodology.

7 Annex D illustrates the diversity of risk information management space. CSS safety and security partners
apply a variety of assessment techniques to identify their priorities. If these assessments are shared among
partners or with CSS, it is done in an ad hoc manner.
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4 Conclusion

It is reasonable to expect that over time, a common approach to describing, differentiating and
prioritizing complex risks would help to achieve the objective of elevating the conversation above
a comparison of discrete threats, hazards and vulnerabilities, and avoiding a focus on known
capability deficiencies and issues. The resulting risk assessment framework should foster a
forward-focused dialogue that would complement partners’ existing assessments that are typically
fact-based, community-specific, and constrained by mandates and other factors.  This
convergence would support collaboration across jurisdictional, knowledge, cultural and other
boundaries.

Next steps include: formulating a set of complex risk scenarios to provide a reasonable level of
detail and adequate coverage of Seamless Border main areas of interest, and developing and
validating a stakeholder and common impact assessment framework.® The output would be a
report and toolkit to augment Focus Area, Portfolio and CoP procedures. The report is expected to
highlight issues or concerns, and evaluate whether the framework can be exploited across the
program and possibly by partners.

¥ Annex E provides partial list of references intended to support future work, including a scan of risk
scenario approaches that could inform the Seamless Borders Focus Area and collaboration with partners.
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Annex A Risk Management Framework

Phase 1:

Problem Formulation & Scoping

Phase 2: Planning & Conduct of Risk Assessment

Stage 1: Planning

For the given decision context, what are the attributes of assessments necessary to characterize risks
of existing conditions and the effects on risk or proposed options? What level of uncertainty and

Phase 3:
Risk Management

Benefits of proposed options?
How are other decision making
factors affected by the
proposed options?

What is the decision, and its
justification, in light of benefits,
costs and uncertainties in each
option?

How should the decision be
communicated?

Is it necessary to evaluate the
effectiveness of the decision?
If so, how should this be done?

sensitivity analysis are appropriate?
*  What problems are Stage 2: Risk assessment
associated with the existin . e s
tional envi 2 g Threat/Hazard identification Risk characterization
opelja 'lona en\{lronmen ‘ . Is the information, science, data, evidence sufficient to make . Nature & magnitude of
*  If existing conditions appear ajudgment on risk? risk with existing
to pose a threat, what . Are risk scenarios clear (link threat/hazards to targets / capabilities?
options exist for altering victims; jurisdictional boundaries & authority; time; space)? *  Expected effectiveness
those conditions? ¢ Aresystem of systems interdependencies and the of existing & planned
. Under the given decision relationships understood (specific or complex risks)? (funded) capability
context, what risk and other A imﬁ”"’ﬁme“t_s‘? -
(technical) assessments are v :l;le;t:ccti;:g;el:e?ii) is
necessary to evaluate the Impact / exposure assessment expected with
possible risk and resilience . What is exposure for each stakeholder group under existing e e
management options P ES (REl el r|pP|e / cas.cad.lng Sl . . Are any risks increased?
. Effect of treatment options on likelihood and/or impact L
. " o What are the significant
(unintended consequences; cascading effects)? Uncertainties?
. Effect of investment options on risk mitigation, capability )
improvement, harm reduction and/or resilience?
Stage 3: Measurement (independent verification & validation)
R Does the assessment have the attributes called for in planning? Are there solution metrics?
No *  Does the assessment provide sufficient information to discriminate among options?

. Has the assessment been satisfactorily peer reviewed? Other lessons learned?

Yes

7'y ﬂ\

{

Formal provisions for internal and external stakeholder involvement in all stages

of risk, which is carried out under its own standards and guidelines.

The involvement of decision makers, technical specialists and other stakeholders in all phases of the processes leading to decisions should in no way compromise the technical assessment

Comprehensive scan: risk assessment framework..., DRDC, March 2016; adapted by Bayne, I., from Science and Decisions, NRC, 2009 (FIGURE 3-1 Schematic representation of the formative stages of risk-
assessment design. Dotted line in figure denotes that decisions informed by risk assessment will be influenced by non-risk considerations. Source: Adapted from EPA 1998, 2003.), 2009: 10.
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Annex B Risk Assessment Decision Tree

12

RA

Data intelligence, facts, science, evidence, case studies,
analytics, experience, expert judgement, previous RAs

Variables clear

Independent variables

Combine variables

Policy, legal, liability
Political priority
Capability gap

& Urgency

People, assets,
Systems, cascading

> ‘ Factor Dominance? ‘

Decompose variables
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Taxonomies, simulations

Influence diagrams, terminology Scenarios to combine
factors — priority effects
factors — threat / Targets
hazard / vulnerability Hybrid threats

Audience(s); time & space for CW»

enough?
P
Domai \ Evaluate
omain o
. independently or
Portfolio ”
CoP Specific together?
A Time, urgency
Uncertainty; cost
Availability, Classification
Compensating controls — experts, Yes
General or assumptions
> e
Specific RA?
‘ Need more detall’
Domain
portfolio ~ General
CoP \

Scenarios
high-level
description,
good enough?

Yes

2-step process
Differentiate risks based
on one dominant factor -
impact

—

Other techniques (SWOT, FMEA, RCA...) RISk
How will output be displayed (5x5 matrix, graphs, profiles, PrlorItIES?
reports, presentations, on-line, static, interactive, database Criteria

updates, architecture views, etc.)

Static or dynamic displays (permissions, access control)

Scales (2-factors)
Weighting

Numerical values, thresholds (qualitative, quantitative)

Linear or log scales

Confidence rating; uncertainty ellipses
Record issues, assumptions
Independent challenge function

Assess priorities in

more detail
Verification and validation
SMEs, operation managers,
stakeholders

Time & cost

—

Use scenarios to combine
hazards and/or risks; consider
global, interdependency,
systemic risks; define worst-
cases; sensitivity analysis...

Figure B.2: Risk Management Framework.
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Annex C Risk Assessment Influence Diagram

Objectives

Leadership, authority, conflict resolution
Commitment, accountability

Time — urgency; iterative or one-off
Space — travel costs

IKM environment

Budget
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Availability of science,

data, evidence, facts

RA approach
planning & scoping
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Existing risk
profiles, criticality
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investigations,
incidents, scenarios

Existing capability /
control profiles &
performance data

General or
\ specific RAs
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environment, collaboration, information
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Stakeholder analysis

Existing & planned
improvements, mitigation;
capability maturity...

Known
deficiencies

Simple risk
scenarios

Complex risk

scenarios

security plan...time / cost drivers

Impact / harm / effects
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Decision making & funding

Controls Residual risk
Governance
Operations
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A Investment /
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H action plan
‘\
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\
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Annex D Risk Assessment Information Flows

Risk Assessment Hows Kok assessmant

Risk scenarios

i i . . Root Cause Analysis
Strategic SR ERIEL Mission scenarios L/

Risk profile SWOT Analysis
Operations »
Target Analysis

Capability profile

Specific .
Tactical Worst-cases Gap Analysis
Stakeholder analysis
(risk perception; resiliency; Wild cards Operations Analysis
experience; trusted relationship) (disruptive technologies; - .
Decision making environment political priorities; disasters; Capability Maturity
attacks; real wold events) Model Assessment
Strategic objectives Risk types P
General PREETELT Taxonomies : ;
Expected outcomes ' Cost, benefit analysis
Portfolio » L Impact Value assessment
Historical investment .
Project ;ategprtlfes & What-if analysis
escriptions
Expected effect on P Total Cost of Ownership

value of investment
Decision trees

Relationship analysis

Figure D.4: Risk Assessment Information Flows.
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Annex E Additional Seamless Border References

Assumptions used to streamline the list of references include: Seamless Borders will focus on
Border Free Response and Border Perimeter Integrity (two of four objectives); other groups will
address environmental and cybersecurity risks; national security and sovereignty are not in scope;
health and safety are in scope; financial crime and cybercrime are in scope; transportation
systems security is in scope (i.e., critical infrastructure sector); and transcontinental (and serious)
organized crime is in scope, including the trend of convergence of smuggling weapons and
money that support terrorism and violent extremism (link to perimeter integrity). NRCan, CNSC
and DND are other potential sources, but the list is intentionally constrained.

CBSA

o Status of National Border Risk Assessment (NBRA) — last one 2013 (Secret, held by CSS).
o Integrated Border Enforcement Teams (IBET), threat assessments (with RCMP).
o Status of US-CA Joint Border Threat and Risk Assessment (last one in 2010).

Transport Canada

o Interdepartmental Maritime Sub-Working Group (IMSWG), threat or risk assessments.
e Strategic Risk Assessment Methodology.

e  Multi-modal risk assessments.

e Any unclassified risk scenarios or assessments for specific border crossings or ports of entry.
o Status of Risk Assessment Matrix (RAM) Methodology Guide (Draft, copy held by CSS).

Public Safety

e RRAP and Virtual Risk Analysis Centre (VRAC).
o Site criticality, resiliency, capability and/or risk assessment methodologies.
o Examples of risk scenarios related to border security or specific points of entry.
o Report from RRAP pilot projects.

e Status of Canadian National Risk Profile project — risk assessment methodology.

e Status of Canadian CI Sector Risk Profiles - Transportation.

e Status of Strategic National Risk Assessment (SNRA), DHS - last one 2011 on DHS

web site).
e After-Action Review, PanAm Games (2015).

e Domain Awareness WG (CBP and RCMP) reports on pilot projects (or specific risk
products).

e Border security risk scenarios or assessments (unclassified).

e Risk assessment methodology or assessments in support of Serious and Organized Crime
Strategy (RCMP, 2013, on web site).
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Health Canada / PHAC and/or PS

e Health Security Working Group (CA-US Border Action Plan initiative), hazard, impact
or risk assessments.
e (Canadian equivalent to US National Health Security Strategy.

CFIA / AAFC

e (Canadian studies or risk scenarios related to prioritizing agroterrorism countermeasures
and capability improvements.

CCG

e Maritime Security Risk Analysis Model (MSRAM), USCG.
e Area Risk Assessment (ARA) Methodology.

Integrated Business & Human Resources Plan (IBHRP; previous version 2012 is on CCG web site).
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Security Portfolio investment planning and analysis cycle.

Le présent document de référence contient de la documentation tirée des travaux en cours sur
les cadres d’évaluation des risques. Il s’agit du résumé d’'un concept permettant d’élaborer un
cadre efficace en se servant de la question centrale que constitue la perméabilité des frontiéres
comme ‘cas type’ afin d’étudier les approches en matiére d’évaluation des risques pouvant
contribuer a la prise de décision fondée sur le risque a l'appui du cycle de planification et
d’analyse des investissements dans le portefeuille de la sécurité des frontieres et des
transports.
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