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Abstract—A desired capability in military operations is the
reliable and efficient sharing of Situational Awareness (SA) data
at the tactical edge network. Many implementations of SA sharing
in the literature use frequent broadcasts of SA messages in order
to provide an up-to-date and comprehensive operating picture
to all nodes. However, SA sharing may result in an increase
in bandwidth requirements at the tactical edge, where power
and bandwidth are scarce. Efficient realtime routing is also
a challenge in a tactical edge network. We believe there is a
good opportunity to leverage the realtime periodic SA messages
for assisting routing services. To the best of our knowledge,
little research has been done on this front. In this paper, we
propose a secure and efficient routing by leveraging SA messages
(SER-SA) in tactical edge mobile ad hoc networks. The SERSA protocol utilizes realtime broadcast SA messages to not
only transmit SA data but also to facilitate Multipoint Relay
(MPR) node selection and route discovery for providing both
realtime broadcast and unicast communication services. In SERSA, broadcast forwarding is performed only by MPR nodes,
which can reduce bandwidth usage compared to pure flooding
methods such as Multicast Ad hoc On-Demand Distance Vector
Routing (MAODV). In addition, we reduce bandwidth usage even
further by both avoiding dissemination of specific designated
routing messages in the network and enhancing the (traditionally
local) MPR selection algorithm based on a global algorithm
enabled by the shared global SA. We show through simulations
that the proposed SER-SA protocol facilitates route discovery
in a more bandwidth efficient manner. As a result, it performs
better in terms of delivery ratio for providing both broadcast
and unicast services in tactical scenarios compared to the existing
MANET multicast routing protocols such as Multicast Optimized
Link State Routing and MAODV.

I.

I NTRODUCTION

Sharing Situational Awareness (SA) among allied (or
“blue force”) units is an important function in tactical operations, helping to enable the availability of a common
operating picture (COP) for commanders and soldiers. The SA
information—which can consist of data such as a user’s location, identity, and status—is typically broadcasted periodically
to ensure the COP is both up-to-date and complete. According
to Thomas Hammel [1], broadcast messages of SA data among
tactical units in a local area (of roughly the size of a platoon)
are expected to occupy up to 75% of total tactical traffic in the
near future. However, communication at the tactical edge (both
broadcast and unicast) is complicated by the fact that nodes
at the tactical edge face unreliable wireless links, and limited
bandwidth and power. Mobile Ad Hoc Network (MANET) is
seen as a promising technology that may help facilitate range
extension in tactical networks, allowing multi-hop network

connectivity to remote nodes as well as self-organization to
all nodes to support on-the-fly network configuration. Despite
these advantages, it is an open problem how to best and
efficiently disseminate periodic time-sensitive SA messages
among nodes in a tactical edge mobile ad hoc network (TEN),
while at the same time providing both realtime broadcast and
dynamic end-to-end unicast traffic (i.e., non-SA traffic) in a
single protocol.
Although many efficient data collection and disseminating
methods are proposed for wireless sensor networks (WSNs)
recently (e.g., [2–4]), they do not satisfy the requirements of
communication in TENs. For instance, a TEN needs to provide
realtime unicast service for communications between any two
nodes at any time, which usually is not a requirement in WSNs.
A TEN usually has less than 50 nodes (e.g., a Platoon size)
with longer transmission range (e.g., 1km) distributed in an
area (e.g., 2km X 2km); nodes are mobile, resulting in network
topology changes. The bandwidth of tactical networks is scarce
and the nodes use more power for transmitting signals. For
instance, the tactical narrowband waveform has data rate less
than 30 kbps [5–7], and the soldier radio waveform has data
rate less than 1 Mpbs [8, 9]. The overhead of most existing
proactive routing protocols (used for providing both realtime
broadcast and unicast communications in MANETs) occupies
a lot of network bandwidth, and the redundant MPRs created
by these protocols (e.g., MOLSR) make broadcast traffic very
inefficient on network bandwidth usage.
This paper introduces a new routing protocol called Secure
and Efficient Routing by Leveraging Situational Awareness
Messages (SER-SA). The main idea of the SER-SA protocol
is to use periodic realtime SA messages as a mechanism to
not only disseminate blue-force SA, but also to provide global
network topology information to all nodes; the nodes in turn
use the global topology information for proactive routing of
realtime broadcast and unicast traffic. Instead of designing a
designated routing (with extra traffic overhead) for providing SA disseminating service as in [3, 4, 10, 11], SER-SA
utilizes SA messages for providing realtime routing services
in TENs. SER-SA takes advantage of the fact that networkwide knowledge of SA information can be used to perform
global network enhancements (i.e., global MPR consolidation)
which improve broadcast efficiency. In general, disseminating
SA is an additional “cost” to the network (compared to the
case where no SA is disseminated). However, we submit that
in military networks (such as TENs) that have a requirement
to disseminate SA, it is sensible to use the additional global
information judiciously and provide global efficiencies, where

possible. Figure 1 depicts the strategy of SER-SA compared
with the traditional methods for providing SA and non-SA
traffic (i.e., broadcast and unicast traffic) services in a TEN.
SER-SA can reduce by over 50% the number of MPR nodes
in a TEN, and consequently the resulting broadcast bandwidth
usage, compared with the existing popular proactive MANET
routing protocols such as OLSR [12] and MOLSR [10]. This
global MPR consolidation method outperforms other existing
MPR reduction algorithms such as those proposed in [13, 14].

Fig. 1. The strategies for providing SA and non-SA traffic services in a TEN:
(a) traditional separated routing, (b) traditional single routing, (c) SER-SA.

The rest of the paper is organized as follows. A TEN
scenario under consideration is introduced in the next section.
In Section III, the SER-SA protocol is discussed including
MPR selection, SER-SA network topology acquisition, MPR
consolidation and maintenance, and SER-SA self-healing under mobility. The performance of SER-SA is simulated in
Section IV, and compared against other protocols such as
MOLSR and MAODV. Finally, concluding remarks are given
in Section V.
II.

TEN S CENARIO

In this paper, we consider a TEN serving a light infantry
platoon. This light infantry platoon consists of approximately
forty to sixty members. In our scenario, local SA messages
need to be distributed through the TEN such that all members
have SA about all other members; we assume that this is
achieved through some form of broadcast. This scenario is
consistent with the vision presented in [1, 15]. The following
additional assumptions have been adopted in this research.

by utilizing periodically broadcasted situational awareness
messages. This section describes the operation of SER-SA in
detail. We have divided the description into five parts:
(A) Situational awareness message security: describes the
general structure of an SA message with security protection;
(B) SER-SA SA dissemination, MPR selection, and topology
sharing: describes how MPRs are initially selected based
on the SA messages; how SER-SA uses the SA messages
and MPR information to maintain a global situational
awareness picture at every node;
(C) SER-SA MPR consolidation and maintenance: describes
a global MPR reduction process; this global reduction
process is unique to SER-SA and is enabled by the global
situational awareness that is provided to each node. This
is one of the primary contributions of this paper;
(D) SER-SA network self-healing under mobility: describes
how nodes change their MPR status under mobility conditions to make sure the network connection self healed
quickly;
(E) Broadcast and unicast routing: describes how SER-SA
facilitates broadcast and unicast of non-SA traffic.
A. Situational Awareness Message Security
In future TENs, it is believed that situational awareness
messages such as location and health vitals will be generated
and broadcasted by each mobile node every few seconds
[16] for blue force tracking. These SA messages contain
sensitive information and must be protected by cryptographic
mechanisms regardless of whether or not the provided routing
protocols are protected. Key management and cryptographic
strategy for TENs is out of scope of this paper. Here, we
present a general security protection structure of an SA message in TENs.

•

TEN Size: The TEN consists of 40 to 60 mobile nodes;

•

Node Distribution: The mobile nodes are randomly
distributed in a pre-defined area;

In the above TEN scenario, we assume each SA message encrypted with a group traffic encryption key (GT EK)
and broadcasted to all other members in the TEN. Without loss of generality, the SA broadcast message can be
sent with the following format: {(SA)GT EK , N, HGT EK } or
{(SA)GT EK , N, SIGsrc }, where the encryption, (SA)GT EK ,
protects the SA, and the integrity is protected by the nonce, N ,
and keyed hash (HGT EK ) or signature (SIGsrc ) depending on
the protection level and security policy in the TEN.

•

Frequency of SA Messages: Each node generates and
broadcasts its locally-generated SA message every 5
seconds;

B. SER-SA SA Dissemination, MPR Selection, and Topology
Acquisition

•

Traffic: Broadcast messages account for majority of
the total traffic in the TEN, where the remaining traffic
is unicast. The broadcast traffic consists of SA messages and global broadcast messages such as General
Orders. Unicast messages consist of multimedia data
such as text, voice, or video packets.

III.

S ECURE AND E FFICIENT ROUTING BY L EVERAGING
S ITUATIONAL AWARENESS M ESSAGES

The SER-SA protocol provides a secure and efficient
mechanism for jointly delivering broadcast SA, performing
MPR selection and route discovery for non-SA traffic in a TEN

We present how SER-SA uses SA messages to select
MPRs, learn the network topology, and share situational awareness. In this section we explain how an appropriately structured
SA broadcast message can be used for these purposes: (1)
to disseminate SA in the TEN as a fundamental requirement,
(2) to obtain a 1- and 2-hop neighbor list of each node (for
MPR selection), and (3) to calculate a TEN topology that will
enable the creation of a routing table. The periodic SA message
can effectively replace dedicated routing messages such as
Hello and TC in MOLSR, and RREQ and RREP in MAODV.
These messages of existing standards are designed to carry
more information (e.g., neighbour list) than what we propose
with flags for the same purpose. We propose two stages of

operation whereby the SA messages are used for an “MPR
Selection Stage”, when the network is initiated, and then are
used for a “Topology Acquisition Stage” once the initial MPRs
have been identified. The duration of each stage can be set by
policy and may depend upon network size and mobility. Early
experimentation suggests that an MPR Selection Stage of 15
seconds is appropriate for the networks we explored (i.e., each
node generates and broadcasts its own SA messages every 5
seconds for 3 times).
B.1) SER-SA MPR Selection Stage
In the SER-SA MPR Selection Stage, each node builds
its 1-hop and 2-hop neighbour list based on the hop flag
inserted into the SA message, and further selects its MPR
nodes based on the greedy algorithm presented in [17]. When a
TEN is initiated, each mobile node (e.g., node A) periodically
generates and broadcasts the following SA message (in which
we insert two flag status F to the original SA message format)
to its neighbors, according to a period defined by policy:
{SA , f }, {(Fstage , Fhops , SA)GT EK , N, HGT EK }.
The first part of the message contains header information;
specifically, the source address SA of the node A, and the
broadcast address f (indicating that this is a broadcast, not
unicast, message). The second part of the message is the SA
payload information, containing a nonce or timestamp denoted
by N , SA data denoted by SA, two “flags” to indicate the
protocol’s current operating state denoted by Fstage and Fhops ,
and a hash keyed over the whole message denoted by HGT EK ,
where SA data and two flags are encrypted with the group
traffic encryption key denoted by (Fstage , Fhops , SA)GT EK .
More detail about the flags are provided below.
The Fstage flag is used to indicate whether the protocol
is operating in the MPR Selection Stage or the Topology
Acquisition Stage. In the MPR Selection Stage, the Fstage
flag is set to 0. The Fhops value is employed to allow nodes in
the network to determine their distance from the source node,
A, in terms of number of hops. Fhops is set to 1 when the
source node (A in our case) broadcasts the above SA message.
If another node, B, receives this message, it will change
the Fhops value to 2, recalculate the hash value HGT EK ,
and re-broadcast the changed SA message to its neighbors.
Nodes receiving an SA message with Fhops set to 2 will
set Fhops to 0, recalculate the hash and re-broadcast. Further
rebroadcasts will leave the Fhops value set to 0. We note that
in the MPR Selection Stage, the broadcast of SA is performed
as flooding such that each node in the network will have
forwarded the above message exactly once. The purpose of the
MPR Selection Stage is twofold: it serves to allow nodes in
the network to determine their 1- and 2-hop neighbours, while
at the same time disseminating SA. It uses a pure flooding
mechanism to disseminate the SA. Although pure flooding
is an inefficient way to disseminate broadcast information, it
is used only in the MPR Selection Stage; in the subsequent
stage a more efficient broadcast is proposed. Flooding is
necessary initially in order to simultaneously disseminate SA
and perform initial MPR selection. Based on the SA messages,
each node will obtain SA about the network and will calculate
its 1-hop and 2-hop neighbors based on the following rules:
(1) A node will forward a unique SA broadcast message
only once. Specifically, upon receiving an SA broadcast

message, a node will examine the source address and the
nonce–if it has already forwarded the message it will not
re-broadcast it;
(2) Each node adds the source address of an SA message to its
1-hop list if it receives the SA message with Fhops = 1;
(3) Each node adds the source address of an SA message to its
2-hop list if it receives the SA message with Fhops = 2
and if the source node is not already listed on its 1-hop
list. When adding the source address to its 2-hop list,
the node will also note the 1-hop neighbour that sent the
message. Note that a 2-hop neighbor may be associated
with multiple 1-hop neighbors;
(4) A node makes no changes to its 1-hop and 2-hop list if it
receives an SA message with the Fhops value set to 0.
After each node has initiated several SA broadcasts, all the
nodes in the TEN should have a complete list of their 1-hop
and 2-hop neighbours (and knowledge of the routes to the 2hop neighbours). Once a node has built its 1-hop and 2-hop
neighbour list it will locally compute its MPR nodes based
on the greedy algorithm presented in [17]. After a pre-defined
condition occurs (e.g., a certain time elapses), nodes will enter
the Network Topology Acquisition Stage, as described below.
B.2) SER-SA Network Topology Acquisition Stage
In the Network Topology Acquisition Stage, each node
learns the network topology based on the MPR information
inserted into the SA message, and further builds its routing table based on the topology information and Dijkstra’s
algorithm [18]. When a TEN enters the network topology
acquisition stage, each mobile node (e.g., node A) periodically
generates and broadcasts the following SA message (in which
we insert three flag status F and 1-hop MPR info to the
original SA message) to its neighbors in order to share SA,
MPR information, and any changes to network topology or
MPR state.
{SA , f }, {(Fstage , FM 1 , FM 2 , B1 , ..., Bn , SA)GT EK , N, HGT EK }

The first part of the message is the same as that in the MPR
Selection Stage (i.e., source address SA and broadcast address
f ). The second part of the message contains the stage flag
Fstage (where Fstage is set to 1 for this stage), the SA data,
the nonce, and the hash as before; in addition, there are three
new data fields: two MPR flags FM 1 and FM 2 , and a 1-hop
MPR nodes field {B1 , ..., Bn }, as described below.
The values of FM 1 , FM 2 , and {B1 , ..., Bn } are used for
nodes to share information with the entire network regarding
their own MPR status, their 1-hop MPR set status, and the
identities of their current 1-hop MPRs. When initiating an
SA message, a node follows the following rules in populating
FM 1 , FM 2 , and {B1 , ..., Bn }:
(1) FM 1 is set to 0 if a node is uncertain of its own MPR
status (i.e., the node does not know whether or not it is
serving as an MPR for one of its 1-hop neighbours); the
node populates {B1 , ..., Bn } with the source addresses of
its known 1-hop MPR nodes;
(2) FM 1 is set to 1 if a node is not an MPR for any of
its neighbours; the node populates {B1 , ..., Bn } with the
source addresses of its known 1-hop MPR nodes;
(3) FM 1 is set to 2 if a node is an MPR for at least one of
its neighbours; the node populates {B1 , ..., Bn } with the

source addresses of its known 1-hop MPR nodes
(4) FM 2 is set to 0 if the 1-hop MPR set of a node
has not changed since its last update; the node leaves
{B1 , ..., Bn } empty, with the understanding that the status
is unchanged since last update.
(5) FM 2 is set to 1 if the 1-hop MPR set of a node has changed
since its last update; the node populates {B1 , ..., Bn } with
the source addresses of its known 1-hop MPR nodes.
In addition, each node forwards SA messages and calculates the MPR connections of other MPR nodes based on the
following rules:
(1) Each non-MPR node does not forward SA broadcast
messages which are set to the network topology acquisition stage (i.e., with Fstage = 1) except the network
connection healing messages under mobility condition
(see detailed info in Section III.D);
(2) Each MPR node forwards SA broadcast messages with
Fstage = 1 to its MPR neighbors without any change.
An MPR node can check whether or not it has forwarded
the message by examining the source address and nonce
of the message;
(3) Based on the information contained in the FM 1 and
{B1 , ..., Bn } data fields, each MPR node calculates the
number of MPR connections held by all other MPR
nodes; for instance, if an SA message from node A has
FM 1 = 2 then the cardinality of {B1 , ..., Bn } gives the
number of MPR connections for A;
(4) Each MPR node calculates the network topology and
routing tables based on the same method used in OLSR.
At this point, once the MPR Selection Stage has completed
and the Network Topology Acquisition Stage has had a chance
to run for a few seconds, any broadcast message (including
SA messages) can be delivered to all nodes in the network by
relying on the MPR nodes to forward the message; likewise,
any unicast message can be delivered to its destination with
shortest path based on the routing tables calculated by each
node with Dijkstra’s algorithm [18]. This is accomplished
using only SA messages to achieve both dissemination of SA
and the computation of MPRs and routes. However, we have
not yet discussed how SER-SA responds to mobility, nor have
we reduced the number of MPR nodes through the global
consolidation process discussed in the next Section.
The MPR selection performed by OLSR, MOLSR, and
performed by SER-SA in the MPR Selection Stage of SERSA is a local selection; consequently, this MPR set contains
redundant MPR nodes that can be removed from the MPR
set without reducing network coverage. For instance, based
on our simulations in MATLAB, in a network over 40 nodes
randomly distributed in a (2km X 2km) square field with over
700 meters radio transmission range of each node, over 50%
of the locally computed MPRs are redundant when compared
to our proposed globally computed MPR set. If we can reduce
the number of MPR nodes in the network, this means we can
also reduce the retransmissions of broadcast traffic. This is
discussed in the following section.
C. SER-SA MPR Consolidation and MPR Maintenance
Unlike a pure flooding technique, relying on MPRs for
forwarding can reduce broadcast messages in the network. A

smaller MPR set results in fewer retransmissions required.
Minimizing the MPR set is quite desirable and has been
extensively researched. Qayyum et al. [17] have proved that
selecting the minimum MPR set is an NP-complete problem.
Several MPR set reduction solutions have been proposed. For
instance, Li et al. [13] proposed a necessary first algorithm
(NFA), which can reduce the number of MPR nodes in the
network by 0.7% up to 11.2% under different scenarios when
compared to the original greedy algorithm [10, 17]. Bai et
al. [14] proposed a method based on node density, which can
reduce approximately 10% of MPR nodes when compared to
the original greedy algorithm. In both cases, however, these
methods require the network to have a very high density, in
order to reach a 10% MPR reduction (e.g., NFA requires 75
1-hop neighbors per node on average), which is not the case
in our scenario.
We propose an alternate method to reduce the MPR set size.
Unlike the above solutions, which reduce MPR nodes from the
point of view of each source node, our method uses the entire
network topology and reduces the MPR set using a centralized
“global” algorithm. The centralized algorithm takes advantage
of the fact that network-wide SA can provide more than just
1-hop and 2-hop knowledge, that allowing for a global-level
MPR node reduction. The MPR reduction procedure begins
after all nodes have had a chance to report their MPR status
(i.e., they have sent an SA message with FM 1 = 1 or FM 2 =
2) and report on their locally computed MPRs (i.e., they have
included the data field {B1 , ..., Bn } in their SA message).
The following steps are performed to reduce the MPR
set using a centralized algorithm. Note that the network is
operating in the Network Topology Acquisition Stage when
this algorithm is performed (i.e., Fstage = 1).
(1) A Group Controller (GC) in a TEN network creates an
ordered list of all MPR nodes, sorted by the number
of the MPR connections (i.e., the cardinality of the set
{B1 , ..., Bn }). It then carries out the following MPR
reduction procedure. All MPR nodes continue operating
as normal until they receive further instructions from the
GC node;
I. Check the MPR node with the smallest number of
MPR connections (i.e., cardinality of {B1 , ..., Bn } is
smallest);
II. Delete the MPR node in Step I if this deletion would
neither reduce the coverage of the network nor break
network connection by the remaining MPRs1 ;
III. Repeat Steps I and II for each MPR in the network,
working up towards the MPR with largest number of
connections until all MPRs have been checked.
(2) The GC node creates a list of MPRs that could be
deleted without affecting network coverage. The GC node
then broadcasts the following MPR reduction message
throughout the network:
{SGC , f }, {(Fstage , FM 1 , B1 , ..., Bn )GT EK , N, SIGGC }
where Fstage = 1 and FM 1 = 3 indicating that this is an
MPR reduction message and {B1 , ..., Bn } are the MPR
1 Note that it is possible for the GC node to determine the coverage offered
by a reduced MPR set based on knowledge of the MPRs of all nodes in the
network. The sharing of FM 1 and {B1 , ..., Bn } by all nodes in the network in
the Topology Acquisition Stage makes it possible for the GC node to compute
a connectivity graph for all nodes and MPRs.

nodes to be disabled;
(3) An MPR node disables its MPR function if it receives the
MPR reduction message and it is on the MPR disable list,
i.e., the MPR node changes its flag value of FM 1 from 2
to 1, and updates its MPR status through its SA message;
(4) Each node (including both MPR and non-MPR) deletes
the MPR nodes (who are on the MPR disable list) from
its 1-hop MPR set when it receives the MPR reduction
message, i.e., the node sets its flag value of FM 2 to 1, and
updates its 1-hop MPR set status through its SA message;
(5) The MPR reduction process will repeat as necessary based
on a pre-defined trigger. The reduction can be triggered
by a threshold such as a timer (e.g., every X minutes)
or percentage of increase in the number of MPR nodes
(e.g., after the number of MPR nodes has increased by
20%) due to mobility. The MPR reduction can start from
the current MPR stage, or it may require the network
start over in the MPR Selection Stage depending on the
battlefield operational requirements.
As will be discussed in section IV, simulations in MATLAB
show that the SER-SA global consolidation of MPR selection
can reduce the number of MPRs in the network by over
50% depending upon topology and density. Note that reducing
MPRs does not affect the load of the remaining MPRs for
forwarding broadcast traffic; regardless of how many MPRs are
in the network, each MPR node needs to forward all broadcast
traffic to its neighbors. The MPR reduction, however, may
affect the load of some MPRs on forwarding unicast traffic.
As we mentioned before, different from traditional Internat
traffic pattern, broadcast messages occupy the majority of total
tactical traffic in TENs. That means the redundant MPRs can
cause more congestion in their local area for forwarding the
majority broadcast traffic than that caused by unicast traffic.
D. SER-SA Network Connection Self-Healing Under Mobility
To account for the mobility of each node in a TEN, the
SER-SA protocol uses the following strategy for quick network
connection self-healing in case of the MPR set of a node is
changed under mobility. Note that the SER-SA network connection self-healing is operating under the Network Topology
Acquisition Stage as well (i.e., Fstage = 1).
For a non-MPR node, it changes and updates its 1-hop
MPR set based on the following rules when its 1-hop MPR
set is changed during mobility:
(1) The non-MPR node updates its current available MPR set
through SA message (i.e., set FM 2 = 1) if it has at least
one 1-hop MPR available during mobility.
(2) The non-MPR node selects one of its 1-hop nodes that
has the most MPR connections (and higher ID if they
have same MPR connections) as its MPR to connect it to
the network if it does not have any existing 1-hop MPRs
available. The non-MPR node updates its 1-hop MPR set
through its SA message (i.e., add the node to its 1-hop
MPR list and set FM 2 = 1). The node selected as MPR
needs to updates its MPR status as well (i.e., change its
FM 1 value from 1 to 2).
For an MPR node, it changes and updates its 1-hop MPR
set based on the following rules when its 1-hop MPR set is
changed during mobility:

(1) The MPR node updates its current available MPR set
through SA message (i.e., set FM 2 = 1) if the MPR node
has at least one 1-hop MPR available during mobility and
the network connection is not broken.
(2) The MPR node updates its MPR set based on the following
rules if the network connection is broken during mobility:
I. The MPR node (who lost connections through its
subnet with other MPRs listed in its 1-hop MPR set)
first checks whether its subnet has common 1-hop
nodes with the subnets of the lost connected MPRs. If
there is, it selects one or more (as needed for healing
broken connections in case of more than 2 broken
subnets) of the common 1-hop nodes that have the most
MPR connections (and higher ID if they have same
connections) as MPR nodes, creates and sends unicast
MPR selection messages to the selected MPR nodes.
The new selected MPR nodes update their MPR status
after receiving the MPR selection messages.
II. If there is no common 1-hop node available between
the subnets of the lost connected MPRs after Step I, the
lost connected MPRs generate a network connection
healing message with FM 2 value set to 3 and insert a
healing flag Fh = 1 into the healing message. They
list the lost connected MPRs that cannot be reached
into the healing message, and broadcast the healing
message to their subnets. Each node processes the
healing message based on the following rules once
receiving the message
i Each MPR node rebroadcasts the healing message
with Fh = 1 only once without any change;
ii Each non-MPR node changes the value of Fh
from 1 to 2, and rebroadcasts the changed healing
message to its 1-hop neighbours after it receives
the healing message with Fh = 1.
iii Each MPR nodes ignores the healing message with
Fh = 2.
iv Each non-MPR node checks whether its subnet
contains the MPRs listed in the lost connection list
once it receives a healing message with Fh = 2.
If not, it drops the message. If its subnet contains
the MPRs listed in the healing message, it sets
itself as MPR and updates its MPR status. At
the same time, it selects the non-MPR node (who
rebroadcasts the healing message to it) as MPR
node, creates a MPR selection message, and sends
the MPR selection message to the non-MPR node.
E. SER-SA Broadcast and Unicast Routing
In the SER-SA protocol, each node recalculates its routing
table based on the updated network topology and the Dijkstra’s
algorithm [18], and both broadcast and unicast messages will
be forwarded by MPR nodes only. For broadcast messages,
each MPR node first checks whether it already broadcasted
the message after it received the message. If so, it drops
the message. If not, then it broadcasts the message to all its
neighbours. For all unicast messages, each node delivers all
unicast messages based on its updated routing table.
IV.

SER-SA P ERFORMANCE

In order to evaluate the performance of the SER-SA
protocol, we conducted simulations in both MATLAB and

NS-2. MATLAB was used to examine the percentage of
reduction in the number of MPR nodes that could be achieved
using the global reduction algorithm presented in III.C as
opposed to a local greedy algorithm for MPR selection. NS-2
simulations were used to evaluate the bandwidth usage and
delivery ratio of SER-SA and to compare with the existing
popular proactive routing protocol MOLSR and reactive routing protocol MAODV which can provide both broadcast and
unicast services in a single protocol. The simulation scenarios
and results are described below.
A. SER-SA MPR Consolidation Performance
We simulated the SER-SA MPR reduction algorithm in
MATLAB, where networks with 40 to 60 nodes were created
with nodes randomly distributed in a square field. Simulations
of each network size (i.e., 40 nodes, 50 nodes, and 60 nodes)
were run 500 times with different network scenarios (i.e.,
each run with different network topology created by random
algorithm) and the results were averaged. Table 1 presents
simulation results showing the percentage of MPR reduction
obtained by the SER-SA protocol after running the global
reduction algorithm. From Table 1, we can see that our
proposed MPR consolidation method can achieve promising
results at much lower densities than the methods proposed in
[13, 14]. For instance, with 50 nodes, SER-SA achieves 20%
MPR reduction when nodes have an average of four 1-hop
neighbors and can reach a reduction of over 58% when the
average 1-hop neighbors per node reaches 20.
TABLE I.
Number
of Nodes
in Network
40
40
40
40
50
50
50
50
60
60
60
60

P ERCENTAGE OF MPR R EDUCTION BY SER-SA
Average 1-hop
Neighbors
per Node
4
8
12
16
4
8
12
20
4
8
12
24

Ratio of Average
1-hop Neighbors to
Total Number of Nodes
10%
20%
30%
40%
8%
16%
24%
40%
7%
13%
20%
40%

MPR Reduction
Percentage
by SER-SA
20%
46%
52%
54%
21%
46%
54%
58%
22%
48%
56%
60%

Figure 2 depicts the average percentage in MPR reduction
achieved by SER-SA (compared to the greedy algorithm) as a
function of the average number of 1-hop neighbors, where once
again nodes are randomly distributed over a square field. The
simulation shows that the proposed MPR reduction method
reaches peak effectiveness when the ratio of average 1-hop
neighbors to the total number of nodes in the network reaches
approximately 40%.
B. SER-SA Bandwidth Usage and Traffic Delivery
Next, we simulated the performance of SER-SA under
mixed traffic conditions, i.e., the traffic used in the simulation
contains 75% SA broadcast messages, 5% General Order
broadcast messages, and 20% unicast messages as described in
[1]. In particular, we were interested in the bandwidth usage,
traffic forwarding load, and traffic delivery ratio of SER-SA.
We compared the bandwidth usage, traffic forwarding load,

Fig. 2. SER-SA MPR reduction percentage over greedy algorithm by average
1-hop neighbors and their related network size.

and traffic delivery ratio of SER-SA to MOLSR and MAODV.
Due to a lack of network simulation platform with soldier radio
waveform model for TENs, we use NS-2.35, 802.11b low data
rate with long range transmission instead. The simulation setup
is described below.
• Simulation Platform: NS-2.35;
• Communication Channel: 802.11b with 1 Mbps data rate
and 900 meters transmission range;
• Node Distribution: 50 nodes were randomly distributed in
a (2km X 2km) square field in NS-2;
• SA Broadcast Message: Each node periodically sent a SA
broadcast message every 5 seconds. Each SA message is
64 Bytes, which is big enough for transmitting geolocation and other vital SA information;
• General Order Broadcast Message: In order to simulate
5% General Order (GO) broadcast traffic, we indicated
one node to periodically generate and broadcast a 210
Byte GO message every 5 seconds;
• Unicast Message: We randomly chose four source and
destination nodes for generating unicast traffic. The total
unicast payload traffic occupies 20% of the total traffic in
the network;
The performance metrics include bandwidth usage, traffic
forwarding load, and traffic delivery ratio for each node, which
are defined below.
• Bandwidth Usage: The amount of data transmitted and
received by a node including all inbound and outbound
traffic such as routing and application data. It is calculated
as the total inbound and outbound traffic by each node
divided by the simulation time. Note that the bandwidth
usage is calculated in network layer only. It does not
include the lower layer overhead such as MAC layer
frame, Physical layer preamble, etc.;
• Traffic Forwarding Load: The average load for forwarding
the mixed traffic (broadcast and unicast) by each node
during a simulation period. It is calculated as the total
forwarded traffic (in Bytes) by each node divided by the
simulation time;
• Traffic Delivery Ratio: The ratio of total received traffic
(in Bytes) by each node to the total traffic sent to the node.
Note that here the traffic includes SA, GO broadcast, and
unicast messages only.
Figure 3 depicts the bandwidth usage on each node for
delivering the mixed traffic with the SER-SA, MOLSR, and

MAODV protocols. Figure 4 depicts their maximum, minimum, and average bandwidth usage. Figure 3 and 4 show
that the SER-SA protocol can save over 50% bandwidth on
delivering the mix traffic comparing with using the MOLSR
protocol. It also uses less bandwidth when compared to the
MAODV protocol.

Fig. 5. The traffic forwarding load of SER-SA by each node compared with
MOLSR and MAODV.

Fig. 3. The bandwidth usage on each node for delivering the mix traffic with
the SER-SA, MOLSR, and MAODV protocols.

Fig. 6. Number of nodes used for forwarding the mixed traffic in SER-SA,
MOLSR, and MAODV protocols.

Fig. 4. The maximum, minimum, and average bandwidth usage for delivering
the mix traffic with the SER-SA, MOLSR, and MAODV protocols.

Figure 5 depicts the traffic forwarding load of the SERSA, MOLSR, and MAODV protocols for each node. Figure
6 depicts number of nodes used for forwarding the mixed
traffic in each protocol. Figure 5 and 6 show that every
node in MAODV is involved in traffic forwarding. The traffic
forwarding load in MAODV is over 6 kbit/s on average. In
MOLSR, there are 42 MPR nodes forwarding the traffic. In
SER-SA, there are only 9 MPR nodes forwarding the traffic
since the global MPR reduction is performed in SER-SA. Even
with over 70% MPR reduction compared to MOLSR, SER-SA
still provides 2-4 redundant MPRs in Figure 6 based on the
lower bound of MPR set [17] for providing the redundancy,
diversity, and connectivity of TENs.
Figure 7 depicts the traffic delivery ratio of the SER-SA,
MOLSR, and MAODV protocols for delivering the mix traffic.
Figure 8 depicts their maximum, minimum, and average traffic
delivery ratio. Figure 7 and 8 show that SER-SA has much
better performance on traffic delivery ratio when compared
to MAODV. The reason for this improvement over MAODV
is that the increase in retransmissions in MAODV can result
in more collisions in the network, where broadcast messages
are not guaranteed. SER-SA has similar delivery ratio with
MOLSR.

Fig. 7. The traffic delivery ratio of the SER-SA, MOLSR, and MAODV
protocols for delivering the mix traffic.

Fig. 8.
The maximum, minimum, and average traffic delivery ratio for
delivering the mix traffic with the SER-SA, MOLSR, and MAODV protocols.

Given the results, SER-SA has better performance on
bandwidth usage, traffic forwarding load, and traffic delivery
ratio in TENs compared to MOLSR and MAODV protocols. It
saves over 50% bandwidth on delivering mixed traffic in a TEN
compared to MOLSR without degrading the traffic delivery
ratio, and has much better traffic delivery ratio compared to
MAODV. SER-SA adds certain complexity with its global
MPR consolidation process. Considering a TEN has less than
60 nodes, it only causes less than one second delay based
on our testing and simulation in MATLAB. In addition, the
built-in security of SA messages in SER-SA at the same
time protects the routing information (e.g., 1- and 2-hop
neighbors, network topology) against external attacks. The
built-in security reduces the overhead of the security functions
used to protect routing messages in the traditional routing
protocols such as in [19, 20].
V.

C ONCLUSION

In order to provide both secure and efficient routing and
situational awareness sharing services in mobile tactical edge
networks, we propose the SER-SA protocol, which utilizes
secure and periodically broadcasted SA messages for MPR
node selection and routing table calculation, avoids routing
messages on the network, and protects network-related information such as topology by the built-in security of SA
messages. In addition, we propose a centralized MPR node
reduction algorithm to further reduce node carried load in the
network. Based on simulations with MATLAB and NS-2, we
demonstrated that SER-SA improves performance greatly on
bandwidth usage and delivery ratio when compared to exiting
popular routing protocols such as MOLSR and MAODV.
We note that SER-SA obtains its efficiency gains by
capitalizing on globally available situational awareness, which
allows for a reduction in the number of MPRs in the network
when compared to a local MPR selection algorithm. The SERSA protocol provides a potentially valuable solution for future
military networks in which global situational awareness may
soon be a requirement, since SER-SA proposes to transmit
SA in an efficient fashion whereby the knowledge of SA can
be used to improve broadcast efficiency and to avoid routing
traffic.
We believe that SER-SA has great potential for increased
efficiency in routing and situational awareness sharing in
TENs. We will continue to enhance the protocol and study
its performance, examining the impact of mobility and other
features.
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