


























2 The Small Network Model

The small network model represents the network infrastructure for a small consulting com-
pany that provides software development services to its clients. This organization main-
tains a single office with four categories of employees, based on their role in the company.
Each employee category is symbolized by a representative user. Three of the employee
categories are regularly resident in the office and the fourth works remotely.

e Jane is the corporate office manager. She handles contracts, employee and consultant
pay, and other managerial duties as necessary.

e Alice is the corporate system administrator. She maintains the corporate network,
website, and all IT functions in the office.

e Bob is one of the software developers who prefers to work from the office.

e Richard is a organizational salesperson, and connects via the VPN remotely.

This organization retains a core of consultants and employees, all of whom connect to the
corporate network via VPN connection. The organization hosts a file server and source
control for safekeeping of project code and documentation.

Figure 1: Small Network Architecture
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2.1 Infrastructure
2.1.1 Connectivity

MainFirewall This Cisco ASA 5505 v8.0 device provides ABBDA with a firewall, VPN,
and IPS capabilities. It is hardened per NSA guidelines for Cisco products.

SecureFirewall This Cisco PIX 506E v8.0 device provides a firewall for the ABBDA se-
cure area. It is hardened per NSA guidelines for Cisco products.

VPNServer VPNServer represents the VPN server that resides within the Cisco ASA ap-
pliance and is not a physical server.

ExternalMailServer ExternalMailServer is running Red Hat Enterprise v4.6. It has been
hardened according to the NSA security configuration guides. It serves as the primary DNS
server for ABBDA, and also as the mail relay. ExternalMailServer hosts the following
services:

e BIND v9.3.1

e Sendmail v8.13.4

ExternalWebServer ExternalWebServer is running Red Hat Enterprise v4.6. It has been
hardened according to the NSA security configuration guides. It serves as the web server
for ABBDA, and also as the secondary DNS server. ExternalWebServer hosts the following
services:

e BIND v9.3.1
e Apache HTTP Server v2.2.9

e PHP v5.2.3

MailServer MailServer is running Windows Server 2003 Standard Edition, Service Pack
2. It has been hardened according to the NSA security configuration guides. It serves as
the internal mail server and antispyware/antivirus, and hosts a web application server that
serves internal users as well as the external web server. MailServer hosts the following
services:

e Microsoft Exchange Server 2007 Service Pack 1
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e McAfee Total Protection Antivirus

e Apache Tomcat v5.5.20

CitrixServer CitrixServer is running Windows Server 2003 Standard Edition, Service Pack
2. It has been hardened according to the NSA security configuration guides. It is a Citrix
server for remote application hosting. CitrixServer hosts the following services:

e McAfee Total Protection Antivirus
e Citrix XenApp v5.0

e Quickbooks Pro 2008

SqlServer SqlServer is running Fedora 9. It has been hardened according to the NSA
security configuration guides. It acts as a file server, hosts a source repository, and a SQL
database. SqlServer hosts the following services:

e Samba v3.0.28
e Mercurial v1.0.1

e MySQL v5.0.51a

2.1.2 Workstations

Workstation1 Jane’s workstation is a Dell desktop computer with Windows Vista Service
Pack 1. Workstation1 hosts the following applications and services:

e McAfee Total Protection Antivirus
e Microsoft Office 2008

e Internet Explorer 7

Workstation2 Bob’s workstation is a Dell desktop computer with Fedora 9. Workstation2
hosts the following applications and services:

e OpenOffice v2.4.0
e Firefox v3.0.2

e Filezilla FTP client v3.0.1

4 DRDC Ottawa CR 2011-010



Workstation3 Alice’s workstation is a Dell desktop computer with Windows XP Profes-
sional, Service Pack 3. Workstation3 hosts the following applications and services:

e McAfee Total Protection Antivirus
e Microsoft Office 2008

e Microsoft Visual Studio

e Internet Explorer 7

e Firefox v3.0.2

e Filezilla FTP client v3.0.1

e Cygwin

Remotel Bob’s home workstation (for when he doesn’t want to work in the office) is
representative of the development machines used by ABBDA employees and contractors
who connect to the network via VPN. Remotel hosts Fedora 9 Linux, and is generally
hardened as a development machine, but not to the level of NSA configuration guides.
Remotel hosts the following applications and services:

e OpenOffice v2.4.0
e Firefox v3.0.2

e Filezilla FTP client v3.0.1

Remote2 Richard’s laptop is representative of the machines used by ABBDA sales em-
ployees who connect to the network via VPN. Remote2 hosts Windows XP Professional
Service Pack 3. Remote2 hosts the following applications and services:

e Microsoft Office 2008

e Firefox v3.0.2

2.2 Firewall Rules
MainFirewall

1. MainFirewall allows outbound traffic to the internet from the dmz subnet
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. MainFirewall allows outbound traffic to the internet from the corporate subnet

3. MainFirewall allows outbound traffic to the internet from the vpn subnet
4. MainFirewall allows anyone to access VPNServer over vpnPort to establish VPN
sessions
5. MainFirewall allows anyone to access ExternalWebServer over httpPort to browse
the ABBDA website
6. MainFirewall allows anyone to access ExternalWebServer over dnsPort for address
resolution
7. MainFirewall allows anyone to access ExternalMailServer over dnsPort for address
resolution
8. MainFirewall allows anyone to access ExternalMailServer over smtpPort to deliver
mail
9. MainFirewall allows users in the vpn subnet to access MailServer on pop3Port to
retrieve mail
10. MainFirewall allows users in the vpn subnet to access MailServer on smtpPort to
send mail
11. MainFirewall allows ExternalWebServer to access allow MailServer on httpPort to
get web applications
12. MainFirewall allows ExternalWebServer to talk to anyone over httpPort
13. MainFirewall allows ExternalMailServer access MailServer to relay mail
14. MainFirewall allows anyone to access MailServer over httpPort for web applications
SecureFirewall
1. SecureFirewall allows ExternalWebServer to access SqlServer over nfsPort to re-
trieve webpages
2. SecureFirewall allows ExternalWebServer to access SqlServer over sqlPort to re-
trieve data from MySQL
3. SecureFirewall allows users in the corporate subnet to access SqlServer via hgPort
for Mercurial
4. SecureFirewall allows users in the corporate subnet to access SqlServer via nfsPort

for NFS mounts
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10.

1.

12.

SecureFirewall allows users in the corporate subnet to access SqlServer via sqlPort
for database access

SecureFirewall allows users in the corporate subnet to access SqlServer via samba-
Port for Samba sharing

SecureFirewall allows users in the corporate subnet to access CitrixServer via sshPort
for Citrix access

SecureFirewall allows users in the vpn subnet to access SqlServer via hgPort for
Mercurial

SecureFirewall allows users in the vpn subnet to access SqlServer via nfsPort for
NFS mounts

SecureFirewall allows users in the vpn subnet to access SqlServer via sqlPort for
database access

SecureFirewall allows users in the vpn subnet to access SqlServer via sambaPort for
Samba sharing

SecureFirewall allows users in the vpn subnet to access CitrixServer via sshPort for
Citrix access

Attack Scenario

1.

MainFirewall had the Override Account Disabled option was enabled for testing
purposes in past, which was never disabled again. This makes the 5505 vulnerable
to CVE-2009-1155 (allow remote attackers to bypass authentication and establish a
VPN session to an ASA device).

. MainFirewall is also vulnerable to denial of service attacks via CVE-2008-3817

SecureFirewall is vulnerable to denial of service attacks via CVE-2008-3817

. ExternalWebServer is vulnerable to CVE-2008-0007, allowing an attacker to execute

arbitrary code through Kerberos, via BIND

. ExternalMailServer is vulnerable to CVE-2008-0007, allowing an attacker to execute

arbitrary code through Kerberos, via BIND

. ExternalMailServer is vulnerable to CVE-2006-0058, allowing an attacker to execute

arbitrary code through Sendmail

. SqlServer is vulnerable to CVE-2008-1105, allowing an attacker to execute arbitrary

code through Samba
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

SqlServer is vulnerable to CVE-2008-4297, allowing an attacker to bypass authenti-
cation and retrieve arbitrary files from the repository

SqlServer is vulnerable to CVE-2008-0226, allowing an attacker to execute arbitrary
code through MySQL

MailServer is vulerable to CVE-2007-0774, allowing an attacker to execute arbitrary
code through Apache Tomcat

MailServer is vulerable to CVE-2009-0098, allowing an attacker to execute arbitrary
code through Microsoft Exchange via a crafted email message

Workstationl is vulerable to CVE-2009-0554, allowing an attacker to execute arbi-
trary code through Internet Explorer via a malicious website

Workstationl is vulerable to CVE-2009-0550, allowing an attacker to execute arbi-
trary code through Internet Explorer via a malicious website

Workstation2 is vulerable to CVE-2008-2152, allowing an attacker to execute arbi-
trary code through OpenOffice via a crafted file that is opened by the user

Workstation2 is vulerable to CVE-2009-1313, allowing an attacker to execute arbi-
trary code through Firefox via a malicious website

Workstation3 is vulerable to CVE-2009-1313, allowing an attacker to execute arbi-
trary code through Firefox via a malicious website

Remotel is vulerable to CVE-2008-2152, allowing an attacker to execute arbitrary
code through OpenOffice via a crafted file that is opened by the user

Remotel is vulerable to CVE-2009-1313, allowing an attacker to execute arbitrary
code through Firefox via a malicious website

Remote? is vulerable to CVE-2009-1313, allowing an attacker to execute arbitrary
code through Firefox via a malicious website
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3 The Medium Network Model

This section describes a multiple segment, heterogeneous system network consisting of
approximately 200 elements. While this proposed network design is an abstraction and
representation of an actual Government of Canada supported network design, this design
does not contain specific information that pertains to any GoC departmental infrastructure.
It should be noted that the proposed architecture intentionally does not conform to GoC
guidelines for network architecture design and includes potential design flaws that will be
of benefit to the evaluation of security tools in detecting network vulnerabilities.

The following network diagram illustrates the network architecture and main network con-
nectivity.
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3.1 Network Zoning

The medium model is composed of several inter-connected network zones, each with a
dedicated purpose and user community. The purpose of each zone defines the hardware
and software that is deployed to that zone.

3.1.1 Operational Zones

This system network is a representation of an organization that provides services similar to
an educational facility or museum. The organization has two main functional areas.

e There is an administration zone in which activities related to the business opera-
tion of the facility are performed and in which are located the applications to sup-
port these functions. These activities include human resource management, financial
management and media relations. The systems in this zone are primarily business
oriented in operations, including databases, file servers and email/support systems.

e There are collections zones in which the tracking and management of the organiza-
tionOs information and collections assets is performed. The systems in this zone are
primarily data oriented, specifically databases and database support and display ser-
vices. The applications are themselves custom developed and based on open source
development tools. Users generally, but not exclusively, use web based interfaces to
access the organization’s data, with application layer services that provide integrity
and query optimization functions. Advanced users are given the option of access-
ing data stores directly via the appropriate database interface. There are in fact 2
collections zones:

1. a primary, local headquarters zone located at the organizationOs main facility
and

2. a remote offsite zone at a storage and archiving facility. Information is ex-
changed between these zones over an SSL-VPN session carried on a leased
line.

3.1.2 Presentation Zones

There is also a content and presentation dual zone where interactive displays to dissem-
inate information are created and presented, respectively. These zones are linked by a
dual-homed release server that allows, given the correct authorization the release of con-
tent from its creation point to its display location. The presentation servers exist isolated
from the main corporate network backbone and are isolated from any network services
while in operation. The systems in the content generation zone are primarily workstation

DRDC Ottawa CR 2011-010 11



and media support systems focused specifically on the creation of media assets and pre-
sentations. The systems in the presentation zone are reduced functionality servers with the
sole purpose of displaying content.

3.1.3 Ancillary Zones

Additionally, there are several supplemental zones.

e A guest LAN for visiting researchers with limited access to the organizationOs in-
formation services.

e There is also a remote access zone that provides wireless and remote connectivity
capabilities. Access to the corporate services, specifically email and data access is
achieved through a dual homed proxy server that gates information requests origi-
nating from this zone.

e There is a logging server in this zone that observes all traffic and raises alerts when
malicious traffic is detected. All zones are connected via a central switch that also
provides Internet access.

3.2 Infrastructure
The site’s infrastructure is defined by the following mix of hardware and software:

Administration

Servers: Microsoft Windows Server 2000 Service Pack 3, Microsoft Windows Server 2003
Service Pack 2, Microsoft Windows Server 2008, Ubuntu Linux Server 7.10, RedHat En-
terprise Linux 5.2

Software: Microsoft Exchange 2007 Service Pack 1, MIcrosoft Active Directory, Microsoft
FileServer, Very Secure FTPd version 2.0, Samba File Server version 3.0, Oracle Database
Server version 10.2g, Microsoft Internet Information Server 6, BEA WebLogic version 8.1,
Microsoft MSSQL 2005 Service Pack 2, Citrix Presentation Server 4.5

Workstations: Microsoft Windows XP Professional Service Pack 3, Microsoft Windows
Vista Service Pack 1, RedHat Enterprise Linux 5.2

Workstation Software: Microsoft Internet Explorer 7, Mozilla Firefox 3.0, Microsoft Of-
fice 2007 Service Pack 1, OpenOffice version 1.1, Filezilla 2.2

Networking Appliances: Cisco 5509 (router), Cisco 2900 (switch)

Collections
Servers: Microsoft Windows Server 2000 Service Pack 3, Ubuntu Linux Server 7.10,
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Ubuntu Linux Server 8.04, Redhat Enterprise Linux 5.2

Software: Apache Web Server 2.2, Apache Tomcat Application Server 5.5, Very Secure
FTPd version 2.0, Oracle Database Server version 10.2g, Oracle Database Server version
11.1g, Microsoft Internet Information Server 6, BEA WebLogic version 8.1, Microsoft
MSSQL 2005 Service Pack 2, MySQL Database Server version 5.0.24, Subversion 1.5.3,
Citrix Presentation Server 4.5

Workstations: Microsoft Windows XP Professional Service Pack 3, RedHat Enterprise
Linux 5.2, Ubuntu Linux Desktop 9.0

Workstation Software: Microsoft Internet Explorer 7, Mozilla Firefox 3.0, Microsoft Of-
fice 2007 Service Pack 1, OpenOffice version 1.1, Filezilla 2.2

Networking Appliances: Cisco 5509 (router), Cisco 3600 (switch), Cisco SS00ASA (vpn)

Content

Servers: Microsoft Windows Server 2000 Service Pack 3, Ubuntu Linux Server 8.04
Software: Apache Web Server 2.2, Apache Tomcat Application Server 5.5, MySQL Database
Server version 5.0.24

Workstations: Microsoft Windows XP Professional Service Pack 3, RedHat Enterprise
Linux 5.2, MAC OS X 10.5.2

Workstation Software: Microsoft Office 2007 Service Pack 1, Microsoft Internet Explorer
7, Mozilla Firefox 3.0, OpenOffice version 1.1, Filezilla 2.2

Networking Appliances: Cisco 5509 (router), Cisco 2900 (switch)

Guest LAN

Workstations: Microsoft Windows XP Professional Service Pack 3

Workstation Software: Microsoft Office 2007 Service Pack 1, Microsoft Internet Explorer
7

Networking Appliances: Cisco 5509 (router), Cisco 3600 (switch)

External Zone

Servers: Microsoft Windows Server 2000 Service Pack 3, Ubuntu Linux Server 7.10
Software:Squid2 Network Proxy version 2.2, Microsoft RADIUS server
Networking: DLink WAP 2700AP, remote access modems

3.3 Attack Scenario

The proposed attack scenario for the medium model is as follows:

1. An attacker with a wireless capable device connects to the open WAP in the external
zone.
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2. The corporate wireless service is nominally used to allow employees to access infor-
mation from the collections zone as they physically move about through the building.
A path through the Squid proxy allows this activity. The Squid proxy, however, also
allows remote users to access their email using Outlook Web Access to the Exchange
server in the Admin Zone. Since the Squid proxy does not distinguish between the
two types of traffic (External zone wireless access to the Collection zone over the
web, External zone remote web access to the Admin zone), the attacker proceeds to
query web services in the Admin zone.

3. The attacker discovers a vulnerable web server in the Admin zone and bypasses the
security protections to access corporate HR information hosted on database servers
in the Admin zone.

In short, the attacker leverages three separate vulnerabilities in the infrastructure:
e There are no access restrictions on the WAP.

e The combined proxy rules at the EZ perimeter allow the attacker to access zones to
which access should not be granted.

e There is vulnerable web service software in the Admin zone that can be exploited to
disclose the organization’s personnel information assets.

14 DRDC Ottawa CR 2011-010



4 The Very Large Network Model

This section describes a large, multiple segment, heterogeneous system network consisting
of approximately 200,000 elements that can be used to test network security analysis tools.
This network has been designed to be representational of a real-world deployment in terms
of the architecture and the business operations that take place within the network.

A 200,000 system network cannot be practically created without leveraging a technique,
such as templating, that can generate a multi-site, multi-zone network model automatically.
There are two approaches to create such a model:

e From the top down, where more complex models are instantiated using a series of
simple, higher-order business transformations (e.g. what is a n-tier web services
architecture composed of, how is a Windows domain architected); or

e From the bottom up, where smaller network models are extended and re-used to
create larger models.

The second, or bottom up, method has been used to create this 200,000 system network.

This large network is composed of representative sub-networks that, when re-stated and
amalgamated, create a representative real-world network model.
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4.1 Model Creation

The main unit for the large network model is the site. A site is a series of related informa-
tion processing zones that belong to a single logical organization. Each zone must belong
to a site and each machine must belong to a zone. Each sub-model, therefore, represents a
template that allows the instantiation of a new site into the large network model. The net-
work model XML structure supports this organization (see Annex A:XML Representation
of the Network Models).

The creation of this large network model was achieved through a multi-phase development
method. These phases are described in the following sections.

4.1.1 Create the sub-models

A series of sub-models were developed each representing a self-contained network model
similar to the medium system network (200 systems), varying in terms of size, composition,
connectivity and allocation of systems and systemic resources. These sub-models, ranging
in size from 200 systems to 1,000 systems, formed the building blocks for the creation of
the more complex model. (see Annex B:A 1000 System Network).

4.1.2 Create the higher level site and zones

To interconnect the systemic zone, it was assumed that there would be several unifying
network environments that connect the various network sites. For example, all sites are
connected via the Internet, therefore, there is an Internet site containing a single Internet
zone which represents all traffic that traverses between sites.

4.1.3 Instantiate the various sites

Using the network models as the building blocks for the 200,000 system network, the
network creation process included a random selection from the available models, adding
them to the model, until the desired number of systems was represented in the fully defined
model.

4.1.4 Create the inter-site connections

In areal world environment, individual sites are connected in a manner that enables business-
to-business (B2B) information exchange. These inter-site connections were added to the
model resulting in a completed network containing the desired number of systems and a
representative level of interconnection between sites.
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Note that other forms of system and zone interconnection are already present in the model.
For example, the connection between local and remote zones that are still part of a sin-
gle logical site is already modelled within the individual sub-network models. Inter-site
connection via the Internet is also already modelled through the inclusion of the Internet
and Ohigher—levelf) network sites and zones. Finally, interconnection between each zone
within a site is a property of the sub-model and is also already present in the expression of
the network model.

4.2 Attack Scenario

Since the very large model is an inter-connection of many individual sites, an appropri-
ate attack scenario would be one where an attacker originates from one site and attempts
to infiltrate the another site. Rather than effecting an attack from the Internet where or-
ganizations have often perceived the greatest threat and have allocated their IT defences
accordingly, an inter-site attack leverages existing connections between organizations that
are frequently not adequately protected or monitored.

The proposed attack scenario for the very large model is as follows:

Connection
Insider

Attacker

Organization
Database

Figure 4: B2B Attack Scenario

1. From inside the organization, an attacker illegally gains access to a machine in the
zone that has access to the B2B connection.

2. The attacker exploits a vulnerability on the a machine that hosts the B2B function-
ality and crafts custom B2B messages that negatively impact the behaviour of the
remote system connection.

3. The compromised B2B connection negatively impacts the behaviour of the remote
system resulting in the disclosure of organizational information assets.
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An attacker can thus attack the local end of the B2B connection and use the trusted link
between sites to effect any number of attacks against the remote server, including denial of
service attacks, fraud and exploitation of remote vulnerability to further attacks against the
remote infrastructure. In short, the attacker leverages three separate vulnerabilities in the
infrastructure:

e A vulnerable local system in the B2B inter-site trusted relationship.

e An unprotected communications infrastructure that relies on security through the
integrity of the link between site systems.

e A vulnerable remote system in the B2B inter-site trusted relationship.

An attack of this nature can result is a small, poorly run IT infrastructure bringing down
the business capabilities of a much larger network environment that serves a large number
of clients. This is a commonly encountered situation in inter-business network attacks.
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5 Future Work

The network models described in this document are representational architectures for typ-
ical network infrastructure deployments. The next phase in the refinement of these models
will involve the following activities:

e Increasing the heterogeneity of the represented systems and including additional ser-
vices.

e Further describing the connecting infrastructure at the intra-site zones (e.g. Internet
zone).

e Additional detail regarding the network access control rules that define the informa-
tion flow between zones.

The resulting network model and subsequent variants will then be available for use in the
creation, testing and evaluation of security analysis tools for the advancement of security
research.

It is also recommended that another modelling approach be undertaken to create a utility
capable of generating a network of any size using a series of pre-defined and continuously
updated network model usage cases. Such use cases would include such modelling ele-
ments as:

1. A Windows domain (Windows workstations, Domain Controllers, Active Directory,
and Exchange Server)

2. A n-tier web model (Web server pool, application servers and database servers in
separate zones)

3. A remote access model (VPN connectivity between sites, remote workstation access)

4. A supplemental support network for SMS, NAS, backup and anti-virus

In addition to being able to generate an accurate network model of any size such a utility
could be integrated into other modelling and analysis tools. Finally, this utility could easily
be evolved over time to include new elements and configurations. Since only the tool itself
need be updated, there would be no need to take on the cumbersome effort of retrofitting
existing static models to reflect this new information.
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Annex A: XML Representation of the Network
Models

The following excerpt summarizes the XML structure used to express the various XML
models

<?xml version="1.0" encoding="UTF-8' 7>
<mulval_model xmlns:mulval_-model="http://www.bell.ca/mulval’ version="1.1">

<mulval>
<attacker site="" location="" />
</mulval>
<site name=’">
<zone name='" network="" netmask="">
<machine type=’'" name=’’ os="’ version='" count="">
<service runas=’’ name=’’ version=’' service="’ protocol="" port="" type="">
<share export="" name=’" perm=’read’ />
</service>
<service ...>
<account type=’root’ name='" />

<ace type='range’ site=’" from='" port=""/>

</machine>

<machine ...
</zone>
<zone
</site>
<site ...>
</model>

A sample usage of this schema for this 200 host network is provided below:

<?xml version="1.0" encoding="UTF-8* 7>
<mulval_model xmlns:mulval_-model="http://www.bell.ca/mulval’ version="1.1">

<mulval>

<attacker site="medium’ location="wap’ />
</mulval>
<site name="medium™>

<!— Internet zone —>

<zone name=’internet’ network="207.156.90.223" netmask="255.255.255.252">
<machine type=’workstation’ name=’internet_.1’ os=’RHEL’ version="5.2" count="1" />
<machine type=’'network’ name=’external_router’ hardware="Cisco_PIX_.515¢’ o0s="10S’ version="6_.3_5" count="1" />
<ace type="range” from="content” port="80,443" />
<ace type="range” from="hq” port="80,443" />
<ace type="range” from="guest” port="80,443" />
<ace type="range” from="admin” port="25,80,110,443" />

</zone>
<!— Internal Access zone —>
<zone name=’iaz’ network=’192.168.252.0" netmask='255.255.255.0">
<machine type='network’ name='external_router’ hardware="Cisco_.PIX_.515¢’ 0s="10S’ version="6.3_.5" count="1" />
<machine type='network’ name=’'central_router’ hardware="Cisco.5509° o0s='10S’ version="7_1" count="2" />
</zone>

<!— Admin zone —>
<zone name=’admin’ network="192.168.3.0" netmask="255.255.255.0">

<machine type="network’ name=’central_router’ hardware="Cisco.5509" os="I0S’ version="7_1" count="2"/>

<machine type='network’ name=’admin_switch’ hardware="Cisc0.2900" os="I0S’ version="11_1" count="1"/>

<machine type=’server’ name=’admin_1’ os=’Microsoft_Windows_Server.2003" version="5.2.3790.3959_Service_.Pack_.2’ count="2">
<service runas='root’ name=’Exchange_Server’ version='2007:spl’ service="microsoft:exchange_server’ protocol="mailProtocol’

<account type='root’ name=’sysAdmin’/>
</machine>
<machine type=’server’ name=’admin.2’ os=’Microsoft_.Windows_Server.2003" version='5.2.3790.3959_Service_.Pack_.2’ count="2">

port="mailPo

<service runas="root’ name='Active_Directory’ version='2003:sp2’ service="activeDirectory’ protocol="adProtocol’ port="adPort’/>
<account type=’root’ name=’'sysAdmin’/>
</machine>
<machine type=’server’ name='admin.3’ os=’Microsoft_.Windows_Server.2008" version="2008" count="3">
<service runas=’'root’ name='MS._.File_Server’ version="2008" service="fileServer’ protocol="msfs’ port="msfsPort’/>
<account type=’root’ name=’sysAdmin’ />
</machine>

<machine type='server’ name='admin_4’ os=’'Ubuntu_Linux_Server’ version='7.10" count="3">
<service run *ftpd’ name="vsftpd’ version="2.0.3" service="vsftpd’ protocol="ftp’ port="ftpPort’/>

<service shd’ version="4.3" service="openssh’ protocol="ssh’ port="sshPort’/>
<service samba’ version="3.0.21" service="samba:samba’ protocol="samba’ port="sambaPort’ type=’fileshare >
<share export=’corporate’ name=’/corpdata’ perm=’"read’/>
<share export="corpadmin’ name=’/corpdata’ perm="_"/>
</service>
<account type='root’ name=’sysAdmin’/>
</machine>

<machine type='server’ name=’admin.5’ os=’"RHEL’ version="5.2" count="3">
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<service runas=’orainstall’ name=’oracle’ version='10.2" service="oracle:database_server’ protocol="tns’ port="oracleport’/>

<service runas=’sshd’ name=’'sshd’ version="3.7’ service="openssh’ protoc
<account type=’root’ name=’sysAdmin’/>
</machine>

ol="ssh’ port="sshPort’ />

<machine type=’server’ name=’admin_6’ os=’Microsoft_.Windows_Server.2000" version="Service_Pack._3’ count='2">

<service run ‘root’ name="IIS_6" version="6.0" service
<service run

<account type='root’ name=’sysAdmin’/>

“internet_information_server’ protocol="https’ port="httpsPort’/>
root’ name="MS_APP_.SVR6’ version="8.1" service="bea:weblogic_server’ protocol="http_ajp’ port="8081"/>

</machine>
<machine type=’server’ name=’admin.7’ os=’Microsoft_.Windows_Server.2000" version="Service_Pack.3’ count="3">
<service runas=’dbapp’ name='MSSQL’ version='2005:sp2’ service="microsoft:sql_server’ protocol="msdb’ port="1433"/>
<service runas=’root’ name='Terminal_services’ version="4.5" service=’citrix:presentation_-server’ protocol="rdp’ port="3389"/>

<account type=’root’ name=’sysAdmin’ />
</machine>

<machine type='workstation’ name="admin.ws_1’ os="Microsoft_.Windows_XP_Professional’ version="5.1.2600.5512_Service_Pack.3" count="21">
<software name=’Microsoft.Office.2007" app="microsoft:office’ version="2007:spl’ />
<software name="Internet_Explorer’ app="microsoft:internet_explorer’ version='7" type='browser’ />
<software name=’Firefox’ app="mozilla:firefox  version="3.0.2" type='browser’/>

<account type=’root’ name=’sysAdmin’ />
<account type=’user’ name=’normalAccount’/>
</machine>
<machine type=’workstation’ name=’admin_ws_2’ os=’Microsoft_Windows.Vista’

version="6.0_Service_Pack_1" count="11">

<software name=’Microsoft_.Office_.2007" app="microsoft:office’ version="2007:spl’ />
<software name=’Internet_Explorer’ app="microsoft:internet_explorer’ version="7" type='browser’/>

<account type='root’ name=’sysAdmin’/>
<account type='user’ name=’normalAccount’/>
</machine>

<machine type=’workstation’ name=’admin_.ws_3’ os="RHEL’ version='5.2" count="3">
<software name=’OpenOffice’ app="openoffice:openoffice.org’ version="1.1.5" />
<software name="Firefox’ app="mozilla:firefox  version="3.0.2" type='browser’/>

<software name=’Filezilla’ app=’filezilla:filezilla’ version="2.2.22" />
<account type=’root’ name=’sysAdmin’/>
<account type=’user’ name='normalAccount’/>

</machine>

<ace type="range” from="medium:ez” prot="http” port="80" />

<ace type="range” from="medium:ez” prot="https” port="443 httpsPort” />

<ace type="range” from="hq” port="80,443,2049" />

</zone>

<!— External Access Zone —>
<zone name=’eaz  network="192.168.254.0" netmask="255.255.255.0">

<machine type='network’ name=’central_router’ hardware="Cisco.5509" os="10S’ version="7_1" count="1"/>
<machine type=’server’ name=’external_gw’ os=’Ubuntu_Linux_Server’ version="7.10" count="1">

<service runa
<account type=’root’ name=’sysAdmin’/>
</machine>
</zone>

<zone name='ez’ network="10.10.10.24" netmask="255.255.255.248">

‘root’ name=’squid2’ service=’squid:squid’ version='2.2" protocol="https’ port="https’ />

<machine type=’server’ name=’external_-gw’ os=’Ubuntu_Linux.Server’ version="7.10" count="1">
<service runas="root’ name='squid2’ service='squid:squid’ version="2.2" protocol="https’ port="https’ />

<account type=’root’ name=’sysAdmin’ />

</machine>

<machine type='network’ name='wap’ hardware="dlink —2700AP’ os="dlink’ version="2.0" count="1">
<service runas="root’ name='httpd’ version="2.0" service="httpd’ protocol="https’ port="httpsPort’/>

</machine>

<machine type=’server’ name='eaz_l’ os=’Microsoft_.Windows_Server.2000" version="Service_.Pack_3’ count="3">

<service runa

<account type
</machine>
<machine type=’server’ name=’eaz.3’ os=’Ubuntu_.Linux_Server’ version='7.10"

root’ name=’sysAdmin’ />

‘root’ name=’'radius’ version="3.0" service=’tekradius’ protocol="ppp’ port="_"/>

count="1">

<service runas='root’ name=’httpd’ version='2.0" service="httpd’ protocol="https’ port="httpsPort’/>
<account type=’root’ name=’sysAdmin’ />
</machine>
</zone>

<!— Guest Zone —>
<zone name=’guest’ network='192.168.10.0" netmask="255.255.255.0">

<machine type='network’ name="central_router’ hardware=’Cisc0-5509" o0s="I0S’ version="7_1" count="2"/>

<machine type='network’ name=’guest_switch’ hardware="Cisco-3600" os="10S’

version="7_2" count="1"/>

<machine type=’workstation’ name=’guest_-ws_l’ os="Microsoft_Windows_XP_Professional’ version="5.1.2600.5512_Service_.Pack.3’ count="8">
<software name=’Microsoft.Office_.2007" app="microsoft:office’ version="2007:spl’ />
<software name=’Internet_Explorer’ app="microsoft:internet_explorer’ version="7" type='browser’/>

<account type=’'root’ name=’sysAdmin’/>
<account type=’user’ name=’normalAccount’/>
</machine>
</zone>

<!—— Main Calalogue Zone —>
<zone name='hq’ network="192.168.100.0" netmask="255.255.255.0">

<machine type='network’ name=’central_router’ hardware="Cisco.5509" os="I0S’ version="7_1" count="2"/>
<machine type='network’ name=’catalogue_switch’ hardware="Cisco.3600" os="I0S’ version="7_.2" count="1"/>

<machine type=’'network’ name=’inter_site.vpn’ hardware="Cisco_.5500ASA’ os="
<service runas=’root’ name='vpn’ version='7.0’ service='cisco:asa_-5500"

</machine>

<machine type='server’ name="hq.-1’ os="RHEL’ version="5

. count="3">
<service runas=’orainstall’ name=’oracle’ version="10.

2
2

I0S’ version="12_.3" count="1">
protocol="vpn’ port="vpnport’ />

service="oracle:database_server’ protocol="tns’ port='oracleport’/>
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<service runas=’sshd’ name=’'sshd’ version="3.7" service="openssh’ protocol="ssh’ port="sshPort’/>
<account type=’root’ name=’sysAdmin’ />
<account type='normal’ name=’oracle’/>

</machine>

<machine type=’server’ name='hq.2’ os='RHEL’ version='5.2" count="1">
<service run ‘orainstall’ name=’oracle’ version="11.1.0" service="oracle:database_11i’ protocol="tns
<service run sshd’ name="sshd’ version="3.7’ service="openssh’ protocol="ssh’ port="sshPort’/>
<account type='root’ name=’sysAdmin’/>
<account type=’normal’ name=’oracle’ />

port="oracleport’/>

</machine>
<machine type="server’ name=’hq3’ os=’Microsoft.Windows_Server.2000" version="Service._.Pack_3" count="2">
<service runas=’dbapp’ name="MSSQL’ version="2005:sp2’ service="microsoft:sql_server’ protocol="msdb’ port="1433"/>
<service runas="root’ name='Terminal_services’ version="4.5" service=’citrix:presentation_-server’ protocol="rdp’ port="3389"/>

<account type=’root’ name=’sysAdmin’/>
</machine>
<machine type='server’ name="hq-4’ os="Ubuntu_Linux.Server’ version="8.04" count="2">
<service runas='mysql’ name='mysql’ version='5.0.24" service="mysql’ protocol="mysql’ port="3306"/>
<service runas=’sshd’ name=’'sshd’ version="3.7’ service="openssh’ protocol="ssh’ port="sshPort’/>
<account type=’root’ name=’sysAdmin’ />
<account type='normal’ name='mysql’ />
</machine>
<machine type=
<service run

rver’ name="hq.5’ os="Ubuntu_Linux._.Server’ version="7.10" count="2">
*ftpd’ name=’vsftpd’ version="2.0.3" service="vsftpd’ protocol="ftp’ port="ftpPort’ />

<service runas=’root’ name=’samba’ version="3.0.21" service=’samba:samba’ protocol='samba’ port='sambaPort’ type=’fileshare >
<share export=’content’ name=’/collections/content’ perm="_"/>

</service>

<service runas=’sshd’ name=’sshd’ version="3.0.1" service="openssh’ protocol="ssh’ port="sshPort’/>

<account type=’root’ name=’sysAdmin’/>
</machine>
<machine type='server’ name='hq.-6’ os=’Ubuntu_.Linux.Server’ version="8.04" count="3">

<service runas=’www’ name='apache2’ version="2.2" service="apache:http_server’ protocol="https’ port="httpsPort’/>
<service runas=’www’ name=’tomcat’ version="5.5" service="tomcat’ protocol="https_ajp’ port="8080"/>
<service runas=’sshd’ name=’sshd’ version="3.0.1" service="openssh’ protocol="ssh’ port="sshPort’/>

<account type=’root’ name=’sysAdmin’/>

</machine>

<machine type=’'server’ name="hq.7’ os="Microsoft.Windows_Server.2000" version=’Service._.Pack_3’ count=’2">
<service runas="root’ name='IIS_6’ version="6.0" service="internet_information_server’ protocol="https’ port="httpsPort’/>
<service runas=’root’ name='MS_APP.SVR6’ version="8.1" service="bea:weblogic_server’ protocol="http_ajp’ port="8081"/>

<account type=’'root’ name=’sysAdmin’/>
</machine>
<machine type=’server’ name='hq.8° os=’Ubuntu_.Linux_Server’ version="7.10" count="1">
<service runas=’root’ name=’subversion’ version="1.5.3" service='subversion’ protocol="svn’ port="svnPort’/>

<service runas=’sshd’ name shd’ version="3.0.1" service="openssh’ protocol="ssh’ port="sshPort’/>
<account type='root’ name=’sysAdmin’/>
</machine>
<machine type=’workstation’ name="hq.ws_1’ os="Microsoft_Windows_XP_Professional’ version="5.1.2600.5512_Service_Pack.3’ count="18">
<software name=’Microsoft.Office_.2007" app="microsoft:office’ version="2007:spl’ />
<software name=’Internet_.Explorer’ app="microsoft:internet_explorer’ version='7" type=’browser’ />
<software name=’Firefox’ app="mozilla:firefox’ version="3.0.2" type=browser’ />
<account type=’root’ name=’sysAdmin’/>
<account type=’user’ name='normalAccount’/>
</machine>
<machine type='workstation’ name='hq-ws_2’ os="RHEL’ version='5.2" count="8">
<software name=’OpenOffice’ app='openoffice:openoffice.org’ version="1.1.5" />
<software name="Firefox’ app="mozilla:firefox’ version="3.0.2" type="browser’/>
<software name=’Filezilla’ app="filezilla:filezilla’ version="2.2.22" />
<account type=’'root’ name=’sysAdmin’/>
<account type=’user’ name=’normalAccount’/>
</machine>
<machine type=’workstation’ name="hq.ws_3’ os="ubuntu_linux’ version="9.0" count="3">
<software name=’OpenOffice’ app="openoffice:openoffice.org’ version="1.1.5" />
<software name=’Firefox’ app="mozilla:firefox’ version="3.0.5" type="browser’/>
<account type='root’ name=’sysAdmin’/>
<account type='user’ name='normalAccount’/>
</machine>
<ace type="range” from="admin” port="2049,3306,1521" />
<ace type="range” from="ez” port="80,443,2049,3306,1521" />
<ace type="range” from="guest” port="80,443,2049,3306,1521" />
<ace type="full” from="offsite” />
</zone>

<zone name=’offsite’ network="192.168.200.0" netmask='255.255.255.0">
<machine type='network’ name=’offsite_switch’ hardware="Cisco.3600" o0s="10S’ version='7_.2" count="1"/>
<machine type="network’ name=’inter_site_.vpn’ hardware="Cisco.5500ASA’ os="I0S’ version="12_3" count="1">

<service runas=’'root’ name='vpn’ version="7.0’ service=’cisco:asa_5500" protocol="vpn’ port='vpnport’ />

</machine>

<machine type=’server’ name=’offsite_1’ os="RHEL’ version="5.2" count="2">
<service runas=’orainstall’ name=’oracle’ version="10.2" service="oracle:database_server’ protocol="tns’ port="oracleport’/>
<service runas=’sshd’ name=’sshd’ version="3.7" service="openssh’ protocol="ssh’ port="sshPort’/>

<account type=’root’ name=’sysAdmin’/>
<account type='normal’ name=’oracle’ />
</machine>
<machine type=’server’ name=’offsite.2’ os="Microsoft_.Windows_.Server.2000" version="Service_Pack.3’ count="2">
<service runas=’dbapp’ name='MSSQL’ version='2005:sp2’ service="microsoft:sql_server’ protocol="msdb’ port="1433"/>
<service runas=’root’ name=’Terminal_services’ version="4.5" service="citrix:presentation_server’ protocol="rdp’ port="3389"/>
<account type=’root’ name=’sysAdmin’ />
</machine>
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<machine type=’server’ name=’offsite.3’ os="Ubuntu_.Linux_Server’ version="7.10" count="1">
<service runas="ftpd’ name=’vsftpd’ version="2.0.3" service="vsftpd’ protocol="ftp’ port="ftpPort’ />
<service runas=’root’ name='samba’ version="3.0.21" service='samba:samba’ protocol="samba’ port="sambaPort’
<share export="images’ name=’/data/images’ perm=’READ’/>
<share export='agreements’ name=’/data/legal’ perm=’READ’/>

type="fileshare >

</service>
<service runas=’sshd’ name=’sshd’ version="3.0.1" service="openssh’ protocol="ssh’ port="sshPort’/>
<account type='root’ name=’sysAdmin’/>
</machine>
<machine type="server’ name=’offsite_.4’ os=’Ubuntu.Linux_Server’ version="8.04" count="1">
<service runas=’www’ name=’apache2’ version="2.2" service="apache:http_server’ protocol="https’ port="httpsPort’/>
<service runas=’www’ name=’tomcat’ version="5.5" service="tomcat’ protocol="https_ajp’ port="8080"/>
<service runas=’sshd’ name='sshd’ version="3.0.1" service="openssh’ protocol="ssh’ port="sshPort’/>
<account type=’root’ name=’sysAdmin’/>
</machine>

<machine type=’workstation’ name="off_-ws_1’ os="Microsoft_Windows_XP_Professional’ version="5.1.2600.5512_Service_Pack.3’ count="10">
<software name=’Microsoft_.Office_.2007" app="microsoft:office’ version="2007:spl’ />
<software name="Internet_Explorer’ app="microsoft:internet.explorer’ version="7" type='browser’ />
<software name=’Firefox’ app="mozilla:firefox  version="3.0.2" type='browser’/>
<account type=’root’ name=’sysAdmin’ />
<account type=’user’ name=’normalAccount’/>

</machine>

<machine type=’workstation’ name="off_ws_2’ os="RHEL’ version=’5.2" count="8">
<software name=’OpenOffice’ app="openoffice:openoffice.org’ version="1.1.5" />
<software name=’Firefox’ app="mozilla:firefox’ version="3.0.2° type="browser’/>
<software name=’Filezilla’ app=’filezilla:filezilla’ version="2.2.22" />
<account type='root’ name=’sysAdmin’/>
<account type=’user’ name=’normalAccount’/>

</machine>

<ace type="full” from="hq” />

</zone>

<zone name=’content’ network="192.168.1.0" netmask="255.255.255.0">

<machine type="network’ name='central_-router’ hardware="Cisc0o..5509" o0s="10S’ version="7_1" count="2"/>

<machine type=’'network’ name=’content_-switch’ hardware="Cisco..2900" os="I0OS’ version="11_1" count="1"/>

<machine type=’server’ name='cms_.l’ os="Microsoft_.Windows_Server.2000’ version="Service_Pack_.3" count="2">
<service runas=’dbapp’ name="MSSQL’ version="2005:sp2’ service="microsoft:sql_server’ protocol="msdb’ port="1433"/>
<service runas=’root’ name='Terminal_services’ version='4.5" service=’citrix:presentation_server’ protocol="rdp’ port="3389"/>
<account type=’'root’ name=’sysAdmin’/>

</machine>

<machine type=’server’ name=’cms.2’ os=’Ubuntu_.Linux_Server’ version='8.04" count="2">
<service runas=’mysql’ name=’mysql’ version="5.0.24" service="mysql’ protocol="mysql’ port='3306"/>
<service runas='sshd’ name=’sshd’ version="3.7" service="openssh’ protocol="ssh’ port="sshPort’/>
<account type='root’ name=’sysAdmin’/>
<account type='normal’ name=’mysql’ />

</machine>
<machine type=’server’ name=’cms_controller’ os="Ubuntu_Linux.Server’ version="8.04" count="2">
<service runas=’www’ name='apache2’ version="2.2" service="apache:http_server’ protocol="https’ port="httpsPort’/>
<service runas=’www’ name=’tomcat’ version="5.5" service="tomcat’ protocol="https_ajp’ port="8080"/>
<service runas=’sshd’ name=’sshd’ version="3.0.1" service="openssh’ protocol="ssh’ port="sshPort’/>
<account type=’root’ name=’sysAdmin’/>

</machine>

<machine type='workstation’ name="cms_ws_1’ os="Microsoft_Windows_.XP_Professional’ version="5.1.2600.5512_Service_Pack_.3" count="6">
<software name=’Microsoft.Office_.2007" app="microsoft:office’ version="2007:spl’ />
<software name="Internet_Explorer’ app="microsoft:internet_explorer’ version="7" type="browser’ />
<software name="Firefox’ app="mozilla:firefox’ version="3.0.2" type='browser’/>
<account type=’root’ name='sysAdmin’/>
<account type=’user’ name=’normalAccount’/>

</machine>

<machine type=’workstation’ name="cms_ws_2’ os="RHEL’ version="5.2" count="8">
<software name=’OpenOffice’ app="openoffice:openoffice.org’ version="1.1.5" />
<software name=’Firefox’ app="mozilla:firefox’ version="3.0.2° type='browser’/>
<software name=’Filezilla’ app=’filezilla:filezilla’ version="2.2.22" />
<account type='root’ name=’sysAdmin’/>
<account type='user’ name='normalAccount’/>

</machine>

<machine type='workstation’ name=’cms-ws-3’ os="mac-os_-x’ version='10.5.2" count="8">
<software name=’OpenOffice’ app="openoffice:openoffice.org’ version="1.1.5" />
<software name="Firefox’ app="mozilla:firefox’ version="3.0.5" type='browser’/>
<account type=’root’ name=’sysAdmin’ />
<account type=’user’ name=’normalAccount’/>

</machine>

</zone>

<zone name=’presentation’ network=’192.168.2.0° netmask="255.255.255.0">
<machine type=’network’ name=’pres_switch’ hardware="Cisco.2900" o0s="10S’ version="11_1" count="1"/>
<machine type=’server’ name=’cms_controller’ os="Ubuntu_Linux.Server’ version="8.04" count="2">
<service runas='www’ name=’apache2’ version='2.2" service="apache:http_server’ protocol="https’ port="httpsPort’/>

<service runas='www’ name=’tomcat’ version=’5.5" service="tomcat’ protocol="https_ajp’ port="8080"/>
<account type=’root’ name=’sysAdmin’/>
</machine>
<machine type=’server’ name=’pres.1’ os="Ubuntu_Linux’ version="8.04" count="15">
<service runas=’www’ name='apache2’ version="2.2" service="apache:http_server’ protocol="https’ port="httpsPort’/>
<service runas=’www’ name=’tomcat’ version="5.5" service="tomcat’ protocol="https_ajp’ port="8080"/>
<service runas=’sshd’ name=’sshd’ version="4.3" service=openssh’ protocol="ssh’ port="sshPort’/>
<account type=’root’ name=’sysAdmin’/>

</machine>
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<machine type=’'server’ name=’pres_2’ os=’Ubuntu_Linux’ version="8.04" count="3">
<service runas=’www’' name='apache2’ version="2.2" service="apache:http_server’ protocol="https’ port="httpsPort’/>
<service runas=’'root’ name=’samba’ version='3.0.21" service=’samba:samba’ protocol="samba’ port='sambaPort’ type="fileshare >

<share export=’content’ name='/presentations’ perm='READ’/>

</service>
<service run sshd’ na *sshd’ version="4.3" service="openssh’ protocol="ssh’ port="sshPort’/>
<account type=’root’ sAdmin’ />

</machine>

</zone>
</site>
</mulval_model>
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Annex B: A 1000 System Network

This annex describes a multiple segment, heterogeneous system network consisting of ap-
proximately 1,000 elements that was used, among others, as a building block sub-network
template to create the very large network model. This self-contained network has been
designed to be representational of a real-world deployment in terms of the architecture and
the business operations that take place within the network.

B.1 Main Concepts

While this proposed network design is an abstraction and representation of an actual Gov-
ernment of Canada network design, this design does not contain specific information that
pertains to any GoC departmental infrastructure. It should be noted that the proposed archi-
tecture intentionally does not conform to GoC guidelines for network architecture design
and includes potential design flaws that will be of benefit to the evaluation of security tools
in detecting network vulnerabilities.

This network has connections to two broader networks on which reside two user commu-
nities:

1. The Internet where Canadian citizens can access publicly accessible departmental
published applications.

2. A government network that allows other GoC departments to access published ap-
plications.

Access from the governmental network provides, through network routing and firewall
rules, a greater degree of application access and capabilities. For example, file upload is
supported for government users through the GoC network, but not for the public commu-
nity on the Internet.
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This architecture supports access to geographically separate branch offices through VPN
connections. Each of these branch offices had both local processing and access to the
centrally supported departmental application and information storage. Each branch office
has both administrative and analytical user communities.

Both the central and branch offices have administrative services that are available to all
users, including Windows network domain membership, email services, and Internet ac-
cess. These administrative services are available to the branch offices through a trusted
domain relationship and network routing.

The departmental infrastructure supports an development group with separates, but con-
nected application environments. The interconnection between environments supports the
formal release process from development, test/staging and production release. Each en-
vironment includes the necessary tools and services needed to support the creation and
maintenance of in-house development applications.

The departmental infrastructure also includes connectivity to remote offices that reflect a
user community potentially consisting of non-GoC employees. These offices do not share
in the administrative or analytical roles performed by the department, but aid in the design
and development of research tools. These offices have independent IT infrastructures, but
connect to application development resources within the central departmental infrastruc-
ture. Applications are released to one of two production environments. One environment
supports an external user community, public or governmental. The second production en-
vironment supports an internal user community consisting of:

1. Analysts that use the applications and live data for departmental business operations

2. Researchers that design and define requirements for new application, services and
modes of use for the existing data and data access services.

The department IT environment also includes separate networks for data security services,
including patch management, system management and backup services.

Each network subnet is described in more detail in the following section.
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B.2 Zone Descriptions

In this section, each network zone role, network connectivity and system composition is
described.

B.2.1 External Networks

Both external networks, the Internet and the governmental network, are considered to be
outside the departmental network. There are router devices that connect these networks to
the external community and the demilitarized zones that provide entry to the departmental
network.

Service Type Host System Software Number of

Systems
Network Routers | Cisco ASA 5520 10S 2

B.2.2 Demilitarized Zones (DM2)

There are two primary DMZs in the proposed network architecture: an external DMZ to
gate access to the Internet community and an internal DMZ to gate access to information
requests from all sources. Internet based information requests would have to pass through
both DMZs as these represent less trusted connections, whereas government network based
information requests originate on a more trusted network and are therefore only subject to
the access control rules enforced by the internal DMZ.

External DMZ and External Services

The external DMZ supports all incoming information requests from the Internet commu-
nity. The DMZ hosts external services that both provide an external interface for appli-
cations hosting the external production zone, but also provide security services to protect
departmental information assets against malicious use. Support for externally facing appli-
cations would include web proxies, web servers in a multi-tier architecture, content filters,
application proxies, intrusion detection systems and virus scanners. The DMZ also pro-
vides security services for the support of administrative services used by all departmental
systems, such as email routers and DNS services.
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Service Type Host Systems Software Number of

Systems

Web Services Linux, Windows Apache 2, IIS, | 19

lighthttpd (SSL and

non SSL)
Web Proxies Linux, Windows Squid2, 1IS 8
Mail Relays Linux, Solaris sendmail 2
Security Services | Appliance, Linux, Win- | antivirus, web washers, | 12

dows content filters

Internal DMZ
The Internal DMZ is used to protect all access to the External Production systems and is
primarily focussed on gating access to applications hosted in that operations zone.

Number of
Systems

Service Type Host Systems Software

Firewall Routers | Cisco devices
Audit and Intru- | Hardware appliance I0S 2
sion Detection

Caching DMZ

The caching DMZ is used only by connections originating from the government network
and serves as a caching proxy for specific information service requests. This proxy offloads
information requests for previously requested information and reduces the processing load
on the external production systems.

Service Type Host Systems Software Number of

Systems

Caching Services | Linux and Windows Internet  Acceleration | 6
Server and Squid2

B.2.3 Production Zones

There are two production zones, an external production environment that serves an external
user community and an internal production environment that serves departmental users
exclusively. There is no direct link between these environments.
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External Production Environment

The external production environment supports a multi-tier architecture in that there is net-
work separation between the presentation, business logic and data layers. For some ap-
plications the presentation layer is hosted in the external DMZ for many others, the entire
application is hosted in this logical zone aggregate.

Number of
Systems

Software

Service Type

Host Systems

Firewall routing | Hardware Appliances I0S 6
Web Services Linux, Windows, So- | Apache (1.3.3 and | 21
laris 2.0), IIS (4, 5 and 6),

lighthttpd, iPlanet,

Application Ser- | Linux, Windows Tomcat (5.5. and 6), | 16

vices JBoss, Applications
Server

Database Ser- | Linux, Windows, AIX | MySQL5, MSSSQL, | 31

vices Oracle, DB2

Support Services | Linux, Solaris Visualization servers, | 4
GIS services, NLP
services

Internal Production Environment

The internal production environment mirrors the external environment even though the
data and applications hosted in each environment are completely separate. As such, this
environment supports a multi-tier architecture and network separation between the presen-
tation, business logic and data layers.

Service Type Host Systems Software Number of
Systems
Firewall routing | Hardware Appliances I10S
Web Services Linux, Windows, So- | Apache (1.3.3 and | 18
laris 2.0), IIS (4, 5 and 6),

lighthttpd, iPlanet,

Application Ser- | Linux, Windows Tomcat (5.5. and 6), | 8

vices JBoss, Applications
Server

Database Ser- | Linux, Windows, AIX | MySQL5, MSSSQL, | 27

vices Oracle, DB2
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Support Services | Linux, Solaris Visualization servers, | 11
GIS services, NLP
services

B.2.4 User Zones

There are three main zones in which user workstations reside. Users in each zone have a
separate business role within the department.

Analysis Zone

Users in the analysis zone are focussed on using departmentally acquired or developed
applications and the information collected by departmental representatives to meet the de-
partment’s operational mandate. Users in this zone have a wide variety of workstations and
support servers to achieve this objective.

Service Type Host Systems Software Number of
Systems
Analytical work- | Windows XP, WIndows | Office Applications
station 2003, Ubuntu Linux,
Mac OS X
Analytical sup- | Linux and Windows Samba file server, 23

port servers

Research Zone

Users in the research zone are focussed on determining new uses for the acquired informa-
tion through the development of new application and new application requirements. Users
in this zone have a wide variety of workstations and support servers to achieve this objec-
tive.

Service Type Host Systems Software Number of

Systems

Research  work- | Windows XP, WIndows | Office Applications 43
station 2003, Ubuntu Linux
Development Linux and Windows Samba file server, 31

support servers
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Operation Zone

Users in the operation zone are focussed on management and support tasks for day to
day support of the department’s business operations. All users will have a system in the
operation zone for business activities such as email and management applications. As
such a departmental employee will potentially have more than one workstation within the
department’s IT infrastructure. This applies primarily to users in the research zone since the
analysis zone has access to departmental support systems. Many user have only operation
zone workstations.

Service Type Host Systems Software Number of

Systems
Departmental Windows XP, WIndows | Office Applications 125
Workstation 2003

B.2.5 Services Zones

The services zone hosts those systems that are necessary for supporting the departments
infrastructure and business operations.

Service System Zones
This zone is the primary zone for active core systems and applications that are used by all
users or are necessary for specific departments (such as HR).

Service Type Host Systems Software Number of
Systems
Common Depart- | WIndows 2003 Server | Active Directory, Do- | 9
mental Servers main Controller, File
Server
Business Unit | Windows 2003 Server, | Directory services, | 16
Servers Linux, Solaris PeopleSoft, SAP
Staging Zone

This zone is a working zone for applications that have not been fully deployed but require
access to corporate information, such as directory services. These services are protected
behind network segregation access control rules so as to limit the user community
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Systems
Business Unit | Windows 2003, Linux 8
Servers

Service Type Host Systems Software Number of

Security Zone
This zone is a physically protected zone to host sensitive information assets and security
services (such as PKI)

Service Type Host Systems Software Number of

Systems

Windows 2003, Solaris | Entrust  PKI, File
Servers, Authorization
SErvers

Security Servers

B.2.6 Development Zones

The development zones are isolated environment in which departmentally acquired or
developed applications are created, configured, integrated with information sources and
tested. Activities within these zone also include the integration and conversion of new
information data sets for use with existing application.

Development Support Zone

This zone hosts services to support the development of applications, not only support in-
formations services such as test databases and servers, but also development support appli-
cation such as code control, collaboration, and documentation support services.

Service Type Host Systems Software Number of
Systems
Test Applications | Windows 2003, Linux, | Web Servers, Applica- | 46
AIX tion Servers, Database
Servers
Development ser- | Linux Subversion, WIKIs, | 8
vices File Servers
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Application Test Zone
This zone hosts services to test departmentally developed and acquired applications in a
controlled and isolated manner.

Service Type Host Systems Software Number of
Systems
Test Applications | Windows 2003, Linux, | Web Servers, Applica- | 37
AIX tion Servers, Database
Servers

Test Workstations | Windows 2003 Server Domain Controller, Di- | 10
rectories, Authorization
Servers

B.3 IT Security Zone

Within the IT Security zone, there are systems in place that maintain and monitor the
security status of the entire departmental infrastructure. The IT security zone connects to
key systems are services through a separate network VLAN and, therefore, security traffic
is isolated on a separate network path. The IT security user group access systems directly
within this zone, therefore, there are security workstations connected to the network zone.

Number of
Systems

Service Type Host Systems Software

Windows 2003, Linux | Patch management sys-
tems, audit collection
systems, asset manage-
ment systems

Backup Services | Windows 2003 Network Attached Stor- | 5

age, Backup Software

Security Services

B.4 Branch Office Zones

Each branch office has an identical network architecture. There are local support services,
such as local domain controllers, plus locally deployed applications that have a distributed
architecture and connect to the main application servers and information stores. There
are local admin staff and local analysts that use both the local information services and
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leverage the central information repositories. From a network perspective, each branch
office is connected via a point-to-point VPN connection and the individual domains hosted
in each branch office are established in a trust relationship with the main domain at the
central departmental office.

Service Type

Analytical work-
station

Host Systems

Windows XP, WIndows
2003, Ubuntu Linux,
Mac OS X

Software

Office Applications

Branc

1
16

W

Branch

2
12

Analytical sup- | Linux and Windows Samba file server, local | 6 4
port servers databases
Departmental Windows XP, WIndows | Office Applications 53 34
Workstation 2003
Common Depart- | WIndows 2003 Server | Active Directory, Do- | 5 3
mental Servers main Controller, File

Server
Business Unit | Windows 2003 Server, | Directory services, | 8 6
Servers Linux, Solaris PeopleSoft, SAP
Web Services Linux, Windows, So- | Apache (1.3.3 and | 16 12

laris

2.0), IIS (4, 5 and 6),

lighthttpd, iPlanet,

Application Ser- | Linux, Windows Tomcat (5.5. and 6), | 10 8
vices JBoss, Applications
Server

B.5 Remote Offices

Each remote office has a similar network architecture. Each remote office has:
e a zone for application development and/or research and

e a zone for local development support and connectivity to the main departmental de-
velopment center.

Since the remote office operate with a higher degree of independence from the department,
that is, the users from remote offices are not necessarily departmental employees, a lower
degree of trust exists between these remote zones and the departmental development zones.
Therefore, these users have no access to live data (other than though the external DMZ) and
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have no access to departmental operations systems. Access to the department’s develop-
ment systems is made through an restricted extranet zone which negotiates point-to-point
VPN connections for the remote user community and gates access to resource based on the
department’s access policy.

Service Type Host Systems Software Remot¢ Remotg
1 2
Research  work- | Windows XP, WIndows | Office Applications 26 18
station 2003, Ubuntu Linux,
Mac OS X
Development Linux and Windows Samba file server, local | 6 4
support servers databases
Web Services Linux, Windows, So- | Apache (1.3.3 and | 23 19
laris 2.0), IIS (4, 5 and 6),
lighthttpd, iPlanet,
Application Ser- | Linux, Windows Tomcat (5.5. and 6), | 18 10
vices JBoss, Applications
Server
Remote Access | Appliances, Linux I0S, RAS, Authentica- | 5 5
Services tion, Firewalls
38 DRDC Ottawa CR 2011-010



DOCUMENT CONTROL DATA

(Security classification of title, body of abstract and indexing annotation must be entered when document is classified)

ORIGINATOR (The name and address of the organization preparing the 2. SECURITY CLASSIFICATION (Overall
document. Organizations for whom the document was prepared, e.g. Centre security classification of the document
sponsoring a contractor’s report, or tasking agency, are entered in section 8.) including special warning terms if applicable.)
Bell Canada UNCLASSIFIED

160 Elgin St., 17th Floor, Ottawa, Ontario, K2P 2C4

3. TITLE (The complete document title as indicated on the title page. Its classification should be indicated by the appropriate
abbreviation (S, C or U) in parentheses after the title.)
Security Posture Assessment Demonstrator and Experimenter

4. AUTHORS (Last name, followed by initials — ranks, titles, etc. not to be used.)
Bacic, E.; Henderson, G.; Tremblay, L.

5.  DATE OF PUBLICATION (Month and year of publication of 6a. NO. OF PAGES (Total 6b. NO. OF REFS (Total
document.) containing information. cited in document.)

Include Annexes,
Appendices, etc.)

May 2011 48 0

7. DESCRIPTIVE NOTES (The category of the document, e.g. technical report, technical note or memorandum. If appropriate, enter
the type of report, e.g. interim, progress, summary, annual or final. Give the inclusive dates when a specific reporting period is
covered.)
Contract Report

8. SPONSORING ACTIVITY (The name of the department project office or laboratory sponsoring the research and development —
include address.)
Defence R&D Canada — Ottawa
3701 Carling Avenue, Ottawa ON K1A 0Z4, Canada

9a. PROJECT OR GRANT NO. (If appropriate, the applicable 9b. CONTRACT NO. (If appropriate, the applicable number under
research and development project or grant number under which the document was written.)
which the document was written. Please specify whether
project or grant.)
15BB03 W7714-071028

10a. ORIGINATOR’'S DOCUMENT NUMBER (The official 10b. OTHER DOCUMENT NO(s). (Any other numbers which may
document number by which the document is identified by the be assigned this document either by the originator or by the
originating activity. This number must be unique to this sponsor.)
document.)
DRDC Ottawa CR 2011-010

11. DOCUMENT AVAILABILITY (Any limitations on further dissemination of the document, other than those imposed by security
classification.)
(X) Unlimited distribution
() Defence departments and defence contractors; further distribution only as approved
() Defence departments and Canadian defence contractors; further distribution only as approved
() Government departments and agencies; further distribution only as approved
() Defence departments; further distribution only as approved
() Other (please specify):

12. DOCUMENT ANNOUNCEMENT (Any limitation to the bibliographic announcement of this document. This will normally correspond

to the Document Availability (11). However, where further distribution (beyond the audience specified in (11)) is possible, a wider
announcement audience may be selected.)




13. ABSTRACT (A brief and factual summary of the document. It may also appear elsewhere in the body of the document itself. It is highly

desirable that the abstract of classified documents be unclassified. Each paragraph of the abstract shall begin with an indication of the
security classification of the information in the paragraph (unless the document itself is unclassified) represented as (S), (C), or (U). Itis
not necessary to include here abstracts in both official languages unless the text is bilingual.)

In the process of creating and evaluating network analysis tools, it is necessary to first define
a set of network models that can serve as a baseline template against which the tools can be
assessed. These models can not only be a test environment by which these tools can be tested,
but they can also identify previously unknown and unexpected behaviours in the tool set that
might underlie flaws in the network analysis approach. This paper provides a definition and
description of three network models, representing small, medium and large computing environ-
ments, respectively. These models were created using, as a basis, network environments that
have origins in real world deployments so as to be an accurate depiction of a network, its pro-
cesses and its user base. The large network environment uses templates and aggregation to
build a complex multi-site sample network from a set of constituent components and sub models.
Each model was developed and expressed in an XML format for ease of use. Additionally, each
scenario is further defined with a relevant and valid attack scenario that utilizes the elements
within the modeled network to stage a multi-hop attack. It is believed that these three network
models will enable the development of effective network analysis tools.

KEYWORDS, DESCRIPTORS or IDENTIFIERS (Technically meaningful terms or short phrases that characterize a document and could
be helpful in cataloguing the document. They should be selected so that no security classification is required. Identifiers, such as
equipment model designation, trade name, military project code name, geographic location may also be included. If possible keywords
should be selected from a published thesaurus. e.g. Thesaurus of Engineering and Scientific Terms (TEST) and that thesaurus identified.
If it is not possible to select indexing terms which are Unclassified, the classification of each should be indicated as with the title.)

network scenario model; attack scenario







Defence R&D Canada R & D pour la défense Canada

Canada’s leader in Defence Chef de file au Canada en matiere
and National Security de science et de technologie pour
Science and Technology la défense et la sécurité nationale

DEFENCE @V 'DEFENSE

www.drdc-rddc.gc.ca



